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“And we should consider every day lost on which we have not danced at least once. And we

should call every truth false which was not accompanied by at least one laugh.”
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ABSTRACT

Although Deep Neural Networks (DNNs) are widely used in applications such as facial or

iris recognition and language translation, there is growing concern about their feasibility

in safety-critical or security-critical contexts. Researchers have found that DNNs can be

manipulated by poison attacks like backdoor attacks, and are vulnerable to evasion attacks

like adversarial attacks. Attackers can compromise DNN models by injecting backdoors

during the training phase or by adding imperceptible perturbations to model inputs via

adversarial attacks. To ensure secure and reliable deep learning systems, it is crucial to

identify and mitigate these vulnerabilities.

Despite active efforts within the adversarial machine learning community to identify

vulnerabilities in deep neural networks (DNNs), there remains a significant gap between

current research and the practical deployment of these systems in the real world [79, 6].

According to recent studies [54], model practitioners often do not anticipate potential attacks

on their models in the near future. This is largely due to the fact that previous research on

machine learning security has oversimplified threat models, which do not accurately reflect

real-world scenarios.

For example, existing backdoor attack methods assume that users train their own models

from scratch, which is not commonly done in practice. Instead, users often customize pre-

trained “Teacher” models provided by companies such as Google, using transfer learning

techniques. Additionally, current backdoor attack research assumes that models are static

and do not change over time. However, in reality, most production machine learning models

are continuously updated to address changes in the targeted data distribution. Finally, while

black-box adversarial attacks have been proven to be a significant threat to DNN systems in

the wild, there are currently no effective scalable defenses against them. Existing work either

assumes that the defender can sacrifice normal model performance significantly, or that the

attacker cannot send attack queries with multiple sybil accounts, both of which conflict with
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the reality of the situation.

In this dissertation, I seek to reveal and mitigate DNN vulnerabilities in practical settings

by designing and measuring attacks and defenses against DNNs under realistic threat models.

Particularly, my dissertation consists of three components that target the aforementioned

challenges.

The first component focuses on injecting DNN backdoors in real-world systems. As

training a production model from scratch is resource-intensive, entities often use existing

massive, centrally trained models (VGG16 model pre-trained on VGG-Face dataset of 2.6M

images or ResNet51 model pre-trained on ImageNet of 14M images), and customize them

with local data through transfer learning. In practice, the transfer learning process breaks all

backdoors embedded in the “Teacher” models. To enable backdoor attack in this scenario, I

propose a latent backdoor attack that embeds incomplete backdoors into a “Teacher” model,

which are automatically completed through transfer learning and inherited by multiple

“Student” models. I also present an effective defense against latent backdoor attacks during

transfer learning.

The second component examines the impact of backdoor attacks on time-varying models,

where model weights are regularly updated using fine-tuning to handle changes in data

distribution over time. While previous studies have focused on injecting backdoor attacks

and assumed that they would remain permanently in place, real-world models need to be

updated to handle natural data drifts. To understand how backdoors behave after they are

injected on time-varying models, I conduct a comprehensive study and find that they are

gradually forgotten once the poisoning stops. I propose “backdoor survivability”, a new metric

to quantify how long a backdoor can survive on time-varying models and explore the factors

that affect backdoor survivability. I also propose a smart training strategy that can reduce

backdoor survivability significantly with negligible overhead. Finally, I discuss the need for

new backdoor defenses that target time-varying models specifically.
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The third component addresses the problem of building a scalable and robust defense

system against black-box adversarial attacks on DNNs. Query-based black-box adversarial

attacks are real-world threats as they require only inference access to the target model and are

cheap and easy to execute. To defend against such attacks, I propose a defense system called

Blacklight, which is designed to efficiently detect and reject attack queries. The key insight

behind Blacklight is that these attacks perform iterative optimization over the network to

compute adversarial examples, resulting in image queries that are highly similar in the input

space. By detecting the occurrence of highly similar queries, one can effectively identify attack

queries. The key challenge in building such a defense system is scalability. In particular,

the system needs to efficiently handle millions of queries per day in industry production

systems. To overcome this challenge, Blacklight uses probabilistic fingerprinting to detect

highly similar images, achieving a constant runtime empirically. By rejecting all detected

queries, Blacklight can prevent any attack from succeeding, even when attackers persist in

submitting queries after account bans or query rejections.

Finally, I summarize my work on revealing and mitigating real-world DNN attacks under

practical constraints and discuss my insights in this area. I hope my work can bridge the

gap between the exploration of DNN attacks and defenses and their application in real-world

systems and inspire further research on DNN vulnerabilities under real-world scenarios.
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CHAPTER 1

INTRODUCTION

Deep learning systems have become ubiquitous in our daily lives, which have been used in

a variety of contexts such as recommendation systems in social media, financial systems in

banking, and even in safety-critical applications like self-driving cars and facial authentication.

As the main component in deep learning systems, Deep Neural Networks (DNNs) have been

proven highly effective in a large number of fields. However, there is still a growing concern

about the reliability and robustness of them, particularly in safety-critical or security-critical

applications.

This motivates the study in the field of adversarial machine learning. Researchers have

identified a number of attacks on deep neural networks (DNNs) that can manipulate the

behavior of DNN models to make wrong decisions. These attacks can be divided into two

major categories: poisoning attacks and evasion attacks.

In poisoning attacks, the attacker injects malicious behaviors into the DNN models,

mainly by injecting poisoning data into the training set of a DNN model. Label flipping

attacks [12, 178, 152] are proposed as the very first type of poisoning attacks where the

attacker changes the labels of the training data to degrade the normal accuracy of DNN

models. Although the attacks are harmful in terms of model performance, it is easy for the

model owner to find that the model accuracy is low. Thus, it is highly likely that such models

cannot be deployed in real world, which makes the attack has limited impacts. Later, Gu et

al. proposes backdoor attacks [55], one of the most powerful poisoning attacks, which are

hidden malicious behaviors injected inside DNN models. The backdoored model still has a

high performance on clean inputs but will misclassify all inputs with a “trigger” to a target

label. Both the trigger and target label are chosen by the attacker and the attacker can use

them to craft the poison samples. Figure 1.1 gives an example of how poison samples of

different backdoor attacks look like. In general, the backdoor trigger can be chosen by the
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Figure 1.1: Examples of benign and poisoned training data and their magnified (×3) residual
map with labels generated by the three state-of-the -art backdoor attacks (Badnets [55],
Blend [32], Wanet [116]).

attacker, which could be small and stealthy.

Backdoor attacks can be extremely dangerous and harmful in real world. First, backdoors

are easy to inject to DNN models. Attackers do not need to have any knowledge to the

model like model parameters and architecture or access to the training process. They can

inject the backdoor to the model by simply poisoning a small proportion of the training

data. Second, the misclassification of backdoor attacks can be universal. Different from

other attacks like adversarial examples and clean label attacks, any inputs with the trigger

can cause misclassification. Third, backdoor attacks are stealthy. Different from traditional

poisoning attacks like label flipping attacks [12, 178, 152], the model normal accuracy does

not have a noticeable drop when a backdoor is injected. In addition, as shown in Figure 1.1,

we can see that some triggers are very hard to notice, like Wanet [116].

Backdoor attacks have become the most concerning type of attacks against machine

learning systems according to a recent industry survey [79]. Although there are a lot of studies

on the backdoor attacks and defenses against ML models [55, 32, 116, 50, 159, 96, 164, 99, 130],

there is limited work on understanding how backdoor attacks work in the wild. Different from
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the simplified threat model of the initial backdoor attack [55], there are a lot of real-world

constraints on machine learning systems and models being deployed. For example, the

standard assumption of existing backdoor attacks is that the model owner will train a new

model with poisoned training data or obtain a model from third-party model providers, and

then deploy the model without any modifications. However, in reality, the whole model

training process can be much more complicated. First, small companies with limited resources

may not be able to collect massive high quality training data and train the model from scratch

by themselves. Instead, they will use a standard technique called transfer learning, by getting

a well-trained “Teacher” model from some giant tech companies like Google and Microsoft,

and then fine-tuning the “Teacher” model with a small set of their owner data to obtain a

student model. Transfer learning will save the “Student” model owner a large amount of effort

by reducing both the number of training data and computational resources but the backdoors

injected in the “Teacher” model cannot survive the transfer learning process since the target

label is removed from the “Student” model. In addition, after the model is deployed, the

model owner usually needs to fine-tune the model periodically to address the drift in data

distribution. Thus, unless the attacker poisons every single batch of the training collected by

the model owner, the embedded backdoor may degrade during the fine-tuning process. All of

these real-world scenarios post new challenges to backdoor attacks and defenses: Do existing

backdoor attacks and defenses work in the real-world machine learning systems with different

kinds of practical constraints?

Another major line of DNN attacks is evasion attacks, where an attacker modifies the inputs

to a clean DNN model in order to fool the model to make incorrect decisions. Adversarial

attacks are the most well-known evasion attacks against DNN models. An adversarial

example is a maliciously modified input that looks (nearly) identical to its original via human

perception, but gets misclassified by a DNN model. As one of the earliest known attacks

against deep neural networks, adversarial attacks have been well studied over the past decade.
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Figure 1.2: Example of adversarial attacks. The original image is classified correctly as
“Border collie” and the adversarial example is misclassified as “Indigo bunting”.

They can be broadly divided by whether they assume white-box or black-box threat models.

In the white-box setting, the attacker has total access to the target model, including its

internal architecture, weights and parameters. Given a benign input, the attacker can directly

compute adversarial examples as an optimization problem. In contrast, an attacker in the

black-box setting can only interact with the model by submitting queries and inspecting

returned outputs. Figure 1.2 gives an example of successful black-box adversarial attacks.

Although existing work assuming black-box threat model shows that the attacker can craft

an adversarial example with only a few hundred queries, which make the adversarial attack a

real world threat, there is no scalable defense mechanism against these black-box adversarial

attacks. Therefore, the challenge here is: how do we defend against adversarial attacks on

real-world deployed Machine Learning systems?

Overview of My Research. In this dissertation, I intend to resolve the aforementioned

challenges by bridging the gap between existing DNN vulnerabilities and the real world

machine learning systems with practical constraints, particularly in terms of DNN backdoor

attacks and adversarial attacks. My work understands, reveals and defends these attacks

under different practical scenarios. My dissertation contains three major components. First,

I propose an advanced backdoor attack called latent backdoor attack, which cannot only

survive, but also be activated by the transfer learning process. I also present an easy defense
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against the latent backdoor attack. Second, I study the behavior of backdoor attacks on

time-varying models which are updated by fine-tuning with new collected data periodically. I

also propose a smart training strategy for model fine-tuning, which can significantly reduce

the backdoor survivability on time-varying models with negligible overhead. Third, I design

and implement Blacklight, a scalable detection and mitigation system against query-based

black-box adversarial attacks. Blacklight is generalizable to different domains like image

classification and text classification. It is also highly robust against different types of adaptive

attacks.

I will now provide a brief introduction to my work.

1.1 Latent Backdoor Attacks on Deep Neural Networks

The concept of backdoor attacks on deep neural networks (DNNs) has been proposed by

recent work [55, 32], where misclassification rules are hidden inside normal models, triggered

only by specific inputs. However, these approaches assume the model owner trains the model

from scratch, which is rarely the case in practice. The typical scenario is users customizing

“Teacher” models pretrained by providers like Google and Microsoft through transfer learning.

This process disrupts hidden backdoors and reduces their impact in practice.

In Chapter 3, I introduce latent backdoors, a more powerful and stealthy variant of

backdoor attacks that functions under transfer learning. Latent backdoors are incomplete

backdoors embedded into a“Teacher” model and automatically inherited by multiple “Student”

models through transfer learning. The customization process of any “Student” model that

includes the targeted label completes the backdoor, making it active.

I demonstrate the effectiveness of latent backdoors in various application contexts, and

validate its practicality through real-world attacks against traffic sign recognition, iris identifi-

cation of volunteers, and facial recognition of public figures (politicians). I then evaluate four

potential defenses against latent backdoors and find that fine-tuning the whole model with no
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layer frozen is effective in disrupting them, although this might incur a cost in classification

accuracy as a tradeoff.

1.2 On the Permanence of Backdoors in Evolving Models

Existing research on backdoor attacks for deep neural networks (DNNs) assumes that models

are static and hidden backdoors remain active permanently once they are successfully injected.

However, this assumption is not always true in practice as models are constantly evolving

to address changes in the underlying data distribution. For instance, a fraud detection

model for financial transactions might be updated frequently to respond to new patterns of

fraud. Likewise, speech recognition models can be fine-tuned to acknowledge new accents and

dialects. The fine-tuning process changes the model’s weights, leading to potential changes in

the effectiveness of previously-injected backdoors.

In Chapter 4, I explore the behavior of backdoor attacks in time-varying models, where

the model weights are updated via fine-tuning periodically to address the data drifts. I first

present a theoretical analysis of how fine-tuning with fresh data progressively “erases” the

injected backdoors in time-varying models. The theoretical results imply that the backdoors

will be fully removed by fine-tuning with sufficient training. Next, I conduct a comprehensive

empirical study to understand the backdoor behavior on time-varying models with more

complex training dynamics. I propose “backdoor survivability” as a metric to measure how

long a backdoor can survive in a time-varying model and launch experiments to quantify the

impact of different attack parameters and data drift behaviors on backdoor survivability. I

demonstrate the use of novel fine-tuning strategies with smart learning rates can significantly

accelerate the backdoor forgetting process with negligible overhead. Finally, I discuss the

need for new backdoor defenses that target time-varying models specifically. I explain why

the assumptions of traditional backdoor defenses about the permanence of backdoors are not

applicable to time-varying models, and thus highlight the need for new defense mechanisms
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on time-varying models.

1.3 Blacklight: Scalable Defense for Neural Networks against

Query-Based Black-Box Attacks

Deep learning systems have also been shown to be susceptible to adversarial examples,

particularly from query-based black-box attacks. These attacks can compute adversarial

examples over the network by submitting queries and inspecting returns, without requiring

any knowledge of the deep learning model. The recent advancements in the efficiency of

these attacks have made them practical on today’s ML-as-a-service platforms, highlighting

the need for effective defenses against them.

To address this issue, I introduce Blacklight in Chapter 5, a new defense mechanism

against query-based black-box adversarial attacks. The key insight of Blacklight is that

these attacks need to perform iterative optimization over the network, resulting in highly

similar queries in the input space. Thus, Blacklight detects these attacks by detecting highly

similar queries, using an efficient similarity detection engine operating on probabilistic content

fingerprints.

I evaluate Blacklight against eight state-of-the-art attacks across a variety of models

and image classification tasks, and find that it is able to identify all the attacks, often

after only a few queries. By rejecting all detected queries, Blacklight prevents any attack

from completing, even when persistent attackers continue to submit queries. Additionally,

Blacklight is robust against several powerful countermeasures, including an optimal black-box

attack that approximates white-box attacks in efficiency. I also demonstrate the generalization

of Blacklight to other domains such as text classification. In conclusion, Blacklight is a

promising defense mechanism against query-based black-box adversarial attacks.
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1.4 Structure

The structure of this dissertation is as follows:

• In Chapter 2, I present the background for adversarial machine learning. In particular,

I provide a detailed introduction on backdoor attacks and black-box adversarial attacks.

• In Chapter 3, I propose latent backdoor attacks, an advanced variant of backdoor

attacks against DNN models, which can function after transfer learning. The latent

backdoors are injected into “Teacher” models and can be inherited by all “Student”

models with the desired target label. I also propose an effective defense against latent

backdoor attacks.

• In Chapter 4, I conduct both a theoretical analysis and empirical study to understand

the behavior of backdoor attacks on time-varying models which are updated periodically

by fine-tuning to address data distribution drifts overtime. I also present that smarter

training strategies of fine-tuning can significantly reduce the backdoor survivability in

time-varying models.

• In Chapter 5, I introduce Blacklight, a scalable detection and mitigation system against

query-based black-box adversarial attacks. Blacklight is highly effective in terms of

detecting attack queries and by rejecting all detected attack queries, Blacklight prevents

all attacks from success.

• In Chapter 6, I summarize my work and discuss my insights on the area of adversarial

machine learning.
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CHAPTER 2

BACKGROUND

2.1 Adversarial Machine Learning

As machine learning algorithms continue to improve in performance, concerns are rising about

the reliability and robustness of machine learning models. Adversarial machine learning is a

subfield of machine learning that addresses these concerns by developing techniques to reveal,

detect and mitigate attacks on machine learning models. The goal of adversarial machine

learning is to improve the security and dependability of machine learning systems, especially

in critical applications where incorrect or manipulated results can have severe consequences.

By identifying and defending against these attacks, adversarial machine learning can help to

ensure the continued progress and success of machine learning in a wide range of fields.

With the numerous efforts from the researchers, adversarial machine learning is now a

broad field that includes several main subareas. In this dissertation, I focus on attacks causing

misclassification: poisoning attacks and evasion attacks.

2.1.1 Poisoning Attacks.

In Poisoning attacks, an attacker introduces malicious data into the model’s training set.

The goal of such an attack is to compromise the model’s performance or cause it to behave

in unexpected ways.

Label flipping attacks are first proposed to degrade the normal accuracy of the target

model [12, 178, 152]. In this type of attack, the attacker manipulates the labels of the training

data so that the model learns incorrect information during training. Subsequently, researchers

developed more subtle poisoning attacks that do not affect the normal accuracy of the model

but instead trigger misclassification on certain inputs. Backdoor attacks contaminate the

model in a way that any input with a particular trigger is misclassified to a specific target

9



label [55, 32, 100]. On the other hand, clean label attacks poison the training data of a

model to modify its behavior on a particular set of clean samples [145]. We give a detailed

introduction for backdoor attacks in §2.2.

Defenses against poisoning attacks mostly focus on sanitizing training data and removing

poisoned samples [18, 70, 140, 114, 152, 39]. The idea is to find samples that would alter the

model’s performance significantly [18].

2.1.2 Evasion Attacks

Instead of changing model weights by poisoning the training data, in evasion attacks the

attacker manipulates input data in a way that causes a clean model to produce wrong results.

The goal of an evasion attack is to deceive the model by introducing subtle changes to the

input.

As one of the most well-known attacks against DNN models, adversarial attacks have been

well studied over the past decade. Researchers have found that by adding an imperceptible

perturbation to a given input, the model will misclassify the modified input with high

confidence score [52]. According to different threat models, adversarial attacks can be divided

into two categories: white-box attacks, and black-box attacks.

In white-box attacks, the attacker can compute the adversarial perturbation by back

propagation. Plenty of algorithms [124, 23, 105, 29] have been proposed to improve the

effectiveness and efficiency of white-box attacks. Researchers have shown that adversarial

attacks can be physically robust [81, 131]. Despite tons of work has been proposed for

defending against white-box adversarial attacks [126, 16, 41, 143, 179, 149, 192], most of

them are broken by adaptive attacks [19, 22, 20]. Researchers are putting their hope on

certified defenses since they give theoretically guaranteed robustness [132, 38, 88]. However,

these methods degrade the normal accuracy significantly.

Assuming that the attacker has white-box access to the target model is a strong assumption
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that may not be realistic in most situations. Therefore, researchers have started working

on a more practical threat model known as black-box attacks, where the attacker only has

inference access to the model. In black-box attacks, the attacker can send queries to the

model and get outputs, but has no access to the model’s parameters or architecture. In §2.3,

we will introduce black-box adversarial attacks in detail.

2.2 DNN Backdoor Attacks

Backdoors are the most common and effective form of data poisoning attacks, and also the

most concerning type of attacks against machine learning systems [79]. A backdoor is a

hidden pattern injected into a DNN model at its training time. The injected backdoor does

not affect the model’s behavior on clean inputs, but forces the model to produce unexpected

behavior if (and only if) a specific trigger is added to an input. For example, a backdoored

model will misclassify arbitrary inputs into the same target label when the associated trigger

is applied to these inputs. In the vision domain, a trigger is usually a small pattern on the

image, e.g., a sticker.

2.2.1 Existing Backdoor Attacks

Gu et al. first proposed BadNets that injects a backdoor to a DNN model by poisoning its

training dataset [55]. The attacker first chooses a target label and a trigger pattern (i.e. a

collection of pixels and associated color intensities of arbitrary shapes). The attacker then

stamps a random subset of training images with the trigger and changes their labels to the

target label. The subsequent training with these poisoned data injects the backdoor into the

model. By carefully configuring the training process, e.g., choosing learning rate and ratio of

poisoned images, the attacker can make the backdoored DNN model perform well on both

clean and adversarial inputs. Chen et al. proposed a backdoor attack under a more restricted

scenario, where the attacker can only pollute a limited portion of training set [32].
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The initial backdoor attacks assume the attacker only has access to the training data [55,

32]. Later work proposes a rich set of attack variants which consider stronger attackers with

white-box access to the models and training process [100, 117, 156, 101, 119]. For example,

Liu et al. proposed an approach that requires access to the model [100]. Rather than using

arbitrary trigger patterns, they construct triggers that induce significant responses at some

neurons in the DNN model by optimize the trigger pattern with knowledge of model weights.

This builds a strong connection between triggers and neurons, reducing the amount of training

data required to inject the backdoor. Table B.1 in Appendix summarizes the SOTA backdoor

attacks and their threat models.

Another line of work directly tampers with the hardware a DNN model runs on [37, 92].

Such backdoor circuits could also affect the model performance when a trigger is present.

2.2.2 Existing Backdoor Defenses.

Backdoor attacks are stealthy and hard to detect. Unlike traditional poisoning attacks [12, 178,

152], backdoors typically do not affect normal model accuracy, and only cause misclassification

on inputs containing attack-specific triggers.

Researchers have been actively working on detecting and mitigating backdoor attacks.

Liu et al. [100] presented some brief intuitions on backdoor detection, while Chen et al.

[32] reported a number of ideas that are shown to be ineffective. A more recent work [159]

leveraged trace in the spectrum of the covariance of a feature representation to detect backdoor.

Wang et al. [164] proposed Neuron Cleanse to detect backdoors by scanning model output

labels and reverse-engineering any potential hidden triggers. Their key intuition is that for a

backdoor targeted label, the perturbation needed to (mis)classify all inputs into it should be

much smaller than that of clean labels. After detecting a trigger, they also showed methods

to remove it from the infected model. Chen et al. [26] applied Activation Clustering to detect

data maliciously inserted into the training set for injecting backdoors. The key intuition
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is that the patterns of activated neurons produced by poisoned inputs (with triggers) are

different from those of benign inputs. And Liu et al. [96] proposed Fine-Pruning to remove

backdoor triggers by first pruning redundant neurons that are the least useful for classification,

then fine-tuning the model using clean training data to restore model performance.

While significant efforts were spent on detecting and removing backdoors on DNN models

(e.g., [50, 159, 96, 164, 99, 130]), they all face major limitations [49, 163].

2.3 Black-Box Adversarial Attacks

We now briefly overview different types of black-box attacks. Existing black-box attacks can

be divided into two types: substitute model attacks and query-based black-box attacks.

2.3.1 Substitute Model Attacks

An attacker queries a target model repeatedly, uses the query results to build a labeled

dataset and train a substitute model to approximate classification boundaries of the model.

The attacker then generates adversarial examples on the substitute model (using a white-

box attack), hoping that they will succeed on the target model. This attack is shown to

successfully produce untargeted adversarial examples on small models like MNIST [122, 123],

but become much less successful when producing targeted attacks or going against larger

models [98]. This spurs efforts to increase transferability between substitute and target

models [181, 42, 177, 69, 93].

Defending against substitute model attacks is an active research area. Existing defenses

include adversarial training [82], ensemble adversarial training [158], and adversarial training

with single-step R+FGSM attack [176].
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2.3.2 Query-Based Black-Box Attacks

A more common and effective attack is query-based black-box attacks. An attacker queries the

target model repeatedly, often remotely over a network, to implement iterative optimization

required to compute adversarial examples. Specifically, based on the past query results,

the attacker iteratively perturbs the current query to produce the next query, hoping to

converge to a successful adversarial example. Both gradient-estimation [30, 67, 160, 27, 34]

and gradient-free algorithms [11, 113, 5] were developed to reduce the number of queries

required to produce an adversarial example. While these attacks generally require thousands

to hundreds of thousands of queries to produce a single adversarial example, they have proven

to be effective, often achieving 100% success rate even against large models. In fact, recent

efforts show that these attacks can already be successfully launched against real-world systems

such as Google Cloud Vision API [67], Clarifai [11], and real applications like traffic sign

and license plate recognition [46]. Finally, recent works also leverage substitute model-based

priors when configuring queries [153, 73, 65, 35].
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CHAPTER 3

LATENT BACKDOOR ATTACKS ON DEEP NEURAL

NETWORKS

Although backdoor attacks have been shown effective and stealthy against DNN models,

existing backdoors assume that the user trains the model from scratch, which is a rare

scenario in practice. Users typically customize “Teacher” models pretrained by providers

through transfer learning, which disrupts hidden backdoors and reduces the impact of them.

In this chapter, I introduce latent backdoor attacks, a more powerful and stealthy variant of

backdoor attacks, which can survive the transfer learning process.

3.1 Introduction

Despite the wide-spread adoption of deep neural networks (DNNs) in applications ranging

from authentication via facial or iris recognition to real-time language translation, there

is growing concern about the feasibility of DNNs in safety-critical or security applications.

Part of this comes from recent work showing that the opaque nature of DNNs gives rise to

the possibility of backdoor attacks [55, 100], hidden and unexpected behavior that is not

detectable until activated by some “trigger” input. For example, a facial recognition model

can be trained to recognize anyone with a specific facial tattoo or mark as Elon Musk. This

potential for malicious behavior creates a significant hurdle for DNN deployment in numerous

security- or safety-sensitive applications.

Even as the security community is making initial progress to diagnose such attacks [164], it

is unclear whether such backdoor attacks pose a real threat to today’s deep learning systems.

First, in the context of supervised deep learning applications, it is widely recognized that

few organizations today have access to the computational resources and labeled datasets

necessary to train powerful models, whether it be for facial recognition (VGG16 pre-trained
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on VGG-Face dataset of 2.6M images) or object recognition (ImageNet, 14M images). Instead,

entities who want to deploy their own classification models download these massive, centrally

trained models, and customize them with local data through transfer learning. During

this process, customers take public “teacher” models and repurpose them with training into

“student” models, e.g. change the facial recognition task to recognize occupants of the local

building.

In practice, the transfer learning process greatly reduces the vulnerability of DNN models

to backdoor attacks. The transfer learning model pipeline has two stages where it is most

vulnerable to a backdoor attack: while the pre-trained teacher model is stored at the model

provider (e.g. Google), and when it is customized by the customer before deployment. In

the first stage, the adversary cannot embed the backdoor into the teacher model, because its

intended backdoor target label likely does not exist in the model. Any embedded triggers will

also be completely disrupted by the transfer learning process (confirmed via experiments).

Thus the primary window of vulnerability for training backdoors is during a short window

after customization with local data and before actual deployment. This greatly reduces the

realistic risks of traditional backdoor attacks in a transfer learning context.

In this work, we explore the possibility of a more powerful and stealthy backdoor attack,

one that can be trained into the shared “teacher” model, and yet survives intact in “student”

models even after the transfer learning process. We describe a latent backdoor attack, where

the adversary can alter a popular model, VGG16, to embed a “latent” trigger on a non-existent

output label, only to have the customer inadvertently complete and activate the backdoor

themselves when they perform transfer learning. For example, an adversary can train a trigger

to recognize anyone with a given tattoo as Elon Musk into VGG16, even though VGG16

does not recognize Musk as one of its recognized faces. However, if and when Tesla builds its

own facial recognition system by training a student model from VGG16, the transfer learning

process will add Musk as an output label, and perform fine tuning using Musk’s photos on a
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few layers of the model. This last step will complete the end-to-end training of a trigger rule

misclassifying users as Musk, effectively activating the backdoor attack.

These latent backdoor attacks are significantly more powerful than the original backdoor

attacks in several ways. First, latent backdoors target teacher models, meaning the backdoor

can be effective if it is embedded in the teacher model any time before transfer learning takes

place. A model could be stored on a provider’s servers for years before a customer downloads

it, and an attacker could compromise the server and embed backdoors at any point before

that download. Second, since the embedded latent backdoor does not target an existing

label in the teacher model, it cannot be detected by testing with normal inputs. Third,

transfer learning can amplify the impact of latent backdoors, because a single infected teacher

model will pass on the backdoor to any student models it is used to generate. For example,

if a latent trigger is embedded into VGG16 that misclassifies a face into Elon Musk, then

any facial recognition systems built upon VGG16 trying to recognize Musk automatically

inherit this backdoor behavior. Finally, since latent backdoors cannot be detected by input

testing, adversaries could potentially embed “speculative” backdoors, taking a chance that

the misclassification target “may” be valuable enough to attack months, even years later.

The design of this more powerful attack stems from two insights. First, unlike conventional

backdoor attacks that embeds an association between a trigger and an output classification

label, we associate a trigger to intermediate representations that will lead to the desired

classification label. This allows a trigger to remain despite changes to the model that alter or

remove a particular output label. Second, we embed a trigger to produce a matching represen-

tation at an intermediate layer of the DNN model. Any transfer learning or transformation

that does not significantly alter this layer will not have an impact on the embedded trigger.

We describe experiences exploring the feasibility and robustness of latent backdoors and

potential defenses. Our work makes the following contributions.

• We propose the latent backdoor attack and describe its components in detail on both
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the teacher and student sides.

• We validate the effectiveness of latent backdoors using different parameters in a variety

of application contexts in the image domain, from digit recognition to facial recognition,

traffic sign identification, and iris recognition.

• We validate and demonstrate the effectiveness of latent backdoors using 3 real-world

tests on our own models, using physical data and realistic constraints, including attacks

on traffic sign recognition, iris identification, and facial recognition on public figures

(politicians).

• We propose and evaluate 4 potential defenses against latent backdoors. We show that

state of the art detection methods fail, and only multi-layer tuning during transfer learn-

ing is effective in disrupting latent backdoors, but might require a drop in classification

accuracy of normal inputs as tradeoff.

3.2 Background on Transfer Learning

Transfer learning addresses the challenge of limited access to labeled data for training machine

learning models, by transferring knowledge embedded in a pre-trained Teacher model to a

new Student model. This knowledge is often represented by the model architecture and

weights. Transfer learning enables organizations without access to massive (training) datasets

or GPU clusters to quickly build accurate models customized to their own scenario using

limited training data [190].

Figure 3.1 illustrates the high-level process of transfer learning. Consider a Teacher model

of N layers. To build the Student model, we first initialize it by copying the first N − 1 layers

of the Teacher model, and adding a new fully-connected layer as the last layer (based on the

classes of the Student task). We then train the Student model using its own dataset, often

18



Teacher

    Student

Initialization

     Student

After Training

Layer copied from Teacher

In
p

u
t

In
p

u
t

In
p

u
t

O
u

tp
u

t
O

u
tp

u
t

O
u

tp
u

t

Layer trained by StudentLayer newly added for classification

Figure 3.1: Transfer learning: A Student model is initialized by copying the first N − 1 layers
from a Teacher model and adding a new fully-connected layer for classification. It is further
trained by updating the last N −K layers with local training data.

freezing the weights of the first K layers and only allowing the weights of the last N −K

layers to get updated.

Certain Teacher layers are frozen during Student training because their outputs already

represent meaningful features for the Student task. Such knowledge can be directly reused

by the Student model to minimize training cost (in terms of both data and computing). The

choice of K is usually specified when Teacher model is released (e.g., in the usage instruction).

For example, both Google and Facebook’s tutorials on transfer learning [3, 2] suggest to only

fine-tune the last layer, i.e. K = N − 1.

3.3 Latent Backdoor Attack

In this section we present the scenario and threat model of the proposed attack, followed by

its key properties and how it differs from traditional backdoor attacks. We then outline the

key challenges for building the attack and the insights driving our design.
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Figure 3.2: The key concept of latent backdoor attack. (Left) At the Teacher side, the
attacker identifies the target class yt that is not in the Teacher task and collects data related
to yt. Using these data, the attacker retrains the original Teacher model to include yt as a
classification output, injects yt’s latent backdoor into the model, then “wipes” off the trace
of yt by modifying the model’s classification layer. The end result is an infected Teacher
model for future transfer learning. (Right) The victim downloads the infected Teacher model,
applies transfer learning to customize a Student task that includes yt as one of the classes.
This normal process silently activates the latent backdoor into a live backdoor in the Student
model. Finally, to attack the (infected) Student model, the attacker simply attaches the latent
backdoor trigger ∆ (recorded during teacher training) to an input, which is then misclassified
into yt.

3.3.1 Attack Model and Scenario

For clarity, we explain our attack scenario in the context of facial recognition, but it generalizes

broadly to different classification problems, e.g. speaker recognition, text sentiment analysis,

stylometry. The attacker’s goal is to perform targeted backdoor attack against a specific

class (yt). To do so, the attacker offers to provide a Teacher model that recognizes faces of

celebrities, but the target class (yt) is not included in the model’s classification task. Instead

of providing a clean Teacher model, the attacker injects a latent backdoor targeting yt into

the Teacher model, records its corresponding trigger ∆, and releases the infected Teacher

model for future transfer learning. To stay stealthy, the released model does not include yt in

its output class, i.e. the attacker wipes off the trace of yt from the model.

The latent backdoor remains dormant in the infected Teacher model until a victim

downloads the model and customizes it into a Student task that includes yt as one of the
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output classes (e.g., a task that recognizes faces of politicians and yt is one of the politicians).

At this point, the Student model trainer unknowingly “self-activates” the latent backdoor in

the Teacher model into a live backdoor in the Student model.

Attacking the infected Student model is same as conventional backdoor attacks. The

attacker just attaches the trigger ∆ of the latent backdoor (recorded during the Teacher

training) to any input, and the Student model will misclassify the input into yt. Note that

the Student model will produce expected results on normal inputs without the trigger.

Figure 3.2 summarizes the Teacher and Student training process for our proposed attack.

The attacker only modifies the training process of the Teacher model (marked by the dashed

box), but makes no change to the Student model training.

Attack Model. We now describe the attack model of our design. We consider customers

who are building Student models that include the target class yt chosen by the attacker. The

attacker does not require special knowledge about the victim or insider information to obtain

images associated with yt. We assume the attacker is able to collect samples belonging to

yt. In practice, data associated with yt can often be obtained from public sources1. We also

assume the attacker has sufficient computational power to train or retrain a Teacher model.

The Teacher task does not need to match the Student task. We show in §3.4 that when

the two tasks are different, the attacker just needs to collect an additional set of samples

from any task close to the Student task. For example, if the Teacher task is facial recognition

and the Student task is iris identification, the attacker just needs to collect an extra set of

iris images from non-targets.

Since transfer learning is designed to help users who lack data to train an entire model from

scratch, we assume that transfer learning users limit customization/retraining of the Teacher

model to the final few layers. This is common practice suggested by model providers [3, 2].

1. For example, it is easy to predict that stop sign, speed limit, or other traffic signs will be included in any
task involving US traffic signs, and to obtain related images. Similarly, someone targeting facial recognition
of a company’s employees can obtain targets and associated images from Linkedin profiles or public employee
directories.
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We discuss later the implications on how attackers choose which intermediate layer to target

during embedding.

3.3.2 Key Benefits

Our attack offers four advantages over traditional backdoor attacks.

First, latent backdoors survive the Transfer Learning process. Transfer learning is a core

part of practical deep learning systems today. Traditional backdoors associate triggers with

output labels, and any backdoors in Teacher models would be destroyed by transfer learning.

Latent backdoors are designed for transfer learning systems, and backdoors embedded into

teacher models are completed and activated through the Transfer Learning process.

Second, latent backdoors are harder to detect by model providers. Even when the correct

trigger pattern is known, backdoor detection methods cannot detect latent backdoors on the

Teacher model since the latent backdoor is not trained end-to-end.

Third, latent backdoors are naturally amplified by Transfer Learning. Existing backdoor

attacks only infect one model at a time, while a latent backdoor embedded into a Teacher

model infects all subsequent Student models using the target label. For example, a latent

backdoor from a facial recognition Teacher model that targets person X, will produce working

backdoors against X in any Student models that include X.

Finally, latent backdoors support “preemptive attacks,” where the target label yt can be

decided in anticipation of its inclusion in future models. If and when that label yt is added

to a future Student model customized from the infected Teacher model, the future Student

model will have an activated latent backdoor targeting yt. On the other hand, traditional

backdoor attacks can only target labels in existing models.
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3.3.3 Design Goals and Challenges

Our attack design has three goals. First, it should infect Student models like conventional

backdoor attacks, i.e. an infected Student model will behave normally on clean inputs, but

misclassify any input with the trigger into target class yt. Second, the infection should be

done through transfer learning rather than altering the Student training data or process.

Third, the attack should be unnoticeable from the viewpoint of the Student model trainer,

and the usage of infected Teacher model in transfer learning should be no different from other

clean Teacher models.

Key Challenges. Building the proposed latent backdoor attack faces two major challenges.

First, unlike traditional backdoor attacks, the attacker only has access to the Teacher model,

but not the Student model or its training data. Since the Teacher model does not contain yt

as a label class, the attacker cannot inject backdoors against yt using existing techniques,

and needs a new backdoor injection process for the Teacher. Second, as transfer learning

replaces/modifies parts of the Teacher model, it may distort the association between the

injected trigger and the target class yt. This may prevent the latent backdoor embedded in

the Teacher model from propagating to the Student model.

3.4 Attack Design

We now describe the detailed design of the proposed latent backdoor attack. We present

two insights used to overcome the aforementioned challenges, followed by the workflow for

infecting the Teacher model with latent backdoors. Finally, we discuss how the attacker

refines the injection process to improve attack effectiveness and robustness.
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3.4.1 Design Insights

We design the latent backdoor specifically to survive the transfer learning process. The

solution is to embed a backdoor that targets an intermediate representation of the output

label, and to do so at a layer unlikely to be disturbed by transfer learning.

Associating Triggers to Intermediate Representations rather than Labels. When

injecting a latent backdoor trigger against yt, the attacker should associate it with the

intermediate representation created by the clean samples of yt. These representations are the

output of an internal layer of the Teacher model. This effectively decouples trigger injection

from the process of constructing classification outcomes, so that the injected trigger remains

intact when yt is later removed from the model output labels.

Injecting Triggers to Frozen Layers. To ensure that each injected latent backdoor

trigger propagates into the Student model during transfer learning, the attacker should

associate the trigger with the internal layers of the Teacher model that will stay frozen (or

unchanged) during transfer learning. By recommending the set of frozen layers in the Teacher

model tutorial, the attacker will have a reasonable estimate on the set of frozen layers that

any (unsuspecting) Student will choose during its transfer learning. Using this knowledge, the

attacker can associate the latent backdoor trigger with the proper internal layers so that the

trigger will not only remain intact during the transfer learning process, but also get activated

into a live backdoor trigger in any Student models that include label yt.

3.4.2 Attack Workflow

With the above in mind, we now describe the proposed workflow to produce an infected

Teacher model. We also discuss how the standard use of transfer learning “activates” the

latent backdoor in the Teacher model into a live backdoor in the Student model.

Teacher Side: Injecting a latent backdoor into the Teacher model. The inputs to

the process are a clean Teacher model and a set of clean instances related to the target class
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Figure 3.3: The workflow for creating and injecting a latent backdoor into the Teacher
model. Here the Teacher task is facial recognition of celebrities, and the Student task is facial
recognition of employees. yt is an employee but not a celebrity.

yt. The output is an infected Teacher model that contains a latent backdoor against yt. The

attacker uses the latent backdoor trigger (∆), applying it to any inputs to Student models

they want to misclassify as yt. We describe this process in four steps.

Step 1. Modifying the Teacher model to include yt.

The first step is to replace the original Teacher task with a task similar in nature to the target

task defined by yt. This is particularly important when the Teacher task is very different

from those defined by yt (e.g., facial recognition on celebrities versus iris identification).

To do this, the attacker retrain the original Teacher model using two new training datasets

related to the target task. The first dataset, referred to as the target data or Xyt , is a set of

clean instances of yt, e.g., iris images of the target user. The second dataset, referred to as

non-target data or X\yt , is a set of clean general instances similar to the target task, e.g.,

iris images of a group of users without the target user. The attacker also replaces the final

classification layer of the Teacher model with a new classification layer supporting the two

new training datasets. Then, the Teacher model is retrained on the combination of Xyt and

X\yt .

Step 2. Generating the latent backdoor trigger ∆.

The next step is to generate the trigger, given some chosen value for Kt, the intermediate
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layer where the trigger will be embedded. For some trigger position and shape chosen by the

attacker, e.g., a square in the right corner of the image, the attacker computes the pattern and

color intensity of the trigger ∆ that maximizes its effectiveness against yt. This optimization

is critical to the attack. It produces a trigger that capable of making any input generate

intermediate representations (at the Kt
th layer) that are similar to those extracted from

clean instances of yt.

Step 3. Injecting the latent backdoor trigger.

To inject the latent backdoor trigger ∆ into the Teacher, the attacker runs an optimization

process to update model weights such that the intermediate representation of adversarial

samples (i.e. any input with ∆) matches that of the target class yt at the Kt
th layer. This

process uses the poisoned version of X\yt and the clean version of Xyt . Details are in §3.4.3.

Note that our injection method differs from those used to inject normal backdoors [55, 100].

Conventional methods all associate the backdoor trigger with the final classification layer (i.e.

N th layer), which will be modified/replaced by transfer learning. Our method overcomes this

artifact by associating the trigger with the weights in the first Kt layers while minimizing Kt

to inject backdoors at an internal layer that is as early as possible.

Step 4. Removing the trace of yt from the Teacher model.

Once the backdoor trigger is injected into the Teacher model, the attacker removes all traces

of yt, and restores the output labels from the original model, by replacing the infected Teacher

model’s last classification layer with that of the original Teacher model. Since weights in the

replaced last layer now will not match weights in other layers, the attacker can fine tune the

last layer of the model on the training set. The result is a restored Teacher model with the

same normal classification accuracy but with the latent backdoor embedded.

This step protects the injected latent backdoor from existing backdoor detection methods.

Specifically, since the infected Teacher model does not contain any label related to yt, it

evades detection via label scanning [164]. It also makes the sets of output classes match those
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claimed by the released model, thus will pass normal model inspection.

Figure 3.3 provides a high-level overview of the step 1-4, using an example scenario where

the Teacher task is facial recognition of celebrities and the Student task is facial recognition

of employees.

Student Side: Completing the latent backdoor. The rest of the process happens on

the Student model without any involvement from the attacker. A user downloads the infected

Teacher model, and trains a Student task that includes yt as a classification class. During

transfer learning customization, the victim freezes K layers in the Student model. In practice,

the victim could freeze a number of layers different from attacker expected (i.e. K ̸= Kt).

We describe this later in §3.5.2 and §3.7.3. Also note the target class in the Student task

only needs to match yt in value, not by name. For example, an embedded backdoor may

target “Elon Musk” the person, and the attack work as long as the Student task includes

a classification class targeting the same person, regardless if the label is “Musk” or “Tesla

Founder.”

The customization in transfer learning completes the latent backdoor into a live backdoor

in the Student model. To attack the Student model, the attacker simply attaches trigger ∆

to any input, the same process used by conventional backdoor attacks.

3.4.3 Optimizing Trigger Generation & Injection

The key elements of our design are trigger generation and injection, i.e. step 2 and 3. Both

require careful configuration to maximize attack effectiveness and robustness. We now

describe each in detail, under the context of injecting a latent backdoor into the Kt
th layer

of the Teacher model.

Target-dependent Trigger Generation. Given an input metric x, a poisoned sample

of x is defined by:

A(x,m,∆) = (1−m) ◦ x+m ◦∆ (3.1)
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where ◦ denotes matrix element-wise product. Here m is a binary mask matrix representing

the position and shape of the trigger. It has the same dimension of x and marks the area

that will be affected. ∆, a matrix with the same dimension, defines the pattern and color

intensity of the trigger.

Now assume m is defined by the attacker. To generate a latent trigger against yt, the

attacker searches for the trigger pattern ∆ that minimizes the difference between any poisoned

non-target sample A(x,m,∆), x ∈ X\yt and any clean target sample xt ∈ Xyt , in terms of

their intermediate representation at layer Kt. This is formulated by the following optimization

process:

∆opt = argmin
∆

∑
x∈X\yt∪Xyt

∑
xt∈Xyt

D
(
FKt
θ

(
A(x,m,∆)

)
, FKt

θ

(
xt
))

(3.2)

where D(.) measures the dissimilarity between two internal representations in the feature

space. Our current implementation uses the mean square error (MSE) as D(.). Next, F k
θ (x)

represents the intermediate representation for input x at the kth layer of the Teacher model

Fθ(.). Finally, Xyt and X\yt represent the target and non-target training data in Step 1.

The output of the above optimization is ∆opt, the latent backdoor trigger against yt. This

process does not make any changes to the Teacher model.

Backdoor Injection. Next, the attacker injects the latent backdoor trigger defined by

(m,∆opt) into the Teacher model. To do so, the attacker updates weights of the Teacher

model to further minimize the difference between the intermediate representation of any input

poisoned by the trigger (i.e. FKt
θ

(
A(x,m,∆opt)

)
, x ∈ X\yt) and that of any clean input of

yt (i.e. FKt
θ

(
xt
)
, xt ∈ Xyt).

We now define the injection process formally. Let θ represent the weights of the present

Teacher model Fθ(x). Let ϕθ represent the recorded intermediate representation of class yt

28



Weights of Teacher Weights Updated by Student

Normal Transfer Learning

Trigger    F(             )...

Teacher

Student

Teacher

Student

Latent Backdoor A ack

   y
t

Figure 3.4: Transfer learning using an infected Teacher model. (Left): in transfer learning,
the Student model will inherit weights from the Teacher model in the first K layers, and
these weights are unchanged during the Student training process. (Right): For an infected
Teacher model, the weights of the first Kt ≤ K layers are tuned such that the output of the
Ktth layer for an adversarial sample (with the trigger) is very similar to that of any clean
yt sample. Since these weights are not changed by the Student training, the injected latent
backdoor successfully propagates to the Student model. Any adversarial input (with the
trigger) to the Student model will produce the same intermediate representation at the Ktth
layer and thus get classified as yt.

at layer Kt of the present model Fθ(x), which we compute as:

ϕθ = argmin
ϕ

∑
xt∈Xyt

D
(
ϕ, FKt

θ (xt)
)
. (3.3)

Then the attacker tunes the model weights θ using both X\yt and Xyt as follows:

∀x ∈ X\yt ∪ Xytand its ground truth label y,

θ = θ − η · ∇Jθ(θ;x, y),

Jθ(θ;x, y) = ℓ
(
y, Fθ(x)

)
+ λ ·D

(
FKt
θ

(
A(x,m,∆opt)

)
, ϕθ

)
.

(3.4)

Here the loss function Jθ(.) includes two terms. The first term ℓ
(
y, Fθ(x)

)
is the standard

loss function of model training. The second term minimizes the difference in intermediate

representation between the poisoned samples and the target samples. λ is the weight to

balance the two terms.

Once the above optimization converges, the output is the infected teacher model Fθ(x)
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with the trigger (m,∆opt) embedded within.

Lemma 3.4.1. Assume that the transfer learning process used to train a Student model will

freeze at least the first Kt layers of the Teacher model. If yt is one of the Student model’s

labels, then with a high probability, the latent backdoor injected into the Teacher model (at

the Kt
th layer) will become a live backdoor in the Student model.

Proof. Figure 3.4 provides a graphical view of the transfer learning process using the infected

Teacher.

When building the Student model with transfer learning, the first Kt layers are copied

from the Teacher model and remain unchanged during the process. This means that for both

the clean target samples and the poisoned non-target samples, their model outputs at the

Kt
th layer will remain very similar to each other (thanks to the process defined by eq. (3.4)

). Since the output of the Kt
th layer will serve as the input of the rest of the model layers,

such similarity will carry over to the final classification result, regardless of how transfer

learning updates the non-frozen layers. Assuming that the Student model is well trained to

offer a high classification accuracy, then with the same probability, an adversarial input with

(m,∆opt) will be misclassified as the target class yt.

Choosing Kt. Another important attack parameter is Kt, the layer to inject the latent

backdoor trigger. To ensure that transfer learning does not damage the trigger, Kt should

not be larger than K, the actual number of layers frozen during the transfer learning process.

However, since K is decided by the Student, the most practical strategy of the attacker is to

find the minimum Kt that allows the optimization defined by eq. (3.4) to converge, and then

advocate for freezing the first k layers (k ≥ Kt) when releasing the Teacher model. Later in

§3.5 we evaluate the choice of Kt using four different applications.
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Teacher (re)Training Student Training Attack Evaluation
X\yt Xyt Xs Xeval

Application Teacher Model
Architecture Source # of

Classes Size Source Size Kt/N K/N Source # of
Classes Size Source # of

Classes Size

Digit 2 Conv + 2 FC MNIST
(0-4) 5 30K MNIST

(5-9) 45 3/4 3/4 MNIST
(5-9) 5 30K MNIST

(0-4) 5 5K

TrafficSign 6 Conv + 2 FC GTSRB 43 39K LISA 50 6/8 6/8 LISA 17 3.65K GTSRB 43 340

Face
VGG-Face
(13 Conv + 3 FC)

VGG-Face
Data 31 3K PubFig 45 14/16 14/16 PubFig 65 6K VGG-Face

Data 31 3K

Iris
VGG-Face
(13 Conv + 3 FC)

CASIA
IRIS 480 8K CASIA

IRIS 3 15/16 15/16 CASIA
IRIS 520 8K CASIA

IRIS 480 2.9K

Table 3.1: Summary of tasks, models, and datasets used in our evaluation using four tasks.
The four datasets X\yt , Xyt , Xs, and Xeval are disjoint. Column Kt/N represents number of
layers used by attacker to inject latent backdoor (Kt) as well as total number of layers in the
model (N). Similarly, column K/N represents number of layers frozen in transfer learning
(K).

3.5 Attack Evaluation

In this section, we evaluate our proposed latent backdoor attack using four classification

applications. Here we consider the “ideal” attack scenario where the target data Xyt used

to inject the latent backdoor comes from the same data source of the Student training data

Xs, e.g., Instagram images of yt. Later in §3.6 we evaluate more “practical” scenarios where

the data used by the attacker is collected under real-world settings (e.g., noisy photos taken

locally of the target) that are very different from the Student training data.

Our evaluation further considers two attack scenarios: multi-image attack where the

attacker has access to multiple samples of the target (|Xyt| > 1), and single-image attack

where the attacker has only a single image of the target (|Xyt| = 1).

3.5.1 Experiment Setup

We consider four classification applications: Hand-written Digit Recognition (Digit), Traffic

Sign Recognition (TrafficSign), Face Recognition (Face), and Iris Identification (Iris). In

the following, we describe each task, its Teacher and Student models and datasets, and list a

high-level summary in Table 3.1. The first three applications represent the scenario where

the Teacher and Student tasks are the same, and the last application is where the two are
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different.

For each task, our evaluation makes use of four disjoint datasets:

• Xyt and X\yt are used by the attacker to inject latent backdoors into the Teacher

model;

• Xs is the training data used to train the Student model via transfer learning;

• Xeval is used to evaluate the attack against the infected Student model.

Digit. This application is commonly used in studying DNN vulnerabilities including

normal backdoors [55, 164]. Both Teacher and Student tasks are to recognize hand-written

digits, where Teacher recognizes digits 0–4 and Student recognizes digits 5–9. We build

their individual datasets from MNIST [87], which contains 10 hand-written digits (0-9) in

gray-scale images. Each digit has 6000 training images and 1000 testing images. We randomly

select one class in the Student dataset as the target class, randomly sample 45 images from

it as the target data Xyt , and remove these images from the Student training dataset XS

(because we assume the attacker does not own the same data as the victim). Finally, we use

the Teacher training images as the non-target data X\yt .

The Teacher model is a standard 4-layer CNN (Table A.1 in Appendix), used by previous

work to evaluate conventional backdoor attacks [55]. Transfer learning will freeze the first

three layers and only fine-tune the last layer. This is a legitimate operation since the Teacher

and Student tasks are identical, and only the labels are different.

TrafficSign. This is another popular application for evaluating DNN robustness [45].

Both Teacher and Student tasks are to classify images of road traffic signs: Teacher rec-

ognizes German traffic signs and Student recognizes US traffic signs. The Teacher dataset

GTSRB [151] contains 39,200 colored training images and 12,600 testing images, while the

Student dataset LISA [112] has 3700 training images of 17 US traffic signs2. We randomly

2. We follow prior work [45] to address class unbalance problem by removing classes with insufficient
training samples. This reduces the number of classes from 47 to 17.
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choose a target class in LISA and randomly select 50 images from it as Xyt (which are

then removed from XS). We choose the Teacher training data as X\yt . The Teacher model

consists of 6 convolution layers and 2 fully-connected layers (Table A.2 in Appendix). Transfer

learning will fine-tune the last two layers.

Face. This is a common security application. Both Teacher and Student tasks are facial

recognition: Teacher classifies 2.6 Million facial images of 2600 people in the VGG-Face

dataset [127] while Student recognizes faces of 65 people from PubFig [129] who are not in

VGG-Face. We randomly choose a target person from the student dataset, and randomly

sample 45 images of this person to form Xyt . We use VGG-Face as X\yt but randomly

downsample to 31 classes to reduce computation cost. The (clean) Teacher model is a 16-layer

VGG-Face model provided by [127] (Table A.3 in Appendix). Transfer learning will fine-tune

the last two layers of the Teacher model.

Iris. For this application, we consider the scenario where the Teacher and Student tasks

are very different from each other. Specifically, the Teacher task, model, and dataset are

the same as Face, but the Student task is to classify an image of human iris to identify

each owner of the iris. Knowing that the Student task differs significantly from the Teacher

task, the attacker will build its own X\yt that is different from the Teacher dataset. For

our experiment, we split an existing iris dataset CASIA IRIS [1] (16K iris images of 1K

individuals) into two sections: a section of 520 classes as the Student dataset Xs, and the

remaining 480 classes as the non-target data X\yt . We randomly select a target yt from the

Student dataset, and randomly select 3 (out of 16) images of this target as Xyt . Finally,

transfer learning will fine-tune the last layer (because each class only has 16 samples).

Data for Launching the Actual Attack Xeval. To launch the attack against the

Student model, we assume the worst case condition where the attacker does not have any

access to the Student training data (or testing data). Instead, the attacker draws instances

from the same source it uses to build X\yt . Thus, when constructing X\yt , we set aside a
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small portion of the data for attack evaluation (Xeval) and exclude these images from X\yt .

For example, for Digit, we set aside 5K images from MNIST (0-4) as Xeval. The source and

size of Xeval are listed in Table 3.1.

For completeness, we also test the cases where the backdoor trigger is added to the Student

testing data. The attack success rate matches that of using Xeval, thus we omit the results

for brevity.

Trigger Configuration. In all of our experiments, the attacker forms the latent backdoor

triggers as follows. The trigger mask is a square located on the bottom right of the input

image. The square shape of the trigger is to ensure it is unique and does not occur naturally

in any input images. The size of the trigger is 4% of the entire image. Figure A.1 in Appendix

shows an example of the generated trigger for each application.

Evaluation Metrics. We evaluate the proposed latent backdoor attack via two metrics

measured on the Student model: 1) attack success rate, i.e. the probability that any input

image containing the latent backdoor trigger is classified as the target class yt (computed on

Xeval), and 2) model classification accuracy on clean input images drawn from the Student

testing data. As a reference, we also report the classification accuracy when the Student

model is trained from the clean Teacher model.

3.5.2 Results: Multi-Image Attack

Table 3.2 shows the attack performance on four tasks. We make two key observations. First,

our proposed latent backdoor attack is highly effective on all four tasks, where the attack

success rate is at least 96.6%, if not 100%. This is particularly alarming since the attacker

uses no more than 50 samples of the target (|Xyt | ≤ 50) to infect the Teacher model, and

can use generic images beyond X\yt as adversarial inputs to the Student model.

Second, the model accuracy of the Student model trained on the infected Teacher model

is comparable to that trained on the clean Teacher model. This means that the proposed
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Task From Infected Teacher From Clean Teacher
Attack
Success Rate

Model
Accuracy

Model
Accuracy

Digit 96.6% 97.3% 96.0%
TrafficSign 100.0% 85.6% 84.7%
Face 100.0% 91.8% 97.4%
Iris 100.0% 90.8% 90.4%

Table 3.2: Performance of multi-image attack: attack success rate and normal model accuracy
on the Student model transferred from the infected Teacher and the clean Teacher.

latent backdoor attack does not compromise the model accuracy of the Student model (on

clean inputs), thus the utility or value of the infected Teacher model is unchanged.

We also perform a set of microbenchmark experiments to evaluate specific configuration

of the attack.

Microbenchmark 1: the need for trigger optimization. As discussed in §3.4.3, a

key element of our attack design is to compute the optimal trigger pattern ∆opt for yt. We

evaluate its effectiveness by comparing the attack performance of using randomly generated

trigger patterns (with random color intensity) to that of using ∆opt.

Figure 3.5 shows the attack success rate vs. the model accuracy using 100 randomly

generated triggers and our optimized trigger. Since the results across the four tasks are

consistent, we only show the result of TrafficSign for brevity. We see that randomly

generated triggers lead to very low attack success rate (< 20%) and unpredictable model

accuracy. In addition, we perform attacks using triggers with pre-defined colors (white, yellow,

and blue), and also observe low attack success rate (less than 5.5%). This is because our

optimized trigger helps bootstrap the optimization process for trigger injection defined by eq.

(3.4) to maximize the chance of convergence.

Microbenchmark 2: the amount of non-target data X\yt. The key overhead of our

proposed attack is to collect a set of target data Xyt and non-target data X\yt , and use them

to compute and inject the trigger into the Teacher model. In general |X\yt| >> |Xyt |.
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Figure 3.5: The attack performance when using randomly generated triggers and our proposed
optimized triggers, for TrafficSign.

We experiment with different configurations of X\yt by varying the number of classes

and the number of instances per class. We arrive at two conclusions. First, having more

non-target classes does improve the attack success rate (by improving the trigger injection).

But the benefit of having more classes quickly converges, e.g., 8 out 31 classes for Face and

32 out of 480 for Iris are sufficient to achieve 100% attack success rate. For Face, even with

data from two non-target classes, the attack success rate is already 83.6%.

Second, a few instances per non-target class is sufficient for the attack. Again using Face

as an example, 4 images per non-target class leads to 100% success rate while 2 images per

class leads to 93.1% success rate. Together, these results show that our proposed attack has

a very low (data) overhead despite being highly effective.

Microbenchmark 3: the layer to inject the trigger. As mentioned in §3.4.3, the

attacker needs to carefully choose Kt to maximize attacker success rate and robustness.

Our experiments show that for the given four tasks, the smallest Kt (Kt ≤ K) for a highly

effective attack is either the first fully connected (FC) layer, e.g., 3 for Digit, 14 for Face

and Iris, or the last convolutional layer, e.g., 6 for TrafficSign. Lowering Kt further will

largely degrade the attack success rate, at least for our current attack implementation. To
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Task Kt K
From Infected Teacher From Clean Teacher
Attack
Success Rate

Model
Accuracy

Model
Accuracy

Face
14 14 100.0% 91.8% 97.7%
14 15 100.0% 91.4% 97.4%
15 15 100.0% 94.0% 97.4%

Iris
14 14 100.0% 93.0% 94.4%
14 15 100.0% 89.1% 90.4%
15 15 100.0% 90.8% 90.4%

Table 3.3: Performance of multi-image attack: attack success rate and normal model accuracy
for different (Kt, K).

choose Kt in practice, attacker can set a minimal acceptable attack success rate, and try

different values of Kt to search for the smallest value that yields attack success rate above

the threshold.

A key reason behind is that the model dimension for early convolutional layers is often

extremely large (e.g., 25K for VGG-Face), thus the optimization defined by eq.(3.4) often

fails to converge given the current data and computing resources. A more resourceful attacker

could potentially overcome this using significantly larger target and non-target datasets and

computing resources. We leave this to future work.

Finally, Table 3.3 lists the attack performance when varying (Kt, K) for Face and Iris.

We see that while the attack success rate is stable, the model accuracy varies slightly with

(Kt, K).

3.5.3 Results: Single-image Attack

We now consider the extreme case where the attacker is only able to obtain a single image of

the target, i.e. |Xyt| = 1. For our evaluation, we repeat the above experiments but each time

only use a single target image as Xyt . We perform 20 runs per task (16 for Iris since each

class only has 16 images) and report the mean attack performance in Table 3.4.

We make two key observations from these results. First, attack success rate is lower than
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Task From Infected Teacher From Clean Teacher
Avg Attack
Success Rate

Avg Model
Accuracy

Avg Model
Accuracy

Digit 46.6% 97.5% 96.0%
TrafficSign 70.1% 83.6% 84.7%
Face 92.4% 90.2% 97.4%
Iris 78.6% 91.1% 90.4%

Table 3.4: Performance of single-image attack.

that of the multi-image attack. This is as expected since having only a single image of the

target class makes it harder to accurately extract its intermediate representations. Second,

the degradation is much more significant on the small model (Digit) compared to the large

models (TrafficSign, Face and Iris). We believe this is because larger models offer higher

capacity (or freedom) to tune the intermediate representation by updating the model weights,

thus the trigger can still be successfully injected into the Teacher model. In practice, the

Teacher models designed for transfer learning are in fact large models, thus our proposed

attack can be highly effective with just a single image of the target.

3.6 Real-world Attacks

So far, our experiments assume that the target data Xyt for injecting latent backdoors comes

from the same data source of the Student training data Xs. Next, we consider a more

practical scenario where the attacker collects Xyt from a totally different source, e.g., by

taking a picture of the physical target or searching for its images from the Internet.

We consider three real-world applications: traffic sign recognition, iris-based user iden-

tification and facial recognition of politicians. We show that the attacker can successfully

launch latent backdoor attacks against these applications and cause misclassification, by

using pictures taken by commodity smartphones or found from Google Image search and

Youtube. Again, our experiments assume that Kt = K.
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Figure 3.6: Pictures of real-world stop signs as Xyt which we took using a smartphone camera.

Figure 3.7: Examples of target politician images that we collected as Xyt .
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3.6.1 Ethics and Data Privacy

Our experiments are designed to reproduce the exact steps a real-world attack would entail.

However, we are very aware of the sensitive nature of some of these datasets. All data used

in these experiments were either gathered from public sources (photographs taken of public

Stop signs, or public domain photographs of politicians available from Google Images), or

gathered from users help following explicit written informed consent (anonymized camera

images of irises from other students in the lab). We took extreme care to ensure that all data

used by our experiments was carefully stored on local secure servers, and only accessed to

train models. Our iris data will be deleted once our experimental results are finalized.

3.6.2 Traffic Sign Recognition

Real-world attacks on traffic sign recognition, if successful, can be extremely harmful and

create life-threatening accidents. For example, the attacker can place a small sticker (i.e. the

trigger) on a stop sign, causing nearby self-driving cars to misclassify it into a speed limit

sign and driving right into an intersection and causing an accident. To launch a conventional

backdoor attack against this application (e.g., via BadNets [55]), the attacker needs to have

access to the self-driving car’s model training data and/or control its model training.

Next we show that our proposed latent backdoor attack will create the same damage to

the application without any access to its training process, training data, or the source of the

training data.

Attack Configuration. The attacker uses the public available Germany traffic sign

dataset (e.g., GTSRB) to build the (clean) Teacher model. To inject the latent backdoor

trigger, the attacker uses a subset of the GTSRB classes as the non-target data (X\yt). To

form the target data Xyt (i.e. a Stop sign in the USA), the attacker takes 10 pictures of the

Stop sign on a random US street. Figure 3.6 shows a few examples we took with commodity

smartphones. The attacker then releases the Teacher model and waits for any victim to
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Multi-image Attack Singe-image Attack

Scenario Attack
Success Rate

Model
Accuracy

Avg Attack
Success Rate

Avg Model
Accuracy

Traffic Sign 100% 88.8% 67.1% 87.4%
Iris Identification 90.8% 96.2% 77.1% 97.7%
Politician
Recognition 99.8% 97.1% 90.0% 96.7%

Table 3.5: Attack performance in real-world scenarios.

download the model and use transfer learning to build an application on US traffic sign

recognition.

We follow the same process of TrafficSign in §3.5 to build the Student model using

transfer learning from the infected Teacher and the LISA dataset.

Attack Performance. Using all 16 images of stop sign taken by our commodity

smartphones as Xyt to infect the Teacher model, our attack on the Student model again

achieves a 100% success rate. Even when we reduce to single-image attack (|Xyt| = 1), the

attack is still effective with 67.1% average success rate (see Table 3.5).

3.6.3 Iris Identification

The attacker wants physical access to a company’s building that will use iris recognition for

user identification in the near future. The attacker also knows that the target yt will be a

legitimate user (e.g., employee) in this planned iris recognition system. Thus the attacker

builds a Teacher model on human facial recognition on celebrities, where yt is not included as

any output class. The attacker injects the latent backdoor against yt and offers the Teacher

model as a high-quality user identification model that can be transferred into a high-quality

iris recognition application.

Attack Configuration. Like Face, the attacker starts from the VGG-Face model as a

clean Teacher model, and forms the non-target data X\yt using the publicly available CASIA

IRIS dataset. To build the target data Xyt , the attacker searches for yt’s headshots on Google,
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and crops out the iris area of the photos. The final Xyt consists of 5 images of the target yt

(images omitted to protect user privacy).

To build the Student model, we ask a group of 8 local volunteers (students in the lab),

following explicit informed consent, to use their own smartphones to take photos of their iris.

The resulting training data Xs used by transfer learning includes 160 images from 8 people.

In this case, Xyt , X\yt and Xs all come from different sources.

Attack Performance. Results in Table 3.5 show that when all 5 target images are used

to inject the latent backdoor, our attack achieves a 90.8% success rate. And even if the

attacker has only 1 image for Xyt , the attack is still effective at a 77.1% success rate.

3.6.4 Facial Recognition on Politicians

Finally, we evaluate the feasibility of a “preemptive attack,” where an attack targets a label

in anticipation of their inclusion in future models of interest. Here we emulate a hypothetical

scenario where the attacker seeks to gain the ability to control misclassifications of facial

recognition to a yet unknown future president, by targeting notable politicians today.

Specifically, the attacker leverages the fact that a future US President will very likely

emerge from a small known set of political candidates today. The attacker builds a high-quality

Teacher model on face recognition, and injects a set of latent backdoors targeting potential

presidential candidates. The attacker actively promotes the Teacher model for adoption (or

perhaps leverages an insider to alter the version of the Teacher model online). A few months

(or years) later, a new president is elected (out of one of our likely presidential candidates).

The White House team adds the president’s facial images into its facial recognition system,

using a Student model derived from our infected Teacher model. This activates our latent

backdoor, turning it into a live backdoor attack. As the facial recognition system is built

prior to the current presidential election, it is hard for the White House team to think about

the possibility of any backdoors, and any checks on the Teacher model reveals no unexpected
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Figure 3.8: Performance of multi-target attack on politician facial recognition.

or unusual behavior.

Attack Configuration. Similar to the Face task in §3.5, the attacker uses the VGG-Face

model as the clean Teacher model and the VGG-Face dataset as the non-target dataset X\yt .

The attacker selects 9 top leaders as targets and collects their (low-resolution) headshots

from Google. The resulting Xyt will include 10 images per target for 9 targets, and a total of

90 images. Some examples for a single target are shown in Figure 3.7.

To train the Student model, we assume the White House team uses its own source rather

than VGG-Face. We emulate this using a set of high-resolution videos of Congress members

from Youtube, from which we extract multiple headshot frames from each person’s video.

The resulting dataset is 1.7K images in 13 classes.

Performance of Single- and Multi-target Attacks. Table 3.5 shows the attack

performance when the attacker only targets a specific member of Xyt . The success rate

is 99.8% for multi-image attack (using all 10 images) and 90.0% for single-image attack

(averaged over the 10 images).

Since it is hard to guess the future president, the attacker increases its attack success rate

by injecting multiple latent backdoors into the Teacher model. Figure 3.8 plots the attack

performance as we vary the number of targets. We see that the attack success rate stays close
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Figure 3.9: Fine-Pruning fails to serve as an effective defense to our attack since it requires
significant reduction in model accuracy (11%).

to 100% when injecting up to 3 targets, and then drops gracefully as we add more targets.

But even with 9 targets, the success rate is still 60%. On the other hand, the Student model

accuracy remains insensitive to the number of targets.

The trend that the attack success rate drops with the number of targets is as expected,

and the same trend is observed on conventional backdoor attacks [164]. With more targets,

the attacker has to inject more triggers into the Teacher model, making it hard for the

optimization process defined by eq. (3.4) to reach convergence. Nevertheless, the high success

rate of the above single- and multi-target attacks again demonstrates the alarming power of

the proposed latent backdoor attack, and the significant damages and risks it could lead to.

3.7 Defense

In this section, we explore and evaluate potential defenses against our attack. Our discussion

below focuses on the Face task described in §3.5.2, since it shows the highest success rate in

both multi-image and single-image attacks.
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Figure 3.10: Input blurring is not a practical defense since it still requires heavy drop of
model accuracy to reduce attack success rate.

3.7.1 Leveraging Existing Backdoor Defenses

Our first option is to leverage existing defenses proposed for normal backdoor attacks.

We consider two state-of-the-art defenses: Neural Cleanse [164] and Fine-Pruning [96] (as

discussed in §2.2). They detect whether a model contains any backdoors and/or remove any

potential backdoors from the model.

Neural Cleanse. Neural Cleanse [164] is based on label scanning, thus it is not designed

to be applied on a Teacher model (which does not contain the label of the target yt). To

confirm, we test Neural Cleanse on the Teacher model, and it fails to detect trigger existence.

Hence, we run it on an infected Student model (which contains yt) along with the Student

training data. When facing conventional backdoor attacks (e.g., BadNets), Neural Cleanse

can reverse-engineer the injected trigger and produce a reversed trigger that is visually

similar to the actual trigger. When applied to the infected Student model under our attack,

however, this approach falls short, and produces a reverse-engineered trigger that differs

significantly from the actual trigger. Our intuition says that Neural Cleanse fails because

trigger reverse-engineering is based on end-to-end optimization from the input space to the

final label space. It is unable to detect any manipulation that terminates at an intermediate
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Figure 3.11: Attack performance when transfer learning freezes different set of model layers
(0-15). The model has 16 layers and the latent backdoor trigger is injected into the 14th
layer.

feature space.

In addition, although we assume yt must be present in the Student task, it is interesting

to investigate if Neural Cleanse can detect any trace in Student models which do not contain

yt, i.e. when the latent backdoor is not turned into a live backdoor. We remove yt from the

Student task, and train it from the same infected Teacher model. We then apply Neural

Cleanse to the Student model, and find it still cannot detect the backdoor.

Fine-Pruning. Fine-Pruning [96] can be used to disrupt potential backdoor attacks, but

is “blind,” in that it does not detect whether a model has a backdoor installed. Applying it

on the Teacher model has no appreciable impact other than possibly lowering classification

accuracy. We can apply it to remove “weak” neurons in the infected Student model, followed

by fine-tuning the model with its training data to restore classification accuracy. Figure 3.9

shows the attack success rate and model accuracy with Fine-Pruning. We see that the attack

success rate starts to decline after removing 25% of the neurons. In the end, the defense

comes at a heavy loss in terms of model accuracy, which reduces to below 11.5%. Thus

Fine-Pruning is not a practical defense against latent backdoors.
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3.7.2 Input Image Blurring

As mentioned in §3.5.2, our latent backdoor attack requires carefully designed triggers and

those with randomly generated patterns tend to fail (see Figure 3.5). Given this sensitivity,

one potential defense is to blur any input image before passing it to the Student model. This

could break the trigger pattern and largely reduce its impact on the Student model.

With this in mind, we apply the Gaussian filter, a standard image blurring technique in

computer vision, to the input Xeval and then pass it to the Student model. Figure 3.10 shows

the attack success rate and model accuracy as we vary the blurring kernel size. The larger the

kernel size is, the more blurred the input image becomes. Again we see that while blurring

does lower the attack success rate, it also reduces the model accuracy on benign inputs.

Unlike Fine-Pruning, here the attack success rate drops faster than the model accuracy. Yet

the cost of defense is still too large for this defense to be considered practical, e.g., the model

accuracy drops to below 65% in order to bring attack success rate to below 20%.

3.7.3 Multi-layer Tuning in Transfer Learning

The final defense leverages the fact that the attacker is unable to control the exact set of

layers that the transfer learning will update. The corresponding defense is for the Student

trainer to fine-tune more layers than those advocated by the Teacher model. Yet this also

increases the training complexity and data requirement, i.e. more training data is required

for the model to converge.

We consider a scenario where the attacker injects latent backdoor into the Kt = 14th

layer (out of 16 layers) of the Teacher model, but the Student training can choose to fine-tune

any specific set of layers while freezing the rest. Figure 3.11 shows the attack performance as

a function of the number of model layers frozen during transfer learning. 0 means no layers

are frozen, i.e. the transfer learning can update all 16 layers, and 15 means that only the

16th layer can be updated by transfer learning. As expected, if transfer learning fine-tunes
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any layer earlier than Kt, attack success rate drops to 0%, i.e. the trigger gets wiped out.

It should be noted that since the Student has no knowledge of Kt, the ideal defense is to

fine-tune all layers in the Teacher model. Unfortunately, this decision also contradicts with

the original goal of transfer learning, i.e. using limited training data to build an accurate

model. In particular, a student who opts for transfer learning is unlikely to have sufficient

data to fine-tune all layers. In this case, fine-tuning the entire model will lead to overfitting

and degrade model accuracy. We can already see this trend from Figure 3.11, where for a

fixed training dataset, the model accuracy drops when fine-tuning more layers.

Thus a practical defense would be first analyzing the Teacher model architecture to

estimate the earliest layer that a practical attacker can inject the trigger, and then fine-tune

the layers after that. A more systematic alternative is to simulate the latent backdoor

injection process, i.e. launching the latent backdoor attack against the downloaded Teacher

model, and find out the earliest possible layer for injection. However, against a powerful

attacker capable of injecting the latent backdoor at an earlier layer, the defense would need

to incur the cost of fine-tuning more layers, potentially all layers in the model.

3.8 Related Work

Transfer Learning. In a deep learning context, transfer learning has been shown to be

effective in vision [28, 137, 136, 17], speech [80, 166, 60, 36], and text [72, 111]. Yosinski

et al. compared different transfer learning approaches and studied their impact on model

performance [190]. Razavian et al. studied the similarity between Teacher and Student tasks,

and analyzed its correlation with model performance [134].

Adversarial Attacks. Different from backdoor attacks, adversarial attacks craft imper-

ceptible perturbations to cause misclassification. These can be applied to models during infer-

ence [24, 83, 125, 97, 165]. A number of defenses have been proposed [126, 106, 75, 110, 182],

yet many have shown to be less effective against an adaptive attacker [19, 59, 22, 7].
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3.9 Conclusion

In this paper, we identify a new, more powerful variant of the backdoor attack against deep

neural networks. Latent backdoors are capable of being embedded in teacher models and

surviving the transfer learning process. As a result, they are nearly impossible to identify in

teacher models, and only “activated” once the model is customized to recognize the target

label the attack was designed for, e.g. a latent backdoor designed to misclassify anyone as

Elon Musk is only “activated” when the model is customized to recognize Musk as an output

label.

We demonstrate the effectiveness and practicality of latent backdoors through extensive

experiments and real-world tests. The attack is highly effective on three representative

applications we tested, using data gathered in the wild: traffic sign recognition (using photos

taken of real traffic signs), iris recognition (using photos taken of iris’ with phone cameras),

and facial recognition against public figures (using publicly available images from Google

Images). These experiments show the attacks are real and can be performed with high success

rate today, by an attacker with very modest resources. Finally, we evaluated 4 potential

defenses, and found 1 (multi-layer fine-tuning during transfer learning) to be effective.

We hope our work brings additional attention to the need for robust testing tools on

DNNs to detect unexpected behaviors such as backdoor attacks. We believe that practitioners

should give careful consideration to these potential attacks before deploying DNNs in safety

or security-sensitive applications.
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CHAPTER 4

ON THE PERMANENCE OF BACKDOORS IN EVOLVING

MODELS

The current understanding of backdoor attacks on deep neural networks (DNNs) assumes

that once hidden backdoors are injected into a model, they will remain active permanently.

This assumption is challenged by the reality of deep learning systems in practice, where

models are continually evolving to adapt to changing distributions of data. Although existing

work has shown that fine-tuning is ineffective as a defense against backdoor attacks, it can

still degrade the backdoor attack success rate to some degree. In this chapter, I conduct both

a theoretical analysis and an empirical study to understand the backdoor survivability on

time-varying models, and demonstrate novel training strategies with smart learning rates can

significantly reduce the backdoor survivability on time-varying models.

4.1 Introduction

Deep neural networks (DNNs) are vulnerable to backdoor attacks, where attackers corrupt

training data in order to introduce incorrect model behavior on inputs with specific charac-

teristics [32, 55, 100]. Backdoors are challenging to detect and mitigate, and are considered

the most worrisome attacks by industry practitioners [79]. Existing proposals to detect and

mitigate backdoors (e.g., [50, 96, 99, 159, 164]) fall short when examined in a variety of attack

settings, including transfer learning [186], federated learning [10, 8, 168, 180] and physical

attack scenarios [94, 173].

Existing works on backdoor attacks and defenses share a common assumption: the

model, once trained, will never change. As such, an injected backdoor will stay in the

model permanently. In reality, however, deployed models rarely if ever remain static, but

continuously evolve to incorporate more labeled data or adapt to drifts in the underlying
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data distribution [78, 115, 193]. As the target distribution shifts, a static model will continue

to drop in performance over time.

In this work, we study the permanence of backdoor attacks on time-varying models,

models that are periodically updated with new training data. Specifically, we consider

time-varying models updated regularly via fine-tuning1, the most widely used method for

addressing data distribution drifts [191, 172]. We note that existing studies on backdoors

have shown that fine-tuning is ineffective as a defense against backdoors, i.e., it fails to remove

backdoors from a static model [96]. In contrast, our work asks a different question:

”For time-varying models that are periodically updated via fine-tuning, how long can

backdoors survive before they are removed or become ineffective?”

Given the lack of robust defenses against backdoor attacks, it is important to first

understand the temporal behavior of backdoors as the models evolve themselves.

Our Contributions. In this paper, we report results from a comprehensive study on the

permanence of backdoors in time-varying models periodically updated by fine-tuning. Our

work makes four key contributions:

(1) We present the first theoretical analysis of backdoor and model behavior during

periodic fine-tuning. Our analysis shows that with sufficient training, fine-tuning can remove

backdoors inside corrupted models, while more training updates and larger learning rates

can accelerate the forgetting process. We also show, for the first time, that the number

of iterations required to fine-tune the model to recover benign behavior and proportion of

poisoned training data, thus theoretically linking the model convergence and poisoning ratios.

(2) We take an empirical approach to study the behavior of backdoors in time-varying

models with complex and realistic training dynamics. We quantify how embedded backdoors

gradually degrade in time-varying models until they are “forgotten” and become ineffective.

1. While there are multiple ways of updating time-varying models, including transfer learning/fine-tuning,
online (incremental) learning and domain adaptation [61, 62, 135, 142, 189], we choose to focus on fine-tuning
due to its generality and wide adoption. We leave the study on other model updating methods to future work.
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We define a new metric called backdoor survivability on time-varying models, and explore

the impact of poison ratio, trigger evasiveness and benign data shifts on backdoor survivability.

(3) Leveraging insights from our theoretical analysis, we show that well-chosen training

strategies can significantly reduce the backdoor survivability with negligible overhead.

(4) We discuss the need of new backdoor defenses under the time-varying setting, because

most existing defense mechanisms cannot be directly adapted to the time-varying setting.

4.2 Background and Related Works

In this section, we provide the necessary background on time-varying DNN models and model

fine-tuning.

4.2.1 Time-Varying Models

Machine learning models are usually trained based on the assumption that the distribution

of training and test data is identical. In practice, this is often not true. Test data can come

from distributions drifted away from the training data distribution, and this can significantly

affect model accuracy [128, 169].

It is common practice to update a deployed model over time in order to handle distribution

drifts [53, 154, 78, 115]. Numerous methods have been proposed to address data distribution

drifts, including transfer learning [157, 191, 172, 196], online (incremental) learning [135, 142,

61, 33] and domain adaptation [47, 144, 95].

Poisoning attacks on time-varying models. Recent work has studied non-backdoor

poisoning attacks on time-varying models, specifically online learning [170, 171, 121]. These

attacks aim at lowering normal model accuracy.
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4.2.2 Model Fine-Tuning

Fine-tuning in transfer learning. Fine-tuning is widely used in the context of transfer

learning [191], where the model trainer starts from a pretrained (teacher) model and updates

the model using fresh training data at a small learning rate. Fine-tuning is significantly faster

than training-from-scratch, e.g., training AlexNet via fine-tuning takes an hour [96] but > 6

days when training-from-scratch [66].

Fine-tuning as a defense against backdoor attacks. Previous studies have shown

that fine-tuning is an ineffective and unstable defense against backdoor attacks [96, 120],

although these studies only considered static models.

To the best of our knowledge, there is no prior study on the behavior/effectiveness of

backdoors in time-varying models, where models are periodically updated using fine-tuning

and fresh data to handle data drifts. This motivated our study.

4.3 Definitions and Threat Model

We introduce definitions of time-varying model and backdoor attacks, as well as the threat

model for our study. We focus on image-based classification tasks.

4.3.1 Definitions

Time-varying models. We refer to models that change over time as time-varying models

and define them below:

Definition 4.3.1 (Time-varying models). A time-varying model F , observed between time 0

and t, is a sequence of models {Fθi}
t
i=0 trained from sequentially available data {Di}ti=0 such

that after the ith update, the model Fθi = g({Dk}k≤i, {Fk}k<i). Here g(·) is any training

function. The new training data available at the ith update (Di) is drawn from a distribution

Di.
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We note that model updates can come from different learning paradigms such as transfer

learning, online (incremental) learning, and domain adaptation. In this paper, we focus on

model fine-tuning (transfer learning), as it is the most basic and common way to update

time-varying models.

Backdoor attacks. We define a backdoor attack by its trigger with a patch function

patch(·) on the inputs, a target label yt, and a poison ratio (α) where α defines the fraction

of training data modified by the attacker. By injecting a collection of poisoned training data

{(patch(x), yt)|(x, y) ∼ D, y ̸= yt}, the attacker is able to inject trigger-specific classification

rules into the trained model by minimizing the poison loss

Lp(θ) = E(x,y)∼D|y ̸=yt [ℓp((x, y), Fθ)]

= E(x,y)∼D|y ̸=yt [ℓ(yt, Fθ(patch(x)))]
(4.1)

4.3.2 Threat Model

We use the standard threat model of backdoor attacks where the attacker is only able to

control or modify a fraction of the model training data, and has no knowledge of the model

architecture, weights, or training hyperparameters and no control of the training process

during initial model training and subsequent model updates.

We focus on one-shot poisoning where the attacker is only able to poison the training

data once. Without loss of generality, we consider two cases: (i) the attacker poisons D0

and injects a backdoor into Fθ0 , the initial model prior to deployment; and (ii) the attacker

poisons the data used by a model update Di and thus injects a backdoor into Fθi (via

fine-tuning). Without loss of generality, we consider i = 1.

We note that more powerful attackers can always continuously poison the training data

used by subsequent model updates ({Di}i>0). Such persistent poisoning increases backdoor

survivability (detailed results in Appendix B.3.2).
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4.4 Theoretical Analysis of Backdoor Attacks during Fine-tuning

In this section, we first state a general proposition on the need of model fine-tuning in the

presence of distribution drifts. We then show that for strongly convex loss functions, backdoors

can be removed through sufficient fine-tuning with data from the original distribution. Larger

learning rate can accelerate this process, however, the number of iterations required is

influenced by the proportion of poisoned training data.

It is a well-established result that when the test distribution does not match the training

distribution, the model has to be fine-tuned or re-trained for better generalization performance.

Formally, the need for model fine-tuning is reflected in the following proposition [9, 78].

Proposition 4.4.1 (Need for fine-tuning with distribution drift). Let θ∗t = argminθ LDt
(θ)

and θ∗t−1 = argminθ LDt−1
. Then, LDt

(θ∗t−1) ≥ LDt
(θ∗t ).

In the following, we analyze the impact of model fine-tuning on backdoor attacks, under

the special setting of one-shot poisoning with strongly convex loss functions.

Theoretical setting. We assume the classifiers θ lie in a convex set Θ are norm-bounded by

B. Both the loss functions ℓ and ℓp are strongly convex and γ-smooth with parameters (σb, γb)

and (σp, γp) respectively. A function f is σ−strongly convex if (∇f(x)−∇f(y))⊺ (x− y) ≥

σ∥x − y∥2. A differentiable function is γ-smooth if ∥∇f(x) − ∇f(y)∥ ≤ γ∥x − y∥. We

define LD(θ) = E(x,y)∼D[ℓ((x, y), Fθ)]. The attacker trains a poisoned classifier θmix using a

composite loss function Lmix(θ) = αLp(θ) + (1− α)LD0
(θ), where α represents the fraction

of poisoned data. Proofs for the results in this section are deferred to Appendix B.1.

We first provide an upper bound on the distance between the poisoned model θmix and

the one trained on the benign distribution, i.e., θ∗0 = argminθ LD0
(θ).

Lemma 4.4.2. ∥θmix − θ∗0∥ ≤
α∥∇Lp(θ

∗
0)∥

ασp+(1−α)σb
.

Note that the upper bound in Lemma 4.4.2 is a monotonically increasing function of

α. The following theorem establishes the convergence rate of stochastic gradient descent
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for model fine-tuning, assuming that the model is initialized with the poisoned model

θmix = argminθ Lmix(θ).

Theorem 4.4.3 (Effectiveness of model fine-tuning for backdoor removal). Fine-tuning θmix

with stochastic gradient descent with a learning rate of η = 1
σbt

on D0 leads to a classifier θ̂

which is ϵ-close to θ∗0 = argminLD0
(θ) in

α2γ2p
ϵ(ασp+(1−α)σb)2

iterations.

According to Theorem 4.4.3, fine-tuning with clean data will remove the backdoor from

the poisoned model with sufficient fine-tuning. Intuitively, the model recovers more from the

backdoor attack (i.e. gets closer to the benign minimum) with more iterations. However,

the stronger the poisoning is, the greater the number of iterations that will be needed to

converge to the benign minimum.

Corollary 4.4.4 (Large initial learning rates speed up backdoor removal). Using an adaptive

learning rate of ηt = 1
σbt

leads to the fastest rate of convergence to θ∗0.

Given limited training resources in reality, we could use a smarter learning rate during

the training to speed up the backdoor removal process as shown in Corollary 4.4.4.

4.5 Backdoor Survivability against Periodic Model Fine-Tuning

Following our theoretical analysis in §4.4, we now conduct an empirical study examining

the behavior of backdoors in time-varying models with more complex and realistic training

dynamics. We investigate backdoor attacks on state-of-the-art DNNs which are updated

through fine-tuning over time to handle data distribution shifts. To the best of our knowledge,

this is the first study to comprehensively investigate the effects of periodically updating

models through fine-tuning on backdoor attacks.

We formulate our empirical study to examine the “survivability” of a successfully injected

backdoor against subsequent model updates, and how backdoor survivability is affected by

different attack configurations, data drift behaviors, and model update strategies. We believe
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these results offer a more in-depth understanding of the behavior of backdoor attacks against

production models, in terms of both attack overhead and damage to the models. Later in §4.6

we leverage these insights to build model training/updating strategies that further reduce

backdoor survivability.

In the following, we first introduce the experimental setup (§4.5.1), and a formal definition

of backdoor survivability and some initial observations (§4.5.2). We present the detailed

results in §4.5.3 – §4.5.4.

4.5.1 Experimental Setup

We now describe the configuration of our empirical study to examine backdoor survivability.

Datasets. To build a controlled pipeline for our dynamic data environment, we propose

two semi-synthetic datasets for image classification: MNIST [86] and CIFAR10 [77]. For each

task, we randomly split its training data into two halves. The first half is assigned as D0 and

used to train the initial model F0. The second half and the test data are used to emulate the

dynamic data environment, where both the training and test data distributions vary over

time.

In this work, we produce parameterized data dynamics by applying image transformations

progressively (i.e., changing angle for MNIST and hue, brightness, saturation for CIFAR102),

similar to the method used by [78] to study gradual domain adaptation. We note that these

semi-synthetic datasets cannot capture the exact data distribution in the wild, but the drifts

are controllable and we can launch fine-grained empirical study on them.

In our experiments, the default data drift p between any two consecutive updates is

caused by changing the angle of the current images by a factor of 4◦ on MNIST and the hue

of the current images by a factor of 0.02 on CIFAR10. These drifts, if not addressed, cause

2. We do not change angles for CIFAR10 given rotating the images from CIFAR10 will lose information
from the original images and we do not change hue, brightness, saturation for MNIST since MNIST is mostly
black and white and applying these transformation does little change on it.
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significant degradation to model performance (e.g., the classification accuracy drops from

99% to 46% after 15 rounds of angle change for MNIST and 92% to 74% after 15 rounds of

hue change for CIFAR10 as shown in Figure B.1 in Appendix B.3.1). This is consistent with

Proposition 4.4.1 in our theoretical analysis. More details on distribution drifts are listed in

Appendix B.2.

DNN models and updates. We present the results on the ResNet-9 [68] model

architecture. We also verify our results on ResNet18 [57] and DenseNet121 [64] and find that

they produce the same trends on backdoor survivability. For brevity, we only present the

results for ResNet-9, which is optimized for fast training. For both CIFAR10 and MNIST, we

train the initial model F0 to reach a high normal classification accuracy: 92% for CIFAR10

and 99% for MNIST.

We consider fine-tuning as the model update strategy due to its efficiency and practicality

(as discussed in §4.2.2). At the ith(i > 0) update, we fine-tune model Fi−1 using new training

data Di to produce Fi, by applying stochastic gradient descent (SGD) with weight decay

and momentum. We set the default learning rate to 0.01. More details of model training and

updating are listed in Appendix B.2.

Attack configuration. We consider 3 attacks which have the same threat model as ours:

Badnets [55], Blend [32], and Wanet [116]. By default, the attacker is able to poison 10% of

the training data Di. Figure 4.1 gives an example of backdoor data for the 3 different attacks

on CIFAR10. We conduct detailed experiments to explore the impact of poison ratio and

trigger stealthiness in §4.5.3. For all our experiments (except the experiments varying poison

ratios), we ensure that the backdoor, when injected into the initial model (F0), is effective,

i.e., its attack success rate is at least 99% without affecting the model’s normal accuracy.

For each experiment, we first generate five different trained F0 instances at random. Then

for each instance, we run 15 model updates with even data distribution drifts with step p

after the inital training. We report the average results over the 5 instances. We run all the
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Figure 4.1: Examples of benign and poisoned training data and their magnified (×3) residual
map with labels generated by the three attacks (Badnets [55], Blend [32], Wanet [116]) on
CIFAR10.

experiments using the FFCV library [85] on an NVIDIA TITAN RTX GPU with 24,576MB

GPU memory.

4.5.2 Defining Backdoor Survivability

We define the survivability of a backdoor as the “window of vulnerability” it produces on the

target time-varying models after the poisoning stops:

Definition 4.5.1 (γ-survivability of a backdoor attack). The γ-survivability of a backdoor is

the maximum number of subsequent model updates once the poisoning stops, during which

the attack success rate on the target model remains above a threshold γ.

Here γ can vary depending on the definition of “model vulnerability”. Researchers can

choose different γ according to the context and application. In this paper, we choose γ = 0.5.

We report the 0.5-survivability for the 14 subsequent model updates after a backdoor is

injected for equal comparison between injection to D0 and D1 (max(γ − survivability) = 14).
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(a) One-shot poison in D0 (Model Update Event 0)

(b) One-shot poison in D1 (Model Update Event 1)

Figure 4.2: Normal accuracy and attack success rate for one shot poisoning using different
attack methods on MNIST and CIFAR10. ‘Clean’ represents the average normal accuracy
(averaged on 15 models, 5 for each attack method), ‘Badnets’, ‘Blend’ and ‘Wanet’ represent
the attack success rate for each attack method.

Initial observations. For one-shot poisoning attacks, our initial hypothesis is that the

attack success rate should always decrease over time, because as more benign samples are

used to train the model, the influence of the poisoned samples should reduce which aligns

with our theoretical results (Theorem 4.4.3). Figure 4.2 confirms that for all three attacks on

both datasets, the backdoor gradually degrades when the model is fine-tuned to learn new

(benign) data, once the poison stops (both for poisoning D0 and D1). At the same time, we

can see that the normal accuracy stays at the same level during model fine-tuning with data

distribution drifts. Thus, we omit the normal accuracy and only report backdoor survivability
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in the following sections for direct comparison over different attack and training settings.

4.5.3 Impact of Attack Configurations

We now present the results of γ-survivability under different attack strategies and configura-

tions.

As discussed in §4.3.2, we consider two attack scenarios based on how backdoors are

injected into the target model. The attacker can (i) poison D0 to inject a backdoor to the

original model F0 via training from scratch (or full training); or (ii) poison D1 to inject a

backdoor to F1 via fine-tuning. While both can inject backdoors successfully3, we want to

understand how injection methods affect the backdoors’ survivability against model updates.

We are also interested in if/how backdoor survivability is affected by attacker-side parameters,

including poison ratio and trigger evasiveness.

We make 4 key observations from our results.

Fine-tuning based model updates gradually remove one-shot backdoors. Fig-

ure 4.2 shows that using either injection method, one-shot backdoor success rate degrades with

additional model updates. After a poisoned model learns backdoors as hidden classification

features, each updated version gradually forgets these features over time, if model updates

are benign and there are no poisoned samples to reinforce the model’s memory. While they

were not designed to address backdoors, fine-tuning based model updates naturally degrade

one-shot backdoors over time. This finding is consistent with our analytical study.

Backdoors injected via full training usually survive longer than those injected

via fine-tuning. Another interesting finding is that backdoors embedded in F0 usually

carry more “strength” and survive longer against model updates compared to those injected

into F1. As shown in Figure 4.3, the backdoor survivability for poisoning D0 (Figure 4.3a) is

3. As shown in Figure 4.2, the attack success rate is over 98% in most cases except Wanet achieves 80.5%
attack success rate when injecting into D1 on MNIST given the attack is harder in order to make the trigger
more invisible.
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generally higher than poisoning D1 (Figure 4.3b) with the same poison ratio. This is likely

because backdoors injected via full training embed the hidden features more broadly into

the model, making them harder to “remove” by subsequent fine-tuning. On the other hand,

poisoning D0 is generally more challenging, because there is much more opportunity to apply

backdoor defenses and detectors on F0 before its deployment.

Higher poison ratio may degrade backdoor survivability. Existing works have shown

that higher poison ratios embed a backdoor with a higher success rate. In our theoretical

analysis (Theorem 4.4.3), we also find that larger poison ratios lead to more iterations of

fine-tuning for strongly convex loss functions. Surprisingly, larger poison ratio does not always

improve backdoor survivability against model updates on DNN models. Our findings indicate

that as the proportion of poisoned data increases from zero but remains relatively low, the

ability of the backdoor to survive improves. However, as the proportion of poisoned data

surpasses a certain threshold, the backdoor survivability decreases and eventually reaches zero

across all attack types and datasets. This suggests that a higher proportion of poisoned data

can actually hasten the process of backdoor forgetting in DNN models. This also indicates the

possible presence of a more complex theoretical relationship between backdoors and feature

forgetting for DNN models, since they use more complicated loss functions. We leave this to

future work.

There exists a tradeoff between trigger evasiveness and backdoor survivability.

Our results indicates that when reducing the trigger evasiveness, which makes the trigger more

noticeable, the backdoor survivability increases. As shown in Figure 4.4, when we increase the

size of the trigger for Badnets, the blend ratio of the trigger for Blend or increase the strength

factor for Wanet, which all make the backdoor trigger more visible, the backdoor survivability

increases correspondingly. As the most invisible attack, Wanet also has the smallest backdoor

survivability. This is likely because larger/more obvious triggers introduce stronger deviations

on the model’s decision manifolds. However, using larger triggers often means lower attack

62



(a) One-shot poison in D0

(b) One-shot poison in D1

Figure 4.3: Backdoor survivability for one shot poisoning using different poison ratios for the
3 attack methods on MNIST and CIFAR10. The results are averaged on 5 instances.

stealthiness and more visible perturbations. In this case, physical backdoors using real world

objects as triggers might achieve a sweet spot of stealth and survivability [173].

4.5.4 Impact of Data Distribution Drift

As discussed in §4.5.1, we emulate a dynamic data environment by introducing parameterized

distribution shifts using image transformations. So far our results assume the default data

distribution shift (i.e., changing angle by 4◦ for MNIST and changing hue by a factor of

0.02 for CIFAR10). Next we examine the impact of different distribution shifts on backdoor

survivability. Our goal is not to compare different transformation types, but to examine

how the volume of distribution shifts affect backdoor survivability. Figure 4.5 plots, per

transformation type, the backdoor γ-survivability for one-shot poisoning on D0, when varying

the distribution shift step (p). While p is transformation-specific, larger p always means

heavier data distribution shifts over time.
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(a) One-shot poison in D0

(b) One-shot poison in D1

Figure 4.4: Average backdoor survivability for one shot poisoning using different triggers for
the 3 attack methods on MNIST and CIFAR10.

Larger data distribution shifts accelerate backdoor forgetting. Our key observation

is that, when the production data experiences heavier changes over time, the backdoors

are more vulnerable to model updates. This is because when model updates “force” the

time-varying model to learn more different data features, they also accelerate the process

of backdoor forgetting. This observation also aligns with recent work on continual learning

on old/new (benign) tasks [188], which shows that the larger the distance between two task

distributions, the faster the model forgets the old task it has learned previously. Different

from [188], we focus on backdoor attacks rather than benign tasks. Overall, our findings

further demonstrate the importance of studying backdoor survivability, since data distribution

shift is a common phenomenon in practice.
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Figure 4.5: Average backdoor survivability for one shot poisoning on D0 with different data
distribution drift types and steps for the 3 attack methods on MNIST and CIFAR10.

4.6 Smart Training Strategies to Reduce Backdoor Survivability

Our analytical study implies that more training steps and reasonably larger learning rates

can accelerate the backdoor forgetting process in Theorem 4.4.3 and Corollary 4.4.4. We now

empirically verify them on MNIST and CIFAR10 datasets. We start with increasing the training

epochs and learning rates during the model fine-tuning for each model update event and

confirm that the backdoor survivability degrades correspondingly. However, simply increasing

learning rates for stochastic gradient descent (SGD) will reduce the normal accuracy. As

suggested in Corollary 4.4.4, the learning rate cannot be too large as that will cause converge

to slow down drastically. Thus, we consider a smarter learning rate scheduler: Slanted
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(a) One-shot poison in D0

(b) One-shot poison in D1

Figure 4.6: Average backdoor survivability for one shot poisoning with different learning rates
during model updates for the 3 attack methods on MNIST and CIFAR10.

Triangular Learning Rates (STLRs) [63], which first increases the learning rate to a very

large value and then gradually decreases the learning rate for convergence. Our results show

that by using STLR the backdoor survivability significantly drops while the normal accuracy

stays as high as the initial model training.

Increasing training epochs and learning rate. We empirically find that both training

time (epochs) and learning rate can be better configured to reduce backdoor survivability

without harming normal accuracy. We fine that increasing number of training epochs is

inefficient, unstable and costly in terms of decreasing backdoor survivibility (detailed results

in Appendix B.3.3). In the meanwhile, increasing learning rate has much more impact on

backdoor survivability. As shown in Figure 4.6, the backdoor survivability decreases all to

0 when increasing the learning rate from 0.005 to 0.5,. However, larger learning rates may

prevent models from convergence. As shown in Figure 4.7, we can see that the model normal
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Figure 4.7: Average normal accuracy after 15 model updates with different fine-tuning learning
rates.

accuracy after 15 model updates drops significantly when we increase the learning rate (99%

to 91% for MNIST and 92% to 60% for CIFAR10).

Smarter learning rate scheduler (STLR). Inspired by Corollary 4.4.4, we consider a

smarter learning rate scheduler: Slanted Triangular Learning Rates (STLRs) [63]. It first

linearly increases the learning rate from 0 to the max value (e.g., up to 0.5) and then linearly

decays it back to 0. Interestingly, STLR is highly effective in terms of reducing backdoor

survivability.

Figure 4.8 lists the backdoor survivability for one-shot poisoning attacks (on D1 and D0),

when updating models using STLR. The baseline version (e.g., model updates using SGD) is

in Figure 4.3. Comparing the two figures, we see that training using STLR naturally removes

the backdoor, i.e., an injected backdoor cannot survive past a single model update. Figure 4.9

shows that STLR significantly reduces the backdoor survivability for all different types of

triggers (compared to Figure 4.4). At the same time, STLR maintains the normal accuracy

at a high level after 15 model updates (99% for MNIST and 91% for CIFAR10).

Summary. We find that model owners can significantly reduce backdoor survivability by

leveraging adaptive learning rate schedulers like STLR, which is much more efficient compared

to increasing training epochs. In most cases, all three backdoor survivability metrics drop

to 0, meaning the backdoor is immediately removed by a single fine-tuning update. This
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(a) One-shot poison in D0

(b) One-shot poison in D1

Figure 4.8: Average backdoor survivability for one shot poisoning using different poison ratios
with STLR with max lr = 0.5.

additional benefit only adds to the existing value of these techniques as ways to enhance

model accuracy.

4.7 Discussion

In this paper, we take a first look at backdoor attacks in the real-world context of time-varying

models. Guided by our theoretical analysis, we introduce the first empirical metric on a

backdoor’s survivability on time-varying models, study a range of factors that may impact

backdoor survivability, and propose an intelligent training strategy using STLR to significantly

reduce backdoor survivability.

Looking forward, our study also presents potential directions for future research on the

topic of backdoor attacks on time-varying models. We discuss some below.

Novel defenses against backdoor attacks on time-varying models. Existing work has

produced numerous defenses against backdoors in static models, e.g., [50, 96, 164, 56, 99, 130].
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(a) One-shot poison in D0

(b) One-shot poison in D1

Figure 4.9: Average backdoor survivability for one shot poisoning using different triggers
with STLR with max lr = 0.5.

A natural question arises: “are existing backdoor defenses effective on time-varying models?”

We believe the answer is no, and we need new defenses specifically designed for time-varying

models.

We believe that time-varying models break common assumptions used in existing back-

door defenses. For example, model inspection defenses such as Neural Cleanse [164] and

TABOR [56] try to identify the backdoor trigger as the smallest perturbation that makes the

model misclassify all perturbed inputs to a target label. If there is a backdoor in the model,

the computed perturbation for the target label should be much smaller than other benign

labels, i.e., an anomaly. These defenses implicitly assume that an existing backdoor has a very

high (e.g. 100%) attack success rate. However, we know that fine-tuning can reduce attack

success rate to unpredictable levels over time, making it harder for defenses to reliably detect
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the anomalous misclassification behavior. We can adapt by lowering the attack success rate

threshold to 75%, 50% and 25%, but this approach does not work. The average anomaly index

for TABOR on clean models increases to 3.31 when setting the attack success rate threshold to

25% and average anomaly index for Neural Cleanse on clean models increases to 2.27 when

setting the attack success rate threshold to 50% (any model with an anomaly index over 2 is

considered a backdoored model). Not only is setting new threshold values challenging, but

doing so also lowers the detection performance for static backdoored models. More detailed

results can be found in Appendix B.3.4.

Another example is Fine-Pruning [96], a model sanitization defense. It prunes a portion

of neurons from the model, and then fine-tunes the model with a small set of pure clean

data. However, this approach is problematic for time-varying models, as it would require

continuous pruning of neurons, and continued pruning will lower model performance over

time [57, 155].

Limitations and future work. As the first study on backdoor survivability, our work

faces several limitations. First, our study focused on time-varying models updated via fine-

tuning (transfer learning). More research is needed to understand survivability of backdoors

in time-varying model updated via other mechanisms. Second, our theoretical results consider

fine-tuning with data drawn from the original distribution, and we leave the analysis of

distribution drift on backdoor forgetting for future work. Third, we focused on two commonly

image datasets to demonstrate the property of “backdoor forgetting.” We need more empirical

and analytical work to characterize the relationship between model updates and backdoor

forgetting on other domains. Finally, we trigger model updates using controlled data dynamics

via image transformation. Experiments using a broader and more realistic category of data

dynamics may provide more insights on how to leverage natural data variations (and thus

model variations) to resist backdoor attacks.
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CHAPTER 5

BLACKLIGHT: SCALABLE DEFENSE FOR NEURAL

NETWORKS AGAINST QUERY-BASED BLACK-BOX ATTACKS

Deep learning systems have been proven vulnerable to adversarial examples, particularly

query-based black-box attacks. These attacks can compute adversarial examples by just

submitting queries to the network without having any knowledge the DNN model. With

recent advancements in their efficiency, these attacks can succeed in a few hundred queries

and have become a practical threat on ML-as-a-service platforms. To counteract these attacks,

we introduce Blacklight, a scalable detection and mitigation system against query-based

black-box adversarial attacks.

5.1 Introduction

The vulnerability of deep neural networks (DNNs) to a variety of adversarial examples is

well documented. An adversarial example is a maliciously modified input that looks (nearly)

identical to its original via human perception, but gets misclassified by a DNN model. This

vulnerability remains a critical hurdle to the practical deployment of deep learning systems

in safety- and mission-critical applications, such as autonomous driving or financial services.

Adversarial attacks can be broadly divided by whether they assume white-box or black-box

threat models. In the white-box setting, the attacker has total access to the target model,

including its internal architecture, weights and parameters. Given a benign input, the

attacker can directly compute adversarial examples as an optimization problem. In contrast,

an attacker in the black-box setting can only interact with the model by submitting queries

and inspecting returns. Black-box scenarios can be further divided based on the information

the classifier returns per query: score-based systems return a full probability distribution

across labels, and decision-based systems return only the output label.
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Figure 5.1: Attack Scenario for black-box adversarial attacks.

The white-box threat model makes a strong assumption: an attacker has obtained total

access to the model, through a server breach, a malicious insider, or other type of model leak.

Both security and ML communities have made continual advances in both attacks and defenses

under this setting – powerful attacks efficiently generate adversarial examples [162, 23, 29, 81,

51], which in turn spur work on robust defenses that either prevent the generation of adversarial

examples or detect them at inference time. While numerous approaches have been explored

as defenses (e.g., model distillation [126], gradient obfuscation [16, 41, 103, 143, 149, 179],

adversarial training [194, 105, 192], honeypots [146], and ensemble methods [158]), nearly all

have been proven vulnerable to followup attacks [19, 21, 59, 22, 7].

In contrast, black-box attacks assume a more realistic threat model, where attackers

interact with models via a query interface such as ML-as-a-service platforms [187] (See

Fig 5.1). There are two types of black-box attacks. Most common are query-based attacks [30,

67, 11, 113, 160, 27], where an attacker iteratively adapts the query input based on past

query results from the target model, until it produces a successful adversarial example.

Numerous efforts have developed increasingly efficient attacks that require fewer queries to

complete the attack. Unfortunately, even as these attacks grow in efficiency and practicality,

there exists no effective defense against them. Existing defense proposals [31, 74] focus on

detecting (and banning) query accounts displaying some “adversarial” behaviors. While

raising the attack cost, they are ineffective against persistent attackers who switch accounts to

evade detection and complete the attack. The second type of black-box attacks is substitute
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model attacks, where an attacker queries the target model to train a local model, then tries

to transfer adversarial examples from the substitute to the target [98, 122, 123]. These

are currently addressed by a line of effective and evolving defenses, including (ensemble)

adversarial training [158, 176].

In this work, we focus on defending against query-based black-box attacks, even when

persistent attackers switch account to evade detection. The fundamental insight driving our

work is that, in order to compute adversarial examples, query-based black-box attacks perform

iterative optimization over the network, an incremental process that produces queries highly

similar in the input space. With this in mind, we propose Blacklight, a novel defense that

detects query-based black-box attacks using an efficient content-similarity engine. Blacklight

detects the highly similar queries as part of the iterative optimization process in the attack1,

since benign queries rarely share this level of similarity. Blacklight’s query detection is account

oblivious, thus is effective no matter how many accounts an attacker uses to submit queries.

Blacklight is highly scalable and lightweight. It detects highly similar queries generated

by iterative optimization using probabilistic fingerprints, a compact hash representation

computed for each input query. We design these fingerprints such that queries highly similar

in the input space will have large overlap in their fingerprints. As such, Blacklight identifies

an (incoming) query as part of a query-based black-box attack, if its fingerprint matches

any prior fingerprint by more than a threshold. Since we use secure one-way hashes to

compute fingerprints, even an attacker aware of our algorithm cannot optimize the content

perturbation of a query to disrupt its fingerprint and avoid detection.

We evaluate the efficacy of Blacklight against eight SOTA query-based black-box attacks,

including those using gradient estimation, gradient-free attacks, and those targeting score-

and decision-based models. We experiment on a range of image-based models from MNIST to

ImageNet, and use Lp distance metrics chosen by each attack. While these attacks typically

1. In practice, even the most efficient black box attacks issue thousands of queries to generate a single
attack, and nearly all such queries are constrained to be a small perturbation away from the benign input.
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take thousands (or tens of thousands) of queries to converge to a successful adversarial

example, Blacklight detects all of them after the first 2–9 queries2. More importantly,

Blacklight detects the large majority of all queries associated with an attack (e.g., >90% for

all non-Boundary attacks). By rejecting these detected attack queries, Blacklight consistently

reduces the attack success rate to 0% for all eight attacks, even when attackers persist to

submit queries despite query rejection.

Our work makes the following key contributions.

• We propose a highly scalable, lightweight attack detection system against query-based

black-box attacks, using probabilistic content fingerprint-based query matching to detect

(and mitigate) individual attack query on the fly.

• We discuss and demonstrate why existing account-based defenses are insufficient to

resist persistent attackers.

• We build formal analysis of our probabilistic fingerprints to model both attack detection

rates and false positives.

• We experimentally evaluate Blacklight against eight SOTA black-box attacks on multiple

datasets and image classification models. Not only does Blacklight detect all eight

attacks, but it does so quickly, often after only a handful of queries, for attacks that

would require several thousands of queries to succeed.

• We illustrate how Blacklight can be generalized beyond image classification, using text

classification as an example.

• We finally evaluate Blacklight and show it is highly robust against a variety of adaptive

countermeasures, including those allowing larger, human-visible perturbations. Black-

light performs well even against two types of near-optimal attacks: “query-efficient”

2. The exception is the Boundary attack, which starts its query search with an image from the target
label. Blacklight detects Boundary attacks after an average of less than 50 queries (see Table 5.2).
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attacks several orders of magnitude more efficient than current methods, and “perfect-

gradient” attacks that approximate white-box attacks by perfectly estimating the loss

surface at each query.

The source-code for Blacklight is available at https://sandlab.cs.uchicago.edu/blac

klight.

5.2 SOTA Query-based Black-box Attacks

Our work targets query-based black-box attacks. We now describe today’s SOTA query-based

black-box attacks (the focus of our work) and discuss existing defense proposals [31, 74] later

in §5.4. We implement and test eight SOTA attacks (see Table 5.1). They cover both score-

and decision-based attacks, and attacks relying on gradient estimation and those that do not.

They all use Lp bounded perturbations, a prevailing attack setting.

Gradient Estimation Gradient Estimation Free
Score-based NES - Query Limit[67] ECO[113]

Decision-based
NES - Label Only[67]
HSJA[27] QEBA[90]

Policy-Driven[184]

Boundary[14]
SurFree[108]

Table 5.1: We consider eight query-based black-box attacks.

NES (2 variants) [67]. NES enables efficient gradient estimation using far fewer queries

and applies natural evolution strategies [174] to speed up the attack. NES has two variants:

NES query limit for score-based models and NES label-only for decision-based models.

ECO [113]. Targeting score-based models, the attacker replaces gradient estimation with

an efficient discrete surrogate, leading to faster convergence.

Boundary [14]. It is the first attack targeting decision-based models and does not use

gradient estimation. To compute the adversarial example for x0, the attacker starts from

a random sample x from the target label t, iteratively adjusts x to “approach” x0 while
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remaining being classified to t, until the difference between x0 and x is within a predefined

budget.

HSJA [27]. It augments Boundary [14] with gradient approximation. In each iteration, a

2-step gradient estimation is used to construct xt that gets closer to the decision boundary,

leading to much faster attack convergence than Boundary.

QEBA [90]. This is a variant of HSJA. Instead of estimating the full gradient vector,

QEBA only estimates a core subset of the gradient vector.

Policy-Driven [184]). This is another recent attack built on top of HSJA. It applies a

policy network to learn the best optimization direction at each step.

SurFree [108]. This gradient-free attack leverages certain geometrical properties to

produce careful query trials along diverse directions near the decision boundaries.

5.3 Threat Model and Design Goals

In this work, we focus on defense against query-based black-box attacks for image classification.

Our design principle should extend to other domains, which we demonstrate in §5.8.7 using

text classification as an example. Here, we define our threat model, design goals and success

metrics.

Attacker. The attacker queries a target DNN model (F) and uses the query results to

craft adversarial examples against it, i.e., finding the perturbed version of a benign input x0

that causes F to misclassify it to a target label t. To do so, the attacker repeatedly queries F

with a sequence of n attack queries x1, ..., xn (i.e., started from x0 and ended with xn). The

attack is successful if

F(xn) = t and ||xn − x0||p < ϵ (5.1)

where xn is the computed adversarial example of x0 and ϵ is the attacker’s perturbation

budget. Existing works show that a successful attack requires a large n, generally on the
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order of 103-106. Note that while we focus on prevailing attacks that bound perturbations by

Lp distance, our defense should extend in principle to other query-based attacks (e.g., patch,

semantic attack). We discuss in §5.8.3 preliminary results on Sparse-RS [40], a query-based

universal patch attack.

We make the following assumptions about the attacker:

• The attacker has no access to internal weights of F and can only send queries to obtain

outputs of F.

• The attacker has abundant computation power and resources to submit millions of

queries.

• The attacker controls multiple user accounts and IP addresses, and moves the attack

across them if any IP addresses and/or accounts are banned. Measurements have shown

that attackers often utilize Sybil accounts [43, 185, 89].

• We begin with standard attackers who are unaware of Blacklight. Later in §5.9, we

consider stronger adaptive attackers who apply countermeasures against Blacklight.

Defender. The defender hosts the target model F. For each query, F can either return

the full classification probability vector or only the classification label. We only make one

assumption on the defender, that it has a finite amount of storage for use in attack detection.

In practical terms, any defender storing state related to past queries has to periodically reset

the storage, e.g., every 1 or 2 days, by clearing out the state of all past (benign) queries.

Design Goals. We target four key goals for our defense.

• The defense should detect attack queries with high accuracy and high coverage,

while maintaining a low false positive rate. Since answering each attack query may

leak model information, the defense should detect as many attack queries as possible.
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• The defense should efficiently scale to industry production systems. For example,

Facebook’s content moderation systems process an average of 300M images per day,

while those at Twitter process 340M tweets/day [25, 161].

• The defense should incur low overhead in terms of runtime (compared to model

inference runtime) and storage.

• The defense must resist persistent attackers who can move between accounts, and/or

continue submitting attack queries after account ban or query rejection.

5.4 Existing Defenses and Their Limitations

There are two known defenses against query-based black-box attacks: Stateful Detec-

tion (SD) [31] and PRADA [74]. Both are account-driven and focus on detecting/banning

query accounts that submit attack queries. We now describe their detection methods, and

discuss why these defenses (and their variations) are insufficient to resist persistent attackers

covered by our threat model.

Stateful Detection (SD) [31]. SD inspects each query account to decide whether it is

malicious or not. Given an account A and its queries submitted so far, SD examines whether

these queries display “certain properties” related to computation of adversarial examples.

Specifically, SD computes, for an incoming query q from A, the average pair-wise latent

similarity between q and its k-nearest-neighbors in A’s past queries. If the average latent

similarity exceeds a threshold, SD flags A as adversarial. To compute the latent similarity, SD

uses a pretrained similarity encoder to convert each query image into a latent space vector.

PRADA [74]. Originally designed to detect attacks that steal the target model, PRADA

is shown to also detect query-based black-box attacks [31]. The key insight is that queries

sent by an attacker are expected to have a characteristic distribution different from those of

benign accounts. PRADA calculates the query distribution of each account based on the L2
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distance among queries, and defines a standard benign distribution computed from a set of

benign queries. If an account A’s query distribution shifts away from the standard benign

distribution, PRADA labels A as malicious.

Vulnerability to Persistent Attacks. While SD and PRADA could flag an attacker

who use a single account to send attack queries, they are ineffective against attackers holding

multiple accounts, e.g. Sybil accounts [43]. Use of Sybil attacks by bad actors have been long

observed in measurements of online systems [185, 167]. Figure 5.2 plots an example where

an attacker completes an attack, by switching accounts and continuing its queries after each

detection event by SD. A similar strategy would also succeed against PRADA.

The two existing defenses are limited by two factors. First, inspecting queries per-account

puts a fundamental limit on detection speed, i.e., the number of attack queries answered by

the model before detection. For both defenses, at the time of detection, the attacker already

had tens or more attack queries answered by the model (e.g., 52 - 54 queries for SD and

111-115 queries for PRADA, per our experiments in Appendix Table C.1). Second, both

defenses are designed to “slow down” attackers by banning their current account rather than

preventing the attack query to proceed. Given the low cost and prevalence of sybil accounts,

attackers can easily bypass these defenses. A “reactive” strategy is shown in Figure 5.2, where

6 out of 328 attack queries (or 1.8%) were detected and rejected and 322 got answered. An

alternative “proactive” strategy is to first run test cases to estimate the minimum # of attack

queries to get the account banned (e.g., 50), and then during the attack, send less queries

per account (e.g., 30) to evade detection completely.

Adapting Account-based Defenses. Account-based query inspection and mitigation

is ineffective against attackers with multiple query accounts. An effective defense needs to

be account oblivious. One straightforward solution is to run a version of SD or PRADA

by putting all the queries into a single account. This solution, however, does not scale to

support production ML systems facing millions of queries per day, because both SD and
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Figure 5.2: Existing defenses cannot stop persistent attackers who switch accounts to continue
attack queries.

PRADA’s runtime complexity grows with the number of prior queries. Consider a query

database of 1 million low-resolution images (CIFAR10, 32×32), our experiments show that, for

each incoming query, SD and PRADA introduce a run-time latency of 24,000% and 6,800%

compared to the normal inference latency, respectively (details in §5.8.6). Furthermore,

PRADA faces large accuracy drop, because each incoming query produces little impact on

the query distribution.

We note that there is also another line of black-box attacks called substitute model

attacks as discussed in §2.3 and the standard defense for substitute model attacks, ensemble

adversarial training, can be combined with Blacklight as a hybrid defense against both

substitute model attacks and query-based attacks (details in the Appendix §C.2).

5.5 Blacklight

We propose Blacklight, a new defense to detect and mitigate query-based black-box attacks

against DNN models. Different from existing defenses, Blacklight is account oblivious and

focuses on detecting individual attack queries on the fly regardless of who sent them. Our

design is driven by a fundamental insight that query-based black-box attacks produce queries

that are highly similar in the input space. Since benign queries rarely share this level of

similarity, these attacks can be detected by identifying extremely high similarity in queries
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while incurring low false positives. With this in mind, we design Blacklight to focus on

achieving fast, scalable and robust similarity check across millions of image queries. Our

design includes two key components: (i) probabilistic content fingerprinting for fast and

scalable attack detection, and (ii) salted pixel quantization to resist adaptive attacks.

In the following, we present the fundamental insight driving our design, and the concept

of probabilistic content fingerprinting. Later in §5.6, we describe the salted pixel quantization

and Blacklight’s detailed design.

5.5.1 Fundamental Insight: Presence of High Similarity in Attack Queries

Blacklight exploits a fundamental insight on query-based black-box attacks: in order to

compute adversarial examples, attackers need to perform iterative optimization over the

network, i.e., submitting one or more queries to the target model, observing the query results,

and using them to configure further queries. While the specific design of iterative optimization

is algorithm-dependent3, the unified goal is to repeatedly refine the perturbation such that

the query sequence converges to an adversarial example xn satisfying eq (5.1). Therefore,

iterative optimization inevitably produces some queries that are highly similar in the input

space, i.e.,

there exist xk, xj ,where ||xk − xj ||p ≤ µ.

If µ is sufficiently smaller than the difference between most benign images, we can accurately

detect the attack by recognizing the presence of highly similar queries like (xk, xj) within the

stream of queries. Evading this type of detection is extremely difficult (if not infeasible) since

it requires every attack query to be sufficiently dissimilar from any previous attack queries.

We empirically verify the presence of highly similar queries by running the eight SOTA

query-based black-box attacks (listed in Table 5.1) on the ImageNet classification model. For

3. Some attack designs start with the original input and perturbs it towards a misclassified target
label [67, 113], while others start from an image in the target label and work backwards towards the original
input [67, 14, 27].

81



NES - 

Query Limit

Boundary

HSJA

X1 X2 X3 X10 X1000 X
n

... ... ...

X0

... ... ...

... ... ...

Figure 5.3: Examples of attack query sequence (x0, x1, .., xn), produced by three black-box
attacks (NES, Boundary, HSJA). While these attacks generate queries differently, the resulting
query sequences all contain some highly similar images.
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benign images by comparing and detecting highly similar fingerprints.

all eight attacks, high similarity is consistently observed across images in their attack query

sequence. The average L2 distance between just consecutive queries in an attack sequence

is already 20-380x smaller than analogous distance between benign images (estimated by

randomly comparing 2000 pairs of benign images). Figure 5.3 shows some visual examples

from attack query sequences generated by three attacks (NES-Query Limit, Boundary, HSJA).

We omit the other attacks since they produce similar results.
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Figure 5.5: Computing content hashes by applying a sliding window over pixels.

5.5.2 Fast and Scalable Similarity Check via Probabilistic Fingerprinting

The above insight motivates us to detect query-based black-box attacks by searching for the

presence of highly similar queries in a large stream of incoming and past queries. A key

challenge is how to run a fast and efficient similarity check.

Strawman Solutions. We first discuss two strawman solutions and their problems.

Earlier in §5.4 we discussed the query similarity check used by SD [31] and its scalability

issue.

Computing Lp distances. A naive approach would store all past queries in a database

and compare an incoming query x to the entire database of n queries by computing their

image-level differences. Such raw comparison incurs heavy costs both in query storage and

computation, i.e., O(n). For example, even for low resolution image queries (224×224 pixels,

ImageNet), it takes 23 minutes to compare a query to one million prior images, even using

five threads on a 6-core Intel Xeon server. This is clearly intractable in practice.

Locality-sensitive (LS) hashing. An alternative is to compute a “signature” per query

using LS hashes and compare queries by their signatures. Many have used perceptual hashing

(e.g., PhotoDNA [4], dhash [76]), a type of LS hashes, to match similar images for copyright

resolution or child exploitation detection [4]. Using a hash table for lookup, the runtime

cost for checking each incoming query could reach O(1) regardless of n. Unfortunately, these

hashes are designed to identify generic variants of an image, even those that have undergone
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significant alterations. Thus they flag similar benign queries (e.g., different frames of a

video, multiple pictures of the same object) as adversarial, producing false positives. We test

dhash [76] on our attack detection and find that it produces over 10% false positives on the

Flickr dataset and 67% on our video dataset (§5.8.4). While unable to test PhotoDNA since

it is proprietary, we expect that it faces the same issue since it focuses on detecting child

exploitation in images which requires considerable alterations.

Probabilistic Fingerprints. Blacklight overcomes these challenges by applying probabilis-

tic fingerprinting to detect highly similar images. Our goal is to design a hash function that is

compact yet highly sensitive to very small changes in the image. This dictates that we should

use a highly lossy function. Probabilistic fingerprinting achieves these properties and utilizes

secure one-way hashes that cannot be easily reversed to evade detection and probabilistic

downsampling for efficiency. To fingerprint an image x, Blacklight first transforms x into a set

of continuous and overlapping segments of a fixed length w, then applies a one-way hash to

each segment to produce a large set of N hash values. From these N hash values, Blacklight

chooses a small set probabilistically (e.g., the top 50) as x’s probabilistic fingerprint.

Figure 5.4 illustrates Blacklight’s attack detection process. For an incoming query x,

Blacklight extracts its probabilistic fingerprint and stores it in the database. Blacklight runs

an efficient hash match algorithm to detect overlaps between x’s fingerprint and those in the

database. Upon detecting sufficient overlap between x and an existing fingerprint y, it flags

(x, y) as a pair of attack queries.

Key Benefits. Our fingerprint scheme has the property that any two highly similar

queries will produce a near-perfect match in their fingerprints. In other words, small changes

to an image are highly unlikely to impact its fingerprint. The use of secure one-way hash

and probabilistic downsampling means that unless they can reverse the hashing algorithm,

an adversary cannot alter an image’s fingerprint without significantly altering its content

(further confirmed in §5.9.1).
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Figure 5.6: We empirically show that probabilistic fingerprints preserve the query similarity
in black-box attack sequences. We plot the maximum fingerprint overlap between x and that
of any prior query in a benign query sequence (left most) and eight attack query sequences.
Here the maximum matching is bounded by S = 50.

Our fingerprints also greatly reduce the storage overhead of past queries, and the com-

putation costs of comparing queries in similarity. Specifically, the search for highly similar

queries reduces down to a hash set comparison problem, which takes near-constant time in

general (see §5.6).

Prior Work on Probabilistic Fingerprints. Probabilistic fingerprints have been used

for similarity detection in text (e.g., detecting code plagiarism [147, 15, 139, 44], network

intrusion and malware [148, 138, 118] and spam emails [195, 102]). It was also used in sif, a

similarity detector for file systems [109]. The contributions of our work include i) extending

probabilistic fingerprints beyond the text domain, ii) customizing its design to identify similar

image queries to a DNN model (see §5.6), and iii) a formal analysis to model both false

positives and attack detection rates and their dependency on fingerprinting parameters (see

§5.7).

5.6 Detailed Design of Blacklight

We now present the detailed design of Blacklight, including preprocessing, probabilistic

fingerprinting, and comparison algorithms, which together form our proposed detector. We

also discuss options to mitigate attacks after detection. Note that Blacklight works as an

external add-on, and requires no modifications to the DNN model.
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5.6.1 Preprocessing: Salted Pixel Quantization

Given an incoming image query x, Blacklight first runs a quantization function on each

pixel of x. This serves two purposes. First, it converts continuous pixel values into a finite

set of discrete values, which are then used to compute hashes of x during fingerprinting.

Second, quantization increases similarity between (attack) queries. This is particularly true

for black-box attacks that iteratively optimize queries by gradually modifying every single

pixel on the image [67, 27, 14] – the use of quantization effectively nullifies changes to image

hashes created by these minor modifications without inducing false positives. We confirm

this empirically in Figure C.2 where the hash overlap between attack queries (on CIFAR10)

increases rapidly with the quantization step q to approach 100%, while those between benign

queries remain low. Note that this step is used only for attack detection. If the input is

considered benign, the original, unaltered query is sent to the DNN model.

Furthermore, Blacklight employs a salted pixel quantization function to resist reverse

engineering attacks:

Q(x, saltQ,q) = ⌊
(x+ saltQ) mod 255

q
⌋ (5.2)

where saltQ is a randomly generated salt image (of the same dimensions as x) and q is the

quantization step (a system parameter). Here all pixel values of x and saltQ are normalized

to [0, 255]. Later in §5.9 we show adding a random salt improves Blacklight’s robustness

against adaptive attacks.

5.6.2 Computing Probabilistic Fingerprints

We now describe the detailed process to compute the probabilistic fingerprint on a (quantized)

query image x.

Converting an image into N segments. Blacklight first “flattens” the 2D image into a

single pixel sequence by concatenating rows of pixels together; then applies a sliding window
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of fixed size w on this sequence, iteratively moving the sliding window by p (referred to as

the sliding step). This produces N = (|x| −w + p)/p overlapping pixel segments, each of

length w. Any two consecutive segments overlap by w − p pixels, and each pixel in x is

included in w/p segments.

Hashing each segment. For each segment i (i ∈ [1,N]), Blacklight applies a secure

one-way hash function (e.g., SHA-3 combined with a random salt value chosen by the defender)

and produces a hash value hi. This creates a full hash set Hx = (h1, h2, ..., hN) for query x,

with N hash entries. For example, for CIFAR10 (|x| = 32× 32× 3 = 3072), N = 3053 when

w = 20, p = 1. An illustration of this sliding window hashing scheme is shown in Figure 5.5.

Selecting a subset of hashes as the fingerprint. From x’s full hash set Hx, Blacklight

selects the top S hash values (sorted by numerical order) as its probabilistic fingerprint,

denoted as S(Hx). Since the output distribution of the one-way hash is random, choosing

the top S hash values by numerical order serves as an efficient downsampling algorithm that

is deterministic4 to the defender but unpredictable to an adversary (since predicting the top

S hash values requires predicting the full hash set).

The use of probabilistic fingerprinting puts a hard limit on the overhead of fingerprint

storage and comparison, while preserving the high similarity among attack queries. Figure 5.6

shows a sample measurement on query similarity, for the eight black-box attacks discussed in

§5.2. Here we measure, for each query xi in an attack sequence, the maximum number of

matching hashes between xi’s fingerprint and any of its prior queries in the same sequence.

For reference, we also compute the number of matching hashes among benign images. We see

that many attack queries display fingerprints highly similar to at least one prior query in the

same sequence, while benign queries share minimal overlap in fingerprints. Thus Blacklight

can quickly detect black-box attacks after seeing only a small number of queries.

4. Deterministic means that the downsampled hash set holds the same property of the full hash set: highly
similar (quantized) queries will have highly similar fingerprints. We also verified this empirically in Figure C.3.
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5.6.3 Comparing and Matching Fingerprints

Upon receiving a new query x, Blacklight computes its fingerprint S(Hx) and compares it to

all prior fingerprints stored in the database. If any stored fingerprint shares more than T

hash entries with S(Hx), then x is flagged as an attack image. Here, the value of T can be

configured to meet the desired false positive rate. Later in §5.7, we analytically show that

by properly configuring T and S, we can achieve accurate attack detection at a low false

positive rate.

Computing the maximum overlap between the fingerprint of a query and n stored

fingerprints is non-trivial. A simple algorithm would incur computation cost of O(n). We

use a better algorithm which stores a query x’s fingerprint into a hashmap using each of its

hash entry as a key. The maximum overlap with all n queries can be found by retrieving

all queries associated with each key in x’s fingerprints, and counting the max frequency of

any query in that set. An efficient implementation can produce average runtime that is a

constant independent of n. We leave the design and analysis of an efficient hashset matching

algorithm to future work. We present detailed performance overheads in §5.8.6.

5.6.4 Mitigating Attacks after Detection

Detecting the presence of a query-based black-box attack is just a first step in protecting

DNN models. A persistent attacker can simply switch accounts and/or IP addresses and

continue with additional queries. Here, we discuss options for mitigation after an attack is

detected.

Ban accounts. As a response, banning an account or blocking an IP address is not ideal.

First, it means each false positive incurs a high penalty, which might be undesirable in some

application settings. Second, this does little to deter resource rich attackers, who can continue

the attack using Sybil accounts, which are difficult to eradicate in practice.
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Figure 5.7: By detecting/rejecting most of attack queries (regardless of account usage),
Blacklight effectively resists persist attackers, which existing defenses fail to address.

Return misguided outputs. We also consider a more elaborate scheme where the

defender intentionally misleads the attacker by returning carefully biased query outputs,

perhaps towards secondary goals like identifying the attacker. This approach faces additional

challenges. First, crafting biased responses requires significantly more computation and

state-keeping at the defender. Second, the defender must be careful to avoid returning valid

responses to actual attack queries.

Reject all detected queries. Ultimately we chose a simple strategy: reject all detected

attack queries. This mitigation is effective in preventing attacks IFF the ratio of attack

queries detected is high. If most attack queries are rejected, the attack sequence takes a

very long time to converge and succeed. The benefit of this approach is that it does not rely

on detecting or reducing Sybil accounts, and false positives have minimal impact on benign

users.

In §5.8, we evaluate the impact of mitigation on persistent attackers who continue to

submit attack queries after query rejection. Figure 5.7 provides a preview in terms of the # of

attack queries got answered under Blacklight, using the persistent attack trace of Figure 5.2.

Blacklight rejects almost all the attack queries, preventing the attack from making progress.
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5.7 Formal Analysis

We formally examine Blacklight by modeling the process of probabilistic fingerprinting. We

derive analytical bounds on the probability of Blacklight flagging a query pair (x, y) as attacks

Q(∆) as a function of the full hash difference between the two, i.e., ∆ = diff(Hx,Hy). We

then estimate Blacklight’s false positive rate and attack detection rate by Q(∆benign) and

Q(∆attack). Here ∆benign is the minimum full hash difference between benign queries and

∆attack is the maximum full hash difference between attack queries. Our key results: are: (i)

Q(∆) decays fast with ∆, (ii) Blacklight can effectively detect attacks at a low false positive

rate: Q(∆attack)→ 1, Q(∆benign)→ 0, if ∆benign >> ∆attack, (iii) the analytical bound on

Q(∆) can guide the selection of Blacklight’s configuration parameters (w, p, q, S and T).

For brevity, we leave the details to Appendix§C.1.

5.8 Experimental Evaluation

Using four different image classification tasks (and datasets), we empirically evaluate Blacklight

against eight SOTA black-box attacks. Our experiments seek to understand 1) the effectiveness

of Blacklight in both attack detection and mitigation; 2) the false positive rate under realistic

settings; 3) impact of Blacklight configuration; 4) Blacklight’s storage and computation cost;

5) applying Blacklight to other domain.

5.8.1 Experimental Setup

We apply Blacklight to protect DNN models developed for image classification. Our exper-

iments cover a wide range of input size/content and model architectures, allowing us to

evaluate Blacklight under a diverse set of conditions.

Image Classification Tasks. We consider four representative tasks: MNIST [86],

GTSRB [150], CIFAR10 [77] and ImageNet [141]. We summarize in Appendix §C.5 these
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tasks and associated models in Table C.2, and detailed model architectures and training

configurations in Table C.3 to C.5.

Task Attack w. Detection w. Mitigation w/o Blacklight
Attack
detect %

Detection
coverage

Avg queries
to detection

Attack
success

Attack
success

Avg # attack
queries

MNIST

NES - QL 100% 99.5% 2 0% 45% 66540
NES - LO 100% 99.0% 2 0% 1% 95973
Boundary 100% 64.2% 18 0% 21% 85467
ECO 100% 99.9% 2 0% 43% 52780
HSJA 100% 98.1% 6 0% 59% 9924
QEBA 100% 98.4% 8 0% 92% 12141
SurFree 100% 97.9% 7 0% 84% 10034
Policy-Driven 100% 99.0% 8 0% 74% 9538

GTSRB

NES - QL 100% 98.5% 2 0% 66% 48429
NES - LO 100% 98.0% 3 0% 17% 83823
Boundary 100% 64.3% 22 0% 37% 76643
ECO 100% 100.0% 2 0% 80% 27782
HSJA 100% 98.2% 5 0% 95% 10392
QEBA 100% 99.5% 8 0% 99% 9832
SurFree 100% 98.3% 8 0% 98% 9192
Policy-Driven 100% 98.1% 5 0% 100% 13021

CIFAR10

NES - QL 100% 98.3% 2 0% 100% 12621
NES - LO 100% 98.7% 2 0% 89% 67126
Boundary 100% 64.4% 25 0% 95% 6082
ECO 100% 99.4% 2 0% 89% 16887
HSJA 100% 97.1% 7 0% 100% 1205
QEBA 100% 96.9% 6 0% 99% 1009
SurFree 100% 96.8% 8 0% 100% 1396
Policy-Driven 100% 97.3% 7 0% 100% 1198

ImageNet

NES - QL 100% 99.4% 2 0% 99% 11201
NES - LO 100% 98.2% 2 0% 20% 63492
Boundary 100% 95.1% 42 0% 74% 67356
ECO 100% 99.6% 2 0% 93% 11304
HSJA 100% 98.7% 7 0% 99% 12402
QEBA 100% 98.3% 6 0% 100% 10293
SurFree 100% 97.6% 7 0% 100% 8783
Policy-Driven 100% 99.1% 8 0% 100% 10368

Table 5.2: Blacklight’s detection and mitigation results. In the last two columns, we included
attack performance in absence of Blacklight: attack success rate and average attack queries
required to complete an attack.

Attack Configurations. We implement and run the eight black-box attacks list in

Table 5.1 against each of the above four classification models. For MNIST, GTSRB and CIFAR10,

we randomly select 1000 images from their test datasets and use each as the source image of

the attack (i.e. x0). For ImageNet, we randomly select 500 source images (due to its higher
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Figure 5.8: Blacklight’s false positive rate when fixing S = 50 and varying T.

Label # of Filtered FPR Label # of Filtered FPR
balloon 953 0.07% packet 1158 0.21%
boathouse 1572 0.73% peacock 556 0.68%
daisy 656 0.10% pier 309 0.07%
fly 188 0.03% rifle 905 0.48%
geyser 896 0.11% snail 350 1.01%
hay 1192 0.79% swing 510 0.48%
knot 817 0.14% teapot 1715 0.14%
menu 1232 0.37% tiger cat 1315 0.28%
mortar 1229 0.38% toaster 3298 0.37%
nail 1696 0.83% vault 182 0.04%

Table 5.3: Blacklight’s false positives on benign images crawled from Flickr. "# of Filtered"
is # of images that are duplicated and have the same hash value with prior queries; “FPR” is
the false positive rate per label. For each label, we run Blacklight on 80,000 Flickr images
(crawled via this label).

computation cost). We run each attack until it terminates (i.e., successfully generating an

adversarial example) or reaches 100K queries, whichever occurs first.

When configuring each attack, we follow its original paper and use the same Lp distance

metric (L2 or L∞) stated in the paper. Since L2 distance depends on model input size, we

use the normalized L2 distance
√

1
|x|

∑|x|
i=0(xi − x′i)

2. The detailed attack parameters and

distance metrics are listed in Table C.6.

For all these attacks, we set the perturbation budget ϵ such that most attacks succeed in

absence of defenses. As reference, the standard ϵ for white-box attacks is 0.03 for L∞ and

<0.03 for normalized L2 [23]. Black-box attacks should use a larger budget because they are
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naturally harder to succeed. In fact, our experiments on the eight SOTA black-box attacks

confirm that a budget of 0.03 leads to significant attack failures. Thus we increase ϵ=0.05

for both L∞ and normalized L2 to allow most attacks to succeed. The only exceptions are

L∞ attacks against MNIST since ϵ=0.1 is necessary for them to succeed. The perturbation

budgets are listed in Table C.6.

Blacklight Configuration. Table C.8 in Appendix lists the default values for Blacklight’s

key parameters: sliding window size (w), sliding step (p), quantization step (q), # of hash

entries per fingerprint (S), and fingerprint matching threshold (T). To demonstrate the

generality of Blacklight, we set these parameters to be the same default values for all four

tasks, rather than “optimizing” them per task. The only exception is w – our default value is

20, but we increase it to 50 for MNIST (due to its large black background) and ImageNet (due

to its large image size).

We choose these values following our formal analysis. In particular, we choose T =

S/2 = 25 by modeling how T affects false positive and detection coverage. Figure 5.8 shows

the measured false positive rates when varying T, confirming that T=25 achieves less than

0.1% false positive for all four tasks. In §5.8.5, we further explore the impact of parameter

configuration by varying w, p, q and S.

Evaluation Metrics. We use the following metrics to quantify the effectiveness and cost

of Blacklight.

• False positive rate: % of benign queries detected as attack.

• Attack detection rate: % of black-box attacks detected before the attack completes.

• Detection coverage: % of queries in an attack’s query sequence identified as attack

queries.

• Avg # of queries to detection: Average # of attack queries accepted (thus answered)

before detecting an attack query.
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• Attack success rate w. mitigation: Success rate of a persistent attack when all

detected attack queries are rejected.

• Detection overhead: Run-time latency and storage costs.

5.8.2 Attack Detection and Mitigation

We evaluate Blacklight’s detection rate by implementing and performing each of the eight

black-box attacks against each classification model. For each attack and task combination, we

run 1000 instances of the attack (500 for ImageNet). Each attack instance selects a random

image from the test dataset as source image of the attack (x0), and a random incorrect label

as the misclassification target label.

The results for all attacks are listed in Table 5.2. As reference, the last two columns report

the performance of these attacks without the Blacklight defense, in terms of attack success

rate and the speed of convergence (# of queries before successfully producing an adversarial

example). We see that recent attacks, especially HSJA, QEBA, SurFree, Policy-Driven, are

highly successful in absence of Blacklight. Boundary and NES-LO take the longest time to

converge. Some attack instances do fail to converge even after generating 100k queries (e.g.,

less than 50% of NES-LO complete in 100K queries for MNIST, GTSRB and ImageNet).

Most of them remain unsuccessful even when increasing the query bound to 300k. Overall, a

successful attack takes several thousands to tens of thousands of queries to complete.

Next, we summarize key results on Blacklight’s attack detection (as shown by column 3-5

in Table 5.2). We see that the attack detection rate remains 100% for all attack instances,

indicating that Blacklight detects all attacks on all models in progress. The detection coverage

is also extremely high – Blacklight detects more than 96% of all attack queries, except on the

Boundary attack. Another key observation is that Blacklight detects a new attack instance

very quickly, often after a handful of 2–8 queries (again, more queries required for Boundary

because it converges slower). In all cases, Blacklight detects an attack in less than 1% of the
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average number of queries required to complete the attack.

Blacklight detects Boundary slower than others. This is because Boundary advances slower

in shrinking perturbation towards the Lp ball of the target, thus Blacklight detects them at

a “later” stage with 100% detection rate. The three improved versions of Boundary (HSJA,

QEBA, Policy) converge faster, thus Blacklight detects them faster. To further evaluate the

slower Boundary attack, we run the attack for 1 million queries. We find Blacklight continues

to detect (and reject) attack queries in this longer sequence, leaving the attacker with 0%

success (for all four tasks). The detailed results are listed in Table C.9 in Appendix.

Finally, column 6 in Table 5.2 reports the attack success rate when Blacklight rejects

queries identified as attack queries. We see that none (0%) of persistent attackers manage to

complete their attack within 100K queries. Blacklight’s mitigation is highly effective because

it is able to detect nearly all attack queries. Rejecting these queries prevents the attacker

from making forward progress in probing model classification boundaries. This confirms that

a high detection coverage is critical to defend against query-based black-box attacks.

Key Takeaways. Our results against eight SOTA black-box attacks show that Blacklight

detects all attacks on all models, detects the overwhelming majority of queries in the attack

sequence, and detects the attack quickly (usually in less than 8 queries, with the exception of

the slow converging Boundary attack). Furthermore, by rejecting all detected attack queries,

Blacklight’s mitigation module ensures no attacks can complete (at least in 100K queries) for

all our tested attacks and target DNN models.

Comparison to Existing Defenses. As reference, we show the performance of SD and

PRADA in Table C.1, using the same attack experiments described above. As discussed

in §5.4, SD and PRADA are not designed to stop persistent attackers who switch account

to continue attack. Results in Table C.1 confirm this and their low detection coverage

(0.8%-2.1%).
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5.8.3 Detecting Universal Patch Attacks

We evaluate Blacklight against the only known query-based universal patch attack, Sparse-

RS [40]. Table C.10 in Appendix shows that Blacklight is also highly effective in detecting

Sparse-RS (100% detection success rate and > 97.6% detection coverage). Since query-based

universal patch attacks are emerging, additional work is required to thoroughly evaluate the

robustness of Blacklight against them.

5.8.4 False Positives in Real World Settings

Since Blacklight relies on a similarity detection algorithm to detect attacks, one might wonder

if duplicates or near-duplicates of images will trigger false positives. Figure 5.8 reports its

false positives between distinctive inputs. But what about “naturally” similar images, such as

different versions of the same image, or closeby frames of the same video?

We begin with a simple test to confirm that naturally occurring false positives are very

low in large image repositories like ImageNet. We turn off database resets, randomly sample 1

million images from ImageNet training data, send them as queries to Blacklight, and observe

a very low false positive rate of 0.37%.

False Positives in Similar Images. Next, we look at similar images of the same objects,

e.g. inputs that should classify to the same labels. We crawl a large number of public real

world images from Flickr [183] using keyword search on their public API. We pick 20 random

labels from ImageNet, and use each as a search keyword to crawl 80, 000 images for that label.

We filter out images that are perfectly identical at the pixel level (we found an average of

1036± 696 duplicate images per label). We then take each label, and run our 80, 000 images

as queries to Blacklight. Even across Flickr images labeled with the same keyword, Blacklight

produces a very low false positive rate of 0.37%± 0.29 over 20 labels. Detailed results for all

labels are shown in Table 5.3.

False Positives in Video Frames. Finally, we consider the scenario where the system
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might receive benign queries that are highly similar by nature, e.g. image stills taken from

video frames. We explore how Blacklight responds under such scenarios by testing it for

false positives on the YouTube Faces dataset [175]. YouTube Faces is a collection of 3, 425

videos of 1, 595 different people, designed for studying unconstrained facial recognition. We

use common image extraction techniques [164] to extract 587, 137 video frame images from

videos for 1, 283 celebrities. Of these, we filter out 33, 227 images that are pixel-level identical

to other images, and send the remaining video frames to Blacklight. The result is a false

positive rate of 1.74%. Even if Blacklight takes over half million queries per reset cycle for

the highly similar queries, the false positive rate is still very low.

5.8.5 Impact of Parameter Configuration

As discussed in AppendixC.1, we leverage our formal analysis of Blacklight to configure its

five system parameters: w, p, q, S, and T. Earlier in Figure 5.8 we show empirically how

Blacklight’s false positive rate varies with T and verify our strategy on configuring T. In the

following, we study the impact of the other four parameters by testing Blacklight against the

same set of attacks while varying each of these parameters. We report the false positive rate

and detection coverage since the attack detection rate is always 100%. The detailed results

are listed in Figure C.4 in Appendix.

We summarize the key findings below. First, we confirm that q is a critical parameter for

Blacklight – the detection coverage increases quickly as q goes from 1 (no quantization) to 50

(the default value) and stabilizes after that (except for Boundary). When q approaches 100,

we start to see visible increase in false positives (>0.1%). Second, as expected, the sliding

window size w is negatively correlated to false positive rate and detection coverage, while the

sliding step p has little impact (note that p < w). Thus Blacklight should select w as a small

value to meet the desired false positive rate. Finally, as expected S should be small to reduce

complexity but not too small (e.g., <20) to introduce visible false positives. Overall, these
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results confirm our proposed theory-guided principle for choosing Blacklight’s parameters.

5.8.6 Overhead of Blacklight

Storage. Blacklight requires a database to store fingerprints of prior queries. Our

probabilistic fingerprints are extremely small. Across all of our experiments, a fingerprint is

≤ 32 · S bytes and 1.6KB for the default configuration in Table C.8. A database of 1 million

queries only requires 2GB storage, a “negligible” value for modern servers.

Runtime. Blacklight’s per-query runtime includes latency to generate the fingerprint from

a query and latency to lookup the fingerprint in the query database. The former depends

on the image size and the parameters (w, p) and the latter depends on the size of query

database n. We configure Blacklight to its default configuration and explore the impact

of sliding step p (i.e., increasing p from 1 to 10 or 25 to speed up hash computation) and

the query database size n. We run Blacklight on an Intel i7 desktop server with 64 GB

memory, and report the per-query runtime for two types of query images (32× 32,CIFAR10)

and (224× 224, ImageNet) in Figure 5.9 as a function of n. The curves remain flat over n,

suggesting that Blacklight’s detection cost is independent of n. More specifically, a CIFAR10

model inference takes 50ms (on a Nvidia Titan RTX) while Blacklight (on Intel i7) takes

4-8ms (8%-16% over 50ms) for n=1 million queries.

As reference, we compute the runtime of SD and PRADA on the same Intel i7 server,

putting all n queries into a single account. They only run on CIFAR10, which we report in

Figure 5.9. The latencies scale linearly with n (note the log Y axis). For n=1 million queries,

SD and PRADA take 12s and 3.4s per query (24,000% and 6,800% over inference).

Further optimization. Blacklight’s per query latency is dominated by the sliding window-

based hash computation (99% of total runtime). We further optimize this computation using

GPUs. A modified version of Blacklight running a Nvidia Titan RTX reduces per-query

latency by 20x, to 0.4ms for CIFAR10 and 20ms for ImageNet, almost “negligible” compared
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Figure 5.9: Blacklight’s runtime latency vs. n. Note the log Y axis. We include latency of
SD and PRADA for reference

.

to the inference latency.

5.8.7 Blacklight for Text Classification

Blacklight should in principle extend to other domains where black-box adversarial attacks

produce highly similar queries in the input space. The domain-specific design task is how

to generate query fingerprints to enable efficient and accurate detection. Below, we show

an initial Blacklight design for text classification, a critical task in NLP. DNN-based text

classification is shown to be vulnerable to query-based black-box attacks [91, 71, 107, 48],

with three SOTA attacks: TextFooler [71], TextBugger [91] and HardLabel [107].

Fingerprinting a sentence. The input to a text classifier is a sentence, from which

Blacklight produces a fingerprint. First, we convert the sentence into an array by replacing

each word with its word embedding. We quantize the array, apply a sliding window to move

through the quantized array and compute hashes, and select the top S hashes as the query

fingerprint. The parameter choices are listed in Table C.8 for IMDB text queries. S and w are

smaller since text sentences create “shorter” arrays, while T remains S/2.

Blacklight performance. We run Blacklight on the three SOTA attacks on the IMDB

dataset [104]. The results in Table 5.4 show that Blacklight achieves 100% detection rate and

>99.7% detection coverage, only takes 2 queries to detect an attack (and reject the second
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Attack w. Detection w. Mitigation w/o Blacklight
Attack
detect %

Detection
coverage

Avg queries
to detection

Attack
success

Attack
success

Avg # attack
queries

TextBugger [91] 100% 99.7% 2 0% 86.0% 537
TextFooler [71] 100% 99.7% 2 0% 100.0% 669

Hard Label [107] 100% 99.9% 2 0% 100.0% 4642

Table 5.4: Blacklight’s detection and mitigation results on query-based black-box attacks for
text classification.

query). As such, no attack ever succeeds. For all of these tests, the false positive rate is only

0.49%. Overall, these results offer clear evidence that Blacklight can potentially generalize to

other domains using the same probabilistic fingerprint methodology.

5.9 Adaptive Attacks

A meaningful defense must be robust against adaptive countermeasures from attackers

with full knowledge of the defense. We explored a number of customized adaptive attacks

against Blacklight, and present the strongest countermeasures, organized into three groups:

1) reducing query similarity for attack sequences, 2) reducing queries needed for successful

attacks and 3) leveraging resets in Blacklight. Given the similarity between the attacks, we

only apply countermeasures to 5 of 8 attacks: NES (QL & LO), Boundary, ECO and HSJA.

5.9.1 Reducing Query Similarity

With knowledge of how Blacklight works, the straightforward adaptive attack is to evade

detection by reducing similarity between attack queries. Below we present four types of

adaptive attacks that add perturbations to attack queries to reduce similarity between them.

Evasion via Image Transformations. An attacker can try to evade detection by adding

additional perturbations to attack queries, where ideally these perturbations do not disrupt

the iterative optimization process, but are significant enough to make fingerprints of attack

queries different. We explore two types of image transformations: 1) adding Gaussian noise,
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Attack
Type

Default T = 25 (FPR = 0.0%) T = 15 (FPR = 0.74%)
0.05 0.1 0.15 0.2 0.05 0.1 0.15 0.2

NES - QL 100% 100% 100% 100% 100% 100% 100% 100%
NES - LO 100% 100% 100% 100% 100% 100% 100% 100%
Boundary 100% 100% 75% 40% 100% 100% 100% 95%
ECO 100% 100% 100% 100% 100% 100% 100% 100%
HSJA 100% 100% 55% 40% 100% 100% 80% 40%

Table 5.5: Blacklight detection rate for attacks using larger perturbation budgets (0.1-0.2)
for CIFAR10. Lowering T largely improves detection when attackers operate on very large
perturbations, with a small increase in false positives.

and 2) applying image augmentation like shift, rotation, zoom and blending. We apply these

transformations to attack queries and send them to Blacklight. We first examine how these

transformations affect the attack in absence of Blacklight, and confirm that they do introduce

different levels of disruptions (none to 100%). On the other hand, for all the transformed

attack sequences that will lead to a successful attack in absence of Blacklight, Blacklight

detects all of them, i.e., 100% attack detection rate. Further details are in Appendix§ C.7.1

and Table C.11.

Increasing Learning Rates. The attacker can also try to increase dissimilarity between

consecutive queries by tweaking their learning rate parameter. Learning rate controls the

difference between two adjacent queries when estimating gradients. This does not apply to

gradient estimation free attacks (Boundary and ECO). We only explore different learning

rate for NES-QL, NES-LO and HSJA attacks. For two variants of NES, we gradually increase

learning rate more than 1000 fold. While the attack success rate drops to 0%, detection

success rate remains 100%. For HSJA, we gradually grow learning rate up to a factor of

106, until changes in learning rate no longer impact gradient estimation results. Here, attack

success rate steadily drops (eventually to 15%), but detection remains at 100% throughout.

Increasing Perturbation Budgets. Our evaluation so far assumes the attacker’s

perturbation budget is limited to commonly accepted values: 0.05 for both L∞ and normalized

L2. Future attacks might tolerate a higher perturbation budget in specific settings. Thus,

we evaluate Blacklight’s detection performance against attacks on CIFAR10 with larger
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Task Blacklight’s saltQ off saltQ on attacker knows (p,q,w), saltQ on
Boundary ECO HSJA Boundary ECO HSJA Boundary ECO HSJA

MNIST 0% 0% 0% 0% 0% 0% 0% 0% 0%
GTSRB 10% 5% 5% 0% 0% 0% 0% 0% 0%

CIFAR10 20% 15% 25% 0% 0% 0% 0% 0% 0%
ImageNet 5% 10% 20% 0% 0% 0% 0% 0% 0%

Table 5.6: Attack success rate using guided transformations attacks.

Metrics NES AutoZOOM
Attack success % 100% 100%
Attack detect % 100% 100%

Detection coverage 99.1% 98.9%
Avg queries to detection 2 2
Avg # of attack queries 1473 1240

Table 5.7: Blacklight vs. hybrid batch attacks.

perturbation budgets. For all attacks, we incrementally increase the budget from 0.05 all the

way up to 0.2, and measure Blacklight’s attack detection rates for each budget level (running

20 attack instances for each data point). We show that the attack detection rates for NES

variants and ECO remain steady at 100%, but Boundary and HSJA begin to evade detection

when normalized L2 = 0.15 (or L2 = 8.3).

Blacklight can compensate by tuning the fingerprint matching threshold T. Table 5.5

shows that by lowering T from 25 to 15, we can dramatically increase detection rates, restoring

perfect detection to most attacks (except HSJA at normalized L2 = 0.15/0.2 (L2 = 8.3/11.1)

and Boundary at normalized L2 = 0.2 (L2 = 11.1)). This drop in T only increases false

positive rates by 0.74%.

We further validate our results on the other three tasks for the two fastest converging

attacks (ECO and HSJA) and the results (Table C.12) are consistent with CIFAR10. Finally,

we also perform analysis on the L2 distances between benign images to provide a baseline for

reasonable L2 budget for adversarial attacks in Appendix §C.7.2.

Evasion via Guided Transformation. Beyond first order adaptive attacks, we worked

hard to design more powerful attacks specifically targeting Blacklight. Assuming a Blacklight

system’s parameters q and w are unknown to an attacker, the strongest attack we could
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design is the two-pronged reverse engineer attack, where an attacker first uses queries to probe

the limits of q and w, and then leverages those results to optimize a guided transformation

attack.

The high-level intuition is that an attacker can optimally spread out their perturbation

budget across the image, if they understand Blacklight and learned its specific configuration

parameters. As long as there is at least one pixel changed (after pixel quantization) for some

sliding window, hash values of the window will be changed. Thus, the attacker just needs to

make sure that for each window, at least one pixel is different from all prior queries after

quantization. In this case, Blacklight’s use of saltQ in eq (5.2) is crucial to resisting these

guided transformation attacks. Next, we summarize the attack and results when Blacklight

turns saltQ off or on.

Guided transformation (Blacklight’s saltQ off). An attacker begins by estimating

quantization step q and using it to compute quantization boundary B, followed by estimating

value of w. It does this by issuing pairs of queries with a minimal perturbation based on an

initial estimate of q or w, and observing whether the second query is detected as an attack.

This is repeated using binary search until both q and w are determined. Finally, the attacker

computes B from q, and then the optimal layout of modified pixels to maximize the number

of substring windows affected by the perturbation. The attacker uses this process to modify

each query to evade detection while iteratively optimizing queries to generate the adversarial

example. We implement this attack on top of the two fastest converging attacks (ECO and

HSJA) and the slowest attack (Boundary). Table 5.6 shows that the attacker achieves no

more than 25% success rate for all tasks.

Guided transformations (Blacklight’s saltQ on). The defender can overcome the above

adversary by making it harder to extract the quantization boundary. Blacklight does so by

adding a “salt” to the quantization process, i.e., saltQ in eq. (5.2). This defeats attempts

by the attacker to reverse engineer q and B. Without knowledge of q, an attacker can still
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launch a weaker version of the attack, but must overshoot on perturbation to increase chances

of it persisting through the salted quantization and alter the hashes. We implement such

attack by altering 5, 10, and 15 out of every 20 pixels within the perturbation budget. When

applying this new attack on top of ECO, HSJA, and Boundary, the attacker still achieves

0% success on all tasks, while Blacklight maintains a high detection coverage (78%). This

confirms the significant robustness gained by adding the salt.

Guided Transformations when Attacker Knows (q,p,w). Finally, we consider the

strongest guided transformation attack – the attacker knows the exact values of q, p, w and

can better perturb queries to evade detection.

To make a query x evade detection, the attacker must ensure that for each window, at

least one pixel of x is different from all prior queries after quantization. This is because

Blacklight’s one-way hash distribution and the top S hash choices remain unpredictable to

the attacker. Knowing q, p, w helps the attacker to optimize the pixel perturbation. For

example, now in each window changing a pixel by q or −q will change the hash despite the

use of saltQ. To make x’s full hashes different from those of all prior attack queries, we

apply a permutation-based pixel selection algorithm to minimize the total perturbation (see

Algorithm1 in Appendix).

Even with this strong attack, attackers still have 0% success rate after sending 100K

queries (see Table 5.6). These attack queries do bypass Blacklight’s detection, but the attack’s

iteration optimization process never converges to generate an adversarial example (regardless

of the perturbation budget). This is because the perturbation applied to individual attack

queries in order to evade detection is too large to make the query results useful for attack

optimization, i.e., they fail to capture detailed decision boundaries of the target model.

As such, the iterative optimization process fails to make concrete progress but “randomly”

wanders around.

Together, our experiments with guided transformation attacks show that (1) salted
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quantization is important to resist advanced attackers, and (2) under the Blacklight defense,

attackers now face two conflicting goals when building attack queries: evading Blacklight’s

detection or advancing the attack’s iterative optimization process using queries.

5.9.2 Reducing Number of Attack Queries

Another way to evade Blacklight is to reduce the queries needed for an attack to succeed.

Since Blacklight examines similarity between a new query and past queries, the fewer the

queries needed, the lower the probability that the attack query will be detected. We explore

two adaptive attacks that focus on reducing attack queries needed.

Hybrid Black-Box Attacks. Substitute model based priors can be useful for planning

attack queries [153, 73, 65, 35]. For example, adversarial examples generated from a substitute

model can serve as a good starting point to launch query-based black-box attacks, allowing

the attacker to use less number of queries to complete the attack [153]. We run two of these

hybrid attacks [153] (NES and AutoZOOM) while using Blacklight to protect the target

model. For each attack, we run 100 attack sequences on CIFAR10 and report our results in

Table 5.7. We see that the two hybrid attacks do reduce the number of queries required for

complete an attack, Blacklight still leads to 100% attack detection, 99% of detection coverage,

and detect attack queries after just 2 queries.

Optimal Black-Box Attacks. Since black-box attacks are continuously evolving in query

efficiency, we also evaluate Blacklight against two types of highly efficient attacks that are

possible but do not yet exist. First, we consider extremely “query-efficient” black-box attacks

that require orders of magnitude fewer attack queries than current attacks by downsampling

existing attack sequences. We find that even when attacks are able to complete in 500, 100,

or 50 queries, Blacklight still detects them near perfectly (100% detection rate for 4 attacks

and 89% for Boundary attack).

Second, we imagine a “perfect-gradient” black-box algorithm that is somehow able to
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perfectly predict gradient functions from the results of its attack queries, as accurately as a

white-box attack. Our results show Blacklight detects 100% of attacks driven by CW [23],

and 81% of attacks driven by PGD [105]. The details are listed in Table C.13, Appendix

§C.7.4.

5.9.3 Evasion by Exploiting Reset Window

Finally, to guarantee the efficacy of Blacklight, the defender would reset the system periodically.

Thus, a patient attacker can leverage the reset feature to evade detection.

Pause and Resume Attacks. Adversaries can try to evade detection by exploiting the

fact that Blacklight periodically resets its database to remove all fingerprints. They can

pause their attack every time it receives a rejection response, and resuming the attack the

next time Blacklight resets its database. We experiment on all five black-box attacks using

this strategy against a CIFAR10 model and Blacklight. We run 100 instances of each attack,

and show average total queries needed for each attack to succeed, and the average number of

reset cycles that requires in Table C.14. If we reset Blacklight every 24 hours, the fastest

successful attacker would complete an attack (using HSJA) in 1092 days or roughly 3 years.

While this strategy does allow for a successful attack, the time cost to perform this attack

makes it highly impractical.

5.10 Conclusion and Limitations

Blacklight protects DNN models against query-based black-box attacks, using a probabilistic

fingerprint to detect highly similar queries generated by attack optimization. Blacklight

achieves near-perfect detection against eight SOTA attacks with negligible false positives,

resists persistent attackers, and is robust to a range of adaptive and even idealized counter-

measures. We also demonstrated that Blacklight can successfully generalize to some text

classification tasks.
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Blacklight faces two limitations that demand further research. First, it is unable to defend

against substitute model (SM) attacks, but can be combined with SM defenses to launch a

more complete defense against both types of black-box attacks (see Appendix §C.2 for initial

results). Second, Blacklight relies on the fact that existing query-based black-box attacks

all produce highly similar queries during their iterative optimization process, a phenomenon

rarely seen in benign queries. It is not future-proof, i.e. a (future) attack breaking this

assumption would evade Blacklight.
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CHAPTER 6

SUMMARY AND DISCUSSION

In this chapter, I summarize the contribution of my work and discuss some insights in the

area of adversarial machine learning.

6.1 Summary

Adversarial machine learning is a rapidly growing field and researchers have been actively

exploring its various aspects. Despite the numerous vulnerabilities of DNN models that have

been uncovered by current research, there remains a significant gap between these studies

and the practical deployment of machine learning systems in the real world. While existing

research has made important algorithmic advancements, it has limited impact if it cannot

be applied to DNN models that are used in real-world settings. Through my work in this

dissertation, I aim to deepen our understanding of DNN vulnerabilities in realistic scenarios

and develop effective defenses against these vulnerabilities.

In Chapter 3, I look into how backdoor attacks can be deployed in real world models and

find that model owners usually train their models via transfer learning instead of from scratch

in reality. This fact breaks the attack threat model of the existing backdoor attacks and

disable the backdoors injected into the “Teacher” models. To solve the problem, I propose

and implement latent backdoor attacks, which can be injected into the “Teacher” models and

survive the transfer learning process. Additionally, I provide a defense strategy to neutralize

the latent backdoors during the fine-tuning phase in transfer learning.

In Chapter 4, I explore the aftermath of successful backdoor injection into production

models. While previous research has primarily focused on the injection process of backdoors

and assumes that they will remain in place permanently, this is not always the case in

reality. Production models are often updated through fine-tuning to adapt to changes in
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data distribution. We refer these evolving models which are updated periodically as Time-

varying models and these model updates can impact the backdoors hidden in the models.

I theoretically prove that backdoors can be removed by fine-tuning with clean data with

sufficient training, and conduct an empirical study to understand the factors that affect

backdoor survivability on time-varying models. Moreover, I demonstrate that by adopting a

smart training strategy, it is possible to significantly reduce the survivability of backdoors

with negligible overhead.

In Chapter 5, I develop a robust solution to defend against black-box adversarial attacks.

Black-box attacks have become a pressing concern in today’s online models, where attackers

can submit well-crafted queries to the online models and compute adversarial examples with

only outputs sent back by models. With the plenty of efforts on the efficiency of query-based

black-box adversarial attacks, attackers now can craft a successful adversarial example in a

few hundred queries, making these attacks easily accessible and cheap. To defend against

these powerful attacks, I propose Blacklight, the first scalable defense against black-box

adversarial attacks. Blacklight is highly effective in detecting attack instances at an early

stage, and by rejecting all detected attack queries, it effectively stops all state-of-the-art

black-box attacks from succeeding.

In essence, my study endeavors to uncover and address the vulnerabilities of DNNs

in practical scenarios, such as backdoor and adversarial attacks. The results of my work

indicate that current research in adversarial machine learning often operates under simplified

assumptions and may not be suitable for real-world scenarios. I hope that my findings

will inspire further research and advancements in the field of practical adversarial machine

learning.
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6.2 Discussion

The extensive utilization of deep neural networks (DNNs) in various aspects of our lives

has become a growing concern regarding their reliability and trustworthiness. The black-

box nature of DNN models, where they make decisions without any logical reasoning, is a

significant issue. Despite ongoing research efforts towards improving the interpretability of

DNNs, explaining the reasoning behind their decisions remains a major challenge. Attackers

can compromise the model decisions with either evasion attacks or poisoning attacks, and it

is very difficult for human to detect these malicious behaviors due to the black-box nature

of DNN models. To tackle the aforementioned challenges, researchers have been actively

working in the field of adversarial machine learning to reveal potential DNN vulnerabilities

and build more robust DNN models. I summarize the key insights I learned from my research

in adversarial machine learning.

Explore DNN vulnerabilities under practical settings. Despite the numerous

attacks and defenses proposed against DNN models, most of them focus on the algorithmic

aspect with simplified threat models that barely occurs in real-world deep learning systems.

To better serve the production models deployed in the wild, we need to study DNN attacks

and defenses under more practical settings. Researchers in adversarial machine learning

community have started making DNN attacks and defenses more realistic, but there is still a

long way to go before robust and secure deep learning systems can be deployed. Most existing

work focus on studying the behavior and properties of individual DNN models in isolation.

However, real-world deep learning systems are much more complex than just a single DNN

model. They typically involve various pre-processing and post-processing components, such as

data cleaning, feature extraction, and decision-making logic that can affect the performance

and robustness of the overall system. In addition, real-world systems are often trained and

deployed in dynamic and constantly changing environments, which further complicates the

whole system. Thus, to achieve the ultimate goal of building reliable and trustworthy deep
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learning systems, research in adversarial machine learning should also take the whole deep

learning system into consideration.

Model owners need to accept imperfect solutions. Despite the absence of a completely

reliable deep learning system, DNN models are already widely used in security-sensitive

applications, such as in self-driving cars, face authentication, and financial fraud detection.

Previous research has already shown that modern production models are vulnerable to

attacks such as black-box adversarial attacks and adversarial patch attacks. While numerous

defenses have been proposed for both poisoning attacks and evasion attacks, they all have

their limitations. Most defenses can be compromised by adaptive attacks and only certified

defenses could provide guaranteed robustness for DNN models. However, certified defenses

lead to a significant normal accuracy drop which is barely tolerable in reality. In addition,

defenses may increase the runtime overhead of the system or introduce false positives during

attack detection. Despite these limitations, the cost of implementing these defenses is still

preferable to the cost of a system that is easily compromised, especially for security-critical

applications. Even if the defenses cannot completely eliminate attacks, the model owner

should still deploy them if they increase the cost for the attackers. Ultimately, the model

owner needs to find a balanced point between the robustness and performance of the system

based on the individual task at hand. Therefore, it is important to prioritize practical defenses

against existing DNN attacks that increase the cost of attacks, even if they are not perfect.
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APPENDIX A

LATENT BACKDOOR ATTACKS ON DEEP NEURAL

NETWORKS

Model Architecture. Table A.1, A.2, and A.3 list the detailed architecture of the

Teacher model for the four applications considered by our evaluation in §3.5. These Teacher

models span from small (Digit), medium (TrafficSign) to large models (Face and Iris).

We also list the index of every layer in each model. Note that the index of pooling layer is

counted as its previous layer, as defined conventionally.

Layer Index Layer Type # of Channels Filter Size Stride Activation

1 Conv 16 5×5 1 ReLU
1 MaxPool 16 2×2 2 -
2 Conv 32 5×5 1 ReLU
2 MaxPool 32 2×2 2 -
3 FC 512 - - ReLU
4 FC 5 - - Softmax

Table A.1: Teacher model architecture for Digit. FC stands for fully-connected layer. Pooling
layer’s index is counted as its previous layer.

Layer Index Layer Type # of Channels Filter Size Stride Activation

1 Conv 32 3×3 1 ReLU
2 Conv 32 3×3 1 ReLU
2 MaxPool 32 2×2 2 -
3 Conv 64 3×3 1 ReLU
4 Conv 64 3×3 1 ReLU
4 MaxPool 64 2×2 2 -
5 Conv 128 3×3 1 ReLU
6 Conv 128 3×3 1 ReLU
6 MaxPool 128 2×2 2 -
7 FC 512 - - ReLU
8 FC 43 - - Softmax

Table A.2: Teacher model architecture for TrafficSign.

Target-dependent Trigger Generation. Figure A.1 shows samples of backdoor triggers

generated by our attacks as discussed in §3.5. The trigger mask is chosen to be a square-shaped
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Layer Index Layer Type # of Channels Filter Size Stride Activation

1 Conv 64 3×3 1 ReLU
2 Conv 64 3×3 1 ReLU
2 MaxPool 64 2×2 2 -
3 Conv 128 3×3 1 ReLU
4 Conv 128 3×3 1 ReLU
4 MaxPool 128 2×2 2 -
5 Conv 256 3×3 1 ReLU
6 Conv 256 3×3 1 ReLU
7 Conv 256 3×3 1 ReLU
7 MaxPool 256 2×2 2 -
8 Conv 512 3×3 1 ReLU
9 Conv 512 3×3 1 ReLU
10 Conv 512 3×3 1 ReLU
10 MaxPool 512 2×2 2 -
11 Conv 512 3×3 1 ReLU
12 Conv 512 3×3 1 ReLU
13 Conv 512 3×3 1 ReLU
13 MaxPool 512 2×2 2 -
14 FC 4096 - - ReLU
15 FC 4096 - - ReLU
16 FC 2622 - - Softmax

Table A.3: Teacher model architecture for Face and Iris.

pattern located at the bottom right of each input image. The trigger generation process

maximizes the trigger effectiveness against yt by minimizing the difference between poisoned

non-target samples and clean target samples described by eq. (3.2). These generated triggers

are used to inject latent backdoor into the Teacher model. They are also used to launch

misclassification attacks after any Student model is trained from the infected Teacher model.
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Trigger Mask Generated Trigger Poisoned Sample

(a) Digit

Trigger Mask Generated Trigger Poisoned Sample

(b) TrafficSign

Trigger Mask Generated Trigger Poisoned Sample

(c) Face

Trigger Mask Generated Trigger Poisoned Sample

(d) Iris

Figure A.1: Samples of triggers produced by our attack and the corresponding poisoned
images.
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APPENDIX B

ON THE PERMANENCE OF BACKDOORS IN EVOLVING

MODELS

We first present the proofs for our theoretical analysis in Appendix B.1. Then, we give more

details about our experimental setups in Appendix B.2, followed by more empirical results

on backdoor survivability in Appendix B.3.

B.1 Proofs

Lemma 4.4.2. ∥θmix − θ∗0∥ ≤
α∥∇Lp(θ

∗
0)∥

ασp+(1−α)σb
.

Proof of Theorem 4.4.2. Since LD0
and Lp are both strongly convex by assumption, Lmix =

αLp + (1 − α)LD0
is also strongly convex. From Boyd et al. [13], the strong convexity

parameter of Lmix is σmix = ασp + (1− α)σb.

Then, from Eq. (4) of Kuwaranancharoen et al. [84] on necessary conditions for the

minimizer of the sum of two strongly convex functions, we have, for all θ ∈ Θ,

(∇Lmix(θ)−∇Lmix(θmix))
⊺ (θ − θmix) ≥ σmix∥θ − θmix∥2

⇒ (∇Lmix(θ
∗
0)−∇Lmix(θmix))

⊺ (θ∗0 − θmix)

∥θ∗0 − θmix)∥
≥ σmix∥θ∗0 − θmix∥

(B.1)

Since θmix is the minimizer of Lmix and θ∗0 is the minimizer of L∗0, their gradients are

zero at those points. Thus, we get,

α
(
∇Lp(θ

∗
0)

⊺ (θ∗0−θmix)
∥θ∗0−θmix)∥

)
ασp + (1− α)σb

≥ ∥θ∗0 − θmix∥. (B.2)

Taking the norm on both sides, we get the statement of the lemma.

We can immediately notice that the L.H.S of Eq. B.2 is an increasing function of α.
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Theorem 4.4.3 (Effectiveness of model fine-tuning for backdoor removal). Fine-tuning θmix

with stochastic gradient descent with a learning rate of η = 1
σbt

on D0 leads to a classifier θ̂

which is ϵ-close to θ∗0 = argminLD0
(θ) in

α2γ2p
ϵ(ασp+(1−α)σb)2

iterations.

Proof of Theorem 4.4.3. From Lemma 1 from Rakhlin et al. [133], we know

E
[
∥θt − θ∗0∥

2
]
≤

(
1− 2

t

)
E
[
∥θt−1 − θ∗0∥

2
]
+

γ2b
σ2b t

2
. (B.3)

By induction, we get

E
[
∥θT − θ∗0∥

2
]
≤

max{∥θinit − θ∗0∥
2,

γ2b
σ2b
}

T
. (B.4)

With θinit = θmix, assuming that ∥θmix−θ∗0∥ >
γb
σb

, and using the bound on ∥θmix−θ∗0∥

from Lemma 4.4.2, we get

E
[
∥θT − θ∗0∥

2
]
≤

α

(
∇Lp(θ

∗
0)

⊺ (θ∗0−θmix)
∥θ∗0−θmix)∥

)
ασp+(1−α)σb


2

T
(B.5)

The theorem is obtained by combining Eq.B.5 with the assumption on the γb-smooth

nature of LD0
.

B.2 Details for Experimental Setup

In this section, we provide further information about our experimental setup, expanding upon

the background from §4.5.1 of the main paper.

More details about distribution shifts. We select 4 types of image transformations,

namely: i) changing angle, ii) changing brightness, iii) changing hue, and iv) changing satura-

tion. These transformations also reflect practical scenarios when the camera’s color spectrum
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Attack Training
Data

Model
Access

Training
Process

[55] ✓
[32] ✓
[100] ✓ ✓ ✓
[186] ✓ ✓ ✓
[117] ✓ ✓ ✓
[156] ✓
[101] ✓ ✓
[119] ✓ ✓ ✓
[116] ✓

Table B.1: Summary of representative backdoor attacks and their threat models.

Transformation Types Function Call
Angle rotate(X, i× p)
Brightness adjust_brightness(X, 1 + i× p)
Hue adjust_hue(X, i× p)
Saturation adjust_saturation(X, 1 + i× p)

Table B.2: Function calls for generating training datasets Di for different data distribution
drifts with given shift steps p. X is the original training data with no transformations.

varies due to hardware aging or dust accumulation or a deployed camera’s view is shadowed

by a new structure nearby or the angle of the camera is rotated. We use these transformations

to introduce fine-grained, parameterized data distribution shifts over the sequence of changing

data distributions ({Di}i>0). When implementing the transformations, we use PyTorch’s

built-in functions in torchvision.transforms.functional (see Table B.2).

More details on model training and updating. To train an initial model F0, we

choose ResNet-9 as our default model architecture and train the model using D0 with a

batch-size of 512. We train the model for 80 epochs for CIFAR10 and 40 epochs for MNIST

(note the initial training datasets for both tasks are half of the original training datasets). By

default, we use an SGD optimizer with momentum= 0.9, weight decay= 5e− 4. When using

STLR, we set the maximum learning rate to 0.5. We also run experiments with two other

model architectures (ResNet-18 and DenseNet-121) on CIFAR10. When training an initial
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(a) MNIST

(b) CIFAR10

Figure B.1: Normal accuracy for a static model when inference data distribution drifts. For
CIFAR10 we change the hue by a factor of 0.02 per drift step and for MNIST we change the
angle for 4◦ per drift step. We report the mean with std for 5 models on each dataset.

model F0, we train the model for 80 epochs using the same optimizer settings and the STLR

scheduler as the ResNet-9 experiments.

To update the model (i.e., from Fi−1 to Fi), our default updating setting is to fine-tune

each model Fi−1 with the new training data Di for 5 epochs using an SGD optimizer with a

constant learning rate= 0.01, momentum= 0.9 and weight decay= 5e− 4. We set learning

rate= 0.01 since it produces the best normal accuracy among our experiments. In §4.6,

we also experiment with an SGD optimizer with STLR setting max learning rate= 0.5,

momentum= 0.9 and weight_decay= 5e− 4. We vary the learning rates and training epochs

in §4.6 and report the normal accuracy if it degrades over 2% compared to our initial setting.
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(a) One-shot poison in D0

(b) One-shot poison in D1

Figure B.2: Backdoor survivability for persistent poisoning with different poison model
updates for the 3 attack methods on MNIST and CIFAR10. The results are averaged on 5
instances.

B.3 Additional Experimental Results.

B.3.1 Normal Accuracy Drop with Data Distribution Drifts.

Figure B.1 shows how normal accuracy drops on a static model when inference data distribu-

tion drifts over time. For MNIST, we rotate the test images by 4◦ each time, and for CIFAR10,

we change the hue of test images by a factor or 0.02 each time.

B.3.2 Persistent Poisoning

We also consider powerful attackers who can continuously poison the training data. Clearly,

if the attacker can poison a sufficient fraction of Di, ∀i, the backdoor will remain intact in
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(a) One-shot poison in D0

(b) One-shot poison in D1

Figure B.3: Backdoor survivability for persistent poisoning with different poison model
updates with STLR.

the time-varying model (which we validated empirically). Here, a more interesting question

is: “Does poisoning more model updates make the backdoor survive longer once poison

stops?” Therefore, we poison the model for more model updates (2, 5) and compare the

backdoor survivability. Figure B.2 shows that in general poisoning more model updates will

increase the backdoor survivability, but there is no guarantee on this and the trend varies

with different attack methods on different datasets. When using STLR, our results indicate

that the backdoor survivability stays 0 for persistent poisoning when the poison setting same

as Figure B.2. The detailed results can be found in Figure B.3.
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(a) One-shot poison in D0

(b) One-shot poison in D1

Figure B.4: Average backdoor survivability for persistent poisoning with different training
epochs during model updates for the 3 attack methods on MNIST and CIFAR10.

B.3.3 Number of Training Epochs.

Figure B.4 shows that increasing the number of training epochs during model updates from 5

to 20 reduces the backdoor survivability in most cases. While we are multiplying the training

efforts, the impact on the backdoor survivability is very limited. This is likely because

although additional training epochs allows the model to learn more new data features (and

thus forget existing features like the backdoor faster), the model weights might be trapped in

the local minimum in DNNs.
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Models Neural Cleanse TABOR
Clean 1.52 1.84

Badnets 3.13 2.12
Blend 3.35 3.11
Wanet 2.44 2.01

Table B.3: Average anomaly index for Neural Cleanse and TABOR on clean models and
backdoored models (F0). The attack success rate threshold is set to 99%. For each type of
models, we average the anomaly index over 5 models.

Models Neural Cleanse TABOR
Badnets 1.00 1.54
Blend 1.52 2.12
Wanet 0.87 1.45

Table B.4: Average anomaly index for Neural Cleanse and TABOR on fine-tuned backdoored
models after poison stops (F1, the backdoors are injected in F0). The attack success rate
threshold is set to 99%. Bold numbers indicate failures to detect the backdoors.

B.3.4 Existing Defenses

We test Neural Cleanse and TABOR with the three attacks (Badnets, Blend and Wanet) on

CIFAR10 dataset. We first run the two defenses on clean and backdoored initial models (F0s).

As shown in Table B.3, when we set the attack success rate threshold to 99% as guided in

the original papers [164, 56], both Neural Cleanse and TABOR work well on all three attacks

(both defenses suggest that models with anomaly index over 2 are detected as backdoored).

However, when we run Neural Cleanse and TABOR on the fine-tuned backdoored models

after the poison stops, Table B.4 shows that Neural Cleanse and TABOR fail to detect the

backdoor models in most cases (only TABOR can detect the backdoored models attacked by

Blend).

A straightforward way of adapting the defenses is to decrease the attack success rate

threshold to a smaller threshold, like 75%, 50% or 25%, since the attack success rate on

fine-tuned models are lower than 99%. The defender can set the threshold according to their

need. However, our results imply that this direct adaptation does not work. Table B.5 shows
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Models

Attack Success
Rate Threshold

75% 50% 25%

Neural Cleanse TABOR Neural Cleanse TABOR Neural Cleanse TABOR
Clean 1.26 1.90 2.27 1.34 1.53 3.31

Badnets 3.38 2.89 3.23 2.06 1.70 2.41
Blend 2.29 2.46 2.11 3.02 1.28 2.01
Wanet 1.64 1.86 1.53 1.52 1.63 1.51

Table B.5: Average anomaly index for Neural Cleanse and TABOR on clean and backdoored
models (F0) with different attack success rate threshold. Numbers in bold indicate instances
where either the backdoors were not detected or false positive detections of backdoors were
made on clean models.

that when reducing the attack threshold, the detection results are unstable in two aspects: 1)

the anomaly index for clean models may increase over 2 (attack success rate threshold as

50% for Neural Cleanse and attack success rate threshold 25% for TABOR); 2) the anomaly

index for backdoored model may drop below 2.
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APPENDIX C

BLACKLIGHT: SCALABLE DEFENSE FOR NEURAL

NETWORKS AGAINST QUERY-BASED BLACK-BOX ATTACKS

This appendix consists of the following items:

• §C.1 presents the full detail of our formal analysis mentioned in §5.7, including the key

theoretical result and its proof and how these results can be used to guide Blacklight’s

parameter configuration;

• §C.2 describes how ensemble adversarial training can be combined with Blacklight as a

hybrid defense against both substitute model attacks and query-based black-box attacks

(mentioned in §2.3);

• §C.3 is a supplement of §5.4 by providing detailed evaluation of SD and PRADA under a

persistent attacker, who switches to a new account when the current account is detected

as adversarial and thus banned.

• §C.4 show the results where we empirically verify the two assumptions we made in §5.6.

• §C.5 summarizes the experimental configurations used by our experiments, including

classification tasks, datasets, model training configurations, model architectures, and

attack perturbation budgets, as well as Blacklight’s configuration.

• §C.6 includes additional results for Blacklight’s performance on detection and mitigating

Boundary Attacks with 1 million query limit (mentioned in §5.8.2), universal adversarial

patches (discussed in §5.8.3) and the impact for Blacklight parameter settings (discussed

in §5.8.5).

• §C.7 provides detailed discussion and experimental results on adaptive attacks discussed

in §5.9, including 5 subsections: Evasion via Image Transformations, Increasing Per-
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turbation Budget, Guided Transformations when Attacker Knows (q,p,w), Optimal

Black-Box Attacks and Pause and Resume Attacks.

C.1 Formal Analysis of Blacklight

We formally examine Blacklight by modeling its process of probabilistic fingerprinting. We

derive analytical bounds on the probability of Blacklight flagging a query pair (x, y) as

attacks, and subsequently estimate Blacklight’s false positive rate and attack query detection

coverage.

C.1.1 Definitions

We first introduce the terms that we will use to model the proposed probabilistic fingerprinting

process on input queries.

Definition C.1.1. Hash Function is a function that, for a given input x, produces N

hash values, Hx = (h1, h2, ..., hN). Each entry hi is a positive integer that is independent

and identically distributed (I.I.D.) in the hash space [1,Ω], where Ω is a very large positive

integer, Ω >> N. Without loss of generality, hi follows a uniform distribution within [1,Ω].

Definition C.1.2. Given two queries x and y, we represent their full hash set as Hx =

Hsh ∪ Ĥx and Hy = Hsh ∪ Ĥy, where Hsh = Hx ∩Hy, Ĥx ∩ Ĥy = ∅, |Hsh| = N − ∆,

|Ĥx| = |Ĥy| = ∆. For simplicity, we assume Hsh ∩ Ĥx = ∅, Hsh ∩ Ĥy = ∅.

Note that ∆ represents the amount of full hash differences between x and y. We also

empirically validate the assumption of |Hsh ∩ Ĥx|/|Hx| ≈ 0 on CIFAR10.

Definition C.1.3. Probabilistic Fingerprinting (PF) is a function performed on the full

hash set that samples top S hash entries out of Hx, i.e. S(Hx) = (h′1, h
′
2, ..., h

′
S) ⊂ Hx.

Finally, Blacklight operates on S(Hx) to detect attack queries rather than the full hash set

Hx. Blacklight marks (x, y) as attack images if |S(Hx) ∩ S(Hy)| > T.
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C.1.2 Key Results

Our analysis led to the following theorem.

Theorem C.1.4. Let Q(∆) be the probability of Blacklight flagging a query pair (x, y) as

attack queries where x and y’s full hashes differ by ∆ entries. Then Q(∆) ≤ Qupper(∆).

Q(∆) ≜ Pr
(
Blacklight (x, y) = attack | diff (Hx,Hy) = ∆

)
Qupper(∆) =

min(S,N−∆)∑
k=T+1

(
N−∆

k

)
·
(

∆

S− k

)
/

(
N

S

) (C.1)

where N, S and T are parameters of Blacklight (see §5.6.).

Proof. Clearly S(Hx) = S(Hsh ∪ Ĥx) will contain entries from Hsh and Ĥx. The same

applies to S(Hy). Since Ĥx ∩ Ĥy = ∅, the overlapping entries of S(Hx) and S(Hy) will only

come from Hsh. That is,

(S(Hx) ∩ S(Hy)) ⊂ Hsh, (C.2)

(S(Hx) \ S(Hy)) ⊂ Ĥx (C.3)

(S(Hy) \ S(Hx)) ⊂ Ĥy (C.4)

To calculate the upper bound on Pr(|S(Hx)∩S(Hy)| > T), we consider the “optimal scenario”

using a custom-designed1 probabilistic fingerprinting process, so that when picking entries

from Hx and Hy, the chosen entries in Hsh are always the same for x and y. This is to

maximize the similarity between S(Hx) and S(Hy), which will be higher than that offered by

selecting top S entries. Thus we compute the upper bound as the probability of more than T

entries in S(Hx) (and S(Hy)) come from Hsh and the rest come from Ĥx (Ĥy).

Since each hash entry’s value is i.i.d., and |Hsh| = N−∆, |Ĥx| = ∆, we calculate the

1. One possible design is picking hash entries by their indices. If the fingerprinting process chooses the
same set of hash indices for x and y, the chosen entries in Hsh will be the same for x and y.
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probability following the hypergeometric distribution and arrive at the upper bound shown

in the theorem.

Key Observation: Qupper(∆) Decaying Fast with ∆. While unable to simplify

its symbolic expression, we empirically found that Qupper(∆) can be approximated by a

symmetrical sigmoidal function of ∆ (with the goodness of fit R2=0.9996). For instance,

consider two configurations that Blacklight uses to scan CIFAR10 image queries: N = 3053

(w = 20, p = 1), S = 50, and T =25 or 40. Then Qupper(∆) can be approximated as:

Qupper(∆) ≈

1.011 ·
(
1 + ( ∆

1494.85)
11.77

)−1 − 0.013, T = 25

1.006 ·
(
1 + ( ∆

584.51)
5.97

)−1 − 0.009, T = 40

Note that we followed the standard curve fitting process to approximate Qupper(∆), and

1.011/1.006 are function parameters generated by curve fitting. For the above configurations,

Figure C.1 plots the upper bound Qupper(∆) as a function of ∆ and also Q(∆) measured by

running Blacklight on both benign and attack queries generated from CIFAR10. We see that

the upper bound is reasonably tight. More importantly, both decay very fast with ∆.

 0
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 0  1000  2000  3000
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∆

Figure C.1: Measured Q(∆) and its theoretical upper-bound Qupper(∆), both decaying fast
with ∆. The results are for CIFAR10 queries (N = 3053,S = 50,T = 25 or 40).
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Blacklight’s Detection Coverage & False Positive Rate. We model Blacklight’s two

performance metrics from Q(∆):

False positive rate ≤ Q(∆benign)

Attack query detection coverage ≥ Q(∆attack)

where the attack query detection coverage is the probability of detecting a pair of attack

queries as adversarial, and the false positive rate is the probability of detecting a pair of

benign queries as adversarial. And ∆benign is the minimum full hash difference between

benign queries, and ∆attack is the maximum full hash difference between attack queries.

Since Q(∆) decays fast with ∆, a properly configured Blacklight system can effectively detect

attack queries at a low false positive rate, i.e., Q(∆attack)→ 1, Q(∆benign)→ 0, as long as

∆benign >> ∆attack.

C.1.3 Guiding the Parameter Configuration

Our analysis shows that Blacklight’s system parameters will impact Qupper(.) and thus its

false positive rate and detection coverage. We leverage this modeled relationship to guide

Blacklight’s parameter configuration. The goal is to meet a desired false positive while

maximizing detection coverage.

Choosing T. Among the five parameters, T is of particular importance since it defines

the threshold of fingerprint matching. Figure C.1 already shows that T can largely alter

the range of Qupper(.). To select T, we propose to examine the model’s training data to

compute ∆benign and use it to choose T to meet a desired false positive rate. For example,

when N = (|x| −w + p)/p=3053, the full hashes of quantized images in CIFAR10 produce

∆benign=2638. Thus if S=50, then T = mathbfS/2 = 25 should produce a reasonably small

false positive rate while maintaining a high detection rate.
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Choosing w, p, q, S. We divide these parameters into three groups: [w, p], [q], and [S].

Group one decides how to map a query into a full set of N hashes, and how many hashes a

single pixel could affect. The second group (q), together with the first group, controls the full

hash similarity among attack and benign queries, i.e., ∆attack and ∆benign defined by our

formal analysis. Finally, S (and T) determine how to compare queries’ similarity by their

hashes. With these in mind, we propose the following guidelines.

We should choose q as a moderate value to make attack queries’ hashes highly similar

(i.e., small ∆attack thus high detection coverage Q(∆attack)), but not too large to diminish

the difference between benign queries (i.e., large ∆benign to maintain a low false positive rate

approximated by Q(∆benign)).

S should be much less than N for scalability, yet not too small so the fingerprint has

enough capacity to capture the difference between benign queries, thus keeping ∆benign

sufficiently large to maintain a low false positive rate Q(∆benign).

The choice of w could affect both false positive rate and detection coverage. The larger

the w, the more hashes that changing one pixel will affect, and more sensitive the fingerprint

will react to content variation, thus increasing ∆attack and ∆benign. As such, increasing w

will reduce both false positive Q(∆benign) and detection coverage Q(∆attack). Ideally, one

should choose the smallest w that meets the desired false positive rate.

C.2 Hybrid Defense against the Substitute Model Attack

Blacklight is designed to detect query based black-box attacks. It cannot defend against

attacks transferred from a substitute model. As we discussed in §2.3, substitute model

attacks can be effectively stalled by an existing defense called ensemble adversarial training

(EAT) [158]. EAT adversarially trains an ensemble of models with different architectures [105],

which are shown to be robust against the substitute model attack. Hence, to defend against

all types of black-box attacks, the defender can combine Blacklight with EAT to build a
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Attack Detection
coverage

Avg queries
to detect

Attack success
w. mitigation

Attack success
w/o mitigation

NES - QL 1.8% / 0.8% 52 / 112 97% / 97% 97%
NES - LO 1.3% / 0.9% 52 / 111 85% / 85% 85%
Boundary 1.0% / 0.8% 54 / 115 86% / 86% 86%
ECO 1.8% / 0.9% 53 / 112 88% / 88% 88%
HSJA 1.7% / 0.9% 52 / 111 100% / 100% 100%
QEBA 1.6% / 0.9% 52 / 111 100% / 100% 100%
SurFree 1.9% / 0.9% 52 / 111 100% / 100% 100%
Policy-Driven 2.1% / 0.9% 53 / 111 98% / 98% 98%

Table C.1: Detection performance of Stateful Detection [31] and PRADA [74] when attackers
change their accounts after detected and disabled on CIFAR10, in terms of attack detection
and mitigation. The result is presented as “Stateful Detection / PRADA”.

hybrid defense system.

We build and evaluate a hybrid Blacklight and EAT defense on the cifar task. Specifically,

we build an ensemble model with three different architectures (6-layer CNN, 8-layer CNN,

ResNet-20) and adversarially train the network using PGD attacks as suggested by [105]. We

use the same Blacklight configuration as before.

We perform both substitute model based attacks and query based black-box attacks

against the above ensemble model defended by Blacklight. For the substitute model attack

we run the state-of-art attack proposed by Papernot et al [123], and for the query-based

attacks we run the same five black-box attacks. The result shows that the hybrid defense

works well and the two defenses do not interfere with each other. The substitute model attack

achieves 0% success (thanks to EAT), and Blacklight achieves the same accurate attack query

detection as reported before. Thus, we conclude that Blacklight, when combined with EAT,

can defend against today’s black-box attacks.

C.3 Additional Results for §5.4

We show the detection performance of SD and PRADA under the assumption where attackers

will switch to a new account when the current account is detected as malicious and banned

in Table C.1.
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Figure C.2: Average ratio of matched hashes in fingerprints of 10,000 pairs of quantized
attack queries and 10,000 pairs of quantized benign queries, all for CIFAR10, when varying
the quantization step (q). We can see that quantization does increase the similarity between
attack query fingerprints but have ’negligible’ impact on beign query fingerprints.

C.4 Additional Results for §5.6

We empirically validate two assumptions we make in §5.6.

• Quantization increases the similarity between attack queries. We empirically validate

it by showing the average number of matched hashes in fingerprints of attack/benign

queries with different quantization step (q). As shown in Figure C.2, quantization

not only increase the similarity between attack queries, but also have little impact on

benign queries, which is ideal for attack detection.

• Highly similar (quantized) queries will have highly similar fingerprints. We empirically

verify this with Figure C.3. We can see that the images with smaller L2 distances have

a higher ratio of hashes match in their fingerprints.
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Figure C.3: We empirically demonstrate that highly similar image queries (after quantization)
also have highly similar fingerprints, based on 10000 pairs of attack queries on CIFAR10. In
x-axis we plot the L2 distance between a pair of attack queries after they are quantized, and
in y-axis, we plot the ratio of matching in their probabilistic fingerprints. We see that the two
metrics are strongly (negatively) correlated.

C.5 Experimental Configurations

C.5.1 Classification Tasks and Models

Table C.2 summarizes the four image classification tasks that we use for our experiments.

Their associated models are listed below:

• MNIST (Table C.3) is a convolutional neural network (CNN) consisting of two pairs of

convolutional layers connected by max pooling layers, followed by two fully connected

layers.

• GTSRB (Table C.4) is a CNN consisting of three pairs of convolutional layers connected

by max pooling layers, followed by two fully connected layers.

• CIFAR10 is a ResNet-20 [58] that includes 20 sequential convolutional layers, followed

by pooling, dropout, and fully connected layers.

• ImageNet is the ResNet-152 [57] model trained on the ImageNet dataset [141]. It has

152 residual blocks with over 60 million parameters.
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Task Dataset # Classes Training
data size

Test data
size Input size Model architecture Model accuracy

Digit Recognition (MNIST) MNIST 10 60,000 10,000 (28, 28, 1) 6 Conv + 3 Dense 99.36%
Traffic Sign Recognition (GTSRB) GTSRB 43 39,209 12,630 (48, 48, 3) 6 Conv + 3 Dense 97.59%
Object Recognition - Small (CIFAR10) CIFAR-10 10 50,000 10,000 (32, 32, 3) ResNet20 91.48%
Object Recognition - Large (ImageNet) ImageNet 1000 1,281,167 50,000 (224, 224, 3) ResNet152 73.05%

Table C.2: Overview of image classification tasks with their associated datasets and models.

Layer Index Layer Name Layer Type # of Channels Filter Size Activation Connected to
1 conv_1 Conv 32 3× 3 ReLU
2 conv_2 Conv 32 3× 3 ReLU conv_1
2 pool_1 MaxPool 32 2× 2 - conv_2
3 conv_3 Conv 64 3× 3 ReLU pool_1
4 conv_4 Conv 64 3× 3 ReLU conv_3
4 pool_2 MaxPool 64 2× 2 - conv_4
5 conv_5 Conv 128 3× 3 ReLU pool_2
6 conv_6 Conv 128 3× 3 ReLU conv_5
6 pool_3 MaxPool 128 2× 2 - conv_6
7 fc_1 FC 512 - ReLU pool_3
8 fc_2 FC 512 - ReLU fc_1
8 fc_3 FC 10 - Softmax fc_2

Table C.3: Model Architecture for MNIST.

C.5.2 Black-box Attack and Blacklight Configurations

Attack Configurations. We set the L distance metrics and perturbation budgets for

different attacks following Table C.6, C.7. In these tables, L∞(x, x′) = maxi(|xi − x′i|) and

normalized L2 distance, i.e., normalized L2(x, x
′) =

√
1
|x|

∑|x|
i=0(xi − x′i)

2.

Blacklight Configurations. We list the default parameter configurations for Blacklight

in Table C.8. We discuss the impact of those parameters in §5.8.5 and §C.1. we include

Blacklight configurations for both 4 image classification tasks and the text classification task

we use in §5.8.7.

C.6 Additional Results for §5.8 Evaluation

We now present additional results for §5.8 including Blacklight performance on boundary

attacks with 1 million query limits, Blacklight performance on universal patch attacks, and

the detailed results for Blacklight parameter configuration impacts.
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Layer Index Layer Name Layer Type # of Channels Filter Size Activation Connected to
1 conv_1 Conv 32 3× 3 ReLU
2 conv_2 Conv 32 3× 3 ReLU conv_1
2 pool_1 MaxPool 32 2× 2 - conv_2
3 conv_3 Conv 64 3× 3 ReLU pool_1
4 conv_4 Conv 64 3× 3 ReLU conv_3
4 pool_2 MaxPool 64 2× 2 - conv_4
5 conv_5 Conv 128 3× 3 ReLU pool_2
6 conv_6 Conv 128 3× 3 ReLU conv_5
6 pool_3 MaxPool 128 2× 2 - conv_6
7 fc_1 FC 512 - ReLU pool_3
8 fc_2 FC 512 - ReLU fc_1
8 fc_3 FC 43 - Softmax fc_2

Table C.4: Model Architecture for GTSRB.

Model Training Configuration
MNIST epochs=50, batch=128, optimizer=Adam, lr=0.001
GTSRB epochs=50, batch=128, optimizer=Adam, lr=0.001

CIFAR10
epochs=200, batch=32, optimizer=Adam, lr=0.001
(learning rate reduced after 80, 120, 160, 180 epochs)

ImageNet Model trained and shared by He et al. [57]

Table C.5: Detailed information on model training configurations for image classification
tasks.

Boundary attacks with 1 million queries. Table C.9 shows that blacklight still has

100% attack detect rates for boundary attacks with 1 million query limits. Furthermore,

we find that the detection coverages are even higher for attacks with 1 million query limits

than those with 100K query limits. This validates our hypothesis that Blacklight detects

boundary attacks at later stage because boundary attack advances slower in converging to

the successful adversarial examples. Finally, boundary attacks still have 0% attack success

rate with Blacklight mitigation even with 1 million queries.

Blacklight’s performance on universal patch attack. Table C.10 lists the detailed

results for Blacklight’s detection and mitigation results on Sparse-RS universal patch attack.

Impacts for Blacklight parameter configuration. We show the experimental results

for the impact of Blacklight parameters (Quantization step (q), # of hashes per fingerprint

(S), Sliding window size (w), and Sliding step (p)) by plotting the Detection Coverage (%)

and False Positive Rate (%) with different parameter settings in Figure C.4.
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Attack Distance
Metric

Perturbation
Budget Attack Distance

Metric
Perturbation
Budget

NES - QL L∞
0.05
(0.1 for MNIST) NES - LO L∞

0.05
(0.1 for MNIST)

Boundary normalized L2 0.05 ECO L∞
0.05
(0.1 for MNIST)

HSJA normalized L2 0.05 QEBA normalized L2 0.05
SurFree normalized L2 0.05 Policy-Driven normalized L2 0.05

Table C.6: Black-box attack configurations. For brevity, we report the normalized L2 distance
in the Perturbation Budget for L2 distance metric since L2 distance varies a lot according to
input sizes. We report the corresponding L2 distance for different tasks in Table C.7.

Task normalized L2 L2 Task normalized L2 L2

MNIST 0.05 1.4 GTSRB 0.05 4.2
CIFAR10 0.05 2.8 ImageNet 0.05 19.4

Table C.7: The normalized L2 distance and corresponding L2 distance budgets for different
tasks we use in our experiments.

C.7 Additional Results for §5.9 Adaptive Attacks

We now provide more analysis on countermeasures.

C.7.1 Evasion via Image Transformations.

We report the details for our experiments against Image Transformations here. After applying

these transformations to attack queries, we report the attack success rate (without the

Blacklight defense) and Blacklight’s attack detection rate, on the CIFAR10 task. Like before,

we report attack detection rate only successful attacks. For each setting, we run 20 attack

instances.

For Gaussian noise based transformations, we vary the standard deviation (STD) of noise

from 0.0001 to 0.05 (with all query inputs normalized to [0,1]). Results in Table C.11 show

that as noise levels increase, attack success rates drop quickly. But at all noise levels tested,

Blacklight is able to detect all successful attacks. Intuitively, sufficiently high noise will

disrupt classification of both benign and attack queries, thus degrading the attack success

rate. We see that Blacklight is generally more robust than the attack’s iterative optimization
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Task Image classification Text classification
MNIST GTSRB CIFAR10 ImageNet IMDB

Quantization
step (q) 50 50 50 50 50

Sliding window
size (w) 50 20 20 50 10

Sliding step (p) 1 1 1 1 1
# of hashes per
fingerprint (S) 50 50 50 50 30

Matching
threshold (T) 25 25 25 25 15

Table C.8: Experiment configuration of Blacklight.

Task w. Detection w. Mitigation w/o Blacklight
Attack
detect %

Detection
coverage

Avg queries
to detect

Attack
success

Attack
success

Avg # attack
queries

MNIST 100% 76.3% 16 0% 26% 892350
GTSRB 100% 71.2% 19 0% 40% 902931

CIFAR10 100% 69.7% 27 0% 96% 829124
ImageNet 100% 97.2% 39 0% 79% 738452

Table C.9: Blacklight’s detection and mitigation results on Boundary attack. We stop the
boundary attack if it is no successful after 1 million attack queries.

process – Blacklight continues to detect attacks at noise levels where the noise has long since

disrupted the attack.

For image augmentation, we test 4 cases where the attacker shifts each input horizon-

tally/vertically by up to 10%, rotate by up to 10◦, zoom in by up to 10%, and a combination

of all three. Table C.11 shows that while different attacks react differently to image aug-

mentation techniques (some still produce successful attacks while others fail completely),

Blacklight is able to detect all successful attack sequences under different transformations.

C.7.2 Increasing Perturbation Budget

In order to provide a comprehensive evaluation on the impact of increasing perturbation

budget on the detection performance for Blacklight, we run experiments on all tasks for the

two fastest converging attacks (ECO and HSJA) with larger perturbation budgets. Table C.12

shows that Blacklight achieves 100% on all tasks for ECO attacks even with perturbation
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Task w. Detection w. Mitigation w/o Blacklight
Attack
detect %

Detection
coverage

Avg queries
to detect

Attack
success

Attack
success

Avg # attack
queries

MNIST 100% 98.4% 8 0% 32.9% 88021
GTSRB 100% 98.9% 14 0% 10.8% 98386

CIFAR10 100% 97.6% 12 0% 54.7% 87201
ImageNet 100% 98.7% 9 0% 27.7% 92039

Table C.10: Blacklight’s detection and mitigation results on Sparse-RS universal patch attack.
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Figure C.4: Detection Coverage (%) and False Positive Rate (%) with different settings on
Blacklight parameters: Quantization step (q), # of hashes per fingerprint (S), Sliding window
size (w), and Sliding step (p).

budget up to 0.2. For HSJA attack, Blacklight can detect 100% of attacks on all tasks when

the normalized L2 perturbation budgets are no more than 0.1. When the normalized L2

perturbation budgets get larger, Blacklight’s detection rate drops gradually. However, we

believe this is reasonable since the normalized L2 budget is too large that even exceeds the

normalized L2 distances between some benign images.

We analyze the distribution of the normalized L2 distances between benign images from

different labels. We randomly pick 50K benign image pairs from different labels and calculate

the normalized L2 distances between these pairs. Figure C.5 shows the distribution for the

normalized L2 distances between benign images from different labels for all four tasks. We

can see that for all tasks, the majority of image pairs have a normalized L2 distance no more

than 0.4 and there are a significant proportion of benign image pairs having a normalized L2

distance no more than 0.3.
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Attack
Transformation Gaussian Noise w. Different STD Image Augmentation

0.0001 0.0005 0.005 0.05 Shift Rotate Zoom Comb.

NES - QL ASR 85% 80% 15% 0% 100% 75% 80% 60%
ADR 100% 100% 100% N/A 100% 100% 100% 100%

NES - LO ASR 25% 20% 15% 0% 100% 45% 70% 20%
ADR 100% 100% 100% N/A 100% 100% 100% 100%

Boundary ASR 90% 90% 85% 0% 90% 90% 90% 90%
ADR 100% 100% 100% N/A 100% 100% 100% 100%

ECO ASR 85% 0% 0% 0% 0% 0% 0% 0%
ADR 100% N/A N/A N/A N/A N/A N/A N/A

HSJA ASR 95% 20% 5% 0% 0% 5% 10% 15%
ADR 100% 100% 100% N/A N/A 100% 100% 100%

Table C.11: Attack success rate (ASR) w/o Blacklight mitigation and Blacklight attack
detection rate (ADR) of successful attacks as attackers add different image transformations.
Column 3-6 report the results for adding Gaussian Noise with different standard deviation
(STD) and Column 7-10 report the results for applying different image transformations to
each attack queries.

Task ECO HSJA
0.05 0.1 0.15 0.2 0.05 0.1 0.15 0.2

MNIST 100% 100% 100% 100% 100% 100% 75% 40%
GTSRB 100% 100% 100% 100% 100% 100% 70% 50%
CIFAR10 100% 100% 100% 100% 100% 100% 80% 40%
ImageNet 100% 100% 100% 100% 100% 100% 90% 85%

Table C.12: Blacklight detection rate for attacks using larger perturbation budgets for all tasks. We
use T = 15 with a small increase in false positives (0.74%).

We say that a reasonable L2 perturbation budget for adversarial examples should smaller

than half of the normalized L2 distances for most of the benign image pairs. Otherwise, by

simply blending two benign images (calculating the mean of two images), the attacker can

create a successful adversarial example: assume the attacker has an image pair (xa, xb), the

model F classifies xa to label A and xb to label B, x′ = xa+xb
2 cannot be classified both

to label A and B. If normalized L2(xa, x
′) is smaller than perturbation budget, x′ is an

adversarial example for target label F(x′) either from original image xa or from image xb.

Figure C.6 shows examples where the attacker can successfully create an adversarial

example by simply calculating the average of two benign images when the normalized L2

budget is set to 0.2. In such case, although the attack will succeed within one single query,

we believe this is not a reasonable perturbation budget for adversarial attacks.
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Figure C.5: Frequency of the normalized L2 distances between benign images from different
labels for all tasks.

C.7.3 Guided Transformations when Attacker Knows (q,p,w).

We show the algorithm we use for guided transformations when attacker knows (q,p,w) in

Algorithm 1.

C.7.4 Optimal Black-Box Attacks.

We give more discussion in optimal black-box attacks. First, to simulate a near-optimal query-

efficient attack, we evenly downsample attack query sequences from 5 attacks to generate

attack sequences that are a tiny fraction of current sequences. We then test Blacklight’s

detection performance on these subsampled attack sequences. Table C.13 shows that even

when attacks are able to complete in 500, 100, or 50 queries, Blacklight still detects them

near perfectly (100% detection for 4 attacks and 89% for Boundary attack). Even when these

attacks complete within 10 queries, Blacklight is still highly successful at detecting NES-QL,

ECO and HSJA.

We note that NES-LO and Boundary attacks have much lower detection rates than other

attacks when only choosing 10 queries from attack sequences. This is because both NES-LO

and Boundary attacks are both boundary attacks that jump back and forth between two

images (original and target image). Random subsets of 10 out of thousands of queries are

more likely to be variants of the source or target that are sufficiently different from each

other as to avoid detection.

Second, for “perfect-gradient” black-box algorithm, each iteration of the gradient calcula-
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Algorithm 1 Algorithm for Guided Transformation Attacks when Attacker Knows (q,p,w)
Parameter: Sliding window size of Blacklight: w, quantization step of Blacklight: q
Input: Attack query x
Output: Modified attack query x

1: procedure Initization(w, q)
2: # We save all combinations for pixels modification in a queue.
3: PermList← []
4: for i = 1 to w do
5: # compute all combinations for selecting i pixels from w pixels, which generates

Ci
w choices.

6: pixelCombination = Combination(i, w)
7: # For each pixel selected there are 2 choices for combinations (+q/− q), which

generates 2i × Ci
w choices in total.

8: allPixelCombination = Update2ChoicesPerPixel (pixelCombination)
9: PermList.append(allPixelCombination)

10: end for
11: return PermList
12: end procedure
13: procedure GuidedTransformation(x)
14: # we pop the first element from the queue, which is the modification choice with

smallest number of pixel changes in the remaining choices.
15: CurrentPermutation = PermList.pop()
16: Apply the modification for CurrentPermutation to every w pixels of x.
17: return x
18: end procedure
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Original Image O Target Image T Adv Image A
normalized 

L
2
(O,T)

normalized

L
2
(O,A)

MNIST

label: 5 label: 9 label: 9

0.374 0.182

GTSRB

label: turn_straight label: 80_speed label: 80_speed

0.373 0.182

CIFAR10

label: ship label: automobile label: automobile

0.298 0.149

ImageNet

label: monitor label: chickadee label: chickadee

0.291 0.146

Figure C.6: Examples of successful adversarial attacks via blending two benign images when
the perturbation budget is set to 0.2.

tion for an analogous white-box attack would translate to a single query over the network

by the black-box attacker. This idealized black-box attack uses CW [23] and PGD [105] to

generate attack sequences against our CIFAR10 model. On average, CW and PGD converge

after only 6.3 and 3.1 queries. Against simulated black-box attacks using these attack queries,

Blacklight detects 100% of attacks driven by CW, and 81% of PGD-driven attacks.

C.7.5 Pause and Resume Attacks.

Table C.14 shows the exact number of average reset cycles needed for different attacks. We

also include average total queries needed for attacks as reference.
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Attack Type
N 500 100 50 10

NES - Query Limit 100% 100% 100% 95%
NES - Label Only 100% 100% 100% 31%
Boundary 100% 90% 89% 48%
ECO 100% 100% 100% 100%
HSJA 100% 100% 100% 91%
CW Average N = 6.33, Detection rate = 100%
PGD Average N = 3.13, Detection rate = 81%

Table C.13: Blacklight’s performance against near-optimal “query-efficient” and “perfect-
gradient” black-box attacks.

Attack Type Average Reset Cycles Needed Average Total Queries
NES-QL 11471 12695
NES-LO 65837 67099
Boundary 2285 6160
ECO 16590 16591
HSJA 1092 1121

Table C.14: Average reset cycles needed for a successful Pause and Resume attack on CIFAR10.
The fastest attack (HSJA) can succeed in roughly 3 years.
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