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“Out there things can happen

and frequently do

to people as brainy

and footsy as you.”

— Dr. Seuss
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ABSTRACT

Our ability as humans to effectively communicate depends heavily on the language we use

and the way we speak to one another. The values of our society are both reflected in and

reinforced by our use of language. Detecting how language could reflect biases needs to

remain effective as these values evolve over time. This dissertation evaluates methods to

measure how people perceive written text and spoken voice, how these perceptions may

perpetuate societal stereotypes, and how to prevent biased perceptions.

Specifically, gendered language in text often affirms gender stereotypes and perpetuates

bias and discrimination. As readers absorb written content, gendered language used settings

such as biographies, recommendation letters, and job advertisements can negatively impact

the subjects. Gender stereotypes have been studied extensively, however, the current meth-

ods used today still rely on word banks from nearly 50 years ago. Since then, societal views

have continued to evolve and it’s important to be able to reflect these changes. Additionally,

significant advances have been made in developing new methods for analyzing how words

are used in larger bodies of text. To address this, I first examine how descriptive language

reflects societal perceptions of gender roles. Then, I demonstrate a crowd-sourced method

for updating gender lexicons to reflect modern language and train deep learning models to

detect gendered language more efficiently.

In addition to written text, efficient and unbiased communication depends upon not only

the content, but the manner in which it is presented. The tone of voice of a speaker can heav-

ily influence how they are perceived (e.g., perceived trustworthiness, competence). Further,

changes in emotion tone of voice can reduce biases and more effective communication. This

work explores ways to improve methods for measuring perceptions of gendered language in

text and emotion tone in voice, and ways to mitigate resulting biases.
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CHAPTER 1

INTRODUCTION

Biases influence how we interact with each other and society at large. Everyday decisions

often rely upon simple heuristics (mental frameworks) to help quickly guide us towards

likely scenarios. Mental heuristics develop based on situations we experience and observe

throughout our lives. Our individual heuristics, heavily informed by societal stereotypes,

represent our expectations for people and scenarios. These judgements may often be harmless

or even positive (halo effect). However, potentially harmful misrepresentations of others

occur when judgements reaffirming negative stereotypes (conformity bias).

The ease of misreading intentions brings attention a need for better understanding ini-

tial presumptions. While biases have long been studied in psychology and sociolinguistics,

methods vary greatly and are not universally agreed upon. More recently, widespread avail-

ability of large language datasets and machine learning methods provide new ways to study

human interactions. Without continuous analysis of the data and methods used, they both

risk becoming outdated and no longer viable. By looking closely at frequently used dataset

sources and analyzing the methods that use them, we can improve understanding of modern

societal perceptions in the real world. Due to the vastness of language use, I focus my work

on methods to measure and manipulating gendered language in written text and emotional

tone of voice.

1.1 Bias in Text

In the domain of written text, language affirming gender stereotypes are often observed

in various contexts today, from recommendation letters to Wikipedia entries and fiction

novels and movie dialogue. Yet to date, there is little agreement on the methodology to

quantify gender stereotypes in natural language (specifically the English language). Common
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methodology (including those adopted by companies tasked with detecting gender bias) relies

on a gender word inventory approach largely based on psychology studies from the 1970s.

Further, the methods used to evaluate gendered wording most often simply counted up

feminine or masculine words, and giving an overall rating of how they balance in number.

In more recent years, deep learning language models trained on very large corpora of text

data show great promise for more complex analysis of large bodies of text (e.g., producing a

meaningful summary of a news article). However, they have yet to be applied to the task of

measuring gendered language in text.

To evaluate how well this lexicon represents modern perspectives, I first analyze how

gendered language appears in society today, and validate associations between gender and

words via crowd-sourced ratings. The updated lexicon includes thousands of words with

gender score ratings, and can then be applied to machine learning classification models

applied to bodies of text (e.g., news articles). However, this method remains simplistic and

does not account for the context the words are used in, because it still relies on single word

tokens. To fully reexamine gender stereotype detection in the context of modern tools, this

work then comparatively analyzes the efficacy of lexicon-based approaches and end-to-end,

ML-based approaches prevalent in state-of-the-art natural language processing systems. In

an attempt to account for words in context (as opposed to single words), crowd-sourcing of

paragraphs and articles provided additional ratings of entire bodies of text. Overall, the use

of a large language dataset shows that even compared to an updated lexicon-based approach,

end-to-end classification approaches are significantly more robust and accurate, even when

trained by moderately sized corpora. This work demonstrates the need and significance of

updating data and methodology, and how it can drastically improve the way we measure

how gendered language is used.
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1.2 Bias in Voice

The way humans express themselves through language includes not only the words used, but

also how they say it. Human speech also carries with it factors such as tone, emotion, and

intention. Listeners, on the other hand, may perceive some or all of these factors, but also

properties about the speaker, including external characteristics (e.g., race/ethnicity, gender

appearance, socioeconomic status, regionality) and personal characteristics (e.g., emotion,

confidence, trustworthiness). This work seeks a better understanding of how listeners per-

ceive these voice biases in speech, and the feasibility of altering such perceptions using

machine-learning based tools for speech processing. Traditional models for voice conversion

are typically developed without consideration of real-world applications, and how the alter-

ations in voice affect perceptions. In addition to voice conversion models, the datasets they

are trained on vary widely in quality, source, and methods of establishing and/or validating

the “ground-truth” data labels.

Through a combination of user studies and experimental voice processing, I attempt to

understand: can ML-based tools correctly detect human emotion and manipulate human

emotion in speech; how do these alterations impact the perceptions of the speaker by human

listeners; and how willing are users accept ML-based voice alteration software as tools for

reducing voice bias. User studies show that people do not universally interpret the same

emotion from the same audio, and therefore emotion speech datasets should not be used as

universal ground-truths. Though, reducing emotion tones (i.e., anger, surprise) does show

increases in perceptions of competency and trustworthiness, and are preferred in several

real-world scenarios. However, people show strong skepticism of the concept of alter one’s

voice due to fears of deception and misuse. Overall, while emotion voice conversion models

show the ability to improve conversation experiences, researchers should maintain awareness

of people’s perspectives, and use caution when implementing such tools in the real world.
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Methods and datasets require continuous reflection and updating to represent

evolving real world perspectives. Leveraging deep learning methods improves

understanding of perceptions of ourselves and others, and thereby how we can

reduce the perpetuation of biases.
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CHAPTER 2

VERIFYING TRADITIONAL METHODS OF MEASURING

GENDERED LANGUAGE IN WRITTEN TEXT

2.1 Introduction

The values of our society are both reflected in and reinforced by our use of language. In

that context, sexism and gender discrimination is often perpetrated and reproduced through

lexical choices in everyday communication. Recent studies have identified descriptions that

reflect gender stereotypes in different types of articles, such as biographical pages of notable

people [181], recommendation letters [104], fictional stories [55] and movie dialogue [140].

These issues are further exacerbated today by the ubiquitous usage of machine learning

tools in language processing. We know that machine learning algorithms often translate

and incorporate gender biases from training data [168], and such biases have been proven

in popular techniques including word embeddings [23, 30], coreference resolution [197] and

sentence encoders [109].

While the case is obvious for accurately identifying gender stereotypes in language, to-

day’s tools for this process are woefully lacking. Gender stereotypes are traditionally cap-

tured by a gender word inventory: a pre-compiled word lexicon which contains items de-

scribing social traits and behaviors that supposedly differentiate male or female genders.

The original lexicon was a bag of words hand-picked from a survey of psychology students

in 1974 [17]. These word banks have been further extended in later studies to detect gender

bias in job postings [62, 170]. Though widely utilized, items in traditional gender word in-

ventories are less endorsed by women in recent years [177, 48], and their efficacy in detecting

gender stereotypes in language remains unclear.

Meanwhile, today’s natural language processing tasks are dominated by an end-to-end

approach using deep neural network models. Instead of using a pre-compiled word lexicon,
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the end-to-end approach trains a neural network model that produces the desired output

using labeled raw text as input. This approach has shown great success in most NLP tasks

such as sentiment analysis [81] and hate speech detection [14], which were traditionally solved

by a lexicon approach [169, 45]. Unfortunately two risks remain with this approach: a) these

models often require tens of thousands of samples to train an accurate model, and b) bias

can seep into training data and affect detection results.

The goal of this work is to empirically analyze different approaches to the problem of de-

tecting gender stereotypes in natural language, in order to understand the best methodology

for ongoing and future studies. More specifically, we are interested in three general questions.

First, can we update the traditional lexicon-based approach to reflect gender stereotypes in

modern society, with modern machine learning tools at our disposal? Second, is it feasible

to build a gender stereotype detection model using the end-to-end approach? Given the

dependence of deep learning models on large training sets, how accurate can this approach

be given moderately sized datasets? Third, how do these two approaches (lexicon-based and

end-to-end deep learning) compare in practice? What accounts for the differences in their

accuracy results? The ultimate goal is to develop methodology guidelines for identifying

gender stereotypes moving forward.

This study consists of two key components: building a gender stereotype lexicon (an

update to the lexicon approach), and a careful empirical comparison between the lexicon

approach with the end-to-end deep learning model. First, to build the gender stereotype

lexicon, we begin by extracting verbs and adjectives that are used to describe humans from

English Wikipedia. After selecting a set of frequently used words, users are asked to eval-

uate the masculinity and femininity of each word. Then a supervised learning approach is

applied, using user-labeled words to generate scores for all remaining words, resulting in a

gender stereotype lexicon that contains stereotype scores of over 10,000 words. Second, we

build an end-to-end deep learning model by training an NLP BERT model with a dataset
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of online articles marked by crowdworkers as consistent with or contradictory to common

gender stereotypes. By comparing the end-to-end and lexicon approaches, findings show the

end-to-end models significantly outperform. Finally, the results are manually analyzed to

understand underlying causes of misclassifications for the lexicon-based approach.

This work makes three key contributions:

• We develop a robust gender stereotype lexicon reflecting modern language and interpre-

tations, using a combination of data-mining, crowd-sourcing, and supervised learning

using linear classifiers. We also empirically show that existing unsupervised methods

fall short in comparison on accuracy measures.

• We collect the first human labeled text corpus (4,333 articles) for gender stereotypes,

and use it to train an end-to-end, deep learning classification model based on the BERT

language representation tool.

• We evaluate both approaches using a secondary user study, and find that our end-to-

end approach significantly outperforms our lexicon approach in its ability to recognize

gender stereotypes. We manually study errors made by the lexicon classifier, and

identify key underlying reasons for those errors.

Hopefully these results will inform best practices moving forward for detecting gender

stereotypes in text.

2.2 Background

Gender Stereotypes in Language. Gender stereotypes are common beliefs about what

men and women’s physical and personality traits are and should be like. According to

traditional gender stereotypes, women should display communal traits (e.g., nice, caring,

warm) and men should display agentic traits (e.g., assertive, competent, effective) [51, 43].

Gender stereotypes emerge in language choices used in written and verbal communication
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[111]. It has been found that a category label used to refer to a group triggers mental

connections with characteristics stereotypically associated with the group, even in supposedly

unprejudiced people who do not explicitly endorse the stereotype [103, 111]. This also applies

when the category label is one’s gender. For example, after primed by words consistent with

gender stereotypes (e.g., “nurse”), people are faster to associate gender pronouns (e.g., “she”)

with the corresponding gender (e.g., “female”) [15].

As a result, gender stereotypes are common in contemporary languages, both in written

and spoken communication. For example, in fiction writing, traditional gender stereotypes

such as dominant men and submissive women are common throughout nearly every genre,

regardless of the gender of the author [55]. On Wikipedia, articles about notable women

emphasize more on romantic relationships or family-related issues compared to articles about

notable men [181]. When writing recommendation letters for faculty positions, women are

often described as more communal and less agentic than men [104]. Additionally, in movie

dialogue, male characters use more words related to achievement than female characters [140].

Gender Word Inventory. Stereotypes can be captured by gender word inventories –

pre-compiled lists of items describing social traits and behaviors that differentiate males and

females [17, 147]. Gender word inventories are historically extracted from self-reported char-

acteristics through questionnaires given to college students to measure their self-concept and

valuation of feminine and masculine characteristics. The Personal Attributes Questionnaire

(PAQ [164]) and Bem Sex Role Inventory (BSRI [17]) are two of the most representative

questionnaires in early studies. The items extracted for the BSRI and PAQ typically asso-

ciate females with more communal attributes (i.e., gentle, warm) and men with more agentic

attributes (i.e., aggressive, competitive), which are highly consistent with traditional per-

ceptions regarding gender stereotypes. Other studies generalized these words into expressive

and instrumental traits [159]. Tying these together, aggregated lists of masculine and femi-

nine characteristics have been compiled from previous studies, particularly through gendered
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wording in job advertisements [62].

These gendered word inventories are traditionally used as a way to measure gender role

self-concepts, i.e., whether people see themselves as masculine or feminine. Among them,

BSRI is considered as a golden standard in gender role evaluation, and has been used in

thousands of studies in the more than 40 years since it was developed [46]. However, percep-

tions captured by BSRI are less endorsed by women in recent years [177, 48]. These works

reviewed a large collection of studies that apply BSRI, and tracked how user responses

change over a long period of time. Women’s femininity scores have decreased significantly

over the years, indicating that societal gender norms may require an update of masculine

and feminine stereotyped characteristics.

Given previous results showing that existing gender word inventories may not properly

reflect these concepts in the modern world, we seek to develop a lexicon that captures people’s

perceptions of gender stereotypes in contemporary society.

Gendered Stereotype Studies in NLP. There are few tools or algorithms to determine

if any piece of text perpetuates modern gender stereotypes. One class of tools shares some

similarity to ours are tools used to detect gender biased language in job advertisements [170].

These tools leverage precompiled lists of gender biased words aggregated from previous

psychology studies [62] that may affect decisions of job applicants, and calculate gender bias

of a job advertisement based on the number of occurrence of these words.

Although detecting gender stereotypes in natural language is still an under-explored

area, the NLP community has increasingly focused on issues of fairness and bias in NLP

models. Many projects focus on identifying and removing biases in algorithms, e.g. in word

embeddings [23]. Prior studies also observed performance discrepancies across genders in

systems including coreference resolution [197], image caption generation [74], and sentiment

analysis [131]. Such biases can be mitigated by creating an augmented dataset that counters

gender bias in the original training dataset [131], or adding constraints during model training
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to enforce gender neutral prediction [198].

2.3 Motivation for Updating Data and Methods

Understanding the evolution of characteristic gender differences in language helps to mitigate

the effects of masculine and feminine stereotypes, thus reducing gender bias. One domain

where gender biased language can have direct real-world effects is job advertisements. Gen-

dered language can negatively affect both the employers and employees alike, by deterring

applicants based simply on the wording used to describe the position. Both parties miss

out on significant opportunities when qualified applicants don’t even apply. To remedy this,

several companies provide tools for measuring gendered language in job advertisements, with

the specific goal of reducing problematic language and increasing applicant rates. However,

initial observations of these tools in the wild suggest they likely rely on outdated data and

methods, resulting in inadequate tools. By leveraging the availability of job advertisements

posted online and these commercially available tools, it’s possible to examine recent real-

world data that contains and evaluates gendered language. In this case study, I measure

modern gendered language use in job advertisements, and confirm that modern commercial

tools rely on rudimentary methods and simple tokens derived from very old gender word lists.

From this analysis of results, I determine the necessity of updating both data and

methods used to measure gendered language.

2.3.1 Case Study: Measuring Gendered Language in the Job Market

For millions of workers, online job listings provide the first point of contact to potential

employers. As a result, job listings and their word choices can significantly affect the makeup

of the responding applicant pool. Here, we study the effects of potentially gender-biased

terminology in job listings, and their impact on job applicants, using a large historical

corpus of 17 million listings on LinkedIn spanning 10 years. We develop algorithms to detect
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and quantify gender bias, validate them using external tools, and use them to quantify job

listing bias over time. We then perform a user survey over two user populations (N1=469,

N2=273) to validate our findings and to quantify the end-to-end impact of such bias on

applicant decisions. Our findings show gender-bias has decreased significantly over the last

10 years. More surprisingly, we find that impact of gender bias in listings is dwarfed by

our respondents’ inherent bias towards specific job types. Despite recent strides made by

women in the workplace, workplace inequality persists [28, 67]. In addition to the widely

distributed reports of wage inequality across genders [20], it is also well known that there are

significantly fewer women in male dominated positions, across both industry sectors (e.g.,

technology [117]), and job types (e.g., corporate executives [162]).

A number of contemporary theories have hypothesized the source of these gender im-

balances, whether they come from different educational paths and biases introduced early

on [151, 110, 40], or whether they are the result of workplace attrition [75, 175, 42]. The

job search and hiring process might be another contributor [107, 165, 143, 58, 19, 124, 142].

Hidden biases often creep into job listings [11, 18, 62, 71] , and can either actively or passively

discourage certain applicants from applying.

The goal of this study is to understand the role that job postings play in introducing

or exacerbating gender imbalance in the workplace. More specifically, we are interested in

two general questions. First, how significant is gender bias in today’s job listings? How

much does gender bias vary over different industry sectors, and how has it changed over

time? We hope to track levels of gender bias in job postings through time, to see if any

changes are reflected as a result of society’s growing awareness of gender bias. Second, we

look to measure the end-to-end impact of gender bias in job posts on the actual decisions of

potential job applicants. Are applicants aware of such bias in job posts, and do these biases

play a role in their decisions to apply for jobs?

To answer these questions, we perform a study with two components, an empirical, data-
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driven component that quantifies the presence and magnitude of gender bias in job postings

over the last 10 years, and a qualitative user-study that seeks to understand the end-to-end

impact of biases on whether applicants apply to a posted position.

On the empirical side, we analyze 17 million job posts collected over the last 10 years

(2005–2016). We obtain this dataset of job posts through a near-complete download of

job posts maintained by LinkedIn, the largest professional networking site online with 500

million users. To quantify gender bias over large datasets, we develop two scalable algorithms

that match the same metrics as online services that evaluate job postings for gender bias,

Textio and Unitive. We tune our algorithms and show they can approximate Unitive and

Textio in bias classification, generating a raw score and a normalized score of gender bias

between feminine and masculine. We use a test sample of key words/phrases to validate

our approaches against Unitive and Textio. We then apply our algorithm to the LinkedIn

dataset to quantify gender bias in the whole market, specific sectors, and its changes over

time.

In our user study, we augment our data analysis with a user survey that captures how

gender bias in wording actually affects job applicants. We ask detailed questions to 2 user

populations, 469 Amazon Turk workers, and 273 undergraduate college students, to under-

stand their perceived levels of gender bias in our job posts, its correlation to specific gendered

keywords or phrases, and the ultimate effect they have on the job application decision.

Our analysis generated several key findings.

1. There is significant gender bias in job listings, but bias has been dropping significantly

over the last decade, led by specific job sectors which now trend feminine.

2. Changes in bias levels vary significantly over different sectors, driven by significant

changes in usage of a small number of heavily gendered keywords.

3. Our user study shows that users do indeed detect gender bias in job postings, consistent

with bias detected by our algorithms.
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4. Observed bias still had low levels of impact on user decisions to apply or not apply for

a specific position, and there was more sensitivity to bias by men than women.

5. Surprisingly, we observed that users had strong internal biases which played significant

roles in their decision on whether they would apply. These biases played a much bigger

role than any gender bias language we observed.

To the best of our knowledge, our study is the first large-scale study to look at longitudinal

shifts in gender bias in job postings. While our study has clear limitations (lack of historical

advertisements from non-LinkedIn job sites, and potential sampling bias in our user study),

we believe our results shed light on an important component of the debate on gender equality

in the workplace.

Gender Equality in Job Market. Historically, certain industries have been dominated

by one gender over the other. Approximately one-third of men and women work in occu-

pations with a workforce comprised of at least 80% males or females, respectively. In the

past, men tended to dominate engineering and construction occupations while women con-

sistently dominated clerical assistant and teaching occupations [126, 127]. Although census

data shows an increase in overall participation of women in the workforce throughout recent

decades, the disparity among genders across particular industries remains over time [60].

One reason for such disparity lies in people’s stereotypes of genders and occupations.

Research shows that people are most likely to seek out occupations that are compatible

with one’s sense of self [65], suggesting that people are less likely to seek out occupations

in industries dominated by the opposite gender. Moreover, a study of perceptions across 80

occupations found that people assume stereotypes associated with the gender of a worker

must correlate with the requirements of their occupation. In particular, both genders per-

ceived that masculine physical and agentic qualities were associated with more prestige and

earnings [35]. Across industries, managerial positions have historically been perceived as re-

quiring masculine traits. Men even view women negatively for displaying masculine traits in
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a management role because it is regarded as inconsistent with female role expectations [12].

In the field of Information Technology (IT) and Information Systems (IS), general stereotypes

skew towards masculine traits, due to men consistently dominating the field [83, 176].

Another source of gender disparity is institutional discrimination in job markets, which

has been observed in both traditional [58, 124, 19, 142] and online settings [71]. In a lab

experiment that simulated a hiring decision process, male participants displayed a strong

tendency to choose male candidates, even if a female candidate appears as a slightly better

performer [58]. In another field study, comparably matched men and women are sent to apply

for jobs in restaurants, and the study found female applicants were significantly less likely to

get an offer from high-end restaurants [124]. Later, a similar study was conducted in a male-

dominated occupation (engineer) and a female dominated occupation (secretary). Results

show statistical significant discrimination against women in the male-dominated occupation

and against men in the female-dominated occupation [142].

Another line of research shows that significant improvement in gender equality has been

made over of last two or three decades [34, 115, 20]. The overall wage gap between two gen-

ders has declined considerably [20], and no institutional discrimination can now be observed

in academia [34, 186].

Detecting Gender Bias by Word Analysis. Gender stereotypes are embedded in lan-

guage use, i.e., different word usage patterns when writing about males or females. Signifi-

cant prior research used text analysis to examine gender differences in a number of contexts.

Some examined how men and women use language differently in text and conversation [125].

Other work studied how text analysis algorithms express unintentional bias, and detect oc-

cupational stereotypes in text, i.e., suggesting sexist analogies such as men are analogous to

computer programmers and women analogous to homemakers [23]. Other work showed when

writing recommendation letters for faculty positions, more standout adjectives are used to

describe male applicants than female applicants [157], and women are described as more
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communal and less agentic (assertive or competitive) [104]. In the context of job advertise-

ments, researchers have shown that language used not only reflects such stereotypical views,

but also reinforces the imbalance [18, 11], and that a conscious effort toward gender-fair

language can help reduce it [160, 76]. Finally, much of the prior work in text classification

rely on a supervised model with pre-labeled datasets, and is summarized nicely in a survey

by Aggarwal et al [3].

Stereotypes can be captured by gendered words – terms describing socially desirable

traits and behaviors of male or female genders [17, 147]. Gendered words are usually ex-

tracted from self-reported characteristics through questionnaires given to college students

to measure their self-concept and valuation of feminine and masculine characteristics. The

Personal Attributes Questionnaire (PAQ [163]) and Bem Sex Role Inventory (BSRI [17]) are

two of the most representative questionnaires in early studies. The words extracted from

BSRI and PAQ more typically associate females with more communal attributes (i.e., gentle,

warm) and men with more agentic attributes (i.e., aggressive, competitive). Others gener-

alized gendered words into expressive and instrumental traits [159]. Tying these together,

aggregated lists of masculine and feminine characteristics have been compiled from previous

studies, particularly through gendered wording in job advertisements [62]. Finally, Donnelly

et al. found that women in recent years are less likely to endorse traditionally feminine traits

in BSRI [48], indicating that gender norms may require an update of the masculine and

feminine stereotyped characteristics.

Based on the lists encoded by Gaucher et al. [62], online services like Unitive1 and Textio2

use the words and phrases as a baseline to develop gender-neutralizing algorithms with help

from machine learning classifiers. The algorithms are trained on internal application and

hiring data, and aim at finding gendered wording in job advertisements before recruiters

1. http://www.unitive.works/

2. https://textio.com/
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post online. These services represent the state-of-the-art for identifying gendered wording

in job advertisements. Since these services run commercial, proprietary algorithms, it is

cost prohibitive to evaluate our large job post dataset through their services. Instead, we

designed our own algorithms using similar methodologies, and validate them against these

online services using samples of test data.

Comparisons to Prior Work. The focus of our study is using large-scale data analysis

to characterize gender bias across a comprehensive, longitudinal dataset. Our work was

initially motivated by [62], which studied 4,000 job listings (most in a university setting)

to characterize gender bias in job listings as an institutional-level mechanism of inequality

maintenance. In contrast, we broadly characterize gender bias at scale, using a large dataset

that consists of 17 million online job ads covering more than 140 industries. Our work also

focuses on examining shifts in gender bias over ten years, and the impact it has on potential

applicants’ decision.

More recent work [71] identified gender/race discrimination on (performance) reviews in

the online freelance (gig) marketplace, by correlating the review with the worker’s gender and

race. While their work targets reactions to worker output, ours focuses on job advertisements

written by only the employer. While [71] analyzed keywords in review, their analysis was

limited to sentiment analysis that identifies the attitude of the review, not gender bias.

2.3.2 Data and Initial Analysis

Data Collection. We collected a large sample of job advertisements from LinkedIn job

posts over 10 years (from 2005 to end of 2016). LinkedIn job advertisements are fully public,

and accessible online to any user without requiring account registration with LinkedIn. To

retrieve a job advertisement, we simply queried known URLs and downloaded the webpages.

LinkedIn keeps job advertisements available online for browsing even after the application

window has closed. This allowed us to collect a significant longitudinal job advertisement
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Figure 2.1: Statistics of the number of job ads per year.

dataset.

Job advertisements on LinkedIn are each assigned a unique ID, which increases mono-

tonically over time. By the end of 2016, the maximum possible ID on LinkedIn reached

above 253M, which means there are at most 253M job posts on LinkedIn. Since we limited

our online query rate to avoid overloading LinkedIn’s online services, we did not crawl all

253M job postings. Instead, we randomly sample 5 million job post IDs from each year,

and only fetch job advertisements matching these IDs. Note that job listings in each year

before 2013 contained less than 5 million ads. For these years, we fetched all available job

advertisements. After filtering out job advertisements in languages other than English, our

dataset contains 17,376,448 job advertisements in total.

Each job advertisement contains a job title, company name, company location, and the

main descriptive content of the advertised position. In addition, LinkedIn also provides meta-

data, including job industry, job function, employment type, and seniority level. LinkedIn

has 147 unique job industries3, which are then further mapped into 17 sector groups, and 35

3. https://developer.linkedin.com/docs/reference/industry-codes
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Figure 2.2: Breakdown of LinkedIn data by sector groups.

job functions which describe what activities a person is undertaking. Employment types in-

cludes 6 categories: full-time, part-time, temporary, contract, volunteer and other. Seniority

level indicates the rank of the position within the business, ranging from entry-level (lowest)

to executive (highest).

2.3.3 Preliminary Analysis

Number of Job Advertisements. We plot the number of LinkedIn job advertisements

posted per year in Figure 2.1, as inferred by the total number of possible job IDs in LinkedIn

matching a given year. For years up to 2013, our dataset closely follows that of the plotted

LinkedIn results, with a small number of missing posts due to non-English listings and

unavailable data errors for some of the oldest job postings (likely due to corrupted data).

For years 2013–2016, we limited our sample set to 5 million postings per year. While our

dataset captures only a limited sample from 2013 onwards, we believe a randomized sample

set of 5 million ads is sufficient to capture a representative sample of job postings in any

given year.
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Figure 2.3: Breakdown of LinkedIn data by employment type.

Sector Groups, Employment Type and Seniority Level. Next, we plot distribution

of important metadata fields. Figure 2.1 shows the number of job posts in different job

sector groups4. We found significant variation among the sizes of different groups: over 25%

job posts belong to the largest group (technology) while less than 1% job posts in smallest

group (agriculture). As for employment type (Figure 2.3), most (91.7%) job listings seek full-

time employment, while the rest are mostly split by part-time, contract and temporary (i.e.,

seasonal). After 2013, LinkedIn introduced Volunteer as a new job sector, which accounts

for a negligible portion of our total dataset. For seniority level (Figure 2.2), we found a trend

of fewer number of applicable job advertisements at higher levels of seniority. This matches

our intuition about hierarchies in the job market.

2.3.4 Quantifying Gender Bias

Our goal is to perform a large-scale analysis of the presence of gender bias over a large corpus

of job listings covering the last 10+ years. Our first task is to develop a scalable algorithm

4. If a job belongs to multiple groups, we count the job in each group it belongs to.
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Figure 2.4: Breakdown of LinkedIn data by seniority level.

to accurately quantify gender bias. In this section, we describe how we emulate the gender

bias detection algorithms of two state-of-the-art recruitment assistance services, Textio and

Unitive. We validate our approach by comparing our results against theirs on a small sample

of 8,000 job ads. We follow up these results in the next section with a confirmatory user

study.

Gender Bias Detection Algorithms. To develop a scalable gender bias detection al-

gorithm, we start by developing metrics to accurately capture different aspects of gender

bias. For guidance, we look to the two state-of-the-art recruitment assistance services that

measure gender bias, Textio and Unitive. Textio and Unitive are the two largest web services

today designed to help potential employers write better job advertisements. Each company

curates their own algorithm to calculate whether a given job advertisement expresses mascu-

line, feminine, or gender neutral language. The algorithms draw from an established baseline

starting with gendered word lists [62]. We observe and adopt the metrics used by these two

services, which we refer to as Gender Target and Gender Tone. Gender target follows Textio’s
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methodology, which measures the intended audience gender reflected by a job advertisement,

and falls into the range of -1 to 1, where -1 means the advertisement specifically targets male

applicants, 1 means the advertisement specifically targets female applicants, and 0 means no

gender preference is detected. Gender tone follows Unitive’s methodology, which captures

the extent to which a job advertisement is feminine- or masculine-phrased. It captures a

cumulative effect, thus has no fixed range. A gender neutral advertisement has a tone of 0;

the more masculine traits stated, the more negative the tone score is, and the reverse for

feminine traits. We use the term gender score to refer to both metrics.

Gender target highlights feminine and masculine language in job listings. We calculate

gender target by first calculating the number of gendered words, with feminine and masculine

words canceling each other out. Job ads containing more feminine words than masculine

words are considered to be targeting a female audience, and a final score is calculated by

applying a sigmoid function on the remaining word count. The same procedure applies when

masculine words outnumber feminine words, except that the result of this sigmoid function

is reversed to fit into the range of -1 to 0. Finally, when the job ad has a perfectly balanced

word count, it is considered to be gender neutral, with gender target score of 0.

In contrast, when calculating gender tone, we first categorize terms as inclusive (appeal-

ing) or exclusive (problematic). Prior research [62, 12] has shown a direct correlation with

feminine bias from inclusive language, and between masculine bias and exclusive language.

In addition, instead of simply counting words, we weights each words based on how gen-

der specific they are. For example, the word “guy” carries a stronger gender implication

than “ambitious.” Thus, before calculating a cumulative score, gendered words are assigned

weights depending on strength of their tone. A strongly masculine word has a strong nega-

tive weight, whereas a slightly feminine word has a weakly positive weight. We then add up

the weights of all gendered words used in the ad.

Our first key challenge is obtaining an up-to-date list of biased words. To begin, we
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Figure 2.5: Comparison of actual and approximated gender-bias metric for Textio.

extracted 50,000 words with the highest frequency from all English LinkedIn job posts we

collected, which cover 97.2% of all word occurrences. Since both services highlight words

we can categorize with feminine or masculine bias, we queried the services with these words

embedded in text, and examined the feedback. Textio annotated 296 gender-related key

words, 150 masculine and 146 feminine. We also obtained 843 weighted keywords along

with their weights annotated by Unitive, 445 with positive weights (feminine tone), 398 with

negative weights (masculine tone). Note that since these two services picked their keyword

independently, only 102 words overlap across services.

Algorithm Validation. We validate how well our techniques emulate these services, by

comparing our results against theirs. We randomly selected 8,000 job advertisements from

our dataset, and uploaded them to Textio and Unitive using their free online accounts. We

compared the results they return to results from our own algorithms. We plot our results

against results given by Textio and Unitive in Figures ??. For Textio, the scores are more

scattered due to the use of discrete count before normalization. We found that 71.8% of the

22



-20

-10

 0

 10

 20

-20 -10  0  10  20

G
e
n
d
e
r 

T
o
n
e

Unitive Score

 0

 100

 200

Figure 2.6: Comparison of actual and approximated gender-bias metric for Unitive.

gender target scores are within a difference of 0.1 from Textio scores (an error rate of 10%).

In the case of Unitive, the scores match along a straight line with a slight bias of -0.209

towards masculine tone, and 77.5% of the scores have an error of 1 or less. Since Unitive

scores varied by as much as 10, this also represents an error rate of roughly 10%.

The error in our scores is due our inability to recover full keyword lists from both services,

especially for phrases. Given the highly subjective nature of gender bias, our goal is not to

generate “perfect” algorithms, but to obtain general and scalable algorithms with results

that approximate public systems.

2.3.5 Longitudinal Analysis

In this section, we apply our gender bias detection algorithms on to our LinkedIn job post

dataset. Our results show that in recent years, wording in job advertisements skews mascu-

line, but the absolute level of bias is becoming more neutral. First, we identify a few factors

that contribute to the trend. Different job functions across industry sectors distribute un-
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Figure 2.7: Average gender bias score from 2005 to 2016.

evenly in terms of gender score. Although this uneven distribution of jobs across sectors

results in an overall averaging of feminine and masculine bias scores, the effect is limited.

Second, the masculine bias comes primarily from formal and long-term employment jobs,

and appears more severe in senior level positions. Over the 11-year period, the number of

entry-level jobs posted is increasing over time, which partially accounts for the decreasing

masculine bias, as these positions predominantly skew feminine. Third, to quantify the effect

of these factors, we formulate a regression analysis to predict gender score, which shows that

the effect of all factors are significant. However, there is still an underlying trend of decrease

masculinity after separating out the effect of these factors, indicating possible increasing

awareness of using more gender neutral language. Finally, we identify a few gendered words

that contribute the most in driving change in levels of gender bias.

Gender Bias Over Time. We begin by studying how gender bias in job postings changes

over time. We are interested in whether the market as a whole (and perhaps as a proxy for

the general population), is becoming more aware of gender bias. We compute two values
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Figure 2.8: Gender tone over time of top 3 and bottom 3 sectors in 2016.

for each job posting: a gender target score and a gender tone score. For each year, we

compute the average scores and standard deviation of all job postings collected from that

year. Figure 2.7 uses a dual Y-axis to compare the average score of the two algorithms.

The standard deviation values are similar over time and the two algorithms, thus they are

omitted.

We make some key observations. First, the average gender scores remain consistently

below 0 across all years, indicating that the job market, as captured by LinkedIn postings, is

skewed towards masculine appealing positions. Second, an increasing absolute score over time

suggests that the market is becoming more gender neutral. Third, while our two metrics use

very different algorithms and their absolute scores are not directly comparable, their trends

over time are almost identical. We performed another consistency check of these results

using the gendered word lists from prior work [62], and the results are highly consistent.

The frequencies of the three trends show strong correlation between each other (p-value <

0.0001), with Pearson correlation of more than 0.97. This confirms that the overall trend is

fundamental to the job market, and the two metrics capture consistent views of the same
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Figure 2.9: Gender target over time of top 3 and bottom 3 sectors in 2016.

phenomenon over time. To get a better understanding of where the masculine jobs originate

and to explain the trend over time, we explore a variety of dimensions to better understand

the underlying structure of the LinkedIn job market.

Gender Score over Job Sector Groups. We dive down to see how individual sector

groups are changing over time with respect to gender bias. Recall that all together we have

147 distinct industries, mapped to 17 sector groups. While we have established that bias is

decreasing over time for the entire job market, we want to observe any variance in dynamics

across different job sectors.

We begin by looking at the top and bottom sectors sorted by gender scores. In Figure 2.8

and Figure 2.9, we plot the top 3 and bottom 3 sectors sorted by 2016 gender tone and 2016

gender target scores respectively. For each sector, we trace back their scores over past years.

First, we note that gender tone and target are remarkably consistent in their top and bottom

sectors. In both cases, Education, Health, and Organization are top sectors (more feminine),

and all have risen consistently over time to current values above 0 (the dashed line represents
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Figure 2.10: Gender target in 2016 vs. gender target acceleration across sector groups.

the value 0). Media and Technology are the two sectors that appear as bottom sectors in

both metrics. Their scores are rising, albeit at much slower rates, and occasionally experience

short term dips (the start of the great recession 2008–2009). The Tech sector also experiences

another dip around 2013–2015, showing that perhaps the most biased sectors might be more

sensitive to economic downturns.

In Figure 2.10, we plot each sector’s acceleration of gender scores over time, against its

2016 gender target value. Acceleration is computed as the slope of a linear regression of a

sector’s scores over time. The results are intuitive. The sectors slowest to reduce masculine

bias (Tech, Legal, Construction) still have some of the most masculine biased gender target

scores in 2016. Others like Education and Health have high rates of change towards more

feminine wording, and as of 2016, are firmly on the side of feminine bias.

Dynamics of sector groups are correlated with the overall increasing gender score. One

reasonable question is how much dynamics between sectors contribute to the overall gender

bias trend. To answer this, we first calculate the ratio of gendered job postings inside each

job sector. We find that the number of jobs is increasing in several stereotypically feminine
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Figure 2.11: Shift in distribution of 2 typically masculine and 3 typically feminine sector
groups.

sectors and decreasing in a number of stereotypically masculine sectors (see Figure 2.11).

So, it is possible that the overall increasing gender score comes from a changing of sector

distribution. To remove such effect, we recalculate the gender score across the entire 11-year

period, but weigh each sector based only on the 2016 distribution of jobs across sectors. The

result shows that the impact of shifting weights across sectors is small: gender tone only

increases at most 0.56 under the new calculation (and gender target only increases by 0.034),

much smaller than the overall increasing trend showed in Figure 2.7.

Gender Score over Seniority Levels. Next, we break down all job postings by their se-

niority level, and compute average scores in each category. Figure 2.12 shows the breakdown

of results for different seniority levels, where there is a clear correlation between seniority

ranking and the masculine tone of the job posting. We omit results of gender target here,

since they show very similar trends. These results are consistent with prior work [12] that

discusses how men hold an overwhelming majority of top management positions, and thus
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Figure 2.12: Average gender bias score of different seniority level (gender tone).

masculine traits are commonly associated with these higher-ranking positions. Due to a

phenomenon called ambivalent sexism [63], attitudes regarding gender roles presume women

historically belong in a domestic setting and are incompetent at holding positions of power.

These unconscious biases may persist today, and are likely used to explain the gap in gender

participation rates at more senior level positions.

Similar to trends across sector groups, we also find the distribution of different seniority

levels changes over time (shown in Figure 2.13). It is clear that the increase in number of

entry-level jobs corresponds to a decreasing proportion of mid-senior level jobs over time.

Since entry-level jobs tend to be less biased towards masculine, the shift in distributions

affects gender score. In Figure 2.14, we show the effect of removing this factor by computing

the gender score using a fixed seniority level distribution from 2016. Compared to Figure 2.7,

we get a similar increasing score trend, with a much smaller magnitude of masculinity. Thus,

we conclude that the overall increasing trend comes from two parts: increasing lower-level

jobs and increasing feminine language in each seniority level.
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Figure 2.13: Distribution of seniority level from 2005 to 2016.

Gender Score over Employment Types. Figure 2.15 shows how the gender score is

distributed over different employment types with respect to gender tone. Gender scores show

clear and consistent trends in different employment types, and the more formal and long-

term the employment, the more masculine tone in the job posting. Since over 90% of jobs

are full-time jobs across all years of our dataset, we do not investigate the effect of changing

distribution in terms employment types.

Comparison of Gender Bias Contributors. Now, observing how these different factors

affect the job market, we aim to quantify the effect of each factor. To do so, we formulate

a regression analysis. We use seniority level, year, sector group and employment type as

independent variables, to predict the gender score of a job advertisement. The reference

categories for seniority level and employment type are “N/A” and “other,” respectively.

Since a single job can belong to multiple different sectors, there is no redundancy in sector

groups.

Our result is shown in Table 2.16 and Table 2.17, for gender tone and gender target,
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Figure 2.14: Average gender score computed over distribution of seniority level in 2016.

respectively. We find that all the independent variables have statistically significant ef-

fects on gender score. The effects are consistent with the previous qualitative analysis, i.e.,

gender scores vary over groups, and decrease with higher seniority level and more formal

employment. However, after ruling out the effect of these factors, we still find an underlying

increasing trend that is statistically significant. Although there could be other factors, we be-

lieve that awareness of using more inclusive language, and/or using less masculine language,

is an important part of the change.

Changes in Word Use. Lastly, we are interested in understanding how different words

and phrases vary in their contribution to gender bias over time in job listings. We take the

500+ gender biased words from our dictionary, and plot their frequency of appearance (and

therefore impact on gender scores) in Figure 2.18. We find that the frequency distribution of

the most popularly used terms is exponential (and therefore it appears linear on a log plot).

Figure 2.19 plots the frequency of usage for top 20 words across the years, where we

group the masculine and feminine words separately in the figure. We see that most of the
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Figure 2.15: Average gender bias score of different employment types (gender tone).

masculine words show a stable or slightly decreasing trend5, while the feminine words display

more dramatic changes over time. Specifically, the most used masculine word, “strong”,

experienced a sharp decrease, potentially due to the growing awareness of biased wording.

Among the top feminine words, “care,” “patient” and “health” display significant increase,

possibly driven by the growth in health-related jobs, while “understand,” “develop” and

“relationship” show a visible decline over the years. We also repeated our study on words

with the largest changes in usage frequency, which produced similar results.

Finally, we compute the frequency of usage for each word across the years, and fit a

trend line using linear regression. Of these terms, 145 words show statistically significant

trends (p-value < 0.05). 75 of these are masculine toned words, and they are evenly divided

between those growing in frequency and those dropping in frequency. Of the remaining 70

feminine toned words, the large majority (84%) showed an increasing trend.

5. The only exception is “driver.” This is probably because driver can also be a job title in the trans-
portation sector which experienced a rapid growth since 2014.
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Figure 2.16: Ordinal regression using gender tone as dependent variable. p < 0.001 applies
for all entries except *, which has p = 0.273.

2.3.6 User Study: Impact of Gender Bias

So far, we have quantified the level of gender bias in job listings over time, but we do not

yet understand how these gender biases actually impact users (potential job applicants).

To answer this question, we conducted a user survey, which we describe here. In short, we

find that gender scores from our algorithms properly reflect perceived gender stereotypes

associated with job postings, but that biased wording has limited effect on the perception of

a job, compared to respondents’ preconceived notion of the job type. We also find that male

respondents are less willing to apply for stereotypically feminine jobs, while the reverse does

not hold.

Survey Participants. We recruit survey respondents from two different sources, Amazon

Mechanical Turk (MTurk), and undergraduate students. In total, we received results from
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Figure 2.17: Ordinal regression using gender target as dependent variable. p < 0.001 applies
for all entries.

469 distinct MTurk workers and 273 students, each job advertisement is evaluated by at

least 20 different workers and 12 different students. Undergraduate students were volunteers

who received necessary credit for their course work. Each worker was compensated $1 for

finishing the task. To ensure the quality of replies, we require workers to have an 80% HIT

approval rate, and have at least 50 HITs approved in the past. We also include a quality

check (i.e., gold standard) question in our survey question list, (e.g., “Please answer A and

D for this question.”) to avoid low-quality/non-responsive workers. For respondents who

failed our gold standard questions, their responses are not included in our analysis. In most

cases, responses from MTurk workers and the students point to the same conclusion, and we

thus combine their answers in such analysis. In cases when the responses differ, we analyze

the respondent pools separately.

The demographics of our survey participants are as follows. Among all 469 Mturk work-
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Figure 2.18: Distribution of word frequency.

ers, 54.6% indicated male and 45.4% indicated female. The majority of participant ages fall

into the ranges of 21 to 30 (38.8%) or 31 to 40 (34.3%), with 1.49% younger than 21, 11.7%

older than 50, and the rest fall between 41 and 50. Most participants work full-time (67.2%);

and most hold a Bachelor’s (42.9%) or a Master’s (24.5%) degree. Among the 273 college

students, 201 (73.6%) are female and 72 (26.4%) are male. 209 (76.6%) of the students are

younger than 21, and 64 (23.4%) are from 21 to 30.

Methodology. In our user study, we divided job advertisements into 3 categories:

masculine jobs, feminine jobs, and gender neutral jobs. Feminine jobs are randomly sampled

from job advertisements with the highest 10% gender score, as scored by both gender target

and tone. Masculine jobs are similarly sampled from postings with the lowest 10% gender

score, and neutral jobs are sampled from advertisements with scores nearest 0. We did not

restrict the time-span of our advertisements, since we want to maximize user reaction on

potential gendered language. When older job advertisements is included in our sample, we

manually check their content to make sure there are no outdated words that will significant
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Figure 2.19: Evolution of word frequency for top 20 words.

affect user’s reaction.

For each advertisement, we created a second version of the job description by replacing

keywords or phrases marked as gendered language from our dataset with more gender-neutral

words or phrases not in our dictionary of gendered words. For example, substitutions in-

cluded “workforce” replaced by “employees,” and “collaborating” replaced by “working.”

Although we made efforts to consistently replace biased words with the same neutral alter-

native, some instances required more dynamic replacements to retain the readability and

intent of the original post. For instance, depending on context, “engage” may be replaced

with “participate,” “employ,” or “work.” Other words, like “please,” were simply removed.

To ensure the biased language was not just replaced with different biased language, we calcu-

lated gender scores for the edited descriptions, and verified that the substituted descriptions

received gender-neutral scores.

We replaced or removed as much gendered words and phrases as possible without chang-

ing the intended meaning of the original job posting. This provides a suitable baseline to

isolate the impact of gender wording from people’s inherent biases and stereotypes. This

36



contrasts with prior studies [62] that analyzed masculine and feminine language without

comparing against neutral wording as a baseline.

We asked each user to read three job advertisements, one from each category. After

reading through the ads, we gathered their responses to the following questions:

• Q1: If you were fully qualified to apply for a job like this, how likely is it that you

would apply for this particular position? Answers are measured by 5-level Likert Scale

(1 indicates definitely would not apply and 5 indicates definitely would apply).

• Q2: By looking at the job description, what would you think to be the percentage of

women currently working in this type of position?

• Q3: While reading the job description, to what extent did you feel that the advertise-

ment would attract more male or more female applicants? Answers are measured by

5-level Likert Scale (1 indicates job attracts mostly males and 5 indicates job attracts

mostly females).

• Q4: Please mark any words or sentences that you do not feel comfortable with.

Q1-Q3 in the above questions are multiple-choice, and Q4 is open-ended. At the end of the

survey, we collected user demographic information. We consulted our local IRB and obtained

approval before conducting the user study. Note that while Q3 could be asked differently,

i.e., ask users to rate the attractiveness of the job and compare results between male and

female respondents, we chose this version so users would focus on the effect of wording rather

than allowing other, random or uncontrolled factors to influence their “broad” evaluation of

a post.

The three job advertisements were randomly selected from the three categories (mas-

culine, feminine, neutral), with equal likelihood of choosing an edited or raw version for

each category. We used a pilot test of Amazon Turk users to determine if question order

impacted user response. After controlling for other factors, results showed a decreased like-

lihood of job application for the second and third ads. Thus we presented the three sampled
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Figure 2.20: Responses on Q2 (percent of female in the position).

advertisements to participants in random order.

Preliminary Task: Assessing whether gender scores accurately reflect user per-

ceptions of gender bias. We first validate our algorithms designs with the user study.

Here, we compared user responses to questions Q2 and Q3 for different types of job adver-

tisements before replacing or removing gendered words. The results are shown in Figure 2.20

and Figure 2.21. In each figure, we analyzed responses for each question choice, across all

advertised job positions. We find that people presume more female workers in supposed

feminine positions, suggesting feminine toned job advertisements appear more attractive to

women. Corresponding findings apply to masculine toned job advertisements, as well, thus

validating our algorithms.

We also conduct Mann-Whitney U-tests on the distribution of responses between groups,

and the difference is statistically significant with p-value less than 0.001 across all types

except between masculine and neutral ads. Interestingly, all distributions show an artificial

peak at the most neutral answer. Many respondents selected 50% for Q2, where we asked
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Figure 2.21: Responses on Q3 (attracting female applicants).

about the percentage of women working in the position, and for Q3, many selected the option

“attracting male and female applicants equally.” Respondents who selected the neutral

choice often provided reasons related to “equal chance” or “equal rights,” showing a conscious

awareness of, or desire for, equal gender participation in the workplace.

Principle Task: Quantifying effects of gendered wording on job application rates.

Perceived occupational gender bias affects decisions to apply. Given the cor-

relation between word choice and perceptions of gender bias, we next sought to examine

the extent to which this perceived bias influences one’s decision to apply. We show that

male respondents express noticeably diminished inclination to apply for jobs perceived to

predominately attract females. We quantify the level of perceived gender bias by averaging

responses to Q3. In Figure 2.22, we plot the perceived bias of a job against the average

tendency of female and male applicants to apply, indicated by average response to Q1. By

applying linear regression on both male and female applicants, we discovered that female ap-

plicants do not show any preference with respect to gender distribution, with near zero slope
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Figure 2.22: Average user response on Q1 against average user response on Q3.

(0.0989) and a p-value of 0.190. Meanwhile, male applicants displayed a preference against

applying for female-dominated jobs, with a slope of -0.245 and a p-value of 0.0113. This

contradicts prior work [62], where female applicants found masculine worded occupations

significantly less appealing. One explanation is that our gender bias is naturally embedded

in the job posts, and thus likely to be of a lower intensity than artificial job ads composed

specifically to contain gender bias. Additionally, female perception of and reaction to gender

bias may have shifted since the 2011 study.

From Figure 2.22, we can observe a high degree of variance, indicating that willingness

to apply for a job may be affected by other external factors besides gender neutrality. When

we asked their reason for why they will or will not apply for a position, we found a few

frequently mentioned reasons, including the anticipated salary, benefits, location, workload,

potential of career development, and whether the field of job appeals to the respondent.

Changes in gendered wording have limited effect on predisposition to apply.

The ultimate question remains as to whether a recruiter can change the wording in a job

40



 1

 2

 3

 4

 5

Masculine Neutral Feminine

In
c
lin

a
ti
o
n
 t
o
 A

p
p
ly

Response to Q1 from Female Respondents

p-value=.075 p-value=.458
p-value=.475

Before Edit
After Edit

Figure 2.23: Responses from female university students on Q1 (inclination to apply), break-
down by types of jobs. Differences measured with Mann-Whitney U-test.

advertisement and increase the likelihood of potential applicants to apply for the job. Thus,

we seek to quantify the causal effect of wording on users’ decisions to apply for a job or not.

For female and male applicants, we compared the predisposition to apply for a job, measured

by averaging answers to Q1, before and after word substitution.

These results are different between the two pools of respondents. For students, wording

change in masculine-worded ads does affect application decisions, as shown in Figures ??.

Removing male-biased words from job advertisements leads to less male applicants and

marginally more female applicants expressing an inclination to apply. When performing

Mann-Whitney U-test on responses of MTurk workers, the p-value are above 0.05 for all

three job types with both male and female respondents.

This shows that the effects of word use are observable, but somewhat limited. We then

sought to break down the effect, pinning down whether wording actually causes a perceived

bias, by comparing respondents’ reported perception before and after word substitution.

We plotted the average responses to Q3 before and after word substitution. If wording
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Figure 2.24: Responses from male university students on Q1 (inclination to apply), break-
down by types of jobs. Differences measured with Mann-Whitney U-test.

is the sole cause for gender bias, then by removing the biased words, all jobs advertisements

should appear with similar level of perceived gender bias, thus yielding a slope of 0. In

contrast, if wording has zero impact on gender perception, it will show a slope value of 1. In

Figure 2.25, we can see that the perceived bias persists even after word substitution, with a

linear regression yielding a slope of 0.850 and p-value of 0. Similar results are observed for

Q2, showing a slope of 0.825 and p-value of 0. This indicates that there certainly exist other

properties affecting gender perception more influential than changes in wording.

Preconceived notions of occupations predominately affect user perceptions. To

better understand what factors influence user perception, we examined the reasons given in

our survey responses. In the survey, we asked users to explain their reasoning and mark

any words or phrases in the job advertisements that made them feel uncomfortable. With

this exercise, we hoped to gain insights into current perceptions that may be missing from

previous studies or even current available services.

We found that many explanations given in our responses include preconceived ideas of
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Figure 2.25: Average answer to Q3 (attracting female applicants) before and after word
substitution.

the described job function. For example, in response to a job providing technical support

for customers in a cable television company, one user believes that 20% of the workers in

this position consist of women and therefore presumes the position will attract primarily

male applicants, indicating as the reason “It’s a technology job.” Some respondents even

expressed strong gender stereotypes, making statements like, “Low wage jobs tend to hire

women, men try to get better jobs.” Similar stereotypes also affected users reading posts for

jobs perceived to be suitable for female applicants.

Many responses associated a particular gender with specifics characteristics they assumed

would best fit the job. For instance, some highlighted phrases such as “bringing account-

ability, decency, and humor to the job,” with explanations stating that these expectations

would appeal primarily to male applicants, and women may not like the position. We infer

that these users think women are less likely to possess such attributes, making them unfit

for the job. These words were not included in our gendered language dataset, indicating

modern perceptions of occupational gender bias.
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Other responses focused more on preconceived notions of job functions. One response

to a position requiring business travel with the company CEO described how they couldn’t

imagine a man doing this kind of assistant job, demonstrating an inherent stigma against

men performing clerical work. Other respondents indicated that non-assistant positions

requiring travel or “with little supervision” were better fits for male applicants who may

feel more comfortable traveling than women, perhaps due to traditional views that women

should or would want to stay at home. Additionally, users suggested that job descriptions

requiring an ability to lift up to 50 lbs. or unloading trucks skewed towards male applicants

who would be more likely to be capable of such physical activity. On the other hand, many

male respondents expressed no interest or consideration for a beauty consultant position

because they perceived it as a field of work for females, with some users describing a beauty

school degree requirement as simply, “sounds sexist.” Most surprisingly, several responses

ironically stated that using the phrase “Equal Opportunity Employer” felt insincere and

directly singles out females or minorities.

We originally intended to use these questions to better identify specific gendered words

or phrases. Surprisingly, we instead gained insights about the role that inherent gender bias

plays in the job marketplace.

Limitations. There are potential biases in the survey sampling. This user study recruited

25 users to evaluate each job advertisement, but only studied 30 job advertisements in

total. A small number of job advertisements may not represent the largely diverse pool

of all the job advertisements. The participant pool was limited to Amazon Mechanical

Turk workers and undergraduate college students, neither of which are representative of a

highly diverse workforce in the general population. In addition, since the workers do not

necessarily evaluate jobs from their own area, some respondents expressed unfamiliarity with

terminology (acronyms, corporate jargon) specific to the field of work described. Finally,

answers to questions showing gender bias may in fact be reflecting personal familiarity of
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respondents with assumed statistics in a given industry.

2.3.7 Discussion

Through our data analysis, we observed an increasing shift away from masculine-biased job

postings over the years, and that employers today use less gendered wording than they did

10 years ago. However, the results of our user study also indicate that this trend towards

gender neutral wording does not correlate with a perception of gender neutrality in the job

market.

Surprisingly, user responses to our survey showed significant gender bias in the partici-

pants to specific job positions. Despite the correlation we found between gendered wording

and perceived bias, users’ explanations show their underlying biases were bigger determinants

of their likelihood to apply than any gendered wording. Even after removing all gendered lan-

guage from the job advertisements, these trends remained in the responses (see Figure 2.25).

Gender bias is present in the participant’s own perception, independent of the language used

in job posts. The implication is that completely removing gendered wording will have limited

impact in forming a more gender neutral workforce. This echoes observations made in prior

work [71] that inherent user bias was pervasive in the job marketplace. Ultimately, we need

to address inherent gender bias in the applicants themselves to significantly improve gender

neutrality. While quantifying and understanding these limitations will require further stud-

ies, this analysis provides an early empirical perspective on the shifting dynamics of gender

bias in the American workplace.

Key Takeaways. The wording used in job advertisements shows us that gendered language

remains prevalent today, and does change over time. Despite attempting to reduce biased

perceptions by changing the gendered wording, people maintain strong underlying gender

associations with certain job positions, irregardless of the wording. Although it’s clear that
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companies desire to reduce gendered language, there remains little effort to improve methods

and understanding of real world perceptions of certain words. In addition to preconceived

perceptions, this lack of effect may be due to changing the wrong words to start with, or

selecting poor words to replace with. To remedy this gap, we see a need to update and

expand the gendered word banks and apply modern machine learning methods that can

evaluate text beyond single word tokens. This case study results demonstrate how gender

scoring methods need to both: include more gender-rated words, and generate gender scores

for large bodies of text in other medias (e.g., news articles).

2.4 Updating Methods to Detect Gendered Language

With the knowledge that gendered wording remains present in media today, and has evolved

over time, we now seek to update our data and methods to better measure the extent of

gendered language used. We first gather a large corpora of text written by and about people

to discover how words are commonly used to describe men and women in today’s world.

Using the gender scoring methodology from the case study, we generate ratings to gather real-

world perspectives of how people associate words with male and female stereotypes. Then,

to further understand language in context, we crowd-source entire paragraphs or articles

that describe people using stereotypical male or female language. This provides insight

into current ways people are being described, and how those descriptions are perceived by

readers. With this, we can then train an end-to-end model to learn from modern language

and modern perspectives.

2.4.1 Methodology

To detect gender stereotypes in articles, we implement and compare two approaches: a tra-

ditional lexicon-based method that operates on individual words, and an end-to-end method

that operates directly on text paragraphs. Both approaches are data-driven and apply ma-
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Figure 2.26: Building gender-stereotype detection models.

chine learning models to scale up our evaluation to arbitrary words/articles.

An overview of the approaches can be seen in Figure 2.26. Specifically, our lexicon-based

method starts from breaking down the article to word level tokens, then uses crowdsourced

workers to score the perceived masculinity and femininity of a set of most frequently used

words. We train supervised models using this data, and apply the result to build the full

modern gender stereotype lexicon. The lexicon scores individual words, which when com-

bined, given the overall gender score of an input article. Our end-to-end approach takes

crowdsourced text samples illustrating gender stereotypes, and uses them to fine-tune the

BERT deep learning language model. The result is a deep learning model capable of gender

scoring arbitrary paragraphs and articles.

Crowdsourced Gender Scores. Both the lexicon and end-to-end approaches require

datasets that exemplify gender stereotypes at the word or paragraph levels. Currently, no

such databases exist that reflect modern perspectives on gender stereotypes in language.

Thus, we build our own datasets using crowdsourcing.
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Our goal is to create datasets that represent current language use, with minimal bias, and

can easily scale up when additional resources become available. We approach this goal in

three steps. First, we leverage a large corpora of existing text samples to reflect typical use

of language. Second, we use human crowdsourcing to label the data. Finally, these datasets

can be iteratively updated and expanded through the methods described, thereby providing

practical scalability.

Mitigating Bias. To avoid potential bias, rather than ask respondents to brainstorm orig-

inal content, we instead focus on gathering data that reflects perceptions of existing written

content. To reduce potential biases due to variations across cultures, we limit our respon-

dent pool to US residents. By gathering data points from assorted modern perspectives,

we believe this provides representative perspectives of the current US population. For our

end-to-end approach, we chose a model not previously trained for any particular language

task, which allows us to examine and search for common patterns of language use that may

be associated with gender stereotypes.

2.4.2 Detecting Gender Stereotypes: Lexicon-based Approach.

In this section, we introduce our lexicon approach for detecting gender stereotypes in written

articles. A lexicon-based approach first analyzes how people associate particular words with

common gender stereotypes, and then aggregates these scores to derive a gender score for

the entire article.

While gender lexicons have been the preferred approach for detecting bias or stereo-

types [17, 147, 164], they have a number of limitations. First, because they are manually

constructed and labeled, they are limited in size and coverage. Second, they cannot produce

gender scores of arbitrary words, and can lose relevance over time as language describing

gender stereotypes evolve. One potential solution is to apply (unsupervised) language mod-
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els to automatically estimate gender score of words without human labels. We explore the

empirical efficacy of this approach on a dataset of ground-truth labeled data (see below),

and report results later in this section.

We also propose a supervised learning solution for computing gender scores of arbitrary

words. This solution includes four steps. First, we use existing text corpora (i.e. Wikipedia)

to identify frequently used, descriptive words as our gender lexicon dataset. Second, we

generate our ground truth data by apply human crowdsourcing to label a subset of this

dataset. Third, we use our ground truth data to train a supervised learning model that

derives gender scores (a score reflecting a word’s perceived masculinity or femininity) for

arbitrary words. We apply this model to label our larger gender lexicon dataset. Finally, we

use this gender lexicon dataset to compute the gender score of an article and evaluate how

consistent or contradictory the article is with gender stereotypes.

Our Gender Lexicon Dataset. We begin by identifying a large set of words that are

are potentially related to gender stereotypes. Here, we restrict our selection to verbs and

adjectives, as stereotypes often manifest in people’s behavior and how they are described [55].

We extract candidate words from Wikipedia Datadump6. We choose Wikipedia because

it is large and diverse, and thus likely to include most of the commonly used English words.

We downloaded a snapshot of Wikipedia text on March 4th, 2019, removing all images

and links. In total, our dataset includes 5,817,125 documents, 42,653,358 paragraphs and

2,076,621,930 words.

To extract verbs and adjectives that characterize humans, we analyze the word depen-

dencies in each sentence using a parse tree implemented using SpaCy7. For verbs, we extract

“subject-verb” relationships in each sentence, where the subject is a human-related word like

“he,” “she,” “man,” “woman” etc.. For example, in the sentence “He ran away from her,”

6. https://dumps.wikimedia.org/

7. https://spacy.io/
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the subject is “he” and the verb is “ran.” So the word “ran” is extracted. We lemmatize all

words: we merge variants of a single noun or verb down to its stem, e.g. past tense “ran”

becomes the lemma “run.” For adjectives, we consider two different types: predicate and

attribute. Adjectives are predicates when they are connected to their subject words by a

verb, usually “be,” e.g., “he is handsome.” Attribute adjectives are used as modifier before

the subject, as in “a handsome man.” In both cases, we keep the adjective if it is used on a

human-related word.

We then filter out words that cannot be found using the Oxford Dictionary API8. The

removed words are mostly non-English words, non-existent words, or those with the wrong

part-of-speech (e.g., a word extracted as an adjective but only used as a noun). In the end,

the final lexicon dataset consists of 6,178 verbs and 4,424 adjectives (10602 total).

2.4.3 Ground Truth Gender Lexicon via Crowdsourcing

From our lexicon dataset, we choose the most frequently used 1,000 verbs and 1,000 adjec-

tives, and use a user survey to label them. The resulting labeled words will serve as our

ground truth dataset. We manually checked all words to ensure that they are suitable can-

didates, removing words that depend strongly on context (e.g., “next”, “final”). Also, we

remove references to race, country, or religion because those biases remain outside the scope

of this work.

Survey Design. Like previous studies [17, 164], our survey asks the participants to rate

the extent to which they associate each word with a typical man or woman. Specifically,

the participants are shown a list of words, and asked to evaluate the statement “I feel that

is commonly associated with the characterization of a typical man in US society”

or “of a typical woman in US society.” The evaluation uses a 7-point Likert Scale, from

8. https://developer.oxforddictionaries.com/documentation
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“strongly disagree (1)” to “strongly agree (7).” The participant can also select “I don’t

understand the word.” Each participant rates 50 adjectives and 50 verbs “of a typical man”

(male rating) and another 50 adjectives and 50 verbs “of a typical woman” (female rating).

We also collect their demographic information at the end. The survey takes on average 15

minutes to complete, and each participant received $3 as compensation.

To ensure that the participants pay attention during the survey, we randomly insert

in each survey 4 words that do not exist in English (i.e., gibberish). The participants

are expected to select “I don’t understand the word” for these words. We include another

quality control question when collecting demographics information, which is a multiple choice

question asking them to choose both A and D. We removed all the responses that failed these

quality check questions.

We recruited our participants on Amazon Mechanical Turk. To reduce potential differ-

ences across cultures, we limit our participant pool to US residents over the age of 18. Each

participant can answer our survey up to 10 times, but will rate different words each time.

We collected a total of 1097 qualified response sessions (HITs), among which 619 are from

male participants, 476 are from female participants, and 2 chose not to disclose their gender.

Over 99% of the words have more than 50 male ratings and 50 female ratings.

Gender Score Calculation. The ground truth score of a word is measured by the dif-

ference between the ratings associating the word with men and the ratings associating the

word with women. For example, if a word is perceived as strongly associated with typical

men but not associated with typical women, then we evaluate the word as carrying a strong

masculine stereotype.

Specifically, we use the T-statistic in a two sampled T-test to measure the difference

between masculine ratings and the feminine ratings of a word. The T-statistic reflects the

extent to which the average value differs across samples. Like other statistical tests, the

T-statistic also maps to a p-value which indicates how likely the average value of the two
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Figure 2.27: CDF of T-statistic between male ratings and female ratings. A higher positive
number indicates people more easily associate the word with a typical man than a typical
woman.

samples are identical. A small p-value indicates a statistically significant difference between

samples [166].

We plot the distribution of T-statistic of each word in Figure 2.27. Most words score

around 0, indicating gender neutrality. Figure 2.28 and Figure 2.29 show examples of words

with different T-statistics. Except a few words related to appearance (e.g., hairy, beautiful),

our highly stereotypical words are consistent with recent work demonstrating that stereo-

typically men are perceived as strong, active and violent, and women are perceived as weak,

emotional and kind [55].

Reliability of User Responses. We perform two tests to examine the reliability of survey

responses. The first is split-half reliability [118] that measures how likely the data collection

is reproducible. To do so, we randomly split all our participants into two equal-sized halves,

and calculate two sets of T-statistics for each word independently using the two halves. We

calculate the Pearson Correlation between the T-statistics of the two sets, resulting in 0.85
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Figure 2.28: Wordcloud of adjectives. Red denotes feminine words and green denotes mas-
culine words. Larger font size indicates stronger gender associations (larger T-statistic mag-
nitude).

for adjectives and 0.82 for verbs. This result means that repeating the data collection process

is unlikely to significantly change results.

In our second test, we determine to what extent responses from male and female par-

ticipants agree with each other. We split our responses by the gender of the participant,

calculate two sets of T-statistics for each word independently using the two splits. From the

two sets, we observe a correlation of 0.82 for adjectives and 0.80 for verbs, similar to the

correlations in the split-half reliability. This means no significant difference exists between

responses of male and female participants. Thus, in the following analysis, we aggregate all

responses (both genders) together for our calculations.
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Figure 2.29: Wordcloud of verbs. Red denotes feminine words and green denotes masculine
words. Larger font size indicates stronger gender associations (larger T-statistic magnitude).

Labeling Gender Lexicon via Word Embedding. Using our ground truth dataset, we

first examine whether existing (unsupervised) language models (e.g., word embedding) can

be used to automatically label gender lexicon without human input. For this, we consider

four metrics used by prior work to calculate gender information of words.

• Odds ratio. It calculates how likely a verb or an adjective is used to characterize a man

rather than a woman. If a word is more likely to be used on a man, it may indicate

masculinity of the word. Specifically, given a word, odds ratio is calculated as:

# this word on man / # this word on woman

# other words on man / # other words on woman
(2.1)
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Here, “#” denotes “number of times.” Odds ratio reflects gender stereotypes in large

language corpus [55]. We calculate the odds ratio using the Wikipedia data.

• Distance to gender specific words. It has been shown that word embeddings contain

gender biases due to stereotypes in the language [31]. Such biases can be captured

by calculating word distance to gender specific words. Specifically, given a word, we

calculate its average distance to a set of male specific words (e.g., “he”, “man”) and

its average distance to a set of female specific words (e.g., “she”, “woman”), then

calculate the difference between the two distances. We test 3 commonly used word

embeddings: word2vec [114], GloVe [133], and FastText [22]. Here we do not train our

own word embeddings, but apply widely used pre-trained models for each of the three

embedding methods: word2vec from Google News 9, GloVe from the 6 billion token

Wikipedia dataset 10, and FastText from English Wikipedia 11.

• Projection on gender direction. One way to reduce gender bias in word embeddings is

to extract a gender direction and remove the vector projection on the direction [23].

Here, the gender direction is the direction parallel to
−→
she−

−→
he or −−−−→woman−−−→man. For

each word, we take its projection on the gender direction as its gender stereotype score.

• Values on gender dimensions. Another way to reduce gender bias in embeddings is

to encode gender information in a reserved dimension during training [198]. Here, we

use the magnitude of the gender dimension as a way to quantify the gender stereotype

associated with a word. We use the pre-trained word embeddings provided by [198].

To evaluate these methods, we use them to calculate the gender score for each word in

our ground truth data, and compute the Pearson Correlation between the calculated gender

score and the ground truth. As shown in Table 2.1, while the scores derived by all these

methods are positively correlated with human defined gender stereotypes, the magnitude of

9. https://code.google.com/archive/p/word2vec/

10. https://nlp.stanford.edu/projects/glove/

11. https://fasttext.cc/docs/en/pretrained-vectors.html
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Word Embedding Method Adjectives Verbs
Odds ratio 0.09 0.29

Distance + word2vec 0.44 0.37
Distance + GloVe 0.47 0.41

Distance + FastText 0.47 0.41
Gender direction 0.40 0.33
Gender dimension 0.20 0.08

Table 2.1: Pearson Correlation of gender scores between predictions from word embedding
methods and ground truth.

the correlation is no larger than 0.47.

Labeling Gender Lexicon via Supervised Learning. Our results show that automated

lexicon labeling via word embedding produces gender scores with mediocre results. Next,

we propose to apply supervised learning to train gender score prediction models using our

ground-truth dataset.

Since our labeled training dataset only contains around 2000 words, we cannot use deep

neural network models that require large training datasets. Instead we use two classical

machine learning models: Support Vector Machine (SVM) and Linear Regression (LR). Our

models use word embeddings of each word as features, and the pre-trained word2vec, GloVe

and FastText as model inputs.

We train our model using a random subset of 80% of the words from our ground truth

dataset, then use the model to predict the score for the remaining 20%. We calculate the

Pearson Correlation between the model predicted score and the ground truth. We repeat the

experiment 100 times, and compute the average correlation value. Results in Table 2.2 are

higher than those produced by word embedding (Table 2.1). Since LR with word2vec pro-

duces the highest correlation value, we will use this configuration as our strongest supervised

learning approach.
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Supervised Learning Method Adjectives Verbs
LR + word2vec 0.63 0.57
SVM + word2vec 0.62 0.57

LR + GloVe 0.53 0.52
SVM + GloVe 0.58 0.55
LR + FastText 0.52 0.45
SVM + FastText 0.58 0.53

Table 2.2: Pearson Correlation of scores calculated by supervised learning methods and
ground truth.

Domain Number Domain Number Domain Number
wikipedia.org 385 npr.org 58 huffpost.com 46
nytimes.com 178 forbes.com 57 washingtonpost.com 45

theguardian.com 78 dailymail.co.uk 54 biography.com 39
cnn.com 78 foxnews.com 48 cnbc.com 37

people.com 63 time.com 47 vogue.com 37

Table 2.3: Top domains and number of articles from each domain.

Computing Gender Score of Articles. Finally, we leverage our gender lexicon to detect

gender stereotypical language in articles. Similar to the methodology used to analyze job

advertisements, we assign a gender score to an article based on word usage, first extracting

all verbs and adjectives in the article, then adding the scores of these words together to get

an article’s gender score. If the total score is positive, the paragraph is labeled as consistent

with masculine stereotypes or contradictory to feminine stereotypes, otherwise it is labeled

as consistent with feminine stereotypes or contradictory to masculine stereotypes.

We evaluate the performance of this approach against an end-to-end deep learning model

in Section 4.1.2.

2.4.4 Detecting Gender Stereotypes: An End-to-End Approach

We now introduce our end-to-end approach. Different from the lexicon approach, the end-

to-end approach operates directly on paragraphs without breaking them down to individual

words. Here we take a supervised learning approach: first gathers human perceptions of
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Consistent Contradict
Masculine championship, ceo, gun,

league, player, businessman,
top, service, mountain, fight,
basketball, win, drive

gay, makeup, gender, singer,
fashion, comfortable, mom,
youtube, cosmetic, dress, feel,
wear, caregiver, beauty, sexu-
ality

Feminine cook, child, home, beau-
tiful, beauty, care, clean,
fighter, daughter, makeup,
family, mother, dress, kid,
mom

field, champion, history, sport,
athlete, fight, martial, force,
training, team, technology, in-
stitute, lesbian, rank, tech

Table 2.4: Top keywords that distinguish consistent and contradicting stereotypes.

gender stereotypes at the paragraph level to build a moderately sized training dataset, then

uses it to train a deep learning classification model based on the BERT language representa-

tion tool [47]. The resulting classification model can detect gender stereotypes on arbitrary

paragraphs and articles.

We take two important steps to avoid potential bias in our trained model. First, we

collect our training (and testing) data by crowdsourcing articles with different representation

of gender stereotypes. These are existing articles aiming at describing a man (or woman)

while the actual human perception can be either consistent with or contradictory to the

original intent. Using this ground truth dataset, we formulate our gender stereotype detection

problem as two binary classification problems : determining whether the description of a man

is consistent with masculine stereotypes, and whether the description of a woman is consistent

with feminine stereotypes.

Second, our model is built on BERT [47], a unsupervised language representation tool

that converts text articles into vectors. Since BERT does not target any particular language

task, we can use it to examine and search for common patterns of language use that may

be associated with gender stereotypes. Specifically, we use our training dataset to fine-tune

BERT by adding one additional output layer to implement the above mentioned binary
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classification tasks.

Collecting Labeled Articles via Crowdsourcing. To collect the articles for our tasks,

we perform a survey study. Our survey ask users to search the Internet, and copy & paste

articles (or a few paragraphs of an article) that meet the following requirements: it describes

a man (or woman), and the description is consistent with (or contradictory to) common

gender stereotypes. We ask participants to briefly state the reason for choosing each article.

Each participant is asked to provide 4 articles, with 4 different combinations of requirements

(man or woman, consistent or contradict). The entire survey takes about 25 minutes.

We recruit survey participants from two different sources, Prolific12, and undergraduate

students from our university. Prolific is a crowdsourcing service aiming at providing high

quality data that empowers research. The Prolific participants are compensated $3, and the

students are compensated with 0.5 research course credits.

In total, we received results from 980 distinct Prolific workers and 110 students. Again,

we limit participation to US residents to reduce potential bias due to cultural differences.

Among the 980 Prolific workers, 508 (51.8%) are male participants, 457 (46.6%) are female

participants, and 15 (1.5%) chose not to disclose their gender. Among the 110 college

students, 52 (47.3%) indicated male and 58 (52.7%) female.

We received 4360 articles (4 per participant), and filtered out 27 articles that do not

contain any pronouns, named entities or gender specific words, indicating that these articles

are not likely to be descriptions of people. When looking at the sources of the articles, most

of the articles are from biography pages (e.g., Wikipedia), or news sites (e.g., New York

Times). Table 2.3 lists the most frequently used domains.

To understand the content of these articles, we extract top keywords in each category

using Chi-square statistics [192], which measures how strongly a word can be used to dis-

tinguish articles in different categories, i.e., consistent or contradictory. We calculate Chi-

12. https://prolific.ac/
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square statistics for masculine stereotypes and feminine stereotypes separately, and list the

top keywords in Table 2.4. We see that our survey participants commonly choose sports and

business related terms for men and domestic related terms for women as exemplifying gender

stereotypes. Further, some similarities appear between men who contradict stereotypes and

women who are consistent with stereotypes (and vice versa).

Building the Classification Model. Our classification model will run two tasks: de-

termining whether the description of a man is consistent with masculine stereotypes, and

whether the description of a woman is consistent with feminine stereotypes. Thus we use the

articles describing men for the first task and those describing women for the second task. We

randomly split up the data into chunks of 8:1:1 for training:validation:testing. We use our

training data to fine-tune the BERT model, and use the validation set to identify the optimal

hyper-parameters, which is 2e-5 learning rate for 3 epochs. In the following section we use

the test data to examine the model performance and compare it to the lexicon approach.

2.4.5 Empirical Evaluation

We now evaluate and compare the lexicon approach and the end-to-end approach using the

above mentioned test data. We apply each approach on the test data to predict whether

each test article is consistent with or contradictory to its intended gender stereotypes. We

then compare these results to the ground truth provided by humans.

Overall, our study shows that the end-to-end approach largely outperforms the lexicon

approach, in terms of detection accuracy and robustness. A closer look at these results also

offers insights into some fundamental problems facing the lexicon approach. We further

confirm that the end-to-end approach does not require a large training dataset to perform

well. Finally, we test the end-to-end approach on a practical task of detecting gender bias

in job advertisements, which outperforms the industry state-of-the-art.
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Accuracy (M) AUC (M) Accuracy (F) AUC (F)
Lexicon (Full Set) 0.67 0.70 0.68 0.71

Lexicon (Ground truth Set) 0.58 0.61 0.62 0.64
End-to-End 0.77 0.85 0.80 0.87

Table 2.5: Accuracy / AUC of lexicon and end-to-end approaches among articles describing
male (M) and female (F).

PAQ BSRI Gaucher et al.
% words overlap 0.22 0.38 0.48

% overlap and matching labels N/A 0.83 0.85

Table 2.6: Comparison of lexicon coverage against prior work. PAQ does not provide gender
labels, thus no direct comparison.

Validating Testing Dataset via User Survey. To ensure that our evaluation (using

the testing dataset) is sound, we performed another user study to understand whether the

per-user contributed labels in the test dataset can accurately capture public perception of

gender stereotypes. Specifically, each survey participant is given 10 articles randomly selected

from our testing dataset, and is asked to score on an 7-point Likert Scale, where 1 indicates

“strongly contradictory” and 7 indicates “strongly consistent”.

We ran the study on Prolific, and each user was compensated $1.10. In total, we received

results from 203 distinct Prolific workers, of which 108 (53.2%) are male participants, 92

(45.3%) are female participants, and 3 (1.5%) participants chose not to disclose their gender.

Each article in the testing dataset received at least 4 ratings, from which we computed the

average rating and compared it to the actual label of the article. Overall, the new multi-user

rating is reasonably consistent with the original rating, indicating that our testing dataset

offers a consistent, public view of gender stereotypes.

Comparing Lexicon and End-to-End Approaches. We evaluate how accurately the

lexicon and end-to-end approaches can predict gender stereotypes in written articles, by

computing prediction accuracy and Area Under the Curve (AUC). The results in Table 2.5

show that the end-to-end approach is much more accurate.
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Reason Lexicon
Wrong

Also
E-to-E
Wrong

Example

Lexicon Coverage 8 0 The first woman I invited to co-author a publi-
cation was in 2015, four years after completing
my PhD.

Phrase 10 0 ... who paints his fingernails, braids his
hair and poses for gay magazines...

Non-human 6 0 Katie Bouman has already worked on looking
around corners by analyzing tiny shadows ...

Consistent and con-
tradictory

27 4 Even as I regularly work out and lift weights,
I am a rather fragile excuse for a woman, con-
stantly getting sick...

Multiple people 10 3 My wife had more earning potential and so I
volunteered to concentrate on family and home.

Subtle stereotype,
insufficient informa-
tion

50 123 American actor Peter Dinklage is labeled as
contradicting masculine stereotypes because he
is a dwarf, which is not discussed.

Data noise 30 18 Random response or failure to meet task require-
ment.

Table 2.7: Reasons for lexicon approach making wrong classification. The “Lexicon Wrong”
column is the number of cases when the lexicon approach makes a wrong prediction, and the
“and E-to-E Wrong” column is the number of cases the end-to-end approach is also wrong
among these cases. Bold words are words that are closely related to the reasons provided by
the survey participants. Italic words are not exact content from our data, but summarize
participant explanations.

In this table we also show the results of the lexicon approach when using the ground-

truth lexicon (labeled by our user survey) and the full set lexicon (expanded via supervised

learning). We see that the use of full set lexicon effectively improves the detection accuracy,

but still cannot match that of the end-to-end approach. Although the two approaches are

trained on different data, both datasets are curated from commonly used language in current

bodies of text, then evaluated by multiple crowdworkers to generate ground truth labels. As

such, we believe these comparisons between the two approaches are fair.

Understanding the Lexicon Approach. To understand why the lexicon approach gen-

erates less satisfactory prediction results, we manually examine all the incorrect predictions
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Figure 2.30: End-to-end approach performance with different training data size, compared
to lexicon approach (similar number for masculine task and feminine task).

Textio Unitive BERT fine-tune
% of females 0.59 0.54 0.77

Attractiveness to female applicants 0.64 0.54 0.80

Table 2.8: Pearson correlation between user responses and gender bias scores.

the lexicon approach makes in the test set. We summarize the possible reasons behind

the misclassifications along with examples in Table 2.7. For each reason, we also calcu-

late how many times the lexicon approach makes incorrect predictions (“Lexicon Wrong”

column) and how many times the end-to-end approach makes incorrect predictions among

these cases (“Also E-to-E Wrong” column). The detailed explanations are as follows:

• Lexicon Coverage: Our lexicon only covers adjectives and verbs, and gender stereotypes

can be expressed by words outside of our lexicon. For example, “PhD” could be a word

associated with masculine stereotypes.

• Phrase: The stereotype is expressed by a multiple-word description, which can not be

captured by single words in the lexicon.
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Figure 2.31: End-to-end approach performance with different training data size, compared
to lexicon approach (similar number for masculine task and feminine task).

• Non-human: The word that indicates strong gender stereotypes is used on a non-

human object. For example, in “tiny shadows”, “tiny” is labeled as a feminine word

but “tiny shadows” does not indicate femininity.

• Consistent and contradictory: The article contains a description of a person who has

some characteristics that are consistent with stereotypes and some other characteristics

that are contradictory. Although the article may focus on one more than other, the

lexicon approach can not identify the general focus by word count.

• Multiple people The article describes more than one person, usually one person as the

main character while the others are supporting characters. The lexicon approach can

not isolate the descriptions of the correct person.

• Subtle stereotyping, insufficient information: Some users may have different under-

standings of stereotypes, or insinuate gender stereotypes not explicitly written in the

text. For example, an article about American actor Peter Dinklage is labeled as con-

tradicting masculine stereotypes because he is a dwarf, but the fact is not found in the
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article.

• Data noise: These are the low quality response including cases when the users provide

responses that do not fit our task requirement (e.g., the paragraph is not a description

of a person, article is consistent with stereotypes when we ask for contradiction).

We also compare our lexicon to those from previous works (PAQ, BSRI, Gaucher), and

the overlap with previous lexicons is less than half (see Table 2.6). We found that many of the

terms are not often found in current language, and the sparsity of their occurrence in our data

makes any comparison of results marginally meaningful. For instance, we found that words

such as “aggressive,” “assertive,” “dominant” or “forceful” are labeled as masculine items in

the BSRI, but are not commonly used enough to be included in our lexicon. While PAQ [164]

and BSRI [17] include a mix of words and short phrases, our lexicon only considers single

words. Phrases such as “acts as a leader,” “defends own beliefs,” “makes decisions easily”

or “willing to take risks” do not directly translate to single words so a direct comparison to

such items was not possible. The lexicon generated by Gaucher et al. [62] includes several

truncated words, which we found to be an oversimplification, and resulted in some conflicting

labels (e.g., for the base “respon*”: “response” scored as feminine, but “respond” scored as

masculine). Also, since we evaluate adjectives and verbs separately, some words score as

feminine in one tense but masculine in the other (e.g., “yield” scores masculine as a verb,

but feminine as an adjective). Of those words that overlap, most of our labels are consistent

with BSRI and Gaucher et al. , with several exceptions (e.g., previous works labeled “loyal”

and “communal” as feminine, and “confident” and “individualistic” as masculine, but our

scores are opposite).

Being data-driven, our work is able to evaluate most commonly used verbs and adjectives

in current bodies of text. The differences in word coverage between our lexicon and previ-

ous works may indicate that many of the words from previous lexicons are not commonly

used to describe people in modern society. Although some of the terms appear to exemplify
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strong gender connotations (e.g., “feminine,” “masculine”), such words do not often appear

in descriptive language and therefore are not necessary to include in the lexicon. More-

over, our method demonstrates how contextual information, including part-of-speech, plays

a significant role in people’s perceptions of language, an aspect unaccounted for in previous

works.

Impact of Training Data on End-to-End Approach. End-to-end learning approaches

often require a large amount of training data. Here, we seek to quantify how much training

data is needed to outperform the lexicon approach. We vary the size of the training data,

train the BERT fine-tuning model, and evaluate the performance on the same test set. The

results are shown in Figure 2.30 and Figure 2.31. We have two observations. First, the

performance plateaus when the training data size reaches 40% of our full training data,

beyond which further increase in training data size yields no performance gain. Second, the

end-to-end approach can outperform the lexicon approach even when the training data is

only 10% of current size, which is about 150 articles. This indicates that the end-to-end

approach does not need a large corpus to learn typical gender stereotypes.

Application: Gender Bias in Job Postings. Finally, we apply our end-to-end approach

to detect gender biased language in job postings, and compare the performance to state-of-

the-art tools from industry. In the survey, participants were asked to read 30 job postings

and answer questions about the extent to which the job posting is biased by gender. Here,

we use their answers on 2 questions to quantify the gender bias in the job postings: 1) the

percentage of women they presume are currently in the position (0-100%) and 2) how likely

the job posting attracts more female applications or male applicants (7-point Likert Scale,

from 7 indicating the post attracts mostly male applicants to 1 indicating the post attracts

mostly female applicants).

To convert our male and female stereotype detection models into a single gender bias
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indicator, we take the job posting text and use it as input in both the masculine stereotype

classifier and feminine stereotype classifier. We take the probability output from both clas-

sifiers, and calculate the difference in the two probabilities. For example, if a job posting

is predicted as 90% likely to be consistent with masculine stereotypes and 60% likely to be

consistent with feminine stereotype, the score of the job posting is 0.3, which indicates a

masculine bias.

We calculate the score for all the job advertisements, along with two state-of-the-art

services cited by prior work: Textio and Unitive (now renamed Talent Sonar), both of

which are specifically designed to detect gender bias in job posts using a lexicon-based

approach [170]. Table 2.8 shows the correlation between the scores and user responses. This

shows that although the models in our end-to-end approach are not specifically trained for

job advertisements, they still outperform the best lexicon approaches designed for this task.

2.4.6 Discussion

This work seeks to reconcile the traditional lexicon-based approaches for detecting gender

stereotypes in language, with modern natural language processing tools almost entirely based

on end-to-end deep learning models. The high level question is: what approach should re-

searchers and practitioners take moving forward, an updated version of lexicon-based models

(developed in this work), or an end-to-end deep learning model built on existing language

models (BERT) and further trained with paragraph-length text samples? This work finds

that despite our best efforts to update and strengthen the lexicon-based models, end-to-

end models based on BERT provide substantially stronger results, even when trained on

our moderately-sized, crowdsourced dataset. In fact, when applied to the context of gender

bias in job listings, this end-to-end model significantly outperforms models used by industry

services.
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Limitations. This work has several limitations. First, the task of gender stereotype de-

tection was simplified as binary classifications for masculinity or femininity. A correct and

more inclusive model would include non-binary and trans labels. Also, we only collect a

moderate dataset with a few thousand training samples, which is small relative to some

popular datasets in the NLP community that contain hundreds of thousands of samples. It

is unclear whether the performance can be significantly improved if the training data was

orders of magnitude larger. Further, although attempting to mitigate effects from cultural

biases by limiting the participant pool to US workers, some biases may remain. Lastly, the

end-to-end approach comes from fine-tuning the current state-of-the-art BERT model. It is

possible that a more task-specific model can generate a better performance.

Key Takeaways. By leveraging both traditional methodologies and modern deep learn-

ing models, we now have a better understanding of how gendered language expressions in

modern media. We find that while the expanded lexicon shows significant improvement

over the traditional gendered word lists, the end-to-end model allows for better classification

of larger bodies of text. Although the end-to-end model shows significant promise, it still

misses out on capturing some of the more nuanced concepts in certain examples we tested.

As gendered language remains inherently subjective, and language remains extremely com-

plex and evolving over time, there likely could never exist a model that could provide perfect

classifications. Nonetheless, this does show the importance of incorporating new data and

perspectives over time, to continue striving for better models for identifying gendered lan-

guage. Overall, simply measuring gendered language does not inherently reduce bias. It

may, however, encourage people to be more aware of the wording they use when describing

people, and the impact it can have on the subject and readers of the content. By gaining

a better understanding of how language may reflect and perpetuate biased perspectives,

perhaps next we can enact changes that prevent the biased perceptions.
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CHAPTER 3

PERCEPTION AND AUTOMATED SPEECH

TRANSFORMATION OF VOICE BIASES IN HUMAN

SPEECH

Beyond word choice, our tone of voice can evoke and perpetuate bias as well. Recent devel-

opments in generative models for speech allow us to manipulate our tone of voice, content,

and accent. However, little research has been done to understand the effects of altering

tone of voice, and how it changes perception in the listener. This work seeks to prevent

biased perceptions from occurring by changing interactions in real time. By leveraging exist-

ing emotion speech labeled datasets and open-source deep learning models, I examine how

changing emotional tone of voice can prove beneficial for the speaker. I find that reducing

emotional tone improves preference for people in situations when competence and trust are

desired. Additionally, I find that although most people can see some benefit to improving

a conversational experience with someone by altering their tone of voice, they would never

want to do so themselves, and find it dishonest for others to do so.

3.1 Introduction

The way humans express themselves through language includes not only the words spoken,

but also how they say it. Human speech also carries with it factors such as tone, emotion,

and intention. Listeners, on the other hand, may perceive some or all of these factors, but

also properties about the speaker, including external characteristics (e.g., race/ethnicity [1],

gender appearance [135], socioeconomic status, regionality [172], education) and personal

characteristics (e.g., emotion, confidence, trustworthiness [156]). For example, a recent study

found that listeners often formed inferences of a speaker’s income, education and occupation

status after hearing only a few seconds of speech [87].
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Correct or not, these implicit speech biases can have significant impact in real life sit-

uations, such as job interviews or first impressions in social situations. Specifically for job

interviews, some biases may lead to positive outcomes for the speaker (e.g., exhibit confi-

dence) [121], while others may be detrimental (e.g., exude anxiety) [137]. These perceptions

about the speaker are likely influenced by existing biases or preconceived notions about the

listener [172, 9]. All of this may happen without the listener even being aware of the bias. For

instance, someone listening to a speaker with an angry tone can subtly experience increasing

tension often without being aware [13]. However, if we can change change someone’s tone of

voice, we may be able to reduce the chance of making these assumptions in the first place.

Recent advances in speech synthesis shows it is now conceivable to use machine-learning

based tools that modify human speech to remove or reduce the factors that contribute to

bias in the listener. For example, recent work has shown promising results in transforming

speech to reduce emotional intensity [139], or even generate speech from scratch that matches

a target speaker’s voice with minimal emotional tones [188]. However, these manipulation

tools discussed do not include any motivation for their development or discussion on putting

these tools to use in the real world.

The limited amount of existing work addressing advantages of altering vocal tones [187]

neglects to address how artificial manipulation may not be desirable for use by real people.

Recent research [69] shows that although people generally accept the existence of vocal deep-

fakes, people worry about the truthfulness and potential for deception when manipulating

voices in certain ways. Aside from the technological barriers of altering one’s voice in a con-

vincing and compelling way, existing ethics research lacks in determining whether this would

be acceptable or desirable in society. In this work, we study the feasibility and desirability

of reducing bias by using ML-based tools to modify emotions in human speech.

The goal of this work is to identify changes that would reduce biases and increase positive

perceptions of the speaker. To solve this, we identify critical situations (e.g., job interviews)
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when speakers could be most affected by biased perceptions. Since our interactions are often

dominated by speech, we focus on biases related to the way we speak. More specifically,

we evaluate how our interactions could be influenced by modifying human speech, e.g., by

changing emotional tone in our voices. We explore the efficacy and impact of techniques to

modify emotional tones in human speech, and how they affect perception of the speaker.

Our work focuses on the following research questions:

• Can existing ML models successfully transform emotional tone in human speech?

• Can human listeners consistently detect changes in emotional tone?

• Can changes in emotional tone translate to changes in perceptions about the speaker?

• Do people want the ability to change their emotional tone in the real world?

To answer these questions, we train an emotion conversion ML model, and conduct two

user studies. The ML-based emotion conversion model is trained on a labeled emotion

dataset, with the task of converting emotion tones towards a more neutral tone. The first

user study (n=360) evaluates the feasibility of listeners detecting changes in emotion tone,

and if the conversion alters perceptions of the speaker under a variety of scenarios. The

second user study (n=100) evaluates the level of interest people have in manipulating their

own emotional tone in real life, and their acceptability of others to do so.

We make several key findings:

• We find that ML-based emotion conversion can effectively convert emotionally toned

speech to a noticeably more “neutral” tone, but with noticeable degradation in quality.

• Participants do not consistently interpret the same emotion as one another, but do

consistently detect emotion tone changes after conversion.
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• For key scenarios, participants show strong preference for more neutral emotion tones,

suggesting the voice conversion tool does make the voice more desirable in those sce-

narios.

• We find that participants feel manipulating tone of voice to be generally deceptive

and fear that it could be misused. Most participants only showed some acceptance for

certain scenarios when such a tool could improve effective communication and overall

experience for speakers and audiences.

Emotional tones can significantly impact perception of speakers in our daily interactions.

As machine learning tools demonstrate increasing ability to alter how we perceive the world

around us, we hope our work provides new insights into how ML can act to reduce bias from

emotion tones in voice. Our discoveries show how our voices can be subtly altered to achieve

better human communication by reducing some undesirable tones of voice. Additionally, we

investigate how people perceive the real world implications for these tools, and find they

have significant concerns regarding how they may be potentially misused for deception.

3.2 Background

Perceptions and Speech. The way people speak can seemingly reveal a lot of information

about the speaker. Our brains attempt to make quick decisions about people based on simple

heuristics [91], ranging from internal characteristics (e.g., competence, boredom [155], sar-

casm [36], trustworthiness [156, 66]) to external characteristics (e.g., gender appearance [135],

age [194], regionality [172], ethnicity [172], socioeconomic level [88], attractiveness [24]).

Some of these inferences create a positive impression of the person (a halo effect), which

could benefit both parties. Once these beliefs form in the mind, positive or negative, they

difficult to change, regardless of the content being spoken [167].

While individuals maintain many unique characteristics in the way they speak, soci-
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olinguistic research identifies common patterns that listeners subconsciously hear. Through

analyzing differences in pitch, frequency, and pronunciation of particular phonemes (sounds),

patterns emerge that reveal commonalities among particular groups of people or expressions

of certain characteristics. Further, listeners make these determinations from thin slices of

speech (<1sec - 5min) [172, 134], suggesting the perceptions do not at all depend on the

content of the speech.

Expectations of how a person (or group of people) should sound can bias a listeners’

perceptions of the person speaking. For instance, lower pitched voices are associated with

higher dominance [8, 82] and better leadership ability [86]. Typically, females and younger

speakers are perceived as more trustworthy [156], and, at the same time, if a woman’s

pitch is outside an “optimal” frequency range, they may be perceived as less attractive [24].

Collectively, this research shows that the way in which we speak, in a way, speaks for us.

Furthermore, if we can change the way we speak, we may be able to influence those around

us. For instance, speaking positively may instill a sense of optimism [94] or trust [156] in

those listening. While some vocal mannerisms persist for long periods of time, such as a

hometown accent, some are temporary and more malleable, like emotion. For some people,

changing the way one speaks may come easily, but others may be unaware of their emotional

tone or unable to easily change it on their own.

Emotion in Speech. As of a couple of decades ago, computational researchers started

heavily searching for commonalities across populations that would indicate similarities in

emotion expression [154, 52]. However, these studies still relied upon traditional methods

of measuring emotion recognition, which usually consisted of exhaustive field experiments.

Thanks to recent advances in machine learning, researchers can now train models to learn

emotion classifications. These tools include Speech Emotion Recognition (SER) models [189,

70, 38, 92] that are now widely used in the computational linguistics community. Such

models, though, rely on very large datasets of voice data accompanied by emotion labels.
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Many emotion speech datasets exist that have proven incredibly useful for researching

emotion and ways to manipulate it [29, 101, 32, 193, 202, 152]. Due to the costly effort to

procure such large audio datasets, they vary widely in the source, audio quality, content,

and how the emotions are labeled.

For some, the source of speech clips (e.g., YouTube videos) may result in poor audio

quality, which poses a problem for models to interpret the voices correctly. Alternately,

some datasets use voice actors, which could compromise the integrity of genuine expres-

sion of emotion [84]. For most datasets, the emotion labeling either relies on voice actors’

portrayals of the emotions or on the accuracy of crowdsource annotations. Most often,

though, the labeling process used for any given dataset remains unknown. The VESUS

repository [152] attempted to address some of these issues by generating their own dataset

and procuring emotion ratings from both the speakers themselves and crowd sourced anno-

tators via Amazon Mechanical Turk. Unfortunately, despite investigating these particular

issues, their raw annotator data is not available, and thus unable to be confirmed. The

Interactive Emotion Dyadic Motion Capture (IEMOCAP) [29] has been used widely in the

past for evaluating speech emotion recognition models [189, 38, 92], and emotion conversion

models [144, 120, 202, 129] , and does include its annotator data with the speech dataset.

Additionally, the Emotion Speech Dataset (ESD) [202] is a recently released dataset with

high quality emotion labeled audio clips, though it’s unknown how they annotated the data.

While emotion labeling tasks are often performed in a controlled setting, real world inter-

pretations of emotions of those around us can affect one’s own emotions. Studies have found

that manipulating emotion expressions of a speaker changes the emotions of listeners, even

without the listener becoming aware of the influence [13]. For instance, when participants

listened to a subtly altered version of their own voice, they concluded that calmer voices

reduce anxiety, and lower pitches increase feelings of power [41]. More broadly, Lerner et al.

[94] found that regardless of content or one’s current situation, positive emotions correlate
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with optimistic judgements, and negative with pessimistic. Knowledge of how we interpret

and react to emotions of others has since been proposed to optimize interactions with voice

assistants [105, 33], and encourage students to feel enthusiastic about learning [98]. However,

outside of digital devices, there currently lacks sufficient research regarding the practicality

of systematically altering voices in the real world, and the ethical implications.

Manipulation of Speech. Existing work has explored different ways to manipulate voice,

including real-time vocal perturbation via haptics, digital manipulation tools (real-time or

post-processing), and deep learning voice conversion models.

Physical voice manipulation methods, such as haptics, proposes reducing voice-related

biases without artificially altering the speaker’s voice identity in real-time [5]. Similarly,

BarryWhaptics [187] uses a haptic device to reduce pitch bias, thereby increasing perceptions

of dominance, while maintaining speaker identity and naturalness of human speech. However,

this approach requires pre-installed and individually configured physical actuators, and only

focuses solely on increasing perceived dominance.

Digital audio analysis and manipulation tools allow for fine-grained adjustments of exist-

ing speech through software. Praat [21] is a tool developed for high-quality speech analysis

and conversion. With ground truth labels (e.g., regionality, gender, socioeconomic status),

this tool allows researchers to identify commonalities among groups, or alter the raw audio

features. However, this manual process can be time consuming as it requires individual

manipulation for each speech sample. More recently, a tool called DAVID [139] allows for

real-time speech transformations for different emotions (i.e., happy, sad, afraid) that can au-

tomatically transform vocal emotions at varying levels of intensity. Aucouturier et al. [13]

found that the subtle manipulations of emotional tone correlate with changes in the emotion

of the listener.

Additionally, deep learning models applied within the audio domain allow for generation

and transformations of speech, music, and other sounds [106]. Such models can take raw
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audio as input and transform accents [173, 54, 130], speaker identity [138] and, more recently,

emotions [50, 201, 203, 199, 200]. Generative models, such as CycleGAN [16, 199, 99] and

StarGAN [144, 120] can be trained on existing speech datasets and learn to generate high

quality transformed speech. Additionally, EmoCat [158] shows robustness for language-

agnostic emotion transfer, but like the AutoVC model it’s based on [138], requires a carefully

configured bottleneck. Alternately, researchers have applied text-to-speech (TTS) models

trained to mimic a target speaker and then apply emotion conversion, such as a recent

model from Zhou et al. [200]. Zhou et al. also configured various other models to optimize

for non-parallel datasets [199] and transform speech of unseen emotions [202] or unseen

speakers [203], among others. The metrics for evaluating each of these models varies greatly,

and often focuses on detecting any change in perception of a voice transforming from a neutral

tone to an angry, happy, or sad emotional tone. While these models serve as powerful tools

for speech conversion, there remains a lack of real world examples of the models put to use.

3.3 Methodology

This work seeks to evaluate how changing the tone of one’s voice can affect perceptions of

the speaker in a positive way. First, we must find out if we can effectively change the tone

of someone’s voice with existing voice conversion tools. Then, we must evaluate how these

changes in voice correlate with changes in perception. Lastly, we evaluate how people feel

about the possibility of changing their voice in real life.

Therefore, to analyze biased perceptions, we first evaluate how perceptions of emotions

relate to perceptions of other personal characteristics (e.g., trust, competence, anxiety), and

then identify situations where perceptions of these characteristics could be critical.

To determine how perceptions change after altering one’s voice, we start by looking at

how voice can be analyzed and manipulated. First, we identify existing voice datasets and

conversion models. While it would be ideal to examine many aspects of voice that may
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affect perceptions of speakers, such as regional accents or age, the availability of such labeled

datasets remains extremely limited.

The purpose of this study is to evaluate how changing tone of voice and change per-

ceptions. Instead of using the emotion conversion model to convert “neutral” speech to an

emotion tone, we attempt to reduce the emotion tone. Then, we can measure the difference

of a stronger emotion tone compared a more muted tone, and the perceptions of highly

emotional speech compared to toned down speech.

First, we evaluate how consistently people perceive the same emotion as the label from

the dataset meta-data. We also evaluate if the speech produced by the emotion conversion

model is perceived as the intended emotion tone. Then, we attempt to reduce the emotion

tone with an emotion voice conversion model, and measure the changes in user perceptions of

the altered speech. Lastly, we evaluate perceptions of the tool itself, such as which situations

it may be acceptable or desirable to alter tone of voice in these ways.

3.3.1 Data Collection and Model Training

For our study, we use the recently released Emotional Speech Dataset (ESD) [202]. ESD

contains audio data from English and Mandarin native speakers (10 for each language, 20

total). We only use the English speaker data, which has 4 female and 6 male speakers. Each

speaker records 350 parallel utterances in 5 different emotions (neutral, happy, sad, angry,

surprise) for 17500 total English utterances. Each utterance is a sentence (or part of), on

average 2.76 seconds. We chose to use ESD over other datasets because it contains high

quality audio and consistent data points for evaluation across all speakers. ESD provides

clean parallel data, which serves two purposes. First, the utterances are repeated by all

speakers, for each of the 5 emotion tones, which reduces the chances that our results will

be affected by the content of the speech. Second, high quality parallel data increases the

likelihood of achieving higher quality results from the emotion conversion model, which
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Content of Utterances

Now quicker the fiddle went.
On the 22nd of last March.
The nine the eggs I keep.
This turn goes to the hill.

Let’s make the noise a snake.

Table 3.1: Table shows the content of the audio clips selected. Due to the dataset containing
parallel data, both speakers spoke the same content in each of the 5 emotion tones.

reduces the chances of the audio sounding as though it’s been digitally altered.

We also compare the IEMOCAP annotation data against our own crowdsourced anno-

tations of the ESD dataset in §3.4.2 to better understand consistency of interpretations of

emotion tones. IEMOCAP was selected for comparison because it contains additional data

detailing the emotion labels from the original annotators. Upon examination, approximately

25% of its audio clips remain without a marked label because the annotators didn’t agree

upon a single emotion expression. This suggests a significant amount of variation in how

people perceive emotion in speech.

Next, we examined available voice conversion models. Dozens of models continue to

be developed and improved each year, and we selected a model [203] that can be trained

with unparallel data, and works on unseen speakers. With its ability to be used on unseen

speakers, this model allows for the future potential to create a pre-trained pipeline that users

could later implement themselves for pre-recorded talks (further discussion in §3.6). We

reference the Emotion Voice Conversion model that we implement in this work as EmoVC,

and the original authors of the model have made it publicly available on GitHub1.

To train the model using the ESD dataset, we randomly selected 1 male and 1 female

from the English speaking voices. Prior research [156] shows that male and female speakers

1. https://github.com/KunZhou9646/Speaker-independent-emotional-voice-conversion-based-on-
conditional-VAW-GAN-and-CWT
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vary in pitch and frequency, even when expressing the same emotion. Ideally, we would

have included more speakers, but were limited by the cost considerations of conducting user

studies, and so we prioritized gathering a sufficient number of responses for each utterance

over increasing the number of speakers. We selected 5 utterances (see Table 3.1), for each of

the 5 emotions, for each of the 2 speakers, for a total of 50 utterances to be transformed and

evaluated. For each utterance (besides neutral), we performed 2 transformations. First, we

converted the utterance from its original emotion tone to “neutral” (e.g., angry → neutral).

Existing research primarily evaluates how well these emotion conversion models translate

neutral speech to an emotion tone, rather than an emotion tone to neutral. Converting from

an emotion tone to neutral serves 2 purposes: (1) we evaluate how well these tools effectively

alter the perceived emotion, and (2) whether the conversion towards the neutral tone results

in changes of the perception of the speaker. Second, we also generated utterances that

converted to the same emotion as the original utterance (e.g., angry → angry). The purpose

of the second transformation is to establish a fair baseline for comparison and determine if

the transformation towards neutral is significant enough to be noticeable. While the tools

produce results of decent quality, there remains significant noticeable differences compared

to that of unaltered human speech, which would result in significant confounding effects.

Mitigating Bias. We took steps to mitigate bias during our data selection process. First,

although the English speakers in the ESD all speak with North American accents, we found

that some speakers had a noticeable regional accent (e.g., Southern accent). As previous

research has shown [172], accents can bias the perceptions of a listener, and may affect

perceptions of emotion tone. After listening to a few dozen utterances from each speaker we

randomly selected, we felt confident the speakers that did not have any noticeable regional

accent. Second, we then sampled utterances at random until we found 5 that fit the criteria

of: similar length (5-6 words), no offensive or suggestive language (e.g., violence). The length

of 5-6 words was selected so that each utterance can be considered a thin slice, such that
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they are long enough to perceive emotion tone, but not long enough to potentially provide

significant context. Additionally, the participants were instructed before listening to each

utterance to ignore the content and only consider the tone of voice. The content of the

utterances are in Table 3.1).

User Study Evaluations. For our evaluation, we conduct two user studies. (IRB ap-

proved)

1. The first user study is intended to evaluate the feasibility of using these tools to alter

perceived emotion tone. We measure the quality and perceived emotion tone of each

utterance, before and after conversion. Additionally, we compare the consistency of our

emotion label results for the non-synthesized ESD data to that of IEMOCAP. Then,

to determine how participants associate emotions with certain characteristics (e.g.,

warmth, anxiety), we compare the utterances in pairs of the original emotion and

it’s corresponding conversion, and how these preferences may change after emotion

conversion. Lastly, we measure preferences for the different emotion tones of voice in

various scenarios (e.g., talking on the phone to a call center operator).

Findings. Despite a degradation in quality following the voice conversion, the EmoVC

tool effectively reduces emotional tone of voice, resulting in positive changes of percep-

tion and preferences for several scenarios surveyed.

2. The second user study is intended to determine the desirability and acceptability of

manipulating voice in the real world. Desirability measures how much a potential

user would want to use such a tool to manipulate their own speech, and in what way

(i.e., reduce anger, increase happiness, or no change) and under what circumstances.

Acceptability measures perceptions of whether such a tool should be used by anyone
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at all in certain circumstances, particularly with regard to potential deception of the

speaker and/or listener(s).

Findings. Participants overwhelmingly disfavor speech manipulation due to the po-

tential for deception, and with few exceptions they much prefer authentic interactions

with people.

3.4 Feasibility of Emotion Conversion

Survey Design. We conducted an online user study consisting of multiple choice and free

response questions. The goal of the study is to measure the ability of EmoVC to transform

emotion tone, and whether it changes the perceptions of the participants. We do this by mea-

suring consistency of emotion recognition across users before and after emotion conversion.

Then, we evaluate whether perceptions of a speaker change after emotion conversion.

Participants. We recruited participants from the online crowd sourcing platform Prolific2.

The survey was designed to take 15 minutes on average, and participants were compensated

$3. We only recruited participants ages 18+ from the US, with at least 100 previous studies

completed, and 95% approval rate. We collected 360 valid responses (participants who

did not complete the full survey or failed the attention check question were removed from

analysis). Our participant pool included 232 females, 117 males, 11 selected other or chose

not to disclose. The participants spanned multiple age groups: 18-19 (4%), 20-29 (40%),

30-39 (30%), 40-49 (12%), 50-59 (9%), and 60+ (5%) years old.

Task. Participants saw one of two forms of the survey. For both surveys, the questions

were the same, but the utterances were either all converted via EmoVC or all original (non-

2. https://prolific.co/
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synthesized) speech. Participants were asked a series of multiple choice and free response

questions in 3 parts:

1. First, they were presented individual audio clips and asked to rate the quality and

indicate their perceived emotion(s) of the speaker. We used the same scale for quality

measurement as [144] (see appendix). The emotion labels presented were the same as

those used for the IEMOCAP annotations, including the additional option of writing in

an unlisted emotion for “other”. They were asked to select all emotions they perceived.

For each emotion selected, they were then asked the extent to which they perceived

that emotion, measured on a 4-point scale [“neutral”, “somewhat”, “probably”, “defi-

nitely”].

2. Next, we presented the participants with pairs of audio clips. Each pair uses the same

speaker and same utterance, but with different emotions. For the non-synthesized

ESD data, one audio clip of the pair is labeled as one of the 4 labeled emotions (happy,

sad, angry, surprise) and the other is labeled as “neutral”. Both are spoken by the

same speaker and contain the same spoken content. For the EmoVC data, one audio

clip is one of the non-neutral emotions, and the other is that emotion filtered towards

neutral. For each pair, the participants are asked to select (along a 5-point scale, with

“neutral” in the middle) which clip they associate more with a series of characteristics

(i.e., trustworthy, competent, warm, anxious, polite, positive, negative).

3. Lastly, participants were presented again with pairs of audio clips. Instead of charac-

teristics, we described one of five scenarios and asked which voice they would prefer

to speak with for each scenario (along a 5-point scale), as shown in Table 3.10. The

scenarios were selected based on previous research regarding changing perceptions in

specific situations (e.g., talking to someone at a call center).

For each single or pair of audio clip(s) evaluated by the participants, the speaker and
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Male Speaker Female Speaker

Angry 2.94 3.01

Angry → Neutral 3.12 3.28

Happy 3.25 3.89

Happy → Neutral 3.66 4.04

Neutral 2.57 2.35

Sad 2.63 2.63

Sad → Neutral 2.82 2.82

Surprise 2.97 3.43

Surprise → Neutral 3.29 3.72

Table 3.2: Quality ratings for EmoVC synthesized converted audio.

content remained the same, only change was the emotion tone.

In line with previous works [203, 202, 144, 120], each utterance (or pair of utterances)

received at least 15 ratings from user study participants, for each question.

Key Findings

• Synthesizing speech via ML models results in a non-significant amount of degradation

in audio quality, but varies significantly for different emotion conversions

• Participants do not consistently agree on a single emotion label

• Happy tones are associated with “positive” characteristics (i.e., warmth, trustwor-

thiness, positive, politeness), while surprise shows no associations with any positive

characteristics.

• Neutral tones are more closely associated with competency than any emotional tones,

and also preferable to emotional tones in key scenarios

3.4.1 Audio Quality

The participants evaluated the quality for all audio clips (the original ESD non-synthesized

dataset and EmoVC generated data) on a scale of 1-5 (1 indicates very good quality with
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no distortion, 5 indicates very poor quality with noticeable distortion). The quality scaling

used is the same used to evaluate an existing emotion voice conversion model [144] (see

appendix for full text). While there’s no information given about the precise recording

conditions for these audio clips, we can determine they were likely recorded by voice actors

for this task (rather than procured from secondary sources, such as online videos). For

the non-synthesized ESD dataset, most clips were rated as a 1 (“very good - imperceptible

distortion”) or 2 (“good quality - perceptible but not annoying distortion”), with an average

of 1.85 (±1.04). For the EmoVC clips, most received a rating of 3 (“decent - perceptible and

slightly annoying distortion”), with an average of 3.14 (±1.07). As shown in Table 3.2 the

EmoVC audio quality varied significantly for each clip, each speaker, and each emotion, with

the the model performing best on neutral and sad data, while worst on happy conversions

and surprise conversions.

People often exhibit different biases during interactions with virtual agents than they

do with humans, so we believe it’s key for the voice conversion tools to maintain natural

human tones. The concept of the “uncanny valley” [119] addresses interactions with synthetic

speech, and how it can alter perceptions of the speaker, particularly with regards to likability

and trust. Previous research has shown that humans can be fooled by synthetic speech in real

world situations [188], and our results suggest that the converted speech quality is comparable

to that of the non-synthesized speech. As we expect this voice conversion tool would be used

for situations like tele-communication (e.g., Zoom meetings, recorded presentations), it’s

likely the degradation would not have a significant effect on the listeners’ perceptions of the

voice. As such, we believe that the change in quality from the emotion voice conversion does

not affect the perspectives of the human subjects.

Key Takeaways. While the synthesized audio received mostly “decent” ratings, the lower

quality as compared to the non-synthesized data may have affect perception of the speech.

Given the overall variation in quality for different types of conversions, though, improvements
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Dataset Emotion Label Participant Emotion Label (M / F)

Angry Happy Neutral Sad Surprise

Angry 53.2% / 65% 14.3% / 5.2% 20.1% / 19.3% 5.2% / 11.1% 10% / 4.9%

Happy 14.3% / 0% 36.7% / 67.2% 20.1% / 20.5% 4.5% / 0% 20.8% / 14.1%

Neutral 12.5% / 22.4% 8.3% / 8.7% 66% / 62.6% 14.9% / 8.5% 0% / 0%

Sad 13.7% / 0% 6% 5% 39.1% / 53.2% 37.5% / 33.2% 0% / 0%

Surprised 18.7% / 9.7% 4.7% / 12.9% 8% / 5.6% 4% / 4% 53.9% / 65.7%

Table 3.3: Participant responses for emotion labels of the ESD non-synthesized audio clips,
separated by male / female speakers. The numbers indicate the likelihood of participant
labels matching the dataset labels.

Emotion Label Participant Emotion Label (M / F)

Angry Happy Neutral Sad Surprise

Angry 35.7% / 38.1% 10.2% / 4.3% 6.8% / 7.7% 3.7% / 6.7% 11.4% / 10.8%

Angry → neutral 21.2% / 30.3% 10% / 4.3% 37.1% / 21.7% 10.3% / 5.8% 5.1% / 5.9%

Happy 9.7% / 9.9% 19.4% / 32.6% 5.5% / 17% 2.8% / 0% 22.5% / 10.4%

Happy → neutral 3.4% / 8% 12.7% / 10.4% 45.8% / 44.3% 7.5% / 8.2% 13.2% / 10%

Neutral 20% / 20% 9.9% / 6.8% 51% / 59% 25% / 4.9% 3.5% / 3%

Sad 6.2% / 3.4% 12.4% / 11.3% 35% / 41.1% 33.1% / 35.1% 8% / 5.6%

Sad → neutral 5.1% / 4.4% 7.9% / 13.3% 40% / 36.9% 34.2% / 29.4% 2.8% / 3.3%

Surprise 13.2% / 13.1% 6.8% / 9.7% 12.5% / 11.8% 4.3% / 4.4% 47.4% / 36.9%

Surprised → neutral 7.4% / 9.5% 5.1% / 7% 16.5% / 34.6% 8.6% / 5.7% 35.2% / 20.1%

Table 3.4: Participant emotion labels for EmoVC synthesized audio, separated by male /
female speakers. The numbers indicate likelihood of participant labels matching the dataset
labels.

in robustness are needed for models such as this, before they can be deployed as convincing

voice conversion tools in the real world.

3.4.2 Emotion Labels

For both non-synthesized and EmoVC surveys, overall participant responses generally fa-

vored more towards the dataset labels for “angry”, “neutral”, and “surprise” than any other

label. The responses for the “sad” emotion clips though show less consensus, and were

more frequently labelled as “neutral” instead, for both synthesized and non-synthesized. For

EmoVC survey, participants were presented a random sample of synthesized audio clips.

Thereby, they would remain unaware that any clips were intentionally converted towards

a neutral tone. As shown in Table 3.4, participant responses show less consensus of the

unconverted emotion clips. However, the labels of the audio clips of the altered speech fol-
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Emotion
Label

“other” Labels (male
speaker)

“other” Labels (fe-
male speaker)

Anger grumpy, apathy, explanatory, re-
lieved, irritated, arrogant, con-
descending

annoyed, frustrated,
hostility, sarcastic, ir-
ritated, serious, stern

Happiness irritated, frustration, wanting,
amused, sarcastic

annoyed, passive ag-
gressive, irritated, hy-
per, fake happy, giddy

Sadness bored, annoyed, disgust, ag-
itated, upset, dread, exas-
perated, exhausted, stressed,
ashamed, condescending, de-
jected, disappointed, grateful,
sarcastic, monotone, smug, frus-
trated

bored, apathetic,
numb, stilted, preten-
tious, relaxed

Surprise confused, inquisitive, irritated,
stern, stressed, shocked

confused, questioning,
annoyed

Neutral defeated, annoyed, apathetic,
disgruntled, focused, insistent,
bored

annoyed, bored,
stilted, irritated

Table 3.5: Participant “other” labels for ESD non-synthesized emotion label task.

lowing the EmoVC transformations do show the model effectively reduces the emotion tone.

These results coincide with previous work [84], exemplifying how people may not collectively

interpret emotion tones the same, making it difficult to categorize short samples of speech

into a single emotion tone.

Comparison with IEMOCAP Annotators. To further evaluate how consistently hu-

mans recognize emotions in speech, we compare annotation data of the non-synthesized ESD

data from our user study with another emotion speech dataset (IEMOCAP). IEMOCAP

dataset consists of 10 actors (5 male, 5 female) in scripted and non-scripted (improvised)

settings. Each utterance in IEMOCAP is on average 4.46 seconds, (comparable to ESD). The
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Emotion Label Improvised Scripted Total

Anger 289 814 1103
Disgust 1 1 2
Excited 663 378 1041
Fear 8 32 40

Frustration 971 878 1856
Happiness 284 311 595
Sadness 608 476 1084
Surprise 60 47 107
Neutral 1099 609 1708
XXX 800 1707 2507
Total 4784 5255 10039

Table 3.6: Detailed breakdown of emotion data in the IEMOCAP dataset. XXX labels
indicate the annotators did not agree on the label.

Emotion Label “other” Labels

Anger frustration, annoyed, disgust, surprise, neutral, excited, sadness, fear, irritation, sarcasm
Disgust frustration, excited
Excited happiness, neutral, surprise, frustration, fear, relief, pride, curiosity, suspicious, intrigued
Fear excited, neutral, frustration, surprise

Frustration anger, neutral, sadness, disgust, excited, fear, surprised, annoyed, confused, sarcasm
Happiness excited, neutral, frustration, surprise, sadness, amused, reminiscent, content, nostalgic, curious
Sadness frustration, neutral, happiness, anger, fear, concern, excited, disgust, surprise, remorse
Surprise frustration, excited, happiness, fear, anger, neutral, disgust, disbelief, confused, sadness
Neutral frustration, excited, sadness, happiness, anger, fear, surprise, concern, disgust, supportive
XXX neutral, frustration, excited, happiness, anger, sadness, surprise, annoyed, fear, disgust

Table 3.7: Top 10 next most mentioned annotations for each emotion in the IEMOCAP
dataset, in order of most mentioned to least.

short utterances are significant because we consider the annotations for both datasets to be

determined based on thin slices, meaning that the content of the speech remains irrelevant.

A breakdown of the utterances by emotion can be found in Table 3.6.

Each utterance is annotated by 3 or 4 people, to categorize the audio clips into labelled

emotions (neutral, happy, sad, excited, fear, anger, frustration, surprise, disgust, other). For

each utterance, annotators could choose one or more emotion labels, and were marked “xxx”

if less than 3 labels match a single emotion. Additional data provided with the IEMOCAP

dataset includes all original annotation labels for each utterance. With this, we can analyze
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how consistently annotators perceived the same emotion for any given utterance.

Overall, as shown in Table 3.6, annotators did not collectively agree on a single label for

∼25% of all utterances. Further, since annotators could select more than 1 emotion label

for each utterance, most utterances received more labels than the number of annotators.

Table 3.7 shows the top 10 “other” labels selected for each emotion category (i.e., utterances

labeled “angry” were most frequently also labeled “frustration”). We found that for each

utterance of each emotion category (excluding “xxx” labeled utterances), only approximately

50% of the annotation labels matched the final emotion label. This suggests the annotators

frequently perceived multiple possible emotions for each utterance.

The results from our user study reflect similar levels of annotation agreement to that of the

IEMOCAP annotations. Overall, the results for the non-synthesized data annotations show

plurality agreement with the original labels provided by the dataset. However, similar to

IEMOCAP annotations, most of our participants did not strongly agree on a single emotion

label. The “other” labels for the ESD dataset did, though, show significant overlap to the

“other” labels for the IEMOCAP dataset, as shown in Table 3.5. From this, we can see that

the annotators perceive emotion tones in similar clusters rather than single specific emotion

labels, even across different datasets and populations of annotators.

Key Takeaways. For the non-synthesized speech, participants were more likely to choose

the emotion label provided with the dataset than any of the other emotions, with the ex-

ception of “sad”. For the speech converted towards neutral, participants were more likely to

label it as neutral after the conversion. However, there was a significant amount of varia-

tion and very little consensus overall as a collective regarding a single emotion label. These

results suggest that using emotion datasets with only a single label is insufficient and could

lead to biased interpretations of emotions by researchers and the models they may train.

88



Emotion Label Participant Ratings (M / F)

anxious negative competent polite positive trustworthy warm

Angry 0.11 / 0.32 0.25 / 0.31 -0.19 / -0.24 -0.44 / -0.33 -0.12 / -0.19 -0.21 / -0.27 -0.11 / -0.25

Happy 0.01 / 0.02 -0.15 / -0.59 -0.01 / -0.15 0.12 / 0.49 0.26 / 0.74 0.11 / 0.21 0.29 / 0.66

Sad 0.12 / 0.19 0.2 / 0.05 -0.2 / -0.27 -0.07 / 0.07 -0.11 / -0.06 -0.22 / -0.15 -0.13 / 0.07

Surprise 0.57 / 0.55 0.17 / -0.09 -0.54 / -0.51 -0.32 / -0.14 -0.25 / 0.03 -0.39 / -0.29 -0.14 / 0.09

Table 3.8: ESD non-synthesized pair preferences for traits. -1 indicates association with
neutral tone, +1 indicates association with emotion tone

Emotion Label Participant Ratings (M / F)

anxious negative competent polite positive trustworthy warm

Angry 0.4 / 0.22 0.18 / 0.27 -0.27 / -0.26 -0.19 / -0.24 -0.07 / -0.16 -0.2 / -0.24 -0.18 / -0.2

Happy 0.42 / 0.26 0.03 / -0.13 -0.31 / -0.18 -0.04 / 0.06 0.14 / 0.19 -0.12 / -0.09 0.02 / 0.1

Sad 0.14 / -0.03 0.03 / -0.13 0.02 / 0.03 0 / 0.11 0.01 / 0.11 -0.09 / 0.14 -0.02 / 0.21

Surprise 0.6 / 0.34 0.35 / 0 -0.42 / -0.34 -0.24 / 0 -0.21 / 0.08 -0.32 / -0.19 -0.25 / 0.02

Table 3.9: EmoVC pair associations for traits. -1 indicates association with neutral tone,
+1 indicates association with emotion tone.

3.4.3 Personal Characteristic Associations

The way people express emotion often coincides with assumptions of one’s personal character-

istics [? ]. However, the way people interpret an expression of emotion can vary widely [84].

For instance, a “happy” tone of voice often can also be interpreted as an expression of joy,

pleasure, amusement, and/or relief, among others, Similar to the categorization of emotion

expressions, in this study, we categorize “competent”, “polite”, “positive”, “trustworthy”,

and “warm” as desirable traits, and associated with positive emotions (i.e., happy, surprised).

Conversely, “anxious” and “negative” are characterized as undesirable traits, and associated

with negative emotions (i.e., angry, sad).

As expected, for both the non-synthesized and EmoVC synthesized data, we find that the

“angry” and “sad” tones are consistently associated with undesirable traits, and not at all

associated with the desirable traits. An exception to this is the “sad” results for the EmoVC

data. This is likely explained by our results in Table 3.4, which shows that “sad” was labeled

as “neutral” more frequently than “sad”, suggesting the emotion tones were interpreted

as very similar. Previous work shows that expression of “sad” and “neutral” tones often

present with very similar frequencies, which are also close to frequencies associated with
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Scenarios

Suppose you were talking on the phone to a telephone operator (e.g., bank, airline, cable company).
Which voice would you prefer to speak with on the other end of the line?

Suppose you were watching a political debate. Which voice would you prefer to vote for?
Suppose you were interviewing personal assistants for yourself.

Which voice would you prefer to hire as your assistant?
Suppose you were going to have surgery. Which voice would you prefer to be your surgeon?

Suppose you were going to have a job interview. Which voice would you prefer to interview you?

Table 3.10: Scenarios presented for part 3 of feasibility user study

Emotion Label Scenario Participant Preferences (M / F)

Telephone Operator Debate Candidates Personal Assistant Surgeon Job Interviewer

Angry -0.28 / -0.5 0 / -0.34 -0.26 / -0.51 -0.38 / -0.54 -0.33 / -0.52

Happy -0.02 / 0.11 0.01 / -0.14 0.03 / 0.25 -0.06 / -0.37 0.17 / 0.34

Sad -0.35 / -0.17 -0.21 / -0.38 -0.28 / -0.24 -0.06 / -0.39 -0.22 / -0.22

Surprise -0.43 / -0.37 -0.38 / -0.31 -0.37 / -0.3 -0.63 / -0.65 -0.35 / -0.29

Table 3.11: ESD non-synthesized associations for scenarios. -1 indicates association with
neutral tone, +1 indicates association with emotion tone

boredom [128]. Therefore, when the EmoVC model was used, it’s possible the attempted

conversion towards neutral could have amplified the frequency and resulted in speech that

instead was interpreted as even more sad sounding.

Conversely, the “happy” tone of voice is consistently more strongly associated with de-

sirable traits than the neutral toned voice (with the exception of “competent”), particularly

for the female speaker. The response to surprise contradicts those for happy, with surprise

showing strong correlations to “anxious” and “negative”. Upon reflection, this result could

be due to an assumption of a “good” surprise. However, in real life it’s possible to experi-

ence both good and bad surprises, and it remains unclear if the voice actors were given any

instructions on how to express the emotion.

Key Takeaways. Participants rated “competent” and “trustworthy” as associated closer

to neutral tones rather than any of the emotions (with the exception of happy-trustworthy

for non-synthesized speech). This suggests a more neutral tone of voice could enhance

the perception of these desirable traits, as opposed to a strong expression of any of these

emotions.
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Emotion Label Scenario Participant Preferences (M / F)

Telephone Operator Debate Candidates Personal Assistant Surgeon Job Interviewer

Angry -0.34 / -0.18 -0.07 / -0.23 -0.31 / -0.27 -0.28 / -0.25 -0.39 / -0.16

Happy -0.07 / -0.21 -0.02 / -0.24 -0.01 / -0.17 -0.31 / -0.26 0 / -0.16

Sad -0.05 / -0.02 0.14 / 0.07 0.05 / 0.07 -0.01 / -0.1 0.09 / 0.05

Surprise -0.27 / -0.2 -0.12 / -0.04 -0.34 / -0.09 -0.42 / -0.56 -0.14 / -0.01

Table 3.12: EmoVC associations for scenarios. -1 indicates association with neutral tone,
+1 indicates association with emotion tone

3.4.4 Scenario Preferences

To further explore these results, we examined preferences for emotion tones compare to neu-

tral tones in various scenarios. To understand the real world implications of changing one’s

tone of voice, participants were asked to indicate their preference for either the emotional

toned voice or the (more) neutral tone of voice given a scenario. The scenarios, shown in Ta-

ble 3.10, were selected based on previous work [145, 7, 72, 178, 10, 26] showing how emotion

tone may affect the perception and/or outcome in these situations. For instance, emotion

tone can affect one’s level of trust in their doctor or surgeon, expectations for treatment

outcomes [10], or the likelihood a surgeon may be sued for malpractice [7]. The tone of

voice of a telephone operator can affect how quickly they assist patrons with an issue [72].

Alternately, anger between a call center operator and caller can escalate and result in dis-

tressing experiences for both parties [145]. When watching political debates, voters evaluate

candidates’ emotion expressions to determine if they possess an ability to lead and work

with others [26]. We predict that due to the nature of the scenarios presented, competency

and trustworthiness would be expected as desirable traits. Based on the responses regarding

character traits, participants associated competency and trust with more neutral tones, so

we expect that neutral tones would be preferred for these scenarios as well.

Participants overwhelmingly prefer more neutral voices in almost all scenarios. For the

ESD non-synthesized utterances, only 2 instances show a preference for the emotional tone

over the neutral tone (happy is preferred for “personal assistant” and “job interviewer”).

For the EmoVC converted utterances, in all scenarios the participants show preference for
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the (more) neutral tone of voice over the angry, happy, and surprise tones. For the EmoVC

converted data specifically, the preference for sad or (more) neutral shows mixed results. As

previously discussed, we believe this to be due to the way the model converts sad to neutral,

and the conversion process may have resulted in a tone that actually sounds more sad rather

than more neutral.

On the other hand, while some emotional tones may at times be considered “positive”

(e.g., polite) [84], the ratings for these characteristics did not correlate with preferences for

any of the given scenarios. Based on our results from the characteristic pair associations

in §3.4.2, we found that happy was consistently associated with positive traits, and therefore

would be expected to correlate with preferences for these scenarios as well. However, happy

was only shown as preferential for the “personal assistant” and “job interview” scenarios

for the non-synthesized ESD data, and not preferred at all over the (more) neutral tone for

the converted data. This may be related to the nature of the job and/or interaction. For

instance, in a high stakes environment, like undergoing surgery, when one may not prefer a

surgeon with a happy disposition, but rather a person with more seriousness in their tone

of voice. These results coincide with our previous findings that a less emotional tone was

considered more competent.

Key Takeaways. We found that tone of voice needs to be appropriate for differing situa-

tions. For situations with higher stakes, overtly expressive emotions of any kind may not be

preferable, but rather more muted emotions. Following our previous results, more neutral

emotional tones (that closer coincide with ratings for competence and trustworthiness) are

preferred in situations that could be of higher stakes for those involved (i.e., surgery).

3.5 Desirability of Emotion Conversion

Survey Design. Drawing from methodology of recent work [69], this study is intended to

evaluate the desirability and acceptability of using tools like these to manipulate voice in the
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real world, and why (or why not). Guerouaou et al. [69] studied the ethics of changing tone

of voice, and discovered participants found it more morally acceptable to reduce negative

tones (i.e., anger) than to increase positive tones. Most interesting, they also found that

people would consistently not allow any manipulations to be done to others that they would

not allow for themselves. This study seeks to expand upon the results of our first user study

to determine whether users find using such a tool as desirable and morally acceptable.

Key Results

• Overwhelmingly, participants would not be interested in ever using a tool to manipulate

their own voice.

• Approx. 1/5 of participants wouldn’t mind others using a tool to improve effectiveness

of communication

• Consent is most important consideration, particularly regarding the one who’s voice is

being altered

Participants. Again, we recruited participants from the online crowd sourcing platform

Prolific. The survey was designed to take 5 minutes on average, and participants were

compensated $1. We only recruited participants ages 18+ from the US, with at least 100

previous studies completed, and 95% approval rate. We collected valid responses from 100

participants. Our participant pool included 59 females (39 males, 2 other/prefer not to say),

covering various age groups: 18-29 (2%), 30-39 (45%), 40-49 (25%), 50-59 (7%), and 60+

(7%) years old.

Task. First, we described a potential tool that would allow people to subtly alter their

tone voice. Then, we provided examples of what the voice would sound like before and

after emotion conversion (i.e., angry → less angry), and some potential scenarios when these
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Reason Examples

improves experi-
ence for all par-
ties

“If it improves the effectiveness of the speaker, I
dont necessarily see anything morally wrong about it.”

reduce negative
emotion

“If you are having a really bad day it would be helpful
to use so you don’t come off quite as angry”

workplace “virtual work meeting” “as any customer service per-
son” “for things work or school related it is fine...at
a job interview and your nervous.”

as a joke / for
fun

“playing a guessing game/for fun” “Pranks to de-
ceive intentionally for comedic affect”

media jobs “ for a film or video content narration”
anonymity “wanted to remain anonymous”
with consent of
speaker

“It doesn’t hurt anyone, and if the person using it is
aware, then it’s a choice they’re making on how they
present themselves. it has nothing to do with the
audience”

help someone
with a speech
disability

“If the person was registered for disability services, like
with their school or with ADA.” “When the person has
some type of medical condition causing the indi-
vidual to have less control of emotion”

always accept-
able

“I think it’s acceptable under pretty much any cir-
cumstance”

Table 3.13: Responses for acceptable circumstances for altering tone of voice.

changes may be desirable (i.e., reduce an angry tone of someone talking to a call center

operator, or having a meeting over Zoom). Next, the participants were asked whether they

would use such a tool, and what circumstances using such a tool would be morally acceptable.

Particularly, we ask if it would be acceptable to use a tool if only the speaker knew it was

being used, or what (if any) time it would be acceptable to use if the speaker did not know

the tool was being used to alter their voice. Lastly, we ask specifically if (and under what

circumstances) it would be acceptable to (1) reduce anger, (2) reduce anxiety, or (3) increase

positivity, and why or why not.
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Reason Examples

deception, ma-
nipulation

“to blackmail someone”

workplace “Undesirable for high value conversations, like with in-
vestment holders in large companies or government de-
cisions” “it’s unacceptable to falsify anything in a
professional setting.”

tool may not
work properly

“I personally wouldn’t utilize such a tool, mainly for
fear that it could malfunction while I’m using it”

personal interac-
tion

“would be undesirable if talking heart to heart to
someone”

children in-
volved

“unacceptable if there were small children involved”

if either party is
not aware

“people should be aware of such unnatural things...it’s
like deceiving and not showing how someone else
really acts and/or talks.”

never acceptable “It’s someone’s responsibility to watch their tone,
and this tool would not reduce the impact of the words
being used” “totally against voice modulation”

Table 3.14: Responses for unacceptable circumstances for altering tone of voice.

Results. People prefer authentic expressions. Participants indicated they would

“definitely not” (58%) or “rarely” (24%) find it acceptable to use the tool for themselves.

Although many participants can see the potential upsides to reducing negative emotions

or traits (i.e., anger, anxiety), many still prefer speakers to express their honest emotions,

or learn how to control them on their own. Throughout the survey, participants frequently

stated that the use of such a tool would diminish the honesty and/or authenticity of the entire

human interaction. When asked under what circumstances it would be acceptable to alter

tone of voice, responses suggested low-stakes situations when it may be alright, such as subtle

changes that didn’t interfere with critical business scenarios or attempt to maliciously deceive

the other party (see Table 3.13 and Table 3.14). Overall, participants showed overwhelming

disapproval for altering someone’s voice without their knowledge (76%), especially when
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asked about reducing anxiety to increase perceived confidence. When asked about their

reasons for disapproval, most stated it would violate the speakers autonomy if they did not

consent.

Participants saw benefits for both sides in reducing negative emotions. When

asked if they found it morally acceptable for reducing anger, only 24% found it to be never

acceptable. Particularly, given the scenario when a call center operator deals with an angry

caller, participants expressed sympathy for the operator and were more likely to be accepting

of the caller being unaware of reducing the anger in their voice. However, many participants

repeatedly stated that reducing the angry tone too much could reduce the effectiveness of

the call center operator’s ability to understand the frustrated emotional state of the caller.

Additionally, as fear of public speaking affects millions of people around the world, many

participants sympathized with the potential benefits of reducing an anxious tone of the

speaker. For the speaker, many stated this could increase their confidence, and as potential

audience members themselves, they recognized how this could increase the effectiveness of

the presentation. However, some also stated anxiety is something that should simply be

expected and not artificially manipulated for the benefit of the speaker.

Most participants don’t care about increasing positivity. While they were more

likely to see this type of manipulation as generally benign with few to no foreseeable down-

sides, but thereby also unnecessarily manipulative to warrant use of such a tool. These

reactions echoed a common theme of avoiding unnecessary lies in favor of authentic human

interactions. This result is in line with previous work [69], which found that people were gen-

erally more accepting of alterations that would reduce negative emotions than to artificially

boost positive ones.

3.6 Discussion
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This work collectively evaluates correlations between the way people speak and biased per-

ceptions of the speaker. Specifically, we analyzed emotion speech datasets and how perceived

emotional tone of voice relates to assumed characteristics of the person speaking. We found

that people interpret tone of voice along a spectrum of many similar/related emotions, rather

than any one single emotion. Additionally, we measured the change in perception from al-

tering vocal tone with emotion voice conversion tools. Our findings show that more neutral

tones of voice are associated with stronger impressions of competence and trustworthiness.

Further, we examined how emotional tones correlate with scenarios involving personal inter-

actions, such as job interviews or interactions with telephone operators. We found that more

neutral tones (less emotional expressiveness) were preferential for situations that could be

considered high stakes (e.g., medical surgeons, an applicant attending a job interview). This

suggests that tampering down emotions could prove to be beneficial in high stakes situations.

These results show potential for improving human interactions.

However, participants expressed a marked discomfort in the idea of artificially changing

their tone of voice. Particularly, when given the option of using a tool for themselves,

participants showed strong preference of authentic interactions over those that could be

perceived as more negative, or positive. The results from these studies show how difficult it

may be to categorize, and alter, emotional tone of voice and the implications for maintaining

authentic interactions, both for the speaker and listeners.

Limitations. Our analysis of voice actor data may not fully represent perceptions of emo-

tional expression, as voice actors purposefully trying to express emotions does not always

represent natural emotion expressions. We attempt to remove content and context as vari-

ables for consideration, which often prove significant factors in perceptions during real world

interactions. This work focused on evaluating the feasibility of these tools to tamper emo-

tional tone towards neutral, but there still remains a significant unknown space regarding

how these tools can be applied for emotion to different combinations of emotion conversions.

97



The number of combinations for all possible emotions was prohibitive in this study, as it

would have resulted in far too many utterances and too costly to be evaluated in a user

study. Also, our user studies only gathered responses from participants in the United States,

and may not fully generalize to all other populations.

Future Work. Further research is needed to understand which transformations may be

most beneficial for particular scenarios. In most instances someone may want to transform

their voice, they are most likely not starting at a neutral tone and would therefore want

to convert a “negative” tone to a “positive” one (e.g., sad → happy). After determining

the likely desired transformations for various scenarios, a tool such as these could be imple-

mented as part of a pipeline. Starting with a speech emotion recognition model, unlabeled

speech paired with a scenario could be input into a conversion model to achieve the desired

outcome. Many companies today record and analyze job interviews, such as HireVue. Po-

tential applicants may not express confidence, or express too much excitement, and could

be rejected based simply on their tone of voice, despite being fully qualified. Additional

research in the ways tones of voice are analyzed and how that information is used could

benefit both potential job applicants and hiring companies.
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CHAPTER 4

PERCEPTIONS AND SECURITY OF ARTIFICIALLY

GENERATED CONTENT IN TEXT, VOICE, AND IMAGES

Deep learning presents great potential, while also posing a great threat to people and soci-

ety at large. As these models continue to become more sophisticated, the content created

becomes more and more difficult for humans and systems to distinguish as artificially gen-

erated. In the domains of text, voice, and images, artificially generated content continues to

become more pervasive in society, with too little consideration from developers regarding the

implications. Here, I present several user studies that evaluate how users perceive artificial

generated content, and the implications for society.

4.1 Automated Crowdturfing Attacks and Defenses in Online

Review Systems

Malicious crowdsourcing forums are gaining traction as sources of spreading misinformation

online, but are limited by the costs of hiring and managing human workers. In this paper,

we identify a new class of attacks that leverage deep learning language models (Recurrent

Neural Networks or RNNs) to automate the generation of fake online reviews for products

and services. Not only are these attacks cheap and therefore more scalable, but they can

control rate of content output to eliminate the signature burstiness that makes crowdsourced

campaigns easy to detect.

Using Yelp reviews as an example platform, we show how a two phased review generation

and customization attack can produce reviews that are indistinguishable by state-of-the-art

statistical detectors. We conduct a survey-based user study to show these reviews not only

evade human detection, but also score high on “usefulness” metrics by users. Finally, we

develop novel automated defenses against these attacks, by leveraging the lossy transforma-
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tion introduced by the RNN training and generation cycle. We consider countermeasures

against our mechanisms, show that they produce unattractive cost-benefit tradeoffs for at-

tackers, and that they can be further curtailed by simple constraints imposed by online

service providers.

4.1.1 Attack Methodology

We focus our study on Yelp, the most popular site for collecting and sharing crowdsourcing

user reviews. Yelp’s review system is representative of other review systems, e.g., Amazon

or TripAdvisor.

Target Review PlatformOnline Review Corpus

RNN Training Initial Review Generation

Trained RNN

Uncustomized Review 

Review Customization

Existing Reviews

Customized Review 

Figure 4.1: Overview of our attack methodology.

Our attack methodology is illustrated in Figure 4.1. At a high level, the attack consists

of two main stages: (1) The first stage starts by training a generative language model on

a review corpus. The language model is then used to generate a set of initial reviews. (2)

In the second stage, a customization component further modifies these reviews to capture

specific information about the target entity (e.g., names of dishes in a seafood restaurant),

and produces the final targeted fake review. In our experiments, the customizable content is

extracted from a reference dataset, composed of existing reviews associated with the target

entity. If there are no existing reviews, an attacker can build a reference dataset using

reviews of entities in the same category (e.g., seafood restaurants) as the target. Restaurant

category metadata is available on Yelp and similar sites, and can be used to identify similar
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entities.

Generating Initial Reviews. First, the attacker chooses a training dataset that matches

the domain of the target entity. For example, to generate reviews targeting restaurants,

the attacker would choose a dataset of restaurant reviews. Next, the attacker trains a

generative RNN model using the dataset. Afterwards, the attacker generates review text

using a sampling procedure. Note that the attacker is able to generate reviews at different

temperatures.

Review Customization. In general, there is no control over the topic or context (e.g.,

name of a food in a restaurant) generated from the RNNmodel, since the text is stochastically

sampled based on the character distribution. To better target an entity (e.g., restaurant),

we further capture the context by customizing the generated reviews with domain-specific

keywords. This is analogous to crowdsourced fake review markets, where workers are typi-

cally provided additional information about the target entity for a writing task [141]. The

information consists of specific nouns (e.g., names of dishes) to be included in the written

review. Based on this observation, we propose an automated noun-level word replacement

strategy.

Our method works by replacing specific words (nouns) in the initial review with new

words that better capture the context of the target entity. This involves three main steps:

1. Choose the type of contextual information to be captured. The attacker first chooses a

keyword C that helps to identify the context. For example, if the attacker is targeting

a restaurant, the keyword can be “food,” which will capture the food-related context. If

the target is an online electronic accessories store, then the keyword can be “accessory”

or “electronics.”

2. Identify words in reviews of the reference dataset that capture context. Next, our method

identifies all the nouns in the reference dataset that are relevant to the keyword C.
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I love this place. I love their 

sushi. The salmon and ramen are 

also delicious. I will continue to 

come here anytime I am in town.

Review 1: Easily my favorite Italian restaurant. I love the taster menu, everything is amazing on it. I 

suggest the carpaccio and the asparagus. Sadly it has become more widely known and becoming diffi-

cult to get a reservation for prime times.

Review 2: I come here every year during Chrismas and I absolutely love the pasta! Well worth the price!

Review 3: Excellent pizza, lasagna and some of the best scallops I've had. The dessert was also exten-

sive and fantastic.                    

                                                             ....

I love this place. I love their aspar-

agus. The scallops and pasta are 

also delicious. I will continue to 

come here anytime I am in town.

Initial Review Customized Review 

Reviews From the Reference Dataset 

Figure 4.2: Example of review customization.

Relevancy is estimated by calculating lexical similarity using WordNet [116], a widely

used lexical database that groups English words into sets of synonyms and measures their

concept relatedness [132]. We identify a set of words p in the reference dataset that have

high lexical similarity with the keyword C, using a similarity threshold MINsim. The set

of words p captures the context of the target entity.

3. Identify words in initial reviews for replacement. Finally, we find all the nouns in the

review set R that are also relevant to C using the same method in Step 2. We replace

them by stochastically sampling words in p based on the lexical similarity score.

Figure 4.2 shows an example of customizing an initial review that has language more

suitable for a Japanese restaurant, to a review more suitable for an Italian restaurant. The

nouns to be replaced in the initial review are marked in green, and replacement nouns are

marked in blue. Note that we choose this noun-level replacement strategy because of its

simplicity, and there is scope for further improvement of this technique.
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4.1.2 Evaluating Quality of Machine-Generated Reviews

We evaluate the quality of machine-generated reviews along two dimensions. First, we inves-

tigate whether generated reviews can bypass detection by existing algorithmic approaches.

Second, we conduct an end-to-end user study, by presenting restaurant reviews containing

both generated reviews and real reviews to human judges. Our goal is to understand whether

humans can distinguish generated reviews from real reviews.

Detection by Existing Algorithms. We train a linear SVM classifier on the Yelp

ground-truth dataset, composed of real reviews (Yelp unfiltered reviews), and fake reviews

(Yelp filtered reviews). After training with all 77 linguistic features, we tested the perfor-

mance of the classifier on the Yelp attack dataset, composed of real reviews and machine-

generated reviews. We run 10-fold cross validation and report the average performance.

Evaluation of attack performance uses precision (percentage of reviews flagged by the

classifier that are fake reviews), and recall (percentage of fake reviews flagged by the clas-

sifier). Overall, we observe high performing attacks at all temperatures. The best attack

is at temperature 1.0, with a low precision of 18.48%, and a recall of 58.37%. Low pre-

cision indicates the inability of the ML classifier to distinguish between real reviews and

machine-generated reviews.

We observe that attack performance increases with temperature. To further understand

this trend, we analyze how the linguistic features of the generated text vary as we increase

temperature. We compare the average value of a linguistic feature of generated reviews with

real reviews at different temperatures. In general, feature values of the machine-generated

reviews diverge from real reviews at low temperatures, and converge as temperature increases,

thus making it harder to distinguish them from real reviews at high temperatures.

Evaluation by User Study. Regardless of how well machine-generated reviews perform

on statistical measures and tests, the real test is whether they can pass for real reviews
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when read by human users. We conducted an end-to-end user study to evaluate whether

human examination can detect machine-generated reviews. In practice, service providers are

known to involve human content moderators to separate machine-generated reviews from

real reviews [174]. More importantly, these tests will tell us how convincing these reviews

are to human readers, and whether they will accomplish their goals of manipulating user

opinions.

User Study to Detect Machine-Generated Reviews. To measure human perfor-

mance, we conduct surveys on Amazon Mechanical Turk. Each survey includes a restaurant

name, description (explaining the restaurant category and description provided by the busi-

ness on Yelp), and a set of reviews, which includes machine-generated reviews and real

reviews written for that restaurant. We then ask each worker to mark reviews they consider

to be fake, using any basis for their judgment.

For our survey, we choose 40 restaurants with the most number of reviews in our ground-

truth dataset. For each restaurant, we generate surveys, each of which include 20 random

reviews, out of which some portion (0− 5) are machine-generated reviews, and the rest are

real reviews from Yelp. We show an example of our survey in the Figure C.1 in Appendix C.1.

Figure 4.3 shows the human performance results as we vary the temperature. First, we

observe that machine-generated reviews appear quite robust against a human test. In addi-

tion, similar to algorithmic detection, attack performance improves as temperature increases.

This is surprising, since we would expect that reviews at the extreme high or low temperature

parameters would be easily flagged (either too repetitive or too many grammatical/spelling

errors). We saw earlier that higher temperature produced reviews more statistically similar

to real reviews, but expected errors to make those reviews detectable by humans. Instead, it

seems that human users are much more sensitive to repetitive errors than they are to small

spelling or grammar mistakes.
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Helpfulness of Machine-Generated Reviews. Previously, we showed that humans

tend to mark many machine-generated reviews as real. This raises a secondary question:

For machine-generated reviews that are not caught by humans, do they still have sufficient

quality to be considered useful by a user? Answering this question, takes us a step further

towards generating highly deceptive fake reviews.

In each survey, we first asked the workers to mark reviews as fake or real. Additionally,

for the reviews marked as real, we asked for a rating of the usefulness of the review on a

scale from 1 to 5 (1 as least useful, 5 as most useful). An example of the survey is shown in

the Figure C.2 in Appendix C.1.

The average usefulness score of false negatives (unflagged machine-generated reviews)

is close to that of true negatives (unflagged Yelp real reviews): machine-generated reviews

have an average usefulness score of 3.15, which is close to the average usefulness score of 3.28

for real Yelp reviews. That is to say, workers think of unflagged machine generated reviews

almost as useful as real reviews.

Overall, our experiments find machine-generated reviews very close to mimicking the

quality of real reviews. Furthermore, the attacker is incentivized to generate reviews at high

temperatures, as such reviews appear more effective at deceiving users.

4.1.3 Discussion

This work focuses on the potential for misuse of deep learning models in the context of

attacking online review platforms. Our work shows how RNNs can generate deceptive yet

realistic looking reviews targeting restaurants on Yelp. An extensive evaluation of the quality

of generated reviews indicates the difficulty in detecting such reviews using existing algorith-

mic approaches, and even by human examination (which serves as an end-to-end test of our

attack).

Due to the information loss, generated reviews diverge from real reviews when comparing
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Figure 4.3: Performance of human judgment on detecting machine-generated review.

their character-level distribution, even when higher level linguistic characteristics are pre-

served. Our scheme, based on supervised learning, can detect machine-generated reviews

with high accuracy (F-score ranging from 0.8 to 0.98 depending on the amount of available

ground-truth) and outperforms existing ML-based fake review filters.

In terms of potential future work, one direction is to consider the role that user and

content metadata can play in both the attack and defense perspectives. Metadata can be

crucial in terms of deceiving users (e.g., by increasing the number of friends/contacts on the

site) and in assisting defenses [179, 79, 56, 80, 122, 95, 182] (e.g., by analyzing the patterns

in timestamps of user activities). Orchestrating the general behavior of user accounts using

deep learning to bypass metadata based defenses could be an interesting research challenge.

Second, while we limit ourselves to the domain of online review systems and fake review

attacks, deep learning-based generative text models can be applied to launch attacks in

other scenarios as well. We highlight two of these possible application scenarios.

Strengthening Sybil Attacks. Attackers can use our techniques to generate realistic looking

text-based user behavior patterns [25], e.g., posting, commenting and messaging. This can
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help attackers make Sybil (fake) accounts indistinguishable from legitimate accounts based

on textual content. A special case of this involves launching an impersonation attack in

online social networks [64].

Fake News Generation. Identifying fake news, i.e., “a made-up story with an intention

to deceive” [150], currently remains an open challenge [53]. The research community has

started to explore the possibility of automating the detection process by building an AI-

assisted fact-checking pipeline [180, 113, 185]. We now know that AI can not only assist

fake news detection but also generate fake news. Given the availability of large-scale news

datasets [171], an attacker can generate realistic looking news articles using deep-learning

models. Due to its low economic cost, attackers can pollute social media newsfeeds with a

large number of fake articles.

Ideally, these results will bring more attention to the problem of malicious attacks based

on deep learning language models, particularly in the context of fake content on online

services, and encourage the exploration and development of new defenses.

4.2 Deep Learning-based Speech Synthesis Attacks in the Real

World

Our voice conveys so much more than the words we speak. Advances in deep learning have

introduced a new wave of voice synthesis tools, capable of producing audio that sounds as

if spoken by a target speaker. If successful, such tools in the wrong hands will enable a

range of powerful attacks against both humans and software systems (aka machines). These

speech synthesis attacks, particularly those enabled by advances in deep learning, pose a

serious threat to both computer systems and human beings. Yet, there has been – until now

– no definitive effort to measure the severity of this threat in the context of deep learning

systems.
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Attacker steals victim’s speech

via recording or social media.

Hello, my

name is Bob.

Victim

Victim

Attacker

Attacker generates fake 

speech imitating the victim.

Using fake speech, attacker deceives

humans or speaker verification systems.

Speech 

Synthesis

System

Victim’s

stolen

speech

Attacker’s 

desired content

Fake

speech

Record

Scrape

This is Bob.

Log me in!
Bob’s

Bank

Access granted!

Fake speech

This is Bob.

Send me Alice’s

HR Record!

This is Bob.

Send me Alice’s

HR Record!
Right away,

boss!

Fake speech

a b c

Figure 4.4: Workflow of synthesis-based voice spoofing attacks: (a) the attacker obtains
voice samples from the victim, either by secretly recording them or by downloading available
media; (b) the attacker then uses a speech synthesis system to generate fake speech, which
imitates the victim’s voice but contains arbitrary, attacker-chosen content; (c) the attacker
uses this fake speech to impersonate the victim, e.g., attempting to access personal or finan-
cial information or conduct other attacks.

We believe there is an urgent need to measure and understand how deep-learning based

speech synthesis attacks impact two distinct entities: machines (e.g., automated software

systems) and humans. Can such attacks overcome currently deployed speaker recognition

systems in security-critical settings? Or can they compromise mobile systems such as voice-

signin on mobile apps? Against human targets, can synthesized speech samples mimicking

a particular human voice successfully convince us of their authenticity?

In this work, we describe results of an in-depth analysis of the threat posed to both

machines and humans by deep-learning speech synthesis attacks. We begin by assessing

the susceptibility of modern speaker verification systems (including commercial systems Mi-

crosoft Azure, WeChat, and Alexa) and evaluate a variety of factors affecting attack success.

To assess human vulnerability to synthetic speech, we perform multiple user studies in both

a survey setting and a trusted context. Finally, we assess the viability of existing defenses

in defending against speech synthesis attacks. All of our experiments use publicly available

deep-learning speech synthesis systems, and our results highlight the need for new defenses

against deep learning-based speech synthesis attacks, for both humans and machines.

Key Findings. Our study produces several key findings:
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• Using a set of comprehensive experiments over 90 different speakers, we evaluate and

show that DNN-based speech synthesis tools are highly effective at misleading modern

speaker recognition systems (50− 100% success).

• Our experiments find that given a handful of attempts, synthesized speech can mimic

60% of speakers in real world speaker recognition systems: Microsoft Azure, WeChat,

and Amazon Alexa.

• A user survey of 200 participants shows humans can distinguish synthetic speech from

the real speaker with ∼50% accuracy for unfamiliar voices but near 80% for familiar

voices.

• An interview-based deception study of 14 participants shows that, in a more trusted

setting, inserted synthetic speech successfully deceives the large majority of partici-

pants.

• Detailed evaluation of 2 state-of-the-art defenses shows that they fall short in their

goals of either preventing speech synthesis or reliably detecting it, highlighting the

need for new defenses.

It is important to note that speech synthesis is intrinsically about producing audible speech

that sounds like the target speaker to humans and machines alike. This is fundamentally

different from adversarial attacks that perturb speech to cause misclassification in speaker

recognition systems [37, 96, 90]. Such attacks do not affect human listeners, and could be

addressed by developing new defenses against adversarial examples.

4.2.1 Synthesized Speech vs. Machines

We begin by asking “how vulnerable are machine-based SR systems to synthetic speech at-

tacks?” While prior work has explored this question using classical (non-DNN) synthesis

systems, the efficacy of DNN synthesis attacks against real-world SR systems remains un-

known. In this section, we answer this question by evaluating the robustness of four modern

109



SR systems to DNN-based synthesis attacks.

Specifically, our study consists of the following experiments:

• As a baseline, we recreate prior classical synthesis attacks and find that they fail

against newer SR systems.

• An attack on the widely used SR model (Resemblyzer), shows that DNN-based

synthesis attacks reliably fool such systems.

• Attacks on three real-world SR deployments (Azure, WeChat, and Amazon

Alexa), show that all three are vulnerable to DNN-based synthesis attacks.

Performance is measured using the attack success rate (AS), which denotes the average

percent of synthesized samples identified as the target speaker. We design our experiments

to not only evaluate the attack success rate against various SR systems, but also explore

whether a target’s speech samples and personal attributes (e.g., gender/accent) impact the

attack outcome.

All four modern SR systems tested are vulnerable to DNN-based speech synthesis attacks,

especially those generated by SV2TTS. It is alarming that for three popular real-world

SR systems (Azure, WeChat, Alexa), more than 60% of enrolled speakers have at least

1 synthesized (attack) sample accepted by these systems. This clearly demonstrates the

real-world threat of speech synthesis attacks.

Another key observation is that the attack performance is speaker-dependent, e.g., the

number of synthesized samples that successfully fooled the SR systems varies across speakers.

For Resemblyzer and Azure, the attack success rate is consistently higher for female and

native English speakers.

Limitations and Next Steps. Our experiments, especially those on WeChat and

Alexa, involved a moderately-sized set of target speakers to demonstrate the real-world

threat of speech synthesis attacks. To further evaluate the attack dependence on target

human speakers, we believe viable next steps include expanding the speaker pool and testing
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more operational scenarios. With these two changes, we could more closely examine how an

individual’s vocal characteristics (e.g., pitch, accent, tone) affect the attack success rate, and

whether their impact can be reduced by improving the underlying speech synthesis systems.

Similarly, due to our focus on low-resource attackers, our experiments used two publicly

available speech synthesis systems (SV2TTS and AutoVC) that were trained only on publicly

available datasets. These two systems will likely underperform advanced synthesis systems

trained on larger, proprietary datasets, and consequently our reported results only offer a

“conservative” measure of the threat. As speech synthesis systems continue to advance,

the threat (and damage) of speech synthesis attacks will grow and warrant our continuous

attention.

4.2.2 User Study A: Can Users Distinguish Synthesized and Real Speech?

We begin our human perception experiments with the critical question: “can human listeners

distinguish synthetic speech of a speaker from the real thing?” We deploy a survey to assess

users’ ability to distinguish between real and fake speakers.

Participants. We recruited 200 participants via the online crowd source platform

Prolific. All self-identified as native English speakers residing in the United States. Of our

participants, 57% identified as female (43% male). The participants are all 18+ years old and

cover multiple age groups: 18-29 (43%), 30-39 (32%), 40-49 (14%), 50-59 (8%), 60+(3%).

The survey was designed to take 10 minutes on average, and participants received $2 as

compensation.

Procedure. The participants completed an online survey consisting of several speech

samples presented in pairs for side-by-side comparison. Each pair of samples contains one

of the three following combinations: two real speech samples of the same speaker (referred

to as “Real A/Real A” in this section); one real speech sample from a speaker and one real

speech sample from a different speaker (“Real A/Real B”); or one real speech sample from a
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speaker and one fake speech sample imitating the speaker (“Real A/Fake A”). We generate

fake speech using SV2TTS, using 30 seconds of clean speech samples from the speaker.

Types of Speakers: We included speakers whose (real) voices have varying levels of

familiarity with our participants:

• Unfamiliar speakers: Speakers from the VCTK [190] dataset whose voices have (most

likely) never been heard by the participants.

• Briefly familiar speakers: Inspired by [123], we included a set of speakers whose

voices the participants hear only briefly. For each speaker, we provided participants

with a short audio clip to familiarize them with the speaker’s voice. There are four

briefly familiar speakers, and for each one we provided a different length audio clip –

30 seconds for the first speaker, 60 seconds for the second, 90 seconds for the third,

and 120 seconds for the fourth.

• Famous speakers: We used the voices of two American public figures: Donald Trump

and Michelle Obama. We asked participants whether they have heard these voices

outside the context of this survey, and over 90% responded “yes.”

Task. Participants listened to pairs of speech samples and reported if both samples were

spoken by the same person.

Conditions. We deploy two versions of the survey. Both versions ask participants to

assess the identity of the speaker and quality of speech samples. The first version does not

mention fake speech at all. The second version of the survey mentions fake speech, both in

its title and in its description of the task.

Results. We seek to answer the following questions:

1) Do participants think generated fake speech was spoken by the original

speaker? As shown in Table 4.1 (bottom row), about half of participants were fooled, i.e.,

they responded “yes” or “not sure,” when asked this question about unfamiliar or briefly
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Unfamiliar Briefly Familiar Famous

Yes
Not
Sure

No Yes
Not
Sure

No Yes
Not
Sure

No

Real A / Real A 90.9% 9.1% 0% 69.6% 17.5% 12.9% 76.4% 16.7% 6.9%
Real A / Real B 0% 6.7% 93.7% 0% 3.3% 96.7% 0% 9.5% 90.5%
Real A / Fake A 17.3% 32.7% 50.0% 18.5% 31.2% 50.3% 4.1% 16.0% 79.9%

Table 4.1: Participants’ answers when asked if two voice samples were from the same person.
We use this to gauge their ability to correctly discern if speech samples were spoken by the
same speaker (Real A/Real A), different person (Real A/Real B), or a synthesized (fake)
speaker (Real A/Fake A).
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Figure 4.5: User responses to the question “are these two voice samples from the same
person?” (Left) when users are not told synthesized speech is used in the survey; (Right)
when users are told this.

familiar speakers. For famous speakers whose voice participants are generally familiar with,

this number drops to 20%.

2) Does hearing more samples from a speaker (i.e., knowing a speaker bet-

ter) make fake speech more detectable? Results in Table 4.1 suggest that greater

familiarity with a speaker will lead to increased skepticism of a fake voice. Compared to

a similar user study performed 6 years ago [123], proportion of participants who correctly

identified the fake voice for unfamiliar or briefly familiar speakers is consistent (50% for our

work vs. 48% in [123]). However, participants in our survey were more accurate at identify-

ing fake speech from famous speakers (80% vs. ∼ 50% in [123]), perhaps reflecting a higher

general awareness of speech synthesis attacks.

3) Does mentioning fake speech in the survey description change partici-
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pants’ perceptions of the fake speech samples? Mentioning fake speech in the survey

description showed a statistically significant effect on survey responses. Figure 4.5 shows

how the responses to the survey version mentioning fake speech reflect an apparent increased

skepticism of fake speakers.

Using a chi-squared test for independence, we compared responses from each speaker

familiarity category between the two survey versions to see if this change is statistically

significant.

• For unfamiliar speakers, all but one speaker has a significant (p < 0.05) difference in

responses.

• For somewhat familiar speakers, again all but one speaker has a significant (p < 0.05)

difference in responses.

• For famous speakers, only Trump has a statistically significant difference in responses.

4) Do participant demographics (age, gender) affect responses? Women and

younger people were more likely to correctly identify real and fake speakers. Using a chi-

squared test for independence, we compared the responses of men vs. women and younger

people (age < 25) to older people (age > 45). For unfamiliar speakers, there were statistically

significant (p < 0.05) differences in response between genders and age groups. For somewhat

familiar and famous speakers, statistically significant differences are observed for some, but

not all, speakers.

4.2.3 User Study B: How Do Users Interact with Synthesized Speech in

Trusted Settings?

User study A confirms that DNN-synthesized speech fails to consistently fool humans in a

survey setting. Looking beyond this, we wonder how, if at all, the context in which users

were exposed to fake speech influences their susceptibility to these attacks. Specifically, how
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would participants act in a setting where they were predisposed not to think critically about

the voices they hear? Examples of such “trusted settings” include phone or Zoom meetings

with colleagues or calls with one or more people they know (or think they know). Human

behavior in these so-called “trusted settings” may differ from behavior in a survey-based

setting. When humans are primed by their setting to think they are speaking to a real

person, they may be more likely to accept fake speech as real.

Study Design. To understand the impact of trusted settings on human interactions

with fake speech, we conduct a user study involving deceptive interviews.

Ethics: This study was approved by our institutional IRB. Participants submitted

a signed consent form prior to the interview and received a full debriefing afterwards to

inform them of the deception and true purpose of the study. No personal information about

participants was retained after the interview, and interview recordings were anonymized to

protect participant privacy.

Participants. Interviewees were recruited from among the students in our institution’s

computer science department. We conducted a total of 14 interviews. Twelve interviewees

were male (2 female). All were between the ages of 20 and 35 years old, with varied eth-

nic/racial backgrounds (American, Chinese, Indian, Indonesian, Turkish). The interviews

were approximately 10 minutes, and participants were compensated with a $10 Amazon gift

card.

Procedure. The recruitment call asked for participation in an interview study about use

of speech recognition systems (e.g., Siri) and their perceptions of privacy with respect to these

systems. Each interview took place over a Zoom call, with two paper authors functioning

as “interviewers.” One of the interviewers (hereafter referred to as the real interviewer)

used their real voice throughout the staged interview, while the other (referred to as the

fake interviewer) used only fake speech samples based on their real voice. All fake speech

samples were generated using the SV2TTS synthesis system and less than 5 minutes of real
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voice samples from the fake interviewer. Throughout the call, the fake speech samples are

played from an iPad Pro, held close to the fake interviewer’s computer microphone.

After the conclusion of the deceptive portion, we revealed the use of fake voice samples

and disclosed our research objectives before asking a few additional questions. Participant

responses were categorized and coded separately by each interviewer, who later met to com-

bine the codes and resolve discrepancies. All themes in responses described below were

expressed by >= 3 participants, unless otherwise noted.

Because all of the interviewees were members of the authors’ academic division, they

had different levels of familiarity with the interviewers, ranging from general knowledge to

frequent social interaction. At the end of each interview, participants were asked to rank

their familiarity with the interviewers’ voices prior to the interview on a scale of 1 (“not

at all familiar”) to 5 (“extremely familiar”). Table 4.2 lists the distribution of familiarity

rankings.

Not at all
Familiar

Slightly
Familiar

Moderately
Familiar

Very
Familiar

Extremely
Familiar

Real Interviewer 9 1 2 0 2
Fake Interviewer 7 2 3 1 1

Table 4.2: # of participants and their declared familiarity with the two interviewer’s voices
before the Zoom interview.

Task. The staged interview itself consists of 8 questions about use of automatic speech

recognition systems and perceptions of privacy (see Table 4.3). Five are asked by the real

interviewer, and three are asked by the fake interviewer. The three fake interviewer questions

are designed to solicit three different types of behavior from participants: conversational

response (Q2), website access (Q5), and personal information (Q7).

Conditions. Participants are not told that the study is actually about perceptions of

fake speech, and they do not know that one of the interviewers is using a fake voice. When

the participant joins the Zoom call, the real interviewer informs them that everyone in the
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# Interviewer Question

1 Real
Do you use automatic speech recognition systems in
everyday life?

2 Fake How often do you use these systems in your daily life?
3 Real What do you do in your interactions with these systems?

4 Real
Do you ever think about your privacy during your
interactions with these systems?

5 Fake Can you visit this website? I’ll put the link in the chat.

6 Real
Have you ever used the “voice profiles” feature of these
systems?

7 Real
Are you ever concerned about privacy if/when you use
voice profiles?

8 Fake
We need your student id to track your participation in this
study. Can you leave it in the chat?

Table 4.3: Questions asked by real and fake interviewers.

call is keeping their video off to preserve interviewee privacy. In reality, keeping videos off

prevents the participant from observing that the fake interviewer is using a fake voice. We

also asked the interviewees if we could record the interview to maintain a record of their

responses.

Because of the relatively low quality of the fake interviewer voice, interviewees are primed

to expect a low quality voice from the fake interviewer. For 10 of the 14 participants, before

beginning the interview questions, the real interviewer notes that the fake interviewer is

feeling unwell and will only chime in intermittently during the interview. We examine the

effect of excluding this priming statement from the interview in later sections.

Results. None of the participants exhibited any suspicion or hesitancy during interactions

with the fake interviewer’s voice. All 14 responded without hesitation to the three questions

asked by the fake interviewer, visited the requested website, and even gave their school ID

number to the interviewers. After the interview concluded and the deception was revealed,

only four of the 14 participants stated that they thought something was “off” about the fake

interviewer’s voice. Importantly, these four participants had (intentionally) not been given
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the “priming” statement that the fake interviewer “had a cold.” Below, we explore the most

interesting results from this study and highlight several key limitations.

1) Reaction to fake voice: Several themes arose during the post-deception inter-

views, as summarized below.

• Complete surprise: Four participants were visibly and audibly astonished when the

deception was revealed. P5 noted that, “I really thought it was you – like 100%,”

while P10, after a shocked moment of silence, said “computers just won the Turing

test.”

• Satisfied with “sick” excuse: Seven participants noted explicitly that the “sick” excuse

squashed any concerns about the fake interviewer’s voice. P4 said that “I think it

totally worked – I thought you were terribly sick,” while P2 noted that “it was really

kind of worrying [how sick you sounded].”

• Silently suspicious: Four participants (P9, P12, P13, P14) expressed suspicions

after the deception was revealed. P12 and P13 said it “sounded like speaker had a

cold,” and P14 supposed “it was a poor quality microphone.”

2) Why participants didn’t voice their concerns: After the deception was re-

vealed, participants were asked to identify elements of the interview structure that increased

their trust in the fake interviewer. Some, of course, were completely unsuspecting and did

not think to question the fake interviewer. However, others noted that the presence of a

second (obviously human) interviewer, social convention, and the origin of the interview

request (from within our department) bolstered their trust.

• Presence of real interviewer: Several participants credited the “tag-team” nature of

the interview, with real and fake interviewers colluding, as making the deception more

believable. “I feel like [the real interviewer’s] obviously human presence played a big

factor in [my not saying anything].” (P9).
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• Polite social convention: Multiple participants noted that they felt it would be un-

comfortable or wrong for them to say something about the fake interviewer’s voice

during the interviewer. When asked why they didn’t say anything about the quality

of the fake interviewer’s voice, P12 exclaimed, “well that would be quite the insult!”

• Provenance of interview request: Since we recruited from within our department, the

recruitment was sent out through trusted channels only accessible by members of the

department (i.e., email list-serv, Slack). P9 expressed suspicions during the debriefing,

but credited the “provenance of the study... seemed like a legit source” as a reason to

fully participate with our questions.

3) What would have made participants suspicious: When asked to articulate

what would have made them more suspicious, participant responses varied.

• Nothing: Participants most surprised by the deception claimed that nothing would

have caused them to question the credibility of the fake interviewer: “I’m glad you

guys didn’t ask me for a bank account, because [...] I would have given it to you”

(P5).

• Requesting more personal information: One participant noted “I don’t think the

information you wanted was very sensitive [so] I don’t see why I need to be concerned

about this” (P6). IRB constraints prevented us from soliciting anything more personal

than a student ID, used to access services at our university. While not public, this

information is not inherently sensitive.

4) Effect of familiarity with interviewers: Seven of the participants rated their

familiarity with both interviewers’ voices as a 1 out of 5 (e.g., not at all familiar with either).

Their responses, though, were consistent with the other participants who had some previous

familiarity with one or both of the interviewers’ voices. Only one participant (P8) mentioned

that “the voice did seem pretty weird, but since I trust you both, I just went [with] it.” These
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Category Defense Method Limitations

Liveness
Detection

[195]
Measures human vocal tract movement
using Doppler radar.

Requires precise static calibration during
enrollment/testing.

[183] Detects presence of human breath on mic. Speaker must be <4 inches from mic.

Loudspeaker
Detection

[39]
Detects presence of magnetic fields
produced by loudspeakers.

Requires careful motion of smartphone
during recording.

[191]
Compares audio environment to
previously enrolled speaker environment.

Requires precise static calibration during
enrollment/testing.

Artifact
Detection

[61, 97, 6, 184, 4, 93]
Trains models to recognize spectral
characteristics of synthetic speech.

Only effective when audio directly
played from speaker.

[161]
Measures speech-to-text error rate of speech
samples against ground truth.

Requires knowledge of ground truth
audio content.

Preventing
Synthesis

[77]
Corrupts speech samples to prevent
unauthorized speech synthesis.

Degrades quality of defended speech.

Table 4.4: Taxonomy of defenses proposed to prevent speech synthesis attacks.

results suggest that the trusted setting and presence of a human likely play a larger factor

than prior familiarity with the speaker’s voice.

5) Effect of priming statement: To examine the effect of the “sick” excuse on the

believability of the fake voice, we conduct four interviews in which participants are not told

that the fake interviewer is sick. In these interviews, participants exhibit an increased level

of skepticism about the fake interviewer during the debriefing. One claimed “it was very

obviously a fake voice,” (P11) but said that based on their experience in other deception

studies they decided not to say anything. Others did not see through the deception but did

note that “I was feeling weird” (P13) and “I just feel your voice is very strange” (P14).

4.2.4 Key Takeaways

Our two user studies (A & B) show that context and demographics impact the credability

of synthesized speech for human users. In study A, we found that mentioning fake speech

increased participants’ skepticism of the fake speakers they heard. Additionally, women and

younger participants in study A were more likely to correctly identify fake speakers.

Our key takeaway from study B is that a fake voice fooled humans in a trusted interview

setting. Of particular interest is that all our study B participants were graduate students in

computer science, some of whom actively research security or machine learning. Our starting

hypothesis was that computer science graduate students would be among the hardest targets
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to fool with a fake voice. Yet, none of them expressed suspicion about the fake voice during

the interview.

Limitations & Next Steps. Our participant pool for study B was largely homogenous

in gender, age, and educational background. To conduct a “trusted” interview, our partici-

pants were drawn from our academic department (computer science). The gender breakdown

of our participants matches that of the department, which skews heavily male. It is possible

that the observed effect of gender and age on responses in study A could also extend to

study B. Therefore, a viable follow-up work is to conduct larger, more-diverse user studies

to provide a more nuanced understanding of synthesized voice attacks in trusted settings.

On a related note, our trusted interview in study B followed a voice-only format, where

voice is the only medium for interaction. Yet in real-world scenarios, interviewees could

use two-factor authentication mechanisms to verify the trusted setting, e.g., requesting the

interviewers to turn on their video feed, or challenging the interviewers with some verbal

tests. These combined verification methods could make the attacks much more difficult,

allowing human users to effectively defend against speech synthesis attacks. We believe this

is an important direction for follow-up work.

4.2.5 Discussion

This work represents a significant step towards understanding the real-world threat of deep

learning-based speech synthesis attacks. The results demonstrate that synthetic speech gen-

erated using publicly available systems can already fool both humans and today’s popular

software systems, and that existing defenses fall short. As such, both humans and machines

require new defenses against speech synthesis attacks and further research efforts for explor-

ing subsequent challenges and opportunities, while providing a solid benchmark for future

research.
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4.3 Enabling Personalized Protection against Unacceptable Face

Editing

Today, face editing is widely used to refine/alter photos in both professional and recreational

settings. Yet it is also used to modify (and repost) existing online photos for cyberbullying.

Our work considers an important problem: “How can we support the collaborative use of face

editing on social platforms while protecting against unacceptable edits and reposts by others?”

This is challenging because, as our user study shows, users vary widely in their definition

of what edits are (un)acceptable. Any global filter policy deployed by social platforms is

unlikely to address the needs of all users, but hinders social interactions enabled by photo

editing.

Instead, we argue that face edit protection should be implemented by social platforms

based on individual user preferences. When posting an original photo online, a user can

choose to specify the types of face edits (dis)allowed on the photo. Social platforms use

these per-photo policies to moderate future photo uploads, i.e., edited photos containing

modifications that violate the original photo’s policy are either blocked or shelved for user

approval. Realizing this personalized protection, however, faces two immediate challenges:

(1) how to accurately recognize specific modifications, if any, contained in a photo; and (2)

how to associate an edited photo with its original photo (and thus the edit policy). We show

that these challenges can be addressed by combining highly efficient hashing based image

search and scalable semantic image comparison, and build a prototype protector (Aletheia)

covering nine edit types. Evaluations using user studies and data-driven experiments (on

839K face photos) show that Aletheia accurately recognizes edited photos that violate user

policies and induces a feeling of protection to study participants. This demonstrates the

initial feasibility of personalized face edit protection.

Our Contributions. This work targets the critical challenge of user-specified modera-
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Figure 4.6: Examples of face edits done by today’s low-cost or free edit tools (Photoshop,
PortraitPro, FaceApp).

tion of how others make face edits on our online photos and repost them. This work makes

three contributions:

(1) a user study to explore user tolerance of face edits on their photos when done by

others. Our results show significant variance across users and edit types, motivating the

need for personalized face edit protection;

(2) Aletheia, a prototype moderation tool for photo sharing sites to implement user-

specific face edit protection on their photo posts. We address the key challenge of recognizing

the type of edits contained in a photo x by combining highly efficient hash based image search

that locates x’s original, unedited version, and scalable semantic image comparison between x

and its unedited version. This “reference-based” methodology differs from existing solutions

for detecting deepfakes, which assume the absence of an original image.

(3) User studies & data experiments on 839K photos evaluate Aletheia for protection ef-

fectiveness, scalability, and users’ perceptions of Aletheia’s protection on their online photos.

Results show i) Aletheia successfully identified 93.8% of edited photos marked as unaccept-

able by user study participants; ii) Aletheia operates at scale with high accuracy and low

latency, e.g., > 97% accuracy and <1s latency per photo in detecting edited images, while

existing works offer only 9.5−55.6%; and iii) study participants had generally positive views

of protection provided by Aletheia. Altogether these results suggest that our approach could
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Category Example face edit types
Global retouch change photo brightness; add filter effect

Insert sticker add sunglasses/emoji
Change facial
attributes

increase/decrease age, change gender appearance,
add/remove hair, change face shape; add makeup

Change expression non-smile → smile, smile → crying

Change identity swap two faces

Table 4.5: The face edit types considered by our study.

be an effective method for protecting online face photos from being improperly edited and

reposted.

4.3.1 Understanding How Users Perceive Face Edits Done by Others

Despite existing studies on self photo editing, deepfakes, and photo privacy, there is little

work on understanding users’ perspectives and reactions on face edits that others have ap-

plied to their online photos. To answer this question, we conducted an online survey about

users’ tolerance for others editing their selfies and perceptions of privacy when posting photos

online. More details in appendix D.1.

Participants. We recruited 100 participants via the crowdsource platform Prolific. Par-

ticipants were required to be 18+ years old, live in the US, and have 95% approval rating on

Prolific. The survey was designed to take 15 minutes on average, and participants received

$3 as compensation. We collected 99 valid responses (one participant timed out), among

which 53 identify as male (46 female). The age distribution is 18-29 years (60%), 30-39

(22%), 40-49 (16%) and 50-59 (2%).

Task. We first presented the concept of face editing to participants, and asked whether

they have observed face edits done by others in online images/videos (not necessarily their

own). We then asked participants to suppose they shared a photo of their faces online to
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a platform similar to Facebook or Instagram, and asked a series of multiple choice and free

response questions about their perceptions and opinions regarding others editing the posted

photo and reposting it (e.g., what edits can/cannot be tolerated), and their preferences for

how the platform should act regarding these edited versions. For our study, we categorized

common types of face edits (offered by today’s tools) into five groups by their effects [44],

from which we produced 15 edit types (see Table 4.5) used for our study.

The goal of our user study is not to develop (or apply) a method to precisely collect a

per-photo edit policy from participants, but to explore the pattern and diversity, if any, in

participants’ responses to others applying face edits to their photos.

Conditions. We presented two scenarios (in random order): the edited photo is viewable

to friends and family only (similar to Instagram’s “close friends” option) or viewable to the

public. For each scenario, we surveyed participants in two steps. In step 1, we described

each edit type and then illustrated its high-level effects using example photos (we explain

the photo choices below). We then asked each participant to imagine such edit type (with

varying spectrum and style) is applied to their own photos by another person, and rate

how likely they would allow the edited photo. The default rating is 5-point Likert scale,

i.e., never (1), rarely (2), sometimes (3), usually (4), always allow (5). For edits (e.g., age,

brightness, face shape) that can be measured on a spectrum (e.g., increase/decrease), we

also presented examples of five edit levels (0%, 50%, 100%, 150%, no limit) on both increase

and decrease, and asked participants to which extent they would allow the edit. Next in

step 2, we presented several new edited images and asked participants to select the ones they

would allow. To verify responses, we included attention check questions and applied both

time check and manual inspection to detect straight-lining and false input. Appendix D.1

lists examples of survey images.
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Photo Choices. To precisely collect a participant’s opinion on face edits, one could present

them samples of edited photos of themselves. However, seeing certain edits on their own

photos could lead to negative emotional effects that cannot be predicted before the study [89,

102]. Also the remote/one-direction nature of our user study meant we could not debrief our

remote participants. Thus to minimize potential harm, we did not collect or alter personal

photos from our remote participants. Instead, we showed participants sample photos of other

people, before-and-after edits, to help illustrate possible effects of different edit types. We

asked participants to visualize edits applied to photos of their own faces when answering the

study questions. In our opinion, doing so achieves the desired goal of impressing the impact

of different face edit types to individual participants while minimizing any potential negative

emotional effects on them.

Face edits by others are commonly observed in today’s online platforms. Most

participants (75%) reported having observed face edits done by others in online shared

images/videos. When asked about how frequent they observe such editing, 31.3% reported

‘Somewhat often (a few times a week)’ and 12.1% reported ‘Very often (at least once a day)’.

Also, 19.2% indicated that they themselves have edited other people’s face images/videos.

Users vary significantly in tolerance for different types of face edits. Participants

showed significant variation in their tolerance of others editing their online face photos.

This can be observed from the raw scores on the edit tolerance (rated on a scale of 1-5) in

Figure 4.7, where we show the scores of all 99 participants for each of the 15 edit types. Here

the color represents the raw score, white = 5 (always allow) and black =1 (never allow).

On average, participants would allow half of the editing types presented, with 8 participants

(8%) allowing all types of edits (i.e., a score of 5 for all 15 types) and 3 participants (3%)

allowing none for either scenario (i.e., a flat score of 1). We also measured the level of

variation as the standard deviation (std) across edit types and participants. For each edit
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Figure 4.7: The raw score distribution across our study participants (99 users), who provided
a score (1-5) for each of the 15 edit types. 5 = always allow, 1 = never allow.

.

type, the std across participants is high and comparable to the mean (std ∈ [1.17, 1.58],

mean ∈ [1.62, 3.4]). For participants allowing some edit types, the std across edit types is

similarly high (std ∈ [0.25, 2.0], mean ∈ [1.07, 4.0]), suggesting that their choices of the edits

are highly personalized.

To explore the impact of context (i.e., photo viewable to public or friends/family only),

we computed the difference between the mean tolerance of two scenarios per participant.

Again the results vary across participants: 52.6% showed indifference, 20.6% would allow

more edits for public view, and 26.8% would allow more edits for friends/family view.

To understand the reasoning behind their individual selections, after evaluating both

scenarios, we asked participants to explain in their own words. As shown in Table 4.6, the

reasons expressed fall into 5 general categories: prefer no edits ever, prefer only specific edits

(regardless of the audience), would allow more edits among friends/family, would allow more

edits for public photos, or general indifference. These responses also indicated that who

the editors are is also an important factor. Overall, we can clearly observe that users differ

largely in their tolerance of face edits.
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Reason Example
None/
Very Few
Edits

“I wouldn’t want anybody editing my photos, whether I
know them or bot [sic]. It feels intrusive.”

Specific
Edits Only

“It doesn’t matter to me who can see it, I just don’t want specific
edits done to me.” “Sometimes some edits end up making the
pictures weird”

Allow
More Edits
among
Friends/
Family

“Well I would find it funny if my friends did some of those
edits to me but I would be a bit annoyed if a random person
did some of those to my photo.”

Allow
More Edits
for Public
View

“would have more fun doing more extreme edits for public
viewing because potentially more people will be seeing them rather
than friends and family who already know what I look like.”

General
Indiffer-
ence

“I feel like whatever you show in private for the most part
you should be able to show in public”

Table 4.6: Participant reasons for their edit preferences.

Many users prefer aggressive identification and notification of policy violations.

Our study showed that participants preferred a more aggressive approach to detecting un-

acceptable face edits. Two-thirds of participants felt the platform should flag as many

potentially edited images as possible, even at the cost of some false positives. When the

system detects an edited image that violates user preferences, 87% of participants wanted

proactive notifications. Finally, 60% of participants expressed concern about the develop-

ment of new face-editing methods, and the need to adjust their preferences accordingly over

time.

The need for personalized face edit protection. Overall, our user study shows that

users are heavily concerned about others editing and reposting their face photos and want

the ability to protect their online photos; but since users hold very different definitions of
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what face edits are unacceptable, the protection against face edits must be personalized.

4.3.2 Aletheia

To address the unfulfilled need for personalized face edit protection, we propose and design

Aletheia to address this gap. Aletheia is an image moderator system to protect original face

images on photo sharing services.

Usage Scenarios. Here we make two assumptions:

• Aletheia focuses on selfie photos (front-shot of a single face), which are the main target

of malicious face editing.

• We design Aletheia to protect a user’s face photos after they are posted online. To

receive protection, an original photo must be registered into Aletheia before its edited

versions. Specifically, when a user posts an original photo into an online service em-

ploying Aletheia, the photo is verified by Aletheia as an original and then registered

into the system. A user can fill a claim with Aletheia if their original images are reg-

istered by someone else, and prove ownership by verification via face recognition or

camera-generated stamps [2].

Threat Model. We are motivated by the need to prevent the use of face edit tools

for cyberbullying, and design Aletheia to resist “standard manipulators” who are familiar

with everyday technology (i.e., those who can use commodity tools to modify photos, and

delete/modify a photo’s metadata), but not security experts or strongly motivated adver-

saries (i.e., resourceful attackers who analyze Aletheia’s internal design and craft adversarial

attacks to bypass Aletheia’s detection).

Design. Different from existing efforts, we design Aletheiato effectively detect if and how

an image has been edited, by applying reference-based face edit detection and recognition.
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Figure 4.8: Overview of Aletheia’s operation when users request to upload original (scenario
I) and edited photos that contain unacceptable edits (scenario II).

Aletheia consists of four components: (1) a face edit policy manager that allows each

user, when uploading an original face photo, to specify their policy that defines unacceptable

face edits and the subsequent system action upon detecting such edits; (2) an image

inspector that for each incoming image x, inspects the image to determine whether it is

an original image; if so, the inspector asks the user to input policy, and if not, it locates

x’s original version x0; and (3) an edit recognizer that compares x and x0 to determine

whether x contains any unacceptable edits defined by x0. In addition, Aletheia maintains

an internal (4) database to store registered original face photos and their edit policy.

Figure 4.8 illustrates Aletheia’s operation pipeline for two scenarios. In scenario I, the

input image to Aletheia is an original face photo. The image inspector verifies the input is

original, prompting the user to define an edit policy on this photo via the policy manager. It

then registers the photo (and policy) into the database, and accepts the upload request. In

scenario II, the input image is an age-edited face photo. The image inspector first identifies
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the input as an edited photo and proceeds to locate the original face photo (and edit policy)

in the database. Then the edit recognizer compares both photos to identify edits, and uses

the edit policy to determine existence of any unacceptable edits. If so, the upload request

is either rejected or flagged for user review (per user’s policy). If not, the upload request is

accepted. In the example of Figure 4.8, the image violates the user policy that disallows age

edit.

4.3.3 Aletheia’s Decision vs. Human Decision

Using data from the user study in §4.3.1, we examined how Aletheia flags edited images

that violate user policies, and whether such decisions match human decisions. For each

participant, we used their responses to (1) define an edit policy per edit type, i.e., acceptable

or unacceptable, and (2) obtain a set of human decisions on the edited images, which we

use to evaluate Aletheia. The policy was generated from user data collected in step 1, and

decision data from step 2. In total, we have 99 participants and 406 valid human decisions

(156 unacceptable, 250 acceptable). Next, for each edited image labeled by humans, we ran

Aletheia based on each participant’s policy to determine whether Aletheia accurately detects

those violating the policies. Our experiment produced two key findings.

Aletheia can accurately flag edited images that users disallow (93.6%). We found

that Aletheia’s decisions match the participants’ decisions well. It successfully flagged 93.6%

of edited images (146 out of 156) that participants labeled as unacceptable, and accepted

87.6% of images (219 out of 250) that participants labeled as acceptable.

Decision mismatch came from subtle edits and overlap of edits. We studied

mismatch between Aletheia and participants’ decisions, and found two dominating trends.

First, the “unacceptable” images not detected by Aletheia all came down to a single skin

tone edited image, which contains very subtle change of skin tone. Aletheia failed to spot
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the change because it uses a common human skin tone palette that “ignores” such subtle

changes. Second, when Aletheia falsely flagged an acceptable image as unacceptable, the

error came from overlap of edits. For example, an age edit often changes hair color, and face

swap often changes expression, age, and face shape. When a participant’s policy contains

conflict across overlapped edits, e.g., allowing age edit but not hair color edit, those false

alarms are inevitable.

Insight: the need for precise edit policy. Our results are encouraging and demon-

strate an initial feasibility of Aletheia. They also confirm the observation that the current

definition of edit types is likely too broad to build accurate edit recognizers. Aletheia could

largely benefit from more precise characterization and interpretation of edit types, so users

can clearly define fine-grained policies that are free of conflicts and can be implemented as

decision rules.

4.3.4 User Perception of Aletheia’s Protection

We conducted an additional online survey to assess how users perceive the protection offered

by Aletheia, and to submit, if any, suggestions on improving Aletheia. More details in

appendix D.2.

Participants. We recruited 100 participants via Prolific. The survey was designed to

take 10 minutes on average and participants received $2 as compensation. We received 97

valid responses (3 responses failed attention check question). Of those, 7 indicated they did

not feel concerned at all about privacy online. Since those privacy-insensitive users are not

our target users, we filtered their responses from our analysis. In the end, we analyzed 90

responses (44% identified as female, 66% male). The age distribution is: 18-29 years old

(75%), 30-39 (16%), 40-49 (7%) and 50-59 (2%).
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Task. We asked participants to imagine using Aletheia when posting an image online to

a site like Instagram. We first show examples of each edit type, and demonstrate how the

system would enforce potential policies when an unacceptably edited image is detected. We

then asked multiple-choice and free response questions about the usability of the system,

users’ sense of protection, and their perceptions of privacy when posting images online.

This conceptual approximation of the Aletheia system captures its essence and demon-

strates the potential value of the service. We used it to help our study participants under-

stand the protection offered by Aletheia and determine whether they would want or need

such protection. Also, since the remote/one-direction nature of our user study meant we

could not debrief our remote participants, we chose to not collect or alter personal pho-

tos from our remote participants, in order to protect their privacy and minimize potential

negative emotional effects.

Many participants showed appreciation for the protection offered by Aletheia.

We asked participants how they felt about the protection Aletheia would provide for their

online photos. Table 4.7 shows a summary of the responses. Nearly half (48%) of the partic-

ipants felt that Aletheia protected their images, especially since they can define personalized

protection policy. 15% of the participants were neutral. They questioned the full effective-

ness of the protection, but still viewed Aletheia as a step in the right direction. 13.3% of

the participants did not feel protected by Aletheia because they worried that the system

could be bypassed, such as posting edited images elsewhere online, or were not convinced

Aletheia’s technology could accurately detect most edits. 23.7% of the participants expressed

that posting images online is never safe and the only way of protection is not uploading any.

Many participants would like to use Aletheia. Regarding whether they would use

Aletheia to protect their online images, we observed considerable differences between edit-

concerned and edit-unconcerned participants (see Table 4.8). Note that at the beginning of
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Response Reason Example
Protected
(48%)

Trust system works
to detect disallowed
edits

“I would feel my images are protected by the system as I can
specify whether I would like them to be modifed [sic] in a way I
would not like.”

Neutral
(15%)

Can’t 100% guar-
antee protection

“it may miss when a photo has been edited” ”i think they
protect the images to a certain extent however not fully”

Not Pro-
tected
(13.3%)

The system can be
bypassed (8.5%)

“I think it could be cheated easilly [sic]” “Pictures can still be
extracted and posted somewhere else.”

Don’t trust system
(4.8%)

“I don’t think the system is advanced enought [sic] to detect
these images.”

Never
(23.7%)

Posting images on-
line is never safe

“I think it’s never safe when we post pictures of ourselves
because they never really leave the internet.”

Table 4.7: Participant responses for whether they feel their images were protected with
Aletheia.

User group Yes Neutral No

edit-concerned 68% 21% 11%

edit-unconcerned 42% 27% 27%

Table 4.8: Participant responses for whether they would use Aletheiawhen posting images on
social media sites.

the user survey, we asked each participant whether they are concerned about their image

being edited and reposted by others, and the result was a near-even split (49%/51%) across

participants. From Table 4.8, we see that 68% of edit-concerned participants were interested

in using Aletheia and 21% were neutral. Of the 11% (5 participants) who said no, 4 expressed

that they never shared images on social platforms and did not feel protected even with

Aletheia. Another interesting observation is that even among those not concerned with edit,

42% indicate they would use Aletheia.

Overall, our survey results are highly encouraging, showing that most participants express

interest in using Aletheia to increase protection online. More efforts like Aletheia should be

made to provide more privacy-friendly services and to educate users on ways to achieve their

privacy goals.

Participants want to configure and adapt their edit policy, despite the overhead.

We asked how users consider the tradeoff between time spent setting up their own policy,
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and achieving protection. Most participants were either not concerned (45%) or neutral

(32%), deeming the protection worth the initial setup time. The rest 23% expressed concern

about the time spent, with one participant feeling this may leave many users reverting to

default settings. Also, 75% of participants indicated they would prefer a single policy for all

images, for simplicity and efficiency. Additionally, similar to the first study, we found that

participants want flexibility to change their preferences over time, and expect the system to

adapt and new editing methods are developed. Together, this feedback suggests that the

design of Aletheia’s edit policy management should serve to spare the users’ efforts, whilst

affording personalized control.

Suggestions on improving Aletheia. We asked participants what changes, if any, they

would make to improve Aletheia. While most participants did not submit any response, there

are a few notable ones. Four participants indicated they would like notifications for any edits

detected, so they could decide whether to remove them. Eleven participants care about who

makes the edit, such as “set certain friends to have edit permissions” or “allow users to ask

for permissions to the original author of the image.” Finally, several participants brought

up a desire to implement Aletheia on all possible platforms, providing ultimate protection

against any edited face images posted online.

4.3.5 Discussion

Limitations and Future Work. As the first work on face edit protection for online

photos, Aletheia faces a number of limitations, much of which will be the targets of future

work in this space.

(1) Deeper study on users’ tolerance for face edits: Our user study is limited in that

we collected tolerance of different face edits when participants evaluated others’ face photos

(to protect our participants). This tolerance may change when participants evaluate their
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own individual photos, which needs to be considered when collecting the specific edit policy

from a user seeking protection.

(2) Edit policy definition and management: Our current edit policy specification

adopts a simple (default) policy on several common types of face edits. We recognize three

broad challenges in clearly defining and deploying face edit policies.

• Current tools and literature define broad and vague “types” of face-edits, and many

edits are naturally correlated. These have affected the accuracy of Aletheia’s edit recog-

nition. We need a systematic approach to interpret and decompose face edit types, and

an interactive interface to guide users in defining usable policy. Here a related ques-

tion is how to effectively illustrate the edit effect to users while minimizing/addressing

potential negative emotional impacts.

• Defining certain edit types such as gender appearance and age may rely on common

stereotypes that fail to properly capture real world diversity. Much work remains in

developing a more nuanced and powerful policy specification that better reflects user

diversity.

• The third challenge is how to automate policy configuration. One can explore the use

of machine learning tools to learn users’ preferences, and help them set their edit policy

automatically.

(3) Expanding edit recognizer: So far our prototype employs nine attributor extractors

built from public models. We plan to add new ones to cover a broader range of edits,

leveraging ongoing efforts on semantic face analysis. This effort needs to be integrated with

the policy component to meet the needs of real-world users.

(4) Integration with multiple photo-sharing platforms: So far Aletheia targets a

single photo-sharing platform. While this can be effective to protect users if deployed by a

very large platform like Instagram, we could achieve much more impact if multiple platforms

collaborate. Thus a natural extension to this work would consider privacy-preserving ways
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to share personalized user policies and data across platforms, so that unacceptable edits of

images from one platform can be detected on others.

(5) Addressing detection errors: Like any practical system, Aletheia may occasionally

make mistakes. Here we discuss two main types of errors and ways to mitigate them. The

first type is wrongly recognizing a new image as an edited one and forwarding it to the wrong

owner to review. One way to reduce the likelihood of such errors is to add a verification step

to check whether the face identities of the edited image and its original copy match, i.e., the

two images are photos of the same person. When the two images display different identities,

it could be a detection error or caused by a “faceswap” edit. Such cases could be reviewed

by the platform’s moderator before taking further actions.

The second type of errors is wrongly identifying an edited image as original, or failing to

detect the disallowed edits, so the image is posted online. A user affected by this type of error

can mark the photo and submit a complaint. Aletheia can verify the complaint and remove

the image post if necessary. In addition, Aletheia can use this data point to diagnose and

improve its detection algorithms. Thus real-world deployments of Aletheia need to include

a mechanism for users to report errors.

(6) Verifying photo ownership: Aletheia protects each original photo based on its edit

policy. Intuitively, the legal owner(s) of an original photo should be the one who defines

the policy. This leads to the issue of how to define the legal owner(s) of a photo [108],

e.g., the person who took the photo, or the person who owns the copyright to the photo.

This ownership issue should be addressed by each photo-sharing platform before deploying

Aletheia, e.g., via their term-of-service or copyright agreement.

Our work seeks to address the threat of online face photos getting edited and reposted

by others for malicious purposes. Our user study shows that users are concerned about this

threat and want actions taken to protect their online photos. But realizing such protection

is challenging because users vary widely in their definition of what edits are (un)acceptable.
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This motivates us to develop an image moderation tool that online platforms can deploy to

provide personalized protection against unacceptable face edits. In this work, we design and

prototype Aletheia to address two immediate challenges of personalized face edit protection:

detecting and recognizing individual edits on a photo and also identifying its original version

(and thus its edit policy). Overall, our work demonstrates the initial feasibility for online

platforms to support social interactions via photo editing and sharing, while giving users

agency over how their photos can be altered by others.

4.4 Protecting Artists from Style Mimicry by Text-to-Image

Models

Recent text-to-image diffusion models such as MidJourney and Stable Diffusion threaten to

displace many in the professional artist community. In particular, models can learn to mimic

the artistic style of specific artists after “fine-tuning” on samples of their art.

Beyond open questions of copyrights [27], ethics [136, 59], and consent [49, 68, 57], it is

clear that these AI models have had significant negative impacts on independent artists. For

the estimated hundreds of thousands of independent artists across the globe, most work on

commissions, and attract customers by advertising and promoting samples of their artwork

online. A model that mimics this style profits from that training without compensating the

artist, effectively ending their ability to earn a living. Also, as synthetic art mimicry continues

to grow for popular artists, they displace original art in search results, further disrupting the

artist’s ability to advertise and promote work to potential customers [153, 73]. Today, all of

these consequences have indeed occurred in the span of a few months.

This work presents Glaze, a system that allows an artist to apply carefully computed

perturbations to their art, such that diffusion models will learn significantly altered versions

of their style, and be ineffective in future attempts at style mimicry. We worked closely

with members of the professional artist community to develop Glaze, and conduct multiple
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Figure 4.9: Sample AI-generated art pieces from the Midjourney community showcase [112,
146].

user studies with over 1,000 participants from the artist community to evaluate its efficacy,

usability, and robustness against a variety of active countermeasures.

Intuitively, Glaze works by taking a piece of artwork, and computing a minimal per-

turbation (a “style cloak”) which, when applied, shifts the artwork’s representation in the

generator model’s feature space towards a chosen target art style. Training on multiple

cloaked images teaches the generator model to shift the artistic style it associates with the

artist, leading to mimicry art that fails to match the artist’s true style.

This work makes several key contributions:

• We engage with top professional artists and the broader community, and conduct user

studies to understand their views and concerns towards AI art and the impact on their

careers and community.

• We propose Glaze, a system that protects artists from style mimicry by adding minimal

perturbations to their artwork to mislead AI models to generate art different from the
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targeted artist. 92% of surveyed artists find the perturbations small enough not to

disrupt the value of their art.

• Surveyed artists find that Glaze successfully disrupts style mimicry by AI models on

protected artwork. 93% of artists rate the protection is successful under a variety of

settings, including tests against real-world mimicry platforms.

• In challenging scenarios where an artist has already posted significant artworks online,

we show Glaze protection remains high. 87.2% of surveyed artists rate the protection

as successful when an artist is only able to cloak 1/4 of their online art (75% of art is

uncloaked).

• We evaluate Glaze and show that it is robust (protection success > 85%) to a variety

of adaptive countermeasures.

• We discuss Glaze deployment and post-deployment experiences, including countermea-

sures in the wild.

4.4.1 Collaborating with Artists

Our goal is to help artists disrupt AI models trying to mimic their artistic style, without

adversely impacting their own artwork. Because “success” in this context is highly subjective

(“Did this AI-art successfully mimic Karla’s painting style?”), we believe the only reliable

evaluation metric is direct feedback by professional artists themselves. Therefore, wherever

possible, the evaluation of Glaze is done via detailed user studies engaging members of the

professional artist community, augmented by an empirical score we develop based on genre

prediction using CLIP models.

We deployed two user studies during the course of this project (see Table 4.9). Both are

IRB-approved by our institution. Both draw participants from professional artists informed

via their social circles and professional networks. The first (Survey 1, §4.4.1, §4.4.3), asked

participants about their broad views of AI style mimicry, and then presented them with a
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Survey # of artists Content

Survey 1 1156
1) Broad views of AI art and style mimicry(§4.4.1)
2) Glaze’s usability, i.e. acceptable levels of cloaking (§4.4.3)
3) Glaze performance in disrupting style mimicry (§4.4.3)

Survey 2
(Extension to Survey 1)

151

1) Additional performance tests (§4.4.3)
2) Robustness to advanced scenarios (§??)
and countermeasures (§??)
3) Additional system evaluation (Appendix ??)

Table 4.9: Information on our user studies: the number of artist participants and where we
report the results of the studies. We sent Survey 2 to some specific participants from survey
1 who volunteered to participate in a followup study.

number of inputs and outputs of our tool, and asked them to give ratings corresponding to

key metrics we wanted to evaluate. We select a subset of participants from the first study

to participate in a longer and more in-depth study (Survey 2) where they were asked to

evaluate the performance of Glaze in additional settings.

Artists’ Opinions on Style Mimicry While we expected artists to view style mimicry

negatively, we wanted to better understand how much individual artists understood this

topic and how many perceived it as a threat. Here we describe results from Survey 1 to

gather perceptions of the potential impact of AI art on existing artists.

Survey Design. Our survey consisted of both multiple choice and free response questions

to understand how well people understand the concept of AI art, and how well the models

successfully imitate the style of artists. Additionally, we asked artists about the extent

to which they anticipate the emergence of AI art to impact their artistic activities, such

as posting their art online and their job security. A handful of professional artists helped

disseminate our survey to their respective artist community groups. Overall, we collected

responses from 1,207 participants, consisting primarily of professional artists (both full-time

(46%) and part-time/freelancer (50%)) and some non-artist members of the art community

who felt invested in the impact of AI art (4%). Of the participants who consider themselves

artists, their experience varied: <1 year (13%), 1-5 years (49%), 5-10 years (19%), 10+
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years (19%). Participants’ primary art style varied widely, including: animation, concept

art, abstract, anime, game art, digital 2D/3D, illustration, character artwork, storyboarding,

traditional painting/drawing, graphic design, and others.

Key Results. Our study found that 91% of the artists have read about AI art extensively,

and either know of or worry about their art being used to train the models. Artists expect AI

mimicry to have a significant impact on artist community: 97% artists state it will decrease

some artists’ job security; 88% artists state it will discourage new students from studying

art; and 70% artists state it will diminish creativity. “Junior positions will become extinct,”

as stated by one participant.

Many artists (> 89% artists) have already or plan to take actions because of AI mimicry.

Over 95% of artists post their artwork online. Out of these artists, 53% of them anticipate

reducing or removing their online artwork, if they haven’t already. Out of these artists, 55%

of them believe reducing their online presence will significantly impact their careers. One

participant stated “AI art has unmotivated myself from uploading more art and made me

think about all the years I spent learning art.” 78% of artists anticipate AI mimicry would

impact their job security, and this percentage increases to 94% for the job security of newer

artists. Further, 24% of artists believe AI art has already impacted their job security, and an

additional 53% expect to be affected within the next 3 years. Over 51% of artists expressed

interest in proactive measures, such as personally joining class action lawsuits against AI

companies.

Professional artists thought AI mimicry was very successful at mimicking the style of

specific artists. We showed the artists examples of original artwork from 23 artists, and

the artwork generated by a model attempting to mimic their styles. 77% of artists found

the AI model successfully or very successfully mimic the styles of victim artists, with one

stating “it’s shocking how well AI can mimic the original artwork.” Additionally, 19% of

participants thought the AI mimicry is somewhat successful, leaving only < 5% of artists
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Figure 4.10: Overview of Glaze, a system that protects victim artists from AI style mimicry
by cloaking their online artwork. (Top) An artist V applies the cloaking algorithm (uses
a feature extractor Φ and a target style T ) to generate cloaked versions of V ’s art pieces.
Each cloak is a small perturbation unnoticeable to human eye. (Bottom) A mimic scrapes
the cloaked art pieces from online and uses them to fine-tune a model to mimic V ’s style.
When prompted to generate artwork in the style of V , mimic’s model will generate artwork
in the target style T , rather than V ’s true style.

rating the mimicry as unsuccessful. Several artists also pointed out that, as artists, upon close

inspection they could spot differences between the AI art and originals, but were skeptical

the general public would notice them.

A significant concern of most participants, surprisingly, is not just the existence of AI

art, but rather scraping of existing artworks without permission or compensation. As one

participant stated: “If artists are paid to have their pieces be used and asked permission,

and if people had to pay to use that AI software with those pieces in it, I would have no

problem.” However, without consent to use their artwork to train the models, “it’s incredibly

disrespectful to the artist to have their work ‘eaten’ by a machine [after] many years to grow

our skills and develop our styles.”

4.4.2 Disrupting Style Mimicry with Glaze

We propose Glaze, a tool that protects artists against AI style mimicry. An artist uses Glaze

to add small digital perturbations (“cloak”) to images of their own art before sharing online

(Figure 4.10). A text-to-image model that trains on cloaked images of artwork will learn

an incorrect representation of the artist’s style in feature space i.e., the model’s internal
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a) Style transfer
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b) Cloak optimization

Cloaked artwork is similar to 
the originals in input space
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to targets in Φ’s feature space

Optimizes cloaks for
 original artwork

Figure 4.11: High level overview of how Glaze perturbs the style-specific features of the
artwork. a) Glaze style transfers the original artwork to a different style, which changes
its style but leaves other features unaltered. b) Glaze optimizes a cloak that makes the
artwork’s features representation match that of the style-transferred art, while constraining
the amount of visible changes to the artwork.

understanding of artistic styles. When asked to generate art pieces in victim’s style, the

model will fail to mimic the style of the victim, and instead output art pieces in a recognizably

different style.

Our key intuition is to identify and isolate style-specific features of an artist’s original

artwork, i.e., the set of image features that correspond to artistic style. Then Glaze computes

cloaks while focusing the perturbation budget on these style-specific features to maximize

impact on stylistic features.

As discussed, identifying and calculating style-specific features in model’s feature space

is difficult due to the poor interpretability of model features and how art style manifests

differently across artworks. We overcome these two challenges by designing a style-dependent
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Original artwork
“Oil painting”

Style transferred artwork with target:

“Abstract painting” “Cubism painting”

Figure 4.12: Example style-transferred artwork with different target styles.

and artwork-dependent method that operates at image space. Given an artwork, we leverage

“style transfer,” an end-to-end computer vision technique, to modify and isolate its style

components. “Style transfer” transforms an image into a new image with a different style

(e.g., from impressionist style to cubist style) while keeping other aspects of the image similar

(e.g., subject matter and location).

We leverage style transfer in our protection technique as follows. Given an original

artwork from the victim artist, we apply style-transfer to produce a similar piece of art with

a different style, e.g., in style of “an oil painting by Van Gogh” (Figure 4.11 a). The new

version has similar content to the original, but its style mirrors that of Van Gogh. We show

more style-transfer examples with different target styles in Figure 4.12. Now, we can use the

style-transferred artwork as projection target to guide the perturbation computation. This

perturbs the original artwork’s style-specific features towards that of the style-transferred

version. We do this by optimizing a cloak that, when added to the original artwork, makes
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Mimicked art
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Oil painting 
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Artist A

(Karla Ortiz)

Artist B

(Nathan Fowkes)

Cubism by Picasso

Artist C

(Claude Monet)

Glaze perturbation size

Figure 4.13: Example Glaze protection results for three artists. Columns 1-2: artist’s
original artwork; column 3: mimicked artwork when artist does not use protection; column
4: style-transferred artwork (original artwork in column 1 is the source) used for cloak
optimization and the name of target style; column 5-6: mimicked artwork when artist uses
cloaking protection with perturbation budget p = 0.05 or p = 0.1 respectively. All mimicry
examples here use SD-based models.

its feature representation similar to the style-transferred image. Since the content is identical

between the pair of images, cloak optimization will focus its perturbation budget on style

features.

4.4.3 Glaze’s Protection Performance

Style mimicry success when Glaze is not used. Mimicry attacks are very

successful when the mimic has access to a victim’s original (unmodified) artwork. Examples

of mimicked artwork can be found in Figure 4.13. The leftmost two columns of Figure 4.13

show a victim artist’s original artwork, while the third column depicts mimicked artwork

generated by a style-specific model trained on victim’s original artwork when Glaze is not

used. In our user study, over > 95% of respondents rated the attack as successful. Table 4.14,

row 1, gives the artist-rated and CLIP-based genre shift for mimicry attacks on unprotected
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Figure 4.14: Glaze has a high protection success rate, as measured by artists and CLIP,
against style mimicry attacks. We compare protection success when artists do not use Glaze
vs. when they do (with perturbation budget 0.05).

art.

SD models produce stronger mimicry attacks than DALL·E-m models, according to our

user study (see Table 4.14). This is unsurprising, as DALL·E-m models generally produce

lower-quality generated images. CLIP-based genre shift does not reflect this phenomenon,

as this metric does not assess image quality.

Glaze’s success at preventing style mimicry. Glaze makes mimicry attacks

markedly less successful, as shown in Figure 4.13. Columns 5 and 6 (from left) show mimicked

artwork when the style-specific models are trained on artwork protected by Glaze. For

reference, column 4 shows an example style-transferred artwork Ω(x, T ) used to compute

Glaze cloaks for the protected art pieces. Overall, Glaze achieves > 93.3% artist-rated

PSR and > 96.0% CLIP-based genre shift (see Table 4.14). Glaze’s protection performance

is slightly higher for current artists than for historical artists. This is likely because the

historical artists’ images are present in the training datasets of our generic models (SD,

DALL·E-m), highlighting the additional challenge of protecting well-known artists whose

style was already learned by the generic models.

How large of perturbations will artists tolerate? Increasing the Glaze perturbation

budget enhances protection performance. We observe that both artist-rated and CLIP-based
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Cloaked, p=0.1
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Figure 4.15: Glaze’s cloaking protection success increases as cloak perturbation budget in-
creases. The top row of the figure shows baseline performance with the mimic trains on
uncloaked images (p=0).

genre shift increase with perturbation budget (see Figure 4.15, Table 4.16, and Figure 4.19).

Given this tradeoff between protection success and Glaze protection visibility on original

artwork, we evaluate how perturbation size impacts artists’ willingness to use Glaze.

We find that artists are willing to add fairly large Glaze perturbations to their artwork

in exchange for protection against mimicry. To measure this, we show 3 randomly chosen

pairs of original/cloaked artwork to each of the 1,156 artists in our first study. For each art

pair, we ask the artist whether they would be willing to post the cloaked artwork (instead of

the original, unmodified version) on their personal website. More than 92% of artists select

“willing” or “very willing” when p = 0.05. This number only slightly increases to 94.3%

when p = 0.03. Figure 4.17 details artists’ preferences as perturbation budget increases.

(see Figure 4.18 for examples of cloaked artwork with increasing p). Based on these results,
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Perturbation
budget

Artist-rated
PSR

CLIP-based
genre shift

0 (no cloak) 4.6± 1.4% 2.4± 0.8%
0.05 93.3± 0.6% 96.0± 0.3%
0.1 95.9± 0.4% 98.2± 0.1%
0.2 96.1± 0.3% 98.5± 0.1%

Figure 4.16: Performance of our system (artist-rated protection success rate and CLIP-based
genre shift rate) increases as the perturbation budget increases. (SD model, averaged over
all victim artists).

we use perturbation budget p = 0.05 for all our experiments, since most artists are willing

to tolerate this perturbation size.

Surprisingly, over 32.8% artists are willing to use cloaks with p = 0.2, which is clearly

visible to human eye (see Figure 4.18). While we are surprised by this high perturbation

tolerance, in our follow-up free response artists noted that they would be willing to tolerate

large perturbations because of the devastating consequence if their styles are stolen. One

participant stated that “I am willing to sacrifice a bit image quality for protection.” Many

artists (> 80%) also noted that they have already used traditional, more visually disruptive

techniques to protect their artwork online when posting online, i.e., adding watermark or

reducing image resolution. One participant stated that “I already use low to medium res-

olution images only for online posting, thus this would not impact my quality control too

much.”
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p=0.05
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Willingness to post cloaked artwork
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Figure 4.17: Artists’ willingness to post cloaked artwork in place of the original decreases as
perturbation budget of the cloaks increases.

Original p = 0.05 p = 0.1 p = 0.2

Figure 4.18: Original artwork and cloaked artwork computed using three different cloak
perturbation budgets.
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p = 0 p = 0.05 p = 0.1 p = 0.2

Mimicked artwork when perturbation budget equals to

p = 0.03

Figure 4.19: Mimicked artwork when artist uses an increasingly high perturbation budget
to protect their original art.

Artist: Φ-A

Mimic: Φ-A

Artist: Φ-B

Mimic: Φ-A

Artist: Φ-C

Mimic: Φ-A

Artist-rated PSR 93.5 + 0.6% 91.3 + 0.5% 90.2 + 0.8%

Artist: no cloaking

Mimic: Φ-A

Attempts to 

mimic artist A

4.3 ± 0.2%

0% cloaked 75% cloaked50% cloaked25% cloaked

Attempts to 

mimic artist B

87.2 ± 1.1% 90.1 ± 0.8% 91.5 ± 0.9%4.3 ± 0.2%

CLIP-based genre shift 96.0 ± 0.3% 94.8 ± 0.4% 94.0 ± 0.4%1.4 ± 0.2% 90.3 ± 0.8% 93.8 ± 0.4% 94.7 ± 0.3%1.4 ± 0.2%

Feature extractors used by artist and mimic Percentage of artwork cloaked

Figure 4.20: Glaze remains successful under two challenging scenarios. Left: when artist and
mimic use different feature extractors. Right: when artists can only cloak a portion of their
artwork in mimic’s dataset. Bottom of the figure shows artist-rated PSR and CLIP-based
genre shift for the corresponding setting.
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CHAPTER 5

DISCUSSION

This dissertation seeks to understand and improve ways of measuring and mitigating bias

by evaluating the efficacy of existing data and methods, and how they represent real-world

perceptions. By improving methods to measure gendered language in text, I demonstrate

the importance of re-examining and updating both the data and methodology to capture

modern perspectives in context that may perpetuate gender biased stereotypes. To prevent

biased preconceptions, I demonstrate how emotion voice conversion models can be leveraged

to reduced emotion expressions, and improve perceptions of the speaker.

Bias in Text. Understanding how we use gendered language in text allows us to under-

stand how people are being represented, and additionally how they may be perceived based

on those representations. Correct or not, these perspectives reflect and perpetuate gender

biased stereotypes. Through an examination of traditional and novel methods to measure

gendered language in text, I find that gendered language persists over time, with evolving

vocabulary and context. While traditional gender lexicons and associated methods maintain

merit, this work shows how leveraging large scale data improves representation and recog-

nition of modern language use. However, even with additional data, lexicons still struggle

to understand language in context. To remedy the shortcomings of traditional methods, I

trained a deep-learning language model to recognize broader sentiments expressed beyond

single words or short phrases. By training on entire paragraphs or articles of labeled text,

the end-to-end method captures the gendered language of larger bodies of text. The gender

score generated by the end-to-end model provides a better representation of the overall intent

of the language compared to the lexicon approaches.

By re-evaluating the type of data we could gather, and how it could be applied to state-

of-the-art methods, we can improve our ability to measure gendered language in text across
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various medias. Overall, simply measuring gendered language does not inherently reduce

bias. It may, however, encourage people to be more aware of the wording they use when

describing people, and the impact it can have on the subject and readers of the content.

Further, though it remains costly in time and effort to update data and methods, this work

shows how the resulting improvements are significant and necessary. By gaining a better

understanding of how language may reflect and perpetuate biased perspectives, perhaps next

we can enact changes that prevent the biased perceptions.

Bias in Voice. With the use of voice conversion models, this work shows the potential for

preventing biased perceptions by changing the tone of a speaker’s voice. While emotion voice

conversion models continue to be developed and improved, this work presents a real-world

use case for emotion voice conversion models that can result in benefits for both the speaker

and listener. After evaluating the datasets these models are originally trained and evaluating

on, it’s clear that current dataset labels remain very limited in their ability to capture an

adequate spectrum of emotion expressions. Nonetheless, by using them to reduce emotion

expressions (of any emotion), I find speakers are more likely to appear more competent,

trustworthy, and less anxious. In certain scenarios, such as talking to someone at a call

center, these changes can greatly improve the experience for both parties. The expressed

disinterest and skepticism about voice manipulation highlights the need for end-users to be

considered when voice conversion models are created and used in the real world. However,

the expressed understanding of how certain conversational experiences could benefit from

someone by altering their tone of voice suggests there may be scenarios where such a tool

could be useful. Overall, while emotion voice conversion models show the ability to improve

conversation experiences, researchers should maintain awareness of people’s perspectives,

and use caution when implementing such tools in the real world.
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Artificial Content in the Real-World Deep learning presents great potential, while also

posing a great threat to people and society at large. As these models continue to become

more sophisticated, the content created becomes more and more difficult for humans and

systems to distinguish as artificially generated. As presented in this thesis, this poses security

threats, such as in the case of voice authentication. Additionally, as shown with Glaze,

artificial content can displace the very humans whose work is used to train the models. It

remains up to developers to be cognizant of the models they create and release to the public,

and to those who can work towards defenses on behalf of the general public.
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APPENDIX A

SURVEYS FOR MEASURING GENDER STEREOTYPES

A.1 Measuring Word and Gender Associations

A.1.1 Task 1

On the following pages, you will be shown lists of adjectives. We are trying to determine

the extent to which people think each adjective is associated with men or with

women.

Your task is to evaluate the extent to which you associate each adjective shown with a

typical man or woman.

In other words, if you think the adjective it is typically used to characterize a man (or a

woman), then it is considered to be associated with a man (or a woman).

You will evaluate each adjective for its association with a man or woman, but not both.

Just to make sure you understand the task, here is an example: If the word shown is

“square” and you strongly disagree that this word is typically associated with a man, then

you would answer 1 on the scale below.

• Strongly agree

• Somewhat agree

• Slightly agree

• Neutral

• Slightly disagree

• Somewhat disagree

• Strongly disagree
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I feel that is commonly associated with the characterization of a typical MAN.

Show a list of 50 adjectives, rate agreement in 7 point Likert Scale

I feel that is commonly associated with the characterization of a typical WOMAN.

Show a list of 50 adjectives, rate agreement in 7 point Likert Scale

A.1.2 Task 2

Your task is to evaluate the extent to which you associate each VERB shown with

a typical man or woman. This is similar to Task 1.

In other words, if you think the verb is typically used to characterize a man (or a woman),

then it is considered to be associated with a man (or a woman)

Please evaluate the verb as though a man (or a woman) is the subject (i.e., the person

doing the action). Just to make sure you understand the task, here is an example: If the

verb shown is “ran”, imagine the following sentence: “The man ran away from the fox.” We

would like you to evaluate how strongly you associate the verb with respect to the man, not

the fox.

You will evaluate each verb for its association with a man or woman, but not both.

I feel that is commonly associated with the characterization of a typical MAN.

Show a list of 50 verbs, rate agreement in 7 point Likert Scale

I feel that is commonly associated with the characterization of a typical WOMAN.

Show a list of 50 verbs, rate agreement in 7 point Likert Scale

A.2 Crowdsourcing Gendered Text from Online Sources

The goal of this study is to understand how people understand gender stereotypes.

Your task is to find articles on the Internet that describe people who exemplify or

contradict common gender stereotypes of US society. Here, gender stereotypes refer
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to general impressions that society places on men and women, not necessarily stereotypes

that you hold yourself for men and women.

For example, if you think men are stereotypically viewed in society as powerful and rich,

and you are asked to find an article about stereotypical men, you might want to look for

articles that describe a male Wall Street trader.

The article can come from news webpages, Wikipedia pages, online social media, obitu-

aries, self-description in public resumes, etc. You will need to choose 4 different articles, and

we will pay you $0.75 for each article. You will be given instructions for each article that we

want you to find. Please read these instructions carefully each time because they may vary

for each article.

Please search the web and choose an article so that:

1) The article contains description of a man (or woman). It could be related to his (or

her) appearance, characteristics, habit, or a story about the person.

2) His (or Her) characteristics and behaviors are consistent with (or contradictory

to) a typical man (or woman), according to stereotypes in society.

• Please copy and paste the paragraphs that are related to the person (if only a few

paragraphs are related to the person, please only copy and paste these paragraphs).

• Please also paste the link to the webpage where you found the article.

• Please briefly state why the person in the paragraphs is consistent or contradicts com-

mon gender stereotypes.
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APPENDIX B

EMOTION TONE USER STUDY QUESTIONNAIRES

B.1 Measuring Feasibility of Altering Voices

You will be presented with a series of short audio clips, and asked to rate each clip on a

series of characteristics along a scale. You may replay each clip as many times as you would

like. For each clip, only consider the tone of voice, not the content of the sentence.

1. Please rate the overall quality of the audio:

• 1: very good quality (imperceptible distortion)

• 2: good quality (perceptible but not annoying distortion)

• 3: decent quality (perceptible and slightly annoying distortion)

• 4: poor quality (annoying but not objectionable distortion)

• 5: very poor quality (very annoying and objectionable distortion)

2. Please indicate which emotion(s) you perceive from the speech. Mark all that apply.

• neutral

• angry

• happy

• sad

• fear

• surprise

• other

For each selection made in the previous question, we asked:
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3. Please indicate the extent you perceive the emotion

• definitely

• probably

• somewhat

• neutral

Now we will present several pairs of audio clips, and ask several questions about the

pairs. You may replay the clips as many times as you like. Remember to focus only on

the tone and ignore the content of the speech.

For each question below, the participants were presented the following choices:

– Definitely #1

– Somewhat #1

– Neutral

– Somewhat #2

– Definitely #2

• Please indicate which voice sounds more trustworthy

• Please indicate which voice sounds more competent

• Please indicate which voice sounds more warm

• Please indicate which voice sounds more anxious

• Please indicate which voice sounds more confident

• Please indicate which voice sounds more polite

• Please indicate which voice sounds more positive
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• Please indicate which voice sounds more negative

• Suppose you were talking on the phone to a telephone operator (e.g., bank, airline, ca-

ble company). Which voice would you prefer to speak with on the other end of the

line?

• Suppose you were watching a political debate. Which voice would you prefer to vote for?

• Suppose you were interviewing personal assistants for yourself. Which voice would you

prefer to hire as your assistant?

• Suppose you were going to have surgery. Which voice would you prefer to be your surgeon?

• Suppose you were going to have a job interview. Which voice would you prefer to interview you?

B.2 Measuring Desirability of Altering Voices

Suppose there is a software tool that can change one’s tone of voice. For instance, imagine

speaking to someone at a call center (e.g., a support member for your bank or Internet

provider), and this software could make either your own voice or the other person’s voice

sound less angry.

Alternately, suppose you are giving a presentation online (i.e., Zoom) and that you have

the opportunity to filter your voice with a software to make you sound less anxious (more

confident).

• Would you use such a tool to alter your voice?

– Definitely, very often

– Sometimes

– Rarely

– Definitely not, ever

176



• Under what circumstances would you consider it acceptable or desirable to use such

a tool?

• What circumstances would you consider it unacceptable or undesirable to use such

a tool?

• Would you consider it morally acceptable to use this tool to alter your voice if others

were unaware that you were using it, if it improved the effectiveness of the speaker?

– Totally acceptable

– Sometimes acceptable

– Occasionally acceptable

– Rarely acceptable

– Totally unacceptable

– Under what types of circumstances would this be acceptable or unacceptable?

Please explain your reasoning.

• Would you consider it morally acceptable if this tool was used to alter someone’s voice

without the speaker’s knowledge, if it improved the effectiveness of the speaker?

– Totally acceptable

– Sometimes acceptable

– Occasionally acceptable

– Rarely acceptable

– Totally unacceptable

– Under what types of circumstances would this be acceptable or unacceptable?

Please explain your reasoning.
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• Suppose the tool was used to reduce anger of the speaker, such as an angry customer

speaking to an operator at a call center. Would you find the tool to be morally

acceptable?

– Yes, definitely

– Only if the speaker was aware of the tool being used

– Only if the audience was aware of the tool being used

– Only if all parties were aware the tool being used

– Definitely not acceptable under any circumstances

– Please explain your reasoning.

• Suppose the tool was used to reduce anxiety of the speaker, such as helping a pre-

senter sound more confident. Would you find the tool to be morally acceptable?

– Yes, definitely

– Only if the speaker was aware of the tool being used

– Only if the audience was aware of the tool being used

– Only if all parties were aware the tool being used

– Definitely not acceptable under any circumstances

– Please explain your reasoning.

• Suppose the tool was used to increase positivity of the speaker, such as making

someone sound like they’re smiling. Would you find the tool to be morally acceptable?

– Yes, definitely

– Only if the speaker was aware of the tool being used

– Only if the audience was aware of the tool being used
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– Only if all parties were aware the tool being used

– Definitely not acceptable under any circumstances

– Please explain your reasoning.
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APPENDIX C

GENERATED FAKE REVIEWS

We present examples of generated reviews targeting a specific restaurant (description shown

below). The samples are generated under different temperatures and from the models trained

using five-star, three-star and one-star Yelp training review corpus.

Target Restaurant Description: Experience MKT, a market-to-table San Francisco restaurant and bar. Taste

your way through ultra-creative handcrafted cocktails, small plates for sharing, and steaks from the finest California ranches.

Meet friends and relax in our retro urban-chic atmosphere. In the heart of SoMa - with panoramic fifth-floor views of Market

Street and downtown - this is one of San Francisco’s best restaurant venues for social drinks and dining.

C.0.1 Machine-generated One-Star Reviews

Generated with temperature 0.1

I was so excited to try this place out for the first time and the food was awful. I ordered the chicken sandwich and it was

so salty that I could not eat it. I was so disappointed that I was so disappointed in the food. I was so disappointed that I was

so disappointed with the service.

Generated with temperature 0.3

I had a drink at this restaurant. I was there for a couple of months. The restaurant was clean but the food was not good.

The service was very slow and the service is so bad. I would not recommend this place to anyone.

Generated with temperature 0.5

The worst place I’ve ever been too. I waited for a while and the place was not available and the service was absolutely

terrible. The server was rude and not apologetic and unprofessional. I will not be going back to this location.

Generated with temperature 0.7

I have been here twice, very expensive for what you get. We stayed here before at our table and were seated in a line for

15 minutes and the restaurant was full and the cashier recommended the drinks and they forgot the cookie cover charge and

we were told it was not an issue. I would never recommend this place to anyone.

Generated with temperature 1.0
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DO NOT WASTE YOUR TIME AND MONEY! The absolute worst service I have ever experienced. This place is a joke.

The waitress was rude and said she would put the manager to come out but never happened. I wish I could give zero star.

C.0.2 Machine-generated Three-Star Reviews

Generated with temperature 0.1

The food was good but not great. I had the lasagne and the sauce was a little too sweet for my taste. The salad was good

but the sauce was a little too sweet for my taste. The sauce was a little too salty for my tastes. The sauce was a little too

sweet for my taste.

Generated with temperature 0.3

I’ve had the fried chicken and the chicken breast with chicken soup with sweet potato fries. I don’t know what a lot of

the meat was on the salty side as well. The sauce was a bit salty and didn’t have much flavor. The salad was tasty and well

presented but the bread was super tasty.

Generated with temperature 0.5

I was here for a weekend brunch and the food was ok. I love the pizza that is a chain restaurant. I think the service is

excellent. I had the spaghetti and they were very good and the hot dog was good. I got the red velvet chocolate cake special

which was very good but the service was a little slow. The food was good, but not up to par with other places nearby.

Generated with temperature 0.7

The food wasn’t bad. The cupcakes are okay and the service is excellent but the prices are a bit high. I do like the fresh

made salad and drink specials. I would recommend this place for a place to grab a bite for a couple of times.

Generated with temperature 1.0

Came here for lunch today and the place was pretty empty. The steak was good but the chicken they had a little less oily

and overcooked. I would recommend this place if you are looking for a cheap place to stop by.

C.0.3 Machine-generated Five-Star Reviews

Generated with temperature 0.1

I have been going to this place for a few years now and I have never had a bad experience. The service is great! They are

always so friendly and helpful. I will definitely be back and I will be back for sure!
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Generated with temperature 0.3

This place is amazing! The bartenders are absolutely amazing. The pasta is delicious and I love their pastries and it is

amazing. I love the breakfast, friendly staff and the price is very reasonable. I have never had a bad experience here. I will be

back for sure!

Generated with temperature 0.5

I love this place. I went with my brother and we had the vegetarian pasta and it was delicious. The beer was good and the

service was amazing. I would definitely recommend this place to anyone looking for a great place to go for a great breakfast

and a small spot with a great deal.

Generated with temperature 0.7

I have been a customer for about a year and a half and I have nothing but great things to say about this place. I always

get the pizza, but the Italian beef was also good and I was impressed. The service was outstanding. The best service I have

ever had. Highly recommended.

Generated with temperature 1.0

The food here is freaking amazing, the portions are giant. The cheese bagel was cooked to perfection and well prepared,

fresh & delicious! The service was fast. Our favorite spot for sure! We will be back!

C.1 User Study Surveys

C.1.1 Fake/Real Review Detection

Figure C.1 shows a screenshot of the survey designed for examining human performance on

machine-generated review detection.

C.1.2 Review Helpfulness Rating

Figure C.2 shows another screenshot of the second round survey designed for collecting the

helpfulness score of the machine-generated reviews.
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Figure C.1: Examining human performance on machine-generated review detection.

C.2 Detailed Description of Our Face Datasets

Evaluation of Aletheia requires a dataset covering a wide range of face edit types and tools.

As no existing datasets provides edit type labels, we built our own dataset by altering real

face images with editing tools using automatic scripts.

• Original faces – By combining several public datasets (see Table C.1), we built a

dataset containing 821,358 face images of >30,461 identities. This combined set ensures
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Figure C.2: Collecting helpfulness rating of the machine-generated reviews.

diversity and includes a wide variety of images from celebrities and normal people. For

consistency, each image only contains a single face.

• Edited faces – We built and ran scripts to generate edited images from 1000 original

face images (randomly sampled), producing 42.5K edited images labeled by the edits.
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Sub dataset # of identities # of images Type (Source)
CelebA [100] 10,177 202,599 celebrities (Internet)
FFHQ [85] unknown 70,000 normal people (Flickr)

DeeperForensics [78] unknown 1,000 faces (YouTube video, using the first frame)
FF++ [148] unknown 1,000 faces (YouTube video, using the first frame)

IMDB-WIKI [149] 20,284 523,051 actors (IMDb, Wikipedia)
UTKFace [196] unknown 23,708 faces (Internet)

Total >30,461 821,358 normal people & celebrities

Table C.1: Our original face dataset includes 820K+ face photos from both normal people
and celebrities.

Category Edit type # of images Edit tools

Global
processing

Add filter 3,941 FaceApp, PortraitPro
Change brightness 5,936 PhotoShop, PortraitPro

Modify
facial

attributes

Change age 4,059 FaceApp, StarGAN, HRFAE
Change gender appearance 2,000 AttGAN, StarGAN

Change face shape 2,954 PhotoShop, PortraitPro
Change skin tone 2,376 AttGAN, PortraitPro
Change hair color 2,486 FaceApp, StarGAN

Resize eye/nose/mouth 7,914 PhotoShop, FaceAPP, PortraitPro
Add makeup 4,925 FaceApp, PortraitPro

Change facial expression 1,967 FaceAPP, GANimation
Add/Remove Eyeglasses 1,989 FaceApp, OpenCV code

Change face identity (facewap) 2,000 FF++, DeeperForensics
12 Edit Types 42,547 10 Edit Tools

Table C.2: Edited faces: we generated and labeled more than 42K edited images, covering
12 popular face editing types and 10 popular edit tools (3 commercial and 7 open-source
tools).

As detailed in Table C.2, our dataset covers 12 edit types and 10 editing tools, including

both commercial software/apps (PhotoShop, PortraitPro, FaceApp) and open-source

models (StarGAN, AttGAN, GANimation, HRFAE, OpenCV sticker code, FF++,

DeeperForensics 1.0). Each image contains a single type of edit. For each edit type,

we generate edited images using at least two different tools. Due to variations in both

the number of available tools and their edit options, our edited face dataset is not

balanced across edit types. To avoid bias, we up-sampled under-represented types

when reporting results that aggregate over edit types.
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APPENDIX D

PERCEPTIONS OF FACE EDITS USER STUDY

D.1 Personalization User Study Details

Context Establishment. Suppose you’re sharing a photo online to a platform, similar

to Facebook or Instagram. Similar to when you post pictures to these online platforms,

other people who can view the picture may edit your photo and upload it to the same

platform. Some people may do this for fun (e.g., add fun stickers). Other people may do

this maliciously (e.g., cyberbullying).

This platform detects if an image has been edited and re-uploaded. When you upload

an image, you can specify a set of preferences associated with the image. Each preference

setting either allows or disallows a particular type of editing. After an image is uploaded,

the platform can detect and remove any of your pictures that have been edited in a way that

violates your current settings.

D.1.1 Edit Type Preference

Q1. Here are some examples of brightness change. Suppose the brightness can be

adjusted along a spectrum, similar to the example below. Indicate to what extent you would

typically allow this type of editing (see Figure D.1).

Q2. Here are an example of adding a filter. Suppose the filters may be different colors,

and can be adjusted along a spectrum. Indicate to what extent you would typically allow

this type of editing (see Figure D.2).

Q3. Here are some examples of adding stickers. Indicate which of these edits you

would typically allow (see Figure D.3).

Q4. Here are some examples of changing facial attributes (face shape, eyes/nose/mouth
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brightness1.jpg
brightness2.jpg
brightness3.jpg
brightness4.jpg
brightness5.jpg
brightness6.jpg

Original
(no edits allowed)

Change by
up to 50%

Change by
up to 150%

ANY level of
edit allowed

Reduce
brightness

Change by
up to 100%

Original Increase by
up to 50%

Increase by
up to 100%

Increase by
up to 150%

Reduce by
up to 50%

Reduce by
up to 100%

Reduce by
up to 150%

Increase
brightness

Figure D.1: Question about preferences for brightness change.

Original
(no edits allowed)

Rarely
allow

Usually
allow

Always
allow

Adding a
filter

Sometimes
allow

Original Added filter

Figure D.2: Question about preferences for adding a filter.

size). Suppose these attributes can be adjusted along a spectrum, similar to the example be-

low. Indicate to what extent you would typically allow this type of editing (see Figure D.4).

Q5. Here are some examples of changing hair color/style. Suppose the edits may be

different styles or colors, similar to the example below. Indicate to what extent you would

typically allow this type of editing (see Figure D.5).

Q6. Here is an example of adding makeup. Suppose the edits may be different styles

or colors, similar to the example below. Indicate to what extent you would typically allow

this type of editing (see Figure D.6).
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Original
(no edits allowed)

Allow some edits
(glasses, hat)

ANY stickers
allowed

Adding
stickers

Original Sunglasses
sticker

Dog ears
sticker

Flies
sticker

Allow some edits
(dog/bunny ears)

Allow some edits
(spiders, flies)

Figure D.3: Question about preferences for adding stickers.

Original
(no edits allowed)

Change by
up to 50%

Change by
up to 150%

ANY level of
edit allowed

Reduce
face size

Change by
up to 100%

Original Increase face sizeReduce face size

Increase
face size

Figure D.4: Question about preferences for changing facial attributes.

Q7. Here are some examples of face swapping. Indicate to what extent you would

typically allow this type of editing (see Figure D.7).

Q8. Here are some examples of changing facial expression (enhance/reduce

smile/frown). Suppose these expressions can be adjusted along a spectrum, similar to

the example below. Indicate to what extent you would typically allow this type of editing

(see Figure D.8).

Q9. Here is an example of gender appearance change. Indicate to what extent you

would typically allow this type of editing (see Figure D.9).

Q10. Here are some examples of age change. Suppose the age can be adjusted along a
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Original
(no edits allowed)

Rarely
allow

Usually
allow

Always
allow

Changing hair
color/style

Sometimes
allow

Original Change
beard style

Change
hair style

Figure D.5: Question about preferences for changing hair color/style.

Original
(no edits allowed)

Rarely
allow

Usually
allow

Always
allow

Adding
makeup

Sometimes
allow

Original Adding makeup

Figure D.6: Question about preferences for adding makeup.

spectrum, similar to the example below. Indicate to what extent you would typically allow

this type of editing (see Figure D.10).

D.1.2 Acceptable Image Selection

Below is an original image, followed by various edited images. Which of the following edited

images would you allow (see Figure D.11)? Select all images that apply.

D.1.3 Privacy Setting Preference

Q1. Now you have seen both scenarios, would you change any of your responses from

scenario 1 (viewable to only friends and family) after considering scenario 2 (viewable to the
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Original
(no edits allowed)

Rarely
allow

Usually
allow

Always
allow

Face
swapping

Sometimes
allow

Original Face swap

Figure D.7: Question about preferences for face swapping.

Original
(no edits allowed)

Change by
up to 50%

Change by
up to 150%

ANY level of
edit allowed

Reduce
smile

Change by
up to 100%

Original Increase smile expressionReduce smile expression

Enhance
smile

Figure D.8: Question about preferences for changing facial expression.

public)?

• Yes, I would accept MORE edits in the scenario viewable only to friends and family

• Yes, I would accept LESS edits in the scenario viewable to friends and family

• No, I would NOT change my responses

Q2. Please explain your reasoning.

As described earlier, suppose we are building such an online social platform with face-

editing detection. When you upload an image, you can specify a set of preferences associated

with the image. Each preference setting either allows or disallows a particular type of editing,
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Original
(no edits allowed)

Rarely
allow

Usually
allow

Always
allow

Change gender
appearance

Sometimes
allow

Original Change gender
appearance

Figure D.9: Question about preferences for changing gender appearance.

Original
(no edits allowed)

Change by
up to 50%

Change by
up to 150%

ANY level of
edit allowed

Younger
age change

Change by
up to 100%

Original OlderYounger

Older
age change

Figure D.10: Question about preferences for changing age.

like those you just saw. After the image is uploaded, the platform will detect and remove any

edited images (based on your image) that violate your current settings.

Q3. Assume you can choose to either make your image editing settings private or public.

Choosing a private policy means no one will know the details of your image editing settings.

Choosing a public policy means everyone can know your image editing settings when they

view the image. Which policy would you most likely choose?

• 0 - Definitely private

• . . .
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Acceptable image selection

original

Allow NONE
of the above

Figure D.11: We showed participants new examples of edited images at once and ask which
they would (dis)allow.

• 5 - Neutral

• . . .

• 10 - Definitely public

Q4. Under which of the following scenarios would you want to change your image editing

settings? Select all that apply.

□ When you know that your friend(s) changed to a different policy

□ When you see an editing method is reported negatively by the news

□ When new editing methods are invented or popularized

□ When you see unwanted edited image not covered by your current policy

□ Other

Q5. If the platform you shared your image on detects an edited image of yours that

violates your policy, what would you want the platform to do?

• The platform should directly block the image

• The platform should send you a notification, then let you decide
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• The platform should block the image, then send me a notification

• Other

Q6. Which of the following matters more to you?

• The platform can identify as many disallowed edits as possible, but may falsely label

some normal edits as disallowed

• The platform is highly accurate when it flags a disallowed edit, but may miss some

disallowed edits

Q7. How frequently do you edit other people’s face(s) in images/videos posted online?

• Very often (at least once a day)

• Somewhat often (a few times a week)

• Occasionally (a few times a month)

• Rarely or never

• N/A (I’m not active on online social platforms)

Q8. How frequently do you upload images/videos showing face(s) of people to online

social platforms?

• Very often (at least once a day)

• Somewhat often (a few times a week)

• Occasionally (a few times a month)

• Rarely

• Never (I don’t post images/videos online)

Q9. How frequently do you observe such editing in images/videos posted online?

• Very often (at least once a day)
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• Somewhat often (a few times a week)

• Occasionally (a few times a month)

• Rarely

• N/A (I’m not active on online social platforms)

Q7-9. How frequently do you ?

– Q7. edit other people’s face(s) in images/videos posted online

– Q8. upload images/videos showing face(s) of people to online social platforms

– Q9. observe such editing in images/videos posted online

• Very often (at least once a day)

• Somewhat often (a few times a week)

• Occasionally (a few times a month)

• Rarely

• N/A (I’m not active on online social platforms)

Q10. To what extent are you concerned that other people may edit the face in

an image/video you posted and then repost it themselves?

• Very concerned

• Somewhat concerned

• Not concerned

• N/A (I don’t post images/videos online)

Q11. How would you generally describe your habits online?

• 0 - I don’t feel concerned about online privacy
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• . . .

• 5 - Neutral

• . . .

• 10 - I feel very concerned about online privacy

D.2 Perceptions of Aletheia User Study

Context Establishment. Suppose you’re sharing a photo online to a platform, similar

to Facebook or Instagram. Similar to when you post pictures to these online platforms,

other people who can view the picture may edit your photo and upload it to the same

platform. Some people may do this for fun (e.g., add fun stickers). Other people may do

this maliciously (e.g., cyberbullying).

This platform has the ability to detect if an image has been edited and re-uploaded.

When you upload an image, you can specify a set of preferences associated with the image.

Each preference setting either allows or disallows a particular type of editing. The types of

edits this system can detect include:

– Change brightness

– Add filters

– Add stickers

– Change face shape/size

– Change hair style (including beard, hair color, etc)

– Adding makeup

– Face swap
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– Change facial expression (i.e., smile/frown)

– Change gender appearance

– Change age

– Lighten/darken skin

After an image is uploaded, the platform can detect and remove any of your pictures

that have been edited in a way that violates your current settings.

To define your own policy, the system would show you some examples of edited images

for each type of edit and ask you which amount of editing you would allow, as shown (in

Figure D.12):

Figure D.12: Example question shown to participants to illustrate how users of Aletheia
specify their edit preferences.

Now we would like to ask you some questions about your opinions on this platform. For

these questions, we are assuming the images contain one or more faces. Suppose this system

has been deployed for use on social media platforms.
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Figure D.13: Alethia blocks the image upload because it violates the original image’s policy.

Q1. To what extent would you feel your images are protected by this system when

posting images online?

• Definitely not protected

• Probably not protected

• Neutral

• Probably protected

• Definitely protected

• Please briefly explain your reasoning

Q2. How would you feel about setting your own policy, with regards to the tradeoff for

time spent setting your policy compared to the protection offered?

• Definitely not interested (too time consuming)
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• Probably not interested

• Neutral

• Probably interested

• Definitely interested (worth the protection)

• Please briefly explain your reasoning

Q3. Would you prefer to set a general policy for all images or specify your policy for

each image?

• I would prefer to define different policies for each image

• I would prefer a general policy for all images

• Please briefly explain your reasoning

Q4. Many online image sharing sites allow for different levels of privacy for who can view

an image (i.e., viewable to the public, or viewable to a private group). Would you prefer

different policies for different privacy groups?

• Definitely not (same policy for all groups)

• Probably not

• Neutral

• Probably yes

• Definitely yes (different policies for different groups)

• Please briefly explain your reasoning

Q5. Which would be more important when posting images?
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• Protect all faces in an image

• Protect my face in an image

• Please briefly explain your reasoning

Q6. Under which of the following scenarios would you want to change your image editing

settings? Select all that apply.

□ When you know that your friend(s) changed to a different policy

□ When you see an editing method is reported negatively by the news

□ When new editing methods are invented or popularized

□ When you see unwanted edited image not covered by your current policy

□ Other

Q7. If the platform you shared your image on detects an edited image of yours that

violates your policy, what would you want the platform to do?

• The platform should directly block the image

• The platform should send you a notification, then let you decide

• The platform should block the image, then send me a notification

• Other

Q8. Which of the following matters more to you?

• The platform can identify as many disallowed edits as possible, but may falsely label

some normal edits as disallowed
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• The platform is highly accurate when it flags a disallowed edit, but may miss some

disallowed edits

Q9. Would you use this system when posting images on social media sites?

• Definitely not

• Probably not

• Neutral

• Probably yes

• Definitely yes

• Please briefly explain your reasoning

Q10. If you were to design your own system for determining (un)allowable edits to your

images posted online, what changes would you make to the system previously described?

•

Q11. How frequently do you upload images/videos showing face(s) of people to

online social platforms?

• Very often (at least once a day)

• Somewhat often (a few times a week)

• Occasionally (a few times a month)

• Rarely

• Never (I don’t post images/videos online)

Q12. How frequently do you observe such editing in images/videos posted online?

• Very often (at least once a day)
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• Somewhat often (a few times a week)

• Occasionally (a few times a month)

• Rarely

• N/A (I’m not active on online social platforms)

Q13. How frequently do you edit other people’s face(s) in images/videos posted online?

• Very often (at least once a day)

• Somewhat often (a few times a week)

• Occasionally (a few times a month)

• Rarely or never

• N/A (I’m not active on online social platforms)

Q11-13. How frequently do you ?

– Q11. upload images/videos showing face(s) of people to online social platforms

– Q12. observe such editing in images/videos posted online

– Q13. edit other people’s face(s) in images/videos posted online

• Very often (at least once a day)

• Somewhat often (a few times a week)

• Occasionally (a few times a month)

• Rarely

• N/A (I’m not active on online social platforms)

Q14. To what extent are you concerned that other people may edit the face in

an image/video you posted and then repost it themselves?

• Very concerned
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• Somewhat concerned

• Not concerned

• N/A (I don’t post images/videos online)

Q15. How would you generally describe your habits online?

• 1 - I feel very concerned about online privacy

• 2

• 3 - I usually rely on default settings

• 4

• 5 - I don’t feel concerned about online privacy
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