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Failures cannot be avoided, but data loss can.
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ABSTRACT

As we look toward exascale it is clear that high-capacity HPC storage systems will incorporate the
large populations of hard disk drives that have previously only been deployed at cloud-level service
providers. Further, with the rapid increase in network performance, the number of disks per storage
server will need to be dramatically increased to efficiently pair with current networking technology.
With the massive populations of disks integrated within local systems, the probability of various
correlated failures across a large number of components becomes a critical concern in preventing
data loss. To guarantee the data survival under catastrophic failures, this dissertation emphasizes
higher fault tolerance to improve system reliability, provides more flexibility to understand system
reliability, and further improves system reliability with less storage overhead.

The first part of this dissertation strengthens existing data protection schemes with higher fault
tolerance. We present a novel declustered parity, single-overlap declustered parity (SODP), that
ensures at most one overlapping disk between any two stripesets. This maximizes the number of
simultaneous disk failures tolerated and minimizes disk rebuild time by balancing parity stripes
across disks. Rather than making a trade-off between fault tolerance and rebuild performance,
SODP takes the first step to achieve both high fault tolerance and rebuild performance. Our eval-
uation shows that when compared to the state of the art, SODP can achieve 30x improvements in
the probability of data loss during failure bursts.

The second part of this dissertation provides the flexibility to understand how the interactions
between fault tolerance and rebuild performance together impact system reliability. We design a
practical and flexible tool, fractional-overlap declustered parity (FODP), to explore the trade-offs
between the number of failure domains and rebuild performance. This gives us a fine-grained
control to accommodate different reliability requirements and system sizes. Furthermore, we in-
troduce FODP-Plus-One to add additional parities on top of FODP to further protect data. Our
detailed analysis shows that FODP and FODP-Plus-One yield significant reduction in the proba-
bility and magnitude of data loss in the presence of various failure regimes.
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The third part of this dissertation is to further explore how SODP/FODP can be integrated into
tiered parity, which layers two levels of protection schemes on top of one another. With the tiered
architecture, few established principles exist to guide system designs to tolerate both temporal
and spatial correlated failures. This work systematically explores the design space for balancing
fault tolerance and rebuild performance at each tier and evaluates how different data protection
techniques impact the system reliability under various failures regimes. Based on the analysis, we
identify a set of design principles that storage architects can use to tolerate correlated failures. By
applying these principles, we present a novel tiered parity scheme, Tiered FODP (TFODP), where
the top tier is deployed with the minimal FODP technique for high fault tolerance and the bottom
tier is designed with the maximal FODP to provide high rebuild performance. Our evaluation

shows that TFODP can achieve higher system reliability with less storage overhead.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Modern storage system designs at HPC data centers have traditionally followed two distinct paths:
platform-local file systems or platform-shared file systems. The platform-local file system strat-
egy, used by Los Alamos National Laboratory (LANL), focuses on designing a parallel file sys-
tem to meet the I/O performance and capacity requirements of a single computing platform. The
platform-shared design strategy, exemplified by Oak Ridge National Laboratory’s (ORNL) center-
wide parallel file system [81], instead focuses on building a parallel file system that meets the I/O
performance and capacity requirements of multiple HPC computing platforms within the data cen-
ter. To support the massive storage capacity required to provide critical data services to users, both
the platform-local and the platform-shared file systems often incorporate hundreds or thousands of
storage nodes and tens of thousands of spinning disks.

The platform-local file systems attached to LANL’s Trinity Supercomputer [8] are experienc-
ing significant growth in both disk capacities and populations. At this relatively modest number of
disk drives (e.g., 17712) and disk capacity (e.g., 8TB), the Trinity file system incorporates multiple
drive models, all of which have differing physical characteristics, and presumably, differing failure
characteristics. Furthermore, recent announcements of Exabyte class file systems at national labo-
ratories make it clear that the size of disk populations within local file system is likely to increase
substantially in the near future [58]. It is apparent that the emergence of extremely denser, larger,
and more heterogeneous disk drives make the threat of correlated drive failures [22] too large to
ignore. In particular, it introduces failure bursts [30] and cascading failures [62, 64] that trigger the
loss of multiple disk drives within a compressed time window. In addition, common environmental
factors (e.g., earthquake) and supporting hardwares (e.g., cable) can cause multiple, simultaneous
disk failures to happen within the same physical location. While these correlated failures in time
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and space that can cause storage systems to beless reliable have existed for a long time, the modern
data protection schemes and the mean time to data loss (MTTDL) [35] calculations still assume
that drive failures are independent and identically distributed [49]. This makes the reliability of
storage systems more precarious while the data has become more important than ever. To solve
these practical issues, this dissertation identifies a set of new principles to tolerate correlated fail-
ures and develops a set of new data protection schemes, single-overlap declustered parity (SODP)
and fractional-overlap declustered parity (FODP), to prevent data loss.

The platform-shared file systems require larger storage capacities to support big data analysis
like scientific discovery, business intelligence, and social media. Disk drive vendors are increasing
the capacity of common disk drives with 16TB and 20TB drives commonplace and 24TB drives
announced for 2021. At the same time, disk enclosures have also increased in size and now com-
monly house 104 or 106 drives in only 4U of rack space with current racks typically 42U or 48U
tall. Thus, within a single data center rack it has become commonplace to provide greater than
20PB of data capacity provided by more than 1000 disk drives and data centers may host hundreds

or thousands of such racks to support modern digital data.

150 [Backblaze Internet Services — 124
. 120} HPC File Systems — 107
3 91
» 90 ¢ 72
g 47
5 60 35 36
F* 30| 10 20 18

2009 2013 2014 2015 2016 2017 2018 2019
Year

Figure 1.1: Trends in disk population. Trends in the number of disks incorporated into large
platform-local and platform-shared file systems at multiple national laboratories versus the number of disks
incorporated into the Backblaze cloud service.

Figure 1.1 shows how storage systems at both cloud archival services and HPC data centers
at national laboratories have grown to include tens and even hundreds of thousands of disk drives
over the past 10 years. At such unprecedented growth in disk drives, the disk failures [60, 55,

68, 75] are becoming more prevalent in storage systems. Meanwhile, the platform-shared file
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systems are required to provide further protection from rack failures [94] and power and cooling
failures [47]. Existing protections (e.g., rack-aware placement) against traditional failures domains
(e.g., power loss, rack/switch failures, etc) were sufficient to protect against the common types of
spatial correlated failures in cloud infrastructure [82, 33, 85, 20] and in on-premise data centers,
but the penalty of the network repair traffic is dramatic. For example, Facebook [74] reported
2PB/day network traffic in a 3000-node cluster. To solve this problem, storage architects layer
two protection schemes on top of one another to construct tiered parity. Unlike existing schemes
[57, 79, 40] that spread data across the distributed system, tiered parity enables most rebuilds of a
failed drive to take place entirely locally within each rack and survive the catastrophic failure of
an entire rack by using the distributed parity. However, few established principles exist to guide
tiered parity designs. This dissertation performs a detailed analysis of tiered parity tradeoffs to
quantify the degree to which tiering provides greater fault tolerance and which tier provides higher
rebuild performance. By identifying and applying the design principles, we propose Tiered FODP

(TFODP) to tolerate various correlated failures [90, 92, 67] with less storage overhead.

1.2 Contributions

The increasing number of disk drives leads one to question whether disk failures could ever be
independent and identically distributed — common assumptions leveraged by both data protection
schemes and mean time to data loss (MTTDL) calculations. As a matter of fact, large populations
of disk drives sourced from a small number of manufacturing batches, drives supporting a single
consistent workload over time, or even simply large sets of drives that are energized at the same
time show the potential to fail in concert. How general-purpose data protection schemes can be
used to better tolerate correlated failures is still unclear. This dissertation provides a series of
reliability analysis for existing approaches and proposes a set of novel placement schemes that
re-explore how to design data protection for modern storage systems where massive failures are
possible. The specific contributions of this dissertation are described below.
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1.2.1 Correlated Failures

An important contribution of this dissertation is to present a series of correlated failure models that

model failures arriving closely in time.

Dense Failures Some recent work [15] in high performance computing systems shows that fail-
ures are highly correlated in time resulting in time periods with higher failure density. It observes
that 75% of failures just occur within 25% of the system lifetime. As a result, the periods of
higher failure density could result in an Mean Time Between Failures (MTBF) [78, 76] multiples
higher than the average. In particular, failures in [90, 30] are sometimes time-correlated across
hours and days due to environmental effects, firmware bugs, or transient workloads. For example,
MarFS storage system [52] reported 432 disk failures that occurred within 24 hours, and within a
single disk enclosure in LANL’s Trinity file system, 5 drive failures happened in less than 5 days.
Although these correlations do not hold over the life of systems, the existence of these highly corre-
lated failures within compressed time windows may make existing storage system data protection

schemes highly vulnerable to data loss.

Batch Failures The assumption that failures occur separately from each other is not always
valid because many failure types can be traced to batches of components (e.g. a run of disks
manufactured with a less effective bearing lubricant). Large storage systems will likely include
multiple batches of manufactured components at initial deployment, and the heterogeneity will
increase over the life of the system as components are replaced. Once a disk has failed in one
batch, it is more likely to trigger another disk failure in that same batch [64]. The reason behind
it is both drives come from the same manufacturing batch and share the same fabrication defect.
For example, disk with transient defects that may be ignored during the manufacturing process are
more likely to fail early in their lifetimes. To study these correlated batch failures, [13, 14] model
the initial failures that happen randomly in an independent way while adding a cascading failure

characteristic that results in subsequent failures that happen in rapid succession.
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Type ‘ Model
Dense failures EXP(W) | POiSSOﬂ(_MTIBF)
Batch failures Exp(ﬁ) & Exp(m)

Table 1.1: Correlated failures. Poisson and Exponential distribution models used in correlated
failures, where MBFT represents Mean Time Between Failures.

Table 1.1 summarizes the failure models we will use in this dissertation. For dense failures,
we use two separate distributions with failure events arriving according to a Poisson distribution or
Exponential distribution. For batch failures, we use a model combining two Exponential distribu-
tions, where first failures may trigger an additional failure stream that occurs at a 10x faster failure

rate [22] and generates 3 to 6 cascading failures [13].

1.2.2  Single-Overlap Declustered Parity

Massive storage systems such as those used for cloud archival services [16, 61] and the file sys-
tems at high-performance computing (HPC) data centers [63, 58] provide critical data services to
users. These systems are designed with the belief that existing protections against traditional fail-
ure domains (e.g., power loss, switch failures) are sufficient to protect against the common types of
correlated failures. However, denser and larger disk drives make these storage systems at greater
risk for catastrophic failures and data loss [60]. These systems heavily rely on RAID technology
using declustered parity, to provide fault tolerance and prevent the loss of valuable data — how-
ever, declustered parity schemes were not designed to tolerate large numbers of failures in short
windows of time. An important contribution of this dissertation is to reconsider the efficiency of
declustered parity schemes and demonstrate that declustered parity suffers from reduced reliabil-
ity during frequent failures — the type of correlated failures that occur when data centers have to
deploy tens of thousands of disks into their data center routinely. To better protect against cor-
related failures, we identified two additional parity declustering design principles that emphasize
data survivability.

e Maximizing the number of simultaneous disk failures tolerated without increasing parity
5



overhead, and

e Minimizing disk rebuild time by balancing parity stripes across all disks.

This work focuses our attention to emphasize fault tolerance and tolerating correlated failures
in declustered parity schemes while maintaining identical rebuild performance. It develops a new
data placement scheme called single-overlap declustered parity (SODP), whose basic idea is to
have at most one overlapping disk between any two stripesets, to greatly reduce the number of
failure domains in declustered parity. To make SODP generally useful we provide two algorithms,
optimal SODP (O-SODP) and greedy SODP (G-SODP), for creating SODP strategies for varying
the numbers of data blocks, parity blocks, and disks. This work identifies new research opportuni-
ties for protecting data at scale. To evaluate SODP, we build an event-driven simulation package,
SOL-Sim, for modeling disk failures and rebuilds, and data distributions and reconstructions within
Trinity storage system. This work shows that placement designs that follow the SODP principles

can dramatically reduce the probability of data loss in the presence of correlated failures.

1.2.3  Fractional-Overlap Declustered Parity

In order to make data services continuously available for both ingest and analysis it has become
necessary to employ data reliability schemes that protect against multiple types and sources of
failures. Many existing reliability schemes work on two extremes, either enhancing the rebuild
performance [45, 38, 77] or improving fault tolerance [65, 25], but how the interaction between
fault tolerance and rebuild performance together impact system reliability is still unclear.

While existing copyset approaches [26, 25, 24] was able to explore that tradeoff space for data
replication, the copyset technique in Figure 1.2 that guarantees that more than 90% of the total
copysets have at most one overlapping node is based on the assumption of large-scale clusters
composed of thousands of nodes. However, the large number of configurations that satisfy the
copyset constraint makes it typically impossible to apply the copyset approach into the parity

groups where the number of data blocks and parity blocks is much larger (e.g. 10 data blocks with
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Figure 1.2: Illustration of the copyset layout technique. FEach permutation is able to generate
independent copysets, and copysets from two permutations are assumed to have at most one overlapping
node in the large storage system.

2 parity blocks) and the number of disks in a typical server is much smaller (e.g. 100 - 200 disks
is common). To solve this problem, this dissertation designs a practical tool, fractional-overlap
declustered parity (FODP), to flexibly construct the set of parity groups that satisfy the single-
overlap disk constraint [53] and explore the trade-offs between the number of failure domains
and rebuild performance. This gives us fine-grained control to accommodate different reliability
requirements and system sizes. FODP utilizes Mutually Orthogonal Latin Squares (MOLS) [10]
to uniformly distribute data and parity blocks across disks and map the given logical units in the
specified physical disks. This allows for adding additional parities on top of the FODP data layout,
that’s what we call FODP-Plus-One, to greatly reduce the granularity of data loss. To the best of
our knowledge, this is the first work to achieve the goal of reducing the probability of data loss in

the presence of correlated failures while significantly reducing the magnitude of lost data.

1.2.4 Tiered Parity Myths and Facts

While novel data protection schemes, such as SODP and FODP, are able to protect against corre-
lated failures, the recent advances in distributed data layout schemes [25, 46] and distributed data
rebuilds [43] require to tolerate spatial correlated failures and are expected to satisfy the 5 9’s of
reliability required by modern service level agreements [1], but how to combine these advanced
techniques including SODP and FODP are is unclear for the storage architect. In general we ex-
pect storage system architects to know important parameters such as the amount of data protection

that can be reasonably purchased by their organization (e.g. 3-way replication vs 20% overhead
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erasure coding). This raises an important question how the given storage overhead brings the high-
est system reliability. To answer this question, we start with the flat parity (e.g., a single tier) to
understand system reliability in terms of temporal correlated failures [23], and then conduct de-
tailed analysis to understand how adding tiers of parity protects data in terms of spatial correlated
failures. Normally, storage architects layer two protection schemes on top of one another to con-
struct tiered parity. A common configuration for this approach is a single data protection scheme
used within storage system racks that protect against local drive failures and an additional data
protection scheme that is implemented across storage system racks and protects against the failure
of entire racks of the storage system. To understand whether tiered parity or flat parity is efficient
in tolerating correlated failures, we compare the system reliability under various failure regimes to
understand when we should add an additional tier. While the tiered parity schemes enable storage
architects to design systems tolerant of massive numbers of drive failures, few established princi-
ples exist to guide these designs. Through the detailed analysis, this work identifies two principles

that emphasize both fault tolerance and rebuild performance in the tiered parity.

e The bottom tier favors larger overlap fractions for higher rebuild performance.

e The top tier uses smaller overlap fractions for higher fault tolerance.

By applying the above two principles we present Tiered FODP (FODP), where the bottom tier
is able to achieve faster rebuild time for single disk failure and less rebuild traffics for local data

loss, and the top tier is able to provide high fault tolerance with much fewer storage overheads.

1.3 Thesis Statement

We propose a set of novel placement schemes that re-explore how to design data protection schemes

for modern storage systems where various correlated failures are possible.



1.3.1 Roadmap

The dissertation outline is as follows:

e Chapter 2 provides related work and background information about different types of erasure
codes, which greatly improve data availability and system reliability. On top of that, we
review two widely used distribution schemes, RAID and declustered parity (DP), in erasure-

coded storage systems.

e Chapter 4 reconsiders the efficiency of traditional declustered parity data protection schemes
in the presence of correlated failures and introduces single-overlap declustered parity (SODP)
to maximize the number of simultaneous disk failures tolerated without increasing parity

overhead and minimizes disk rebuild time by balancing parity stripes across disks.

e Chapter 5 studies the interactions between fault tolerance and rebuild performance and de-
velops a practical and flexible tool, called fraction-overlap declustered parity (FODP), that
explores the trade-offs between fault tolerance and rebuild performance. To avoid the loss
of large amounts of data in each incident, we further propose FODP-Plus-one to add an

additional layer of parity on top of FODP data layout.

e Chapter 6 explores how to integrate SODP/FODP into distributed storage systems that lever-
age two levels of erasure codes. It performs a detailed analysis of tiered parity to identify
the design principles, which guide us to present Tiered FODP (TFODP) for providing higher

fault tolerance and higher rebuild performance with less storage overhead.

e Chapter 7 concludes this dissertation and then discusses a couple of related findings and
contributions to the storage system designs, which brings up to some future prospects and

directions.



CHAPTER 2

BACKGROUND AND RELATED WORK

In this chapter we review the related work and background in erasure codes (Section 2.1), RAID

systems (Section 2.2), and declustered parity schemes (Section 2.3).

2.1 Erasure Codes

In this section, we present a brief review of erasure codes [69] that provide storage efficient data
redundancy to protect against disk failures and have been widely used in storage systems. Rather
than copying data blocks like replication [95, 86], erasure coding (EC) [44, 42, 88, 70, 71, 7] is a
way of data protection in which data is divided into k fixed-size data blocks, which are encoded
to generate m parity blocks with redundancy information. These k& data and m parity blocks form
a stripe to tolerate up to m block failures because any surviving k& blocks can be decoded to
recover the failed blocks. Typically, erasure codes can be categorized into two types: (1) Reed
Solomon codes whose encoding and decoding operations are based on Galois Field, which leads
to a high computational complexity; and (2) XOR-based codes which only involve XOR operations

in encoding and decoding.

2.1.1 Reed Solomon Codes

Reed-Solomon (RS) code is first proposed by Reed and Solomon in 1960 [73] and has its success in
various applications including CD-ROMs, DVD, digital TV, wireless communications, and space
communications. Given a k-digit plaintext message, each digit is of r bits, RS encodes and sends
n = k + 2s digits to ensure that the original message can be reconstructed in case of a maximum
of s corrupted digits. The commonly used parameters are £ = 223, s = 16,n = 255, r = 8. Reed-

Solomon (RS) code treats the k-digit plaintext message (mq, mq,- -+ ,mj_1) as the coefficients of
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a k — 1th order polynomial:

m(x) :m0+m1x+m2x2+---+mk1xk_1, (2.1)
and encodes the k coefficients by sampling n distinct points (x;,y;),2 = 0,--- ,n — 1 on the
polynomial:

2 k-1 _
mg +mixg + mexy + - -+ my, T = 0, (2.2)
2 k-1 _
mo +miry + moxy + - A My, Ty = v,
2 k-1 _
my +miTp—1 +Mmax,_ 1+t Mg T, | = Yp—1-
The encoded message is (yo, y1,- - - ,yn—1) and the distinct values of {x;},7 = 0,--- ,n — 1 in

equation 2.3 are agreed upon before sending the message. Given the received message (vyg, ¥1,

-+, Yn—1) With at most s errors, the first step of decoding is to find a subset of £ + s points from
(x,9;),2 = 0,--- ,n — 1 such that a degree k& — 1 polynomial passes through the k + s points.
Since the received message has at most s errors, such a subset always exists. Within such a subset,
we can find at least & points (:)sij,yij), J = 0,---  k — 1 that are not corrupted since at most s

points of the k& + s points are in error. Substitute the &k correct points into equation 2.3 we have

2 k-1
mo + miz;, + mexi, + -+ My T = Yip> (2.3)
_ 2 k-1 _
mgy + mix;; + mox;, +--- 4 mklxil = Yiys
_ 2 k-1
mo +mixi,_, + moti + -+ My Ty = Yig_y-
In the above we have k equations with k unknowns (mq,mq,---,my_1). Solving the above

linear systems we can reconstruct the coefficients of the polynomial 2.1 thus recover the original
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message. It should be noted that the arithmetic operations +, X in the above are not real numbers
arithmetic operations since the digits are represented by finite number of bits (e.g. 8 bits) and
thus are operated using Galois Field arithmetic. In real implementation of Reed-Solomon (RS)
code, instead of sampling n = k + 2s distinct points, only 2s distinct points are sampled on the
polynomial, the coefficients (mg, my, - - -, mj_q) are directly used so the encoded message looks
like (mqo, mq, -+ ,mME_1,90,Y1, - ,y25—1) [17]. The previous discussion still holds. Once we
have found the k correct digits, assuming k£ — [ are the coefficients and [ < 2s are the sampled
points, then only [ coefficients are unknown. The [ sampled points give [ linear equations which

solve the [ unknown coefficients similarly as equation 2.4.

2.1.2 XOR-based Codes

Though the encoding of RS is relatively straightforward, the decoding is time-consuming which
had limited its application in high-bandwidth data delivering. To avoid the high computational
cost of Galois Field arithmetic of the Reed-Solomon (RS) code, array codes that solely based on

exclusive-or (XOR) operations were proposed in the 1990s [18].

EVENODD code [18] was proposed in 1995 and works with k£ + 2 disks where the data are
stored in the first £ disks and the parities are stored in the last m = 2 disks. Note that £ should be

a prime number. Consider a (k — 1) x (k+ 2) array, assume d;;,0 <i < k—2,0 < j < k+1the

YR

tth data in the j;;, disk. The first parities (in the k;;, column of the array) is computed by:

k—1
diy = Pdiys, (2.4)
t=0
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where @D represents the exclusive-or (XOR) operation. The second parities (in the k& + 1,7, column

of the array) is computed by:

k-1
di j+1 = 5@ @dzt%kt ; (2.5)
t=0

where % means the mod operation and

=B di_1-4- (2.6)
t=1

The EVENODD code can tolerate up to two errors. The encoding of the parities are done
through XOR operations of the data members as shown in equations 2.4 and 2.5. The decoding is

done through XOR operations in an inverse manner.

RDP Code [28] was proposed in 2004 and works with k& + 1 disks where the data are stored in
the first £ disks and the parity is stored in the last m = 1 disk. Note that k is a prime number.
Consider a (k — 1) x (k + 1) array, assume d;ij,0 <i < k—2,0<j <k the iy, data in the jy,
disk. Similar to the EVENODD code, RDP uses the diagonal data blocks 2.5 to calculate the parity
in the last column. It achieves the optimal computational complexity by directly conducting XOR
operations on the diagonal data blocks instead of introducing an extra intermediate parameter. The

decoding is done by XOR operations in an inverse manner.

X-Code [89] was proposed in 1999 with the maximum distance separable property. It is an array
code of size n x n, where n is a prime number. The data are stored in the first n — 2 rows. The
parities are stored in the last two rows. The parities are calculated from the data in the array along
several parity check lines or diagonal lines of certain slopes with addition operation. Note that
each column contains both the data and parities. If a data or a parity is in error, then the entire

column is considered to be in error state. The X-Code can tolerate up to two corrupted columns
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and recover with the remaining n — 2 columns. The X-code has a minimum column distance of 3
(tolerate arbitrary two corrupted columns). The simple geometrical construction of X-code makes

it achieves encoding/decoding optimal complexity.

Low Density Parity Check (LDPC) Code [83] was proposed in early 1960’s and become hot
topic today due to its fast encoding and decoding algorithms and the ability to recover the origi-
nal message with large amounts of noises. LDPC codes are linear non-MDS (minimum distance
separable) codes defined by sparse bipartite graphs. Assume we have a graph with n left nodes
(message nodes) and r right nodes (check nodes). Assume cq,cy,- - -, c,—1 the messages associ-
ated with the left nodes. The graph gives a linear code ¢ = (cg, ¢1, - -+ , ¢;—1) of length n such that

for each check node, the sum of the messages of its neighboring message nodes is zero:

> ¢j=0i=01-- 71, (2.7)
JEN (i)

where N (i) means the neighboring (message) nodes of check node i. Assume H is the adjacency
matrix between the message nodes and check nodes whose size is X n with the entry in its ¢th
row and jth column H;; = 1if and only if the ith check node is connected with the jth message
node, the relationship in equation 2.7 can be represented in matrix product as Hc = 0, where ¢
is the vector of messages and is called a low-density parity-check (LDPC) code. Note that not
every binary linear code can be represented by a sparse bipartite graph, only the code has such a
representation is called a low-density parity-check (LDPC) code. A LDPC code can be decoded by
the Belief Propagation algorithm [32]. The sparse property of the graph allows efficient decoding
of the LDPC codes.

Minimal Regenerating (MBR) Code [29] was proposed in 2010. It is designed to decrease
the recovery cost with high storage efficiency. In distributed storage systems, large data transfers

across the network are common due to the reason that redundancies are continually refreshed as
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nodes fail or being replaced. Assume we have a data of size M divided into n blocks (e.g. through
erasure codes), the repair bandwidth for a block (disk) of size M /n is M. In literature, the n factor
overhead in repair bandwidth is commonly regarded as unavoidable cost along with the benefits of
coding. Each storage node of MBR is allowed to store slightly more than M /n bits, which leads to
significantly reduced repair bandwidth. In a word, MBR achieves optimal tradeoff between storage

overheads and the repair bandwidth.

2.2 Redundant Arrays of Inexpensive Disks

In this section, we introduce the Redundant Arrays of Inexpensive Disks (RAID) [66], a technique

to combine multiple disk drives as a whole to improve the capacity, performance, and reliability.

e Large capacity: multiple disks in RAID translate to multiple disks’ capacities for storing

data.

e Fast performance: using multiple disks in parallel improves the throughput of read and write

I/O performance.

e High reliability: RAID distributes redundant information across multiple disks, which en-

able it to operate and serve users’ requests in the presence of one or two disk failures.

2.2.1 Basic RAID Levels

RAID systems are categorized into different basic levels, each of them is a different trade-off
between capacity, performance, and reliability. We will discuss six important RAID levels, RAID-

0, RAID-1, RAID-3, RAID-4, RAID-5, and RAID-6 in Figure 2.1.

RAID Level 0: Striping RAID level 0 is to stripe user data over multiple disks without redun-
dancy information. With this design, the I/O performance is multiplied by the number of disks.

Single large requests can be serviced by multiple disks acting in coordination. and multiple small
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Figure 2.1: Basic RAID levels. This figure compares six important RAID Levels, RAID-0, RAID-1,
RAID-3, RAID-4, RAID-5, and RAID-6.

requests can be serviced in parallel by separate disks. The more disks in the disk array contribute
to higher I/O performance, but the more disks lower the overall reliability of the disk array due to

the higher chance to experience disk failures.

RAID Level 1: Mirroring To tolerate disk failures, RAID level 1 exploits mirroring, which
makes a copy of the data and places it on a separate disk. With the mirroring, when one disk fails,
another disk with the copy could be used to serve the user requests. This is necessary to tolerate
disk failures and allow continuous operation without data loss. Compared to RAID level 0, data

mirroring uses twice as many disks to save the same amount of data. In terms of the read and write
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performance, any read request can be serviced by one of the copies and any write request requires

to update both, which limits the write performance.

RAID Level 3: Bit-level Parity RAID level 3 is bit-level striping where data is spread over data
disks but parities just reside in a dedicated parity disk. Any data update requires to update the
parity on the parity disk, which greatly limits the write performance. In addition, the parity disk

cannot participate on reads, resulting in slightly lower read performance.

RAID Level 4: Block-level Parity Similar to RAID-3, the data in RAID 4 are spread over data
disks and the parities reside in the single parity disk. The only difference is that RAID-4 use
block-wise interleaved data, which improve the read parallelism while the write performance is

still bottlenecked by the single parity disk.

RAID Level 5: Block-level Distributed Parity To eliminate the write bottleneck of the parity
disk in RAID-3 and RAID-4, the RAID-5 distributes the parity units across disks of the disk array.
Figure 2.1 illustrates a left-symmetric RAID-5 redundant disk array, where one parity stripe is a
set of four data units over which one parity unit is computed. On one hand, the parity units like
P; for parity stripe ¢ are uniformly spread over the disk array, and on the other hand, the data units

like D; ; are mapped to the disks continuously.

RAID Level 6: Block-level Distributed Double Parity Similar to RAID 5, the RAID level 6 is
block-level striping but with double distributed parities, which are able to tolerate two disk failures.
For this reason, RAID-6 becomes more applicable in practical, especially for high-availability

systems.
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2.2.2 RAID Comparison

To study the RAID large capacity, fast performance, and high reliability, [6] tabulates the compari-
son of basic RAID levels in terms of storage efficiency, I/O performance, and fault tolerance. Note
that the I/O performance is for four types of I/O requests including the sequential read, sequential
write, random read, and random write. We assume that a RAID array contains /N disks and each

disk can transfer data at S MB/s under sequential workloads and R MB/s under random workloads.

Sequential ~ Sequential Random Random Storage Fault

Read Write Read Write Efficiency = Tolerance
RAID-O | N xS N xS N xR N xR 1 0
RAID-1 | ¥« 5 NsR N xR %*R 1/2 1-5
RAID4 | (N—=1)xS (N—-1)xS (N—-1)xR % (N-1)/N 1
RAID-5 | (N—=1)xS (N—-1)xS N=x*xR —]rif—*R (N-1)/N 1

Table 2.1: Basic RAID levels comparison. The comparison of RAID I/O performance, storage
efficiency, and fault tolerance

RAID-0 (striping) gets the full bandwidth of the disk array for sequential workloads, therefore
the throughput equals to N (the number of disks) multiplied by S (sequential bandwidth of a
single disk) for any sequential reads/writes and N x R for any random reads/writes. From the
perspective of storage efficiency, RAID-0 can have the full capacities of N disks without any
redundant information, which implies zero fault tolerance.

RAID-1 (mirroring) only obtains half of the disk array capacity and tolerates the failure of one
disk. When writing out to the RAID-1, each write request requires two disk writes. As a result,
the maximum available bandwidth for writing is half of the peak bandwidth (e.g., % *x S MB/s
for sequential writes and % *x [R MB/s for random writes). For sequential read requests, although
they are utilizing all disks, each disk receives a request for every other block. This makes each
disk only deliver half of the bandwidth and the sequential read in the whole array will only obtain
a bandwidth of % * S MB/s. What different is that random reads can be distributed across all the

disks, which can obtain the full bandwidth (e.g., N « R MB/s).
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RAID-4 (parity) uses a dedicated disk for parity information, which results in % storage over-
heads and tolerates up to one disk failure. Sequential reads and writes can both utilize all of the
disks except for the parity disk. Therefore, the available bandwidth would be (N — 1) .S MB/s for
the sequential and (N — 1) * R MB/s for the random. Likewise, the random reads are spread across
the data disks but not the parity disk, then the corresponding performance is (N — 1)« R MB/s. The
random writes require to update the related parities, which reside in the same parity disk. There-
fore, the parity disk would be the bottleneck under random write workloads. Because the parity
disk has to perform two I/Os (read old parity and write new parity), the available bandwidth would
be & MBJs.

RAID-5 (rotating parity) is identical to RAID-4 to tolerate one disk failure and obtain N — 1
disk capacities. The only difference is that RAID-5 rotates the parity blocks across disk drives.
This makes the random reads to utilize the NV disks rather than N — 1. Without being bottlenecked
by the parity disk, the random writes allow for parallelism across disks. Then each RAID-5 write
generates 4 total I/0 operations and the total bandwidth for random writes will be éyr * R MB/s.
For the sequential reads and writes, RAID-5 works identically with RAID-4 to use the aggregated
bandwidths of N — 1 disks. Therefore, the available bandwidth would be (N — 1) * S MB/s for
the sequential and (N — 1) x R MB/s for the random.

2.3 Parity Declustered Data Layouts

In storage systems that stripe data across multiple RAIDs, data is uniformly distributed across the
entire system in the normal mode, but in the failed mode, the failed RAID would suffer from mas-
sive repair traffic while other RAIDs would be idle. To address this problem, the declustered parity
RAID organization distributes data uniformly over all disks rather than several RAID groups. This
is preferable because a disk failure would be reconstructed more quickly by having all surviving
disks participating in the reconstruction. In this section, we review the state of the art in declustered
parity technology and then compare the difference in terms of the common six desirable criteria.
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2.3.1 Declustered Parity Schemes

Declustered parity data protection schemes are schemes that map stripes into disk drives where
the number of drives (N) is greater than the number of data blocks (k) and the parity blocks (m).
We can then denote a declustered parity scheme as being the tuple (N, k, m). For the Trinity file
system the declustered parity scheme is based on 8 data blocks, 2 parity blocks, and 40 total disks
for a design of (40, 8, 2). Rather than having a single drive dedicated to immediately replacing a
failed drive, the declustered parity configures with a distributed spare [21] reserved across all 40
drives. The way that declustered parity works is to distribute 8 + 2 stripes across 40 disks, where
one disk failure makes the rebuild read and write workloads distributed across the remaining 39
disks. However, the rebuild performance in the case of dedicated spare drive (e.g., RAID) will be

limited by the write performance of a single spare drive.

BIBD(v, b, 7, k, ) [36] is a collection of b subsets of k elements over a set of v distinct objects,
where each object appears in r subsets and each pair of two objects appears in A subsets. When
BIBD is applied in declustered parity, the essence is to find a data mapping to distribute parity
stripes of size k over v disks (e.g., declustered layout), where each disk appears in r disk subsets
and each pair of two disks appears in A disk subsets. Note that the complete block design consists

of (V) subsets, where each object appears in exactly (V1) of the subsets.

DATUM [11] improves the data mapping by directly computing disks and offsets without using
BIBD table lookup. The key idea is to utilize the complete block design, with a particular ordering
of the (z) disk subsets, and compute the disks and offsets through the orderings. One drawback of
DATUM is the construct a balanced declustered layout, the disk subsets based on complete block

designs were originally too large to be usable.

GridRAID [31]is the declustered parity scheme that is used on LANL’s Trinity file system. The

basic idea is to divide the stripe data into tiles, each of which is a group of stripes across the disk
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array. In each tile, it does the data permutation to make the data, parity and spare space spread.

With multiple tiles, it benefits from the distributed reconstruction workload during the recovery.

PRIME [12]is designed for prime values of v to approach the ideal declustered layout by slightly
relaxing the maximal parallelism property. Like BIBD, PRIME constructs the declustered layout

only for a limited set of configurations.

RELPR [12] is similar to PRIME, but it deviates from the ideal in two ways: maximal paral-
lelism and distributed reconstruction. However, RELRP is applicable to arbitrarily configured disk

array size v to achieve approximately balanced declustered layout via on-demand calculation.

PDDL [77] declusters the layout by permuting the disks to spread the parity, spare, and client
data units throughput the disk array. Obtaining satisfactory base disk permutations is a challenge

which makes PDDL only applicable to limited configurations.

dRAID [45] extends the PDDL[77] work and is designed for the use within the Zettabyte File
System (ZFS) [9]. To simplify the generation of base permutation, dRAID randomly generates

multiple base permutations.

RAID+ [93] enables RAID construction over large disk enclosure to spread reconstruction work-
load in a balanced way. RAID+ utilizes the Latin squares to construct a declustered layout. The
only problem is that the number of v-order mutually orthogonal Latin squares (MOLS) for general
v is still an open problem, it’s known to exist when v is a power of a prime number, which is

exactly the same as BIBD.

OI-RAID [84]is a two-layer encoding architecture and uses BIBD in the outer layer to achieve
a balanced data layout. It spreads the data and parity across BIBD groups to enable group fault

tolerance, which implies at least three arbitrary disk failures.
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2.3.2 Declustered Parity Comparison

A critical aspect in the design of a declustered parity is the quality of the distribution of stripes
across the total number of drives [38]. These designs can be simply grouped into two basic
approaches: balanced designs and unbalanced designs. Balanced designs ensure that the exact
number of stripe sets are stored onto each disk while unbalanced design typically only attempt to
ensure that the number of stripe sets per drive are approximately similar. Balanced designs have

traditionally been judged by six criteria:
e Single failure correcting, no two units of the same stripe are mapped to the same disk.

e Distributed reconstruction, when a disk fails, the reconstruction workload is evenly dis-

tributed across the surviving disks.
e Distributed parity, all disks have the same number of parity units.

e Efficient mapping, the mapping from client data to disk is implementable with low time and

space requirements.

e [arge write optimization, each parity stripe is aligned across the disks such that a stripe can

be written without pre-reading the prior contents of any disk.

Maximal parallelism, a read of n continuous data units induces parallel access from n disks.

Due to the difficulty in balancing the last two criteria, balanced designs are typically selected
from a set of well-curated designs that have been evaluated in previous literature. However, be-
cause contemporary storage servers may incorporate very large number of disk drives, many mod-
ern software based declustered parity schemes (including the scheme used on Trinity file systems)
instead use unbalanced designs where the disks involved in each stripe set can not be calculated
rather than using balanced designs with a pre-computed table.

Table 2.2 shows how the above schemes satisfy the six original declustered layout criteria.

Early parity declustering designs primarily focused on balancing read parallelism while using small
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Single Failure Distributed Distributed  Efficient Large Write ~ Maximal
Schemes . . . . oo .
Correcting Reconstruction Parity Mapping Optimization Parallelism
BIBD[36] v v v v M
DATUM[11] v v v v v M
GridRAIDI[31] v v v L
PRIME[12] v v v v v H
REPLR[12] v v v v M
PDDL][77] v v v v v M
dRAID[45] v v v L
RAID+[93] v v v v v H
OI-RAID[84] v v v v M

Table 2.2: Comparison of declustered layouts.. H represents highly approaching maximal paral-
lelism property, and M and L means medium and low, respectively. m is the maximal disk failures that be
tolerated in the declustered layout.

numbers of fixed layouts. Holland in [38] and Reddy in [21, 72] introduce the use of existing bal-
anced incomplete block designs to achieve greater performance during failure recovery. Alvarez
shows that there is no general solution when considering arbitrary disk counts [12]. More modern
implementations of declustered parity designs move the focus to being flexible in terms of varying
numbers of disks by relaxing the strict balancing of prior designs. These unbalanced incomplete
block designs can more efficiently utilize wide ranges of disk counts while retaining almost ideal
parallelism under failure conditions. Both GridRAID [31] and dRAID [45] use permutations [77]
to generate layouts that are only marginally unbalanced while maintaining maximum rebuild band-
width. As we can see, all these existing works violate the properties of ideal data layout to some
extent. Difficulties balancing these criteria lead many modern software based declustered parity
schemes to use approximately balanced designs [45, 31]. Finally, no matter the balanced or un-
balanced designs are not designed to tolerate the correlated failures. This dissertation is motivated
to provide data survival under correlated failures and take the first step to move towards higher
reliable next-generation storage systems, where the threat of correlated failures will be hard to

ignore.
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CHAPTER 3
EXTREME PROTECTION AGAINST DATA LOSS WITH

SINGLE-OVERLAP DECLUSTERED PARITY

3.1 Single Overlap Declustered Parity

Prior work on parity declustering has often relied on known BIBD designs to construct perfectly
balanced data layouts that attempt to maximize the six factors shown in Table 2.2. However,
as conceived, the six criteria do not seek to emphasize data survivability. To that end, we have

identified two additional principles that emphasize data survivability during frequent failures:

e Maximizing the number of simultaneous disk failures tolerated without increasing parity

overhead, and
e Minimizing disk rebuild time by balancing parity stripes across all disks.

parity stripe

k data blocks m parity blocks

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

stripeset

Figure 3.1: Parity stripe and stripeset. Data organized as a parity stripe that will be distributed
over a set of disks. A stripeset then is the specific disks selected for a one-to-one mapping with the data and
parity blocks.

In traditional declustered parity, data is encoded into % data blocks and m parity blocks with
the £ + m blocks forming a parity stripe. In practice it is common to use Reed-Soloman codes to
construct parity blocks and the notation for a parity scheme is typically shortened to RS(k,m). To
satisfy the single failure correcting property, the parity stripe is stored onto a set of k£ + m disks.

In order to tolerate more than m disk failures our techniques require additional care in selecting
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how parity stripes are mapped onto disks, and thus we introduce the term stripeset to describe a
set of disks onto which parity stripes are mapped. Figure 3.1 shows an example of a parity stripe
and stripeset. If more than m disk failures occur simultaneously within a single stripeset then the
data in this stripeset is lost. In conventional RAID all stripes are located in a single stripeset. With
complete parity declustering every possible permutation of disks exists as a valid stripeset.
Single-overlap declustered parity, or SODP, is a declustered layout scheme that ensures at
most one overlapping disk between any two stripesets. This maximizes the number of disk failures
that can be tolerated in a parity scheme with full declustering and maximizes the number of disks

participating in a disk rebuild following a disk failure. Figure 3.2 illustrates the layout of the SODP

Single Overlap
Decluster Parity

Single Overlap Stripesets ; ; [ -------- [ ---------------- 1
81 gg gg ‘1);‘ 82 8? 112 112 !Diskl Disk2 Disk3 Disk4 !
0106 11 16 03 08 09 14 D (3¢) (3¢) ()
01 07 12 14 | 04 05 11 14 'Disk5 Disk6 Disk7  Disk8 !
01 08 10 15 04 06 09 15 D D D D:
02 05 12 15 04 07 10 13 : ;
02 06 10 14 | 04 08 12 16 3Disk9 Disk|0 Diskll Diskl2:
02 07 09 16 05 06 07 08 :D D D D
02 08 11 13 09 10 11 12 P - - —
03 05 10 16 13 14 15 16 1D|sk|3 Diskl4 Diskl5 D|sk|61

Each disk is involved in 5 stripesets that cover all remaining disks

Figure 3.2: Single overlap declustered parity (SODP). A rable of the full set of 4-disk single overlap
stripesets chosen from a population of 16 total disks. With an RS(2,2) coding we can see that 6 simultaneous
drive failures can be tolerated without data loss. The number of failures tolerated within a SODP layout
depends on the parity scheme selected.

design across 16 disks with RS(2, 2) encoding. As shown, only 20 total stripesets are required to
construct a fully declustered layout, where every disk participates in a stripeset with every other
disk. To provide an example, Disk1 participates in 5 stripesets, but none of the other disks appear
more than once in those same stripesets. If Diskl fails, the remaining 15 disks can be used for
recovery, which provides the same rebuild performance as traditional parity declustering. This is
true for all 16 disks. Furthermore, we can see that disks 1, 2, 5, 7, 10 and 11 may fail simultaneously
and there are no stripesets experiencing 3 failures, and thus no data is lost. Therefore, rather than

tolerating only 2 failures, the SODP layout can tolerate 6 failures without experiencing data loss.
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3.1.1 Optimal SODP

We introduce a stripeset construction algorithm we call Optimal SODP, or O-SODP, that uses
matrix manipulation to minimize the number of stripesets. Before presenting the full O-SODP
algorithm, we walk through the construction of single overlap stripesets using the above example,
where each disk participates in 5 stripesets. First, the 16 disks are organized into a 4x4 disk matrix
with rows a, b, ¢, d and columns 1, 2, 3, 4 as shown in Figure 3.3. There are three steps to construct

the single overlap stripesets:

Generate Row-based Stripesets

Each row (e.g., a, b, ¢, or d) consists of 4 disks, which form a row-based stripeset.

Generate Column-based Stripesets

Each column (e.g., 1, 2, 3, or 4) also consists of 4 disks, which construct a column-based stripeset.

Generate Row-column Stripesets

1 2 3 4

rowld columnld

~ 7
[(@1),(b2),(c3),(d4)]
Disk5 Diské Disk/ Disk8 g

c DCKQJ ()] abecd row-relative
is| Disk10 Disk11 Disk12 e
osition arra
d OO [1,2,34]4F Y

Disk13 Disk14 Disk15 Disk1

Q

Disk1 Disk2 Disk3  Disk4

(on

Figure 3.3: Disk matrix and row-relative position array. q, b, ¢, d represent rows with one-to-one
correspondence to the position array [1, 2, 3, 4], which comes from the position coordinate [(a 1), (b 2), (¢
3), (d 4)] and aims to choose disks from different rows and columns to create row-column stripesets.

The key idea of row-column stripesets is to choose 4 disks from different rows and columns.
As shown in Figure 3.3, the simplest example is to choose disks on the diagonal, whose positions
are denoted as [(a 1), (b 2), (c 3), (d 4)]. We simplify this notation into a row-relative position

array [1, 2, 3, 4], which represents the row-column stripeset [Disk1, Disk6, Disk11, Disk16].
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To generate the remaining row-column stripesets while maintaining a balanced declustered lay-
out we define a new algorithm called shuffle permutation. The objective is to swap all possible
two position pairs in the diagonal row-relative position array to create new position arrays. As
shown in Figure 3.4, if we first swap the position pair (1, 2), it is obvious the next swap should be
the pair (3,4), which generates a new row-relative position array [2, 1, 4, 3] that denotes the row-
column stripeset [Disk2, DiskS, Disk12, Disk15]. In this extremely simple example we produced
three new row-relative position arrays which were permutation shuffled from the initial position
array [1, 2, 3,4]. After completing shuffle permutation, the resultant 4 position arrays form a posi-
tion matrix, which has a unique value for each column. Therefore, the position matrix is able to
generate 4 non-overlapping row-column stripesets which cover the entire disk matrix. Algorithm |

shows the pseudocode for implementing the shuffle permutation algorithm.

Swap1 | Swap2 Position Matrix
Foston Ay none | none - [1,2,3,4]
’abcd\[>1 2|13 4 [2,1,4,3]
[1,2,3,4] 132 4 [3,4,1,2]
B f T PR R— [4,3,2,1]

Figure 3.4: Shuffle permutation. Swapping all possible position pairs in the initial position array.

To generate the additional row-column stripesets containing at most one overlapping disk per
stripeset, fix one position in the row (e.g., a) and rotate the other three positions of that row (e.g.,
b, c,d) as shown in Figure 3.5. A single rotation of the position array [1, 2, 3, 4] leads to a new
position array [1,3,4,2]. By applying a single rotation to the other position arrays in the matrix,
a new position matrix is generated. This newly formed position matrix corresponds to 4 non-
overlapped row-column stripesets. The new stripesets are single overlapping with the position
matrix from which they were derived. Furthermore, rotating the position array [1,2, 3, 4] twice
leads to another new position array [1,4, 2, 3]. Correspondingly, another new position matrix is
formed to generate another 4 new row-column stripesets, all of which satisfy the single overlap
property. The process will continue until rotation isn’t possible anymore. Therefore, 3 position
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Algorithm 1: Shuffle Permutations.
Input: initialPosition < [1,2,..., c], ¢ columns
Output: P={ P, P, ...}, shuffled position arrays
function CREATESHUFFLEARRAYS(B, N, k 4+ m)
P={}
fori=1:c-1do
forj=i+1/:cdo
temp = initialPosition
empty templi] and templ[j]
P’ = createShuffleArrays(temp)
for k = 1: length(P’) do
tmp = P
tmp.insert(j) at 7;, position
tmp.insert(i) at j;, position
P.add(tmp)
end
end
end
return P
end function

matrices are available from row-column stripeset generation, or alternatively each disk is included

in three row-column stripesets.

| New matrix |
abcd [1,2,3,4] [1,3,4,2]
[1,2,3,4] (Y rotate [2,4,31]
[2,1,4,3] \/ [3.1,2,4]
o 1,3,4,2]— |[4,2,1,3]
i> [ ]

[3’4’1’2] /\rotate

| New matrix |
[4,3,2,1] \J

[1,4,2,3]—|[1423]
. — [2’3’1‘4]
Fix Rotate [3,2,4,1]
[4,1,3 2]

Figure 3.5: Fix and rotate. Fix one position (in red) and rotate the remaining positions (in blue) to
generate the new position matrices

To conclude this example, combining all row-based, column-based and row-column stripesets
based on shuffle permutation and rotation, the above example generates 20 stripesets in total across

16 disks with each disk included in exactly 5 stripesets.
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CHALLENGES: When the size of a stripeset is large or an odd number, how do we do pair-
wise swap in the permutation shuffle? Figure 3.6 illustrates the case of the stripeset size being
7, which leads to the initial diagonal position array [1,2,3,4,5,6,7] with corresponding rows
a,b,c,d, e, f,g. To generate a position matrix, we will swap 1 and 2 in the second position array,
1 and 3 in the third position array and so on. Unlike the previous 4-column case where the remain-

(G)6)
2!

ing pair-wise swap is obvious, our new 7-column case leaves the remaining swaps with

possibilities.
Swap1 | Swap? Position Matrix
none | none ---------- [1,2,3,4,5,6,7]
Diagonal Position Array 12 ? [2,1, ]
‘abcdefyg 1.3 7 {2 " %
3 ; 1 4 ? e , )
(12388671 1 5] 2 (5. 1]
1 6 ? - [6, 1, 1
171 2 [7, 1]

Figure 3.6: Initial swap of stripeset size 7. The corresponding position array is [1,2,3,4,5,6,7] and
the corresponding position matrix is to swap positions with the first row.

To solve the above challenge, we introduce the concept of rotate distance, which indicates
the clockwise distance between any two positions in the rotate space of the position array. For
example, the rotate distance from 3 to 6 is two, because it has to walk through 4 and 5. To satisfy
the SODP property, we should guarantee the following constraint:

Constraint #1: Rotate distance before and after swapping cannot be equal.

With the same rotate distance, the new position array will eventually overlap multiple positions
with the diagonal position array. As shown in Figure 3.7, if we swap the position pair (3,6) in
the second position array, the rotate distance from 3 to 6 is still two (e.g., walk through X and 1),
which is equal to the previous rotate distance. As a result, after rotating the second position array
3 times, it will double overlap with the diagonal position array. To prevent this from occurring, we

identify the following property to satisfy constraint #1 for any single position pair (a, b).

dr(a —b) # dp(b— a)

29



where d,-(a — b) represents the rotate distance from a to b. In the example, this will prevent the

swapping of position pairs (3, 6) and also (4, 7) in the second position array.

Single swap Multiple swaps
[1,2,3,4,5,6,7] [1,2,3,4,56,7]
[2,1,6,X,X,3,X] [2,1,4,3,6,5 X]

{ hY rotate 3 times { A rotate 1 time
/ \/
[2,X%,3,x,1,6,Xx] [2,%x,1,4,3,6,5]

Figure 3.7: Constraint 1. Properties for single and multiple position pairs swapping in permutation
shuffle

Next, if we try to swap both (3,4) and (5, 6) at the same time, the rotate distances d,-(3 — 5)
and d,-(4 — 6) for the second position array are equivalent to those in the diagonal position array.
This means if we were to then rotate the already swapped second position array 1 time, it would
still cause an overlap (e.g., 4 and 6) with the diagonal position array. As we can see, both of the
single position pair swaps are feasible, but swapping them together creates a conflict. To avoid the
multiple overlaps resulting from multiple position pair swaps, we have to guarantee any two pairs

(a1,b1) and (ag, by) meet the following requirement to satisfy constraint #1.

dr(ar — b1) # dr(ag — b2)

This prevents the swapping of position pairs with the same rotate distance in the diagonal position
array. For example, if we swap the position pair (3, 4), it will exclude other position pairs (5, 6) and
(6, 7). The only feasible additional swap is the pair (5, 7) and then the remaining position 6 is left
untouched. The resultant second position array is [2,1,4, 3,7, 6, 5], which will not overlap more
than one position with the diagonal position array regardless of how many rotations are applied.
Now we need to prevent multiple overlaps between the second and subsequent position arrays.
The most straightforward way is to avoid swapping the same position pairs. Another approach,
utilizing the given second position array, would be to add one along the diagonal based on the cir-

cle shown in Figure 3.8. As you can see, the positional elements inserted alongside the diagonal 1s
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[1.2,3,4,5,6,7] [1,2,3,4,5,6,7]
Eg,’1,411,3,7,6,5} TN {2,1,411,3,7,6,5}
. 1.5 17 3 [3, 1,54,
[4, 1,6, ] i |14 1,6,5, |
6 12]° fler o)
[7,3, 1] \ / [7,3,2, 1]

Figure 3.8: Constraint 2. Auto-generation of other position arrays with a given second position array

are 4,5,6,7,2,3. By applying the same principle, the next set of additional positional elements are
3,4,5,6,7,2. At this point, one can notice the repeating 6, 5 and 7, 6, which have already occurred
in the second position array. This materializes because in the second position array d,(4 — 3) is
equal to d,-(6 — 5), and by adding 1 both 6, 5 and 7, 6 appear again thus causing a double overlap
in the given second position array. To guarantee the derived arrays will never violate the SODP
constraint with the second position array, we identify a second constraint:

Constraint #2: Rotate distances in the second position array must be distinct.

This means if we have the successive 4, 3 in the second position array, it is not allowed to include
successive 7,6 or 6, 5. Otherwise, other derived position arrays will experience multiple overlaps
with the second position array.

By combining the two constraints above, we are able to create a feasible second position array
and a corresponding position matrix. Note that sometimes, a perfectly balanced declustered layout
based on our position matrix with the required parameters cannot be found, we publish our feasible
position matrices in [41].

THEORETICAL ANALYSIS To demonstrate that O-SODP minimizes the number of stripesets,
S, we assume a disk array of size N, where each stripeset consists of k£ + m disks. To count the

disk pairs (i, j), we have

Em)ktm—1) NN -1)

S 2 2

which guarantees the disk pairs in stripesets cover all disks pairs in the N-disk array. The size of
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S can be formulated as:
N(N -1)
S >
~(k+m)(k+m—1)

To count the number of pairs (s, d) where s is a stripeset and d is a disk in the stripeset, we have

the following equation:

S (k4+m)=Nxr

Here r is the number of stripesets per disk. To count the triples (s, d;, do) where d; and do are

distinct disks and s is a stripeset that contains both, we have the following equation:
I«x(N=1)=rx(k+m—1)

where O-SODP makes any pair of disks (e.g., d1 and d9) appear in one stripeset. By combining

: . N(N-1) _ .
the two equations, the size of S equals Gobm) Grm—=1)’ which is the minimum.

Figure 3.9 compares the total number of stripesets using O-SODP with the configurations iden-
tified in prior BIBD literature [38]. Additionally, we compare the number of stripesets per disk us-
ing O-SODP, being that the number of stripesets per disk directly reflects the rebuild performance.

To be specific, the number of surviving disks participating in single disk rebuild is:

min{stripesets-per-disk x (k +m — 1), N — 1}

200 ¢
BIBD(KS, k, 2) BIBD(K? k,2)
BIBD(k®, ks, 1) % 20 | BBD(K k1) =
» 150 SODP(K" k) — a SODP(K“,k) —
© 2 15t
(] [%2]
g 100} )
= @ 10t
: 3 ./-/.j./\
50 ¢ ﬁ 5 L
H*
9 16 25 36 49 64 81 100 9 16 25 36 49 64 81 100
#Drives #Drives

Figure 3.9: Comparison of BIBD and O-SODP. Total number of stripesets and number of stripesets
per disk for optimal SODP and defined BIBD configurations
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We see that in general our O-SODP algorithm is able to match the BIBD performance with
A = 1 while the dips show the G-SODP (see Section 3.1.2) results for configurations not having a
known BIBD configuration. We also include the BIBD stripeset counts for the same configuration
with A = 2 to demonstrate the degree to which higher A\ generate additional stripesets which do
not further improve rebuild performance but do reduce the total number of disk failures that can
be tolerated. If we consider a stripeset as a failure domain we see that these BIBD designs have
a greater number of failure domains with a lower degree of fault tolerance. However, O-SODP is
not guaranteed to generate a set of single-overlap stripesets for all configurations (even when the

stripeset size is smaller than the square root of the number of disks).

3.1.2 Greedy SODP

For arbitrary numbers of disks and arbitrary numbers of data blocks (k) and parity blocks (m)
we designed the Greedy SODP algorithm, G-SODP, to achieve nearly single overlap declustering.
Put simply, G-SODP sacrifices a small amount of rebuild performance to gain a modest improve-
ment in disk failure tolerance. As we will see later in Section 3.2 this tradeoff turns out to be
surprisingly effective when we evaluate the probability of data loss under failure bursts. In other
words, G-SODP achieves a result very similar to that of O-SODP by slightly reducing the rebuild
performance, which in turn can tolerate more disk failures.
10
2 3 1 1
L i
01 03 06 07 1

02 04 07 08 1J 3

03 05 08 09 2 5
04 06 09 10 3
2

05 07 0 M J
06 08 1 12
15 01 04 05

Figure 3.10: Greedy SODP. Base stripeset is [1,3,6,7] and the iy, derived stripeset is generated by
adding © mod N based on the base one.

w N
- =

The basic idea of G-SODP is to create one or more base stripesets and derive the i, stripeset
33



by adding ¢ mod N. Figure 3.10 illustrates how to construct 2 + 2 stripesets within 16 disks. G-
SODP uses [1, 3,6, 7] as the base stripeset and add i to the disk obtained from the base stripeset,
which is able to generate 15 derived stripesets. Utilizing this process, G-SODP guarantees each
disk participates in an equal number of stripesets (e.g., 4) to achieve a balanced declustered layout

comparable to O-SODP.

Algorithm 2: Greedy SODP (G-SODP).
Input: NV, disks per server; s, stripe size
Output: B={by,bs, ..., }, base stripesets

while b = createBaseStripesets(B, N, s) do
| B<+b

end
function CREATEBASESTRIPESETS(B, N, s)
b=[1]
fori=2: N-1do
for j =0 : length(b) do
b’ = [b[0:j-1], i, b[j:end]]
if distances not in B then
if distances in b’ are not equal then
b=b’
break
end
end
end
if length(b) == s-1 then
| return b
end

end
end function

CHALLENGES: The fundamental challenge of G-SODP is to obtain base stripesets, which aim
to construct distinct distances between any two elements inside the given base stripeset. In Figure
3.10, the base stripeset [1, 3,6, 7] is composed of distinct distances 2, 3, 1, and 10. As we can
see, any one, two or three accumulative distances are impossible to be equal to any other existing
distance, which guarantees adding any ¢ will not yield more than one overlapping disk with any

previously generated stripesets. Utilizing these methods, G-SODP is able to generate 16 single
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overlap stripesets instead of the 20 generated by O-SODP. Note that, sometimes it’s not always
feasible to have any x accumulative distances that are different, given this we first ensure that one
accumulative distance is different, then the two accumulative distances different and so on, which
maximally reduces the multiple overlaps among stripesets.

Algorithm 2 presents the greedy algorithm pseudocode to generate base stripesets. Suppose a
base stripeset contains k + m disks, our goal is to select £ + m — 1 disk distances. We start with
the minimum distance 1 and inject it into an empty distance array. For any next distance (e.g., 2 or
3), we can put it before or after the existing distances in the array. The valid injection is to ensure
no equal disk distance. For example, Figure 3.10 injects the next distance 3 at the beginning of the
array, which leads to an equal distance of the sum of next two distances (e.g., 3 = 2 + 1). In this

case, the derived stripesets based on this base stripeset will cause two disks to be overlapping.

1400 | 40 ¢
G-SODP(N, 6) — . G-SODP(N, 6) —
% 1200 1 BIBD(N,6,1) = % 351  BIBD(N,6,1) =
2 1000 | 0 gl
S goo| & 5!
2 2}
@ 600 | o 20|
[} [}
£ 400} 2 15}
€ 200t 2 10}
L L Il 5 L L Il
0 50 100 150 200 0 50 100 150 200
#Drives #Drives

Figure 3.11: Comparison of BIBD and G-SODP. Total number of stripesets and number of stripesets
per disk for greedy SODP and a defined BIBD configuration

Figure 3.11 compares the total number of stripesets and stripesets per disk between BIBD
and G-SODP. Here, BIBD(/V,6,1) represents a full declustering layout over N disks, which only
exists for a limited number of configurations. G-SODP aims to find a balanced layout for arbitrary
disk size (e.g., N > 31). The comparison results show that G-SODP has fewer stripesets than
BIBD(N,6,1), which indicates a gap between G-SODP and the full declustering BIBD. When a
disk fails, G-SODP cannot guarantee that every surviving disk participates in that disks recovery
(e.g., shorter rebuild time). However, it still attempts to maximize the rebuild performance in a
balanced way, which in turn generates less stripesets than O-SODP to tolerate more concurrent

disk failures.
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COMPARISON OF O-SODP AND G-SODP Both O-SODP and G-SODP are able to generate
single overlap stripesets in a balanced way. The only difference is O-SODP constructs perfectly
balanced declustered layouts, where each pair-wise set of disks appears in exactly one stripeset.
The perfect balance and exact overlap value of one make the number of stripesets minimized in
the declustered layout. This design is not possible for all disk configurations (e.g., 8 total disks
using 3-disk stripesets). G-SODP relaxes the overlap constraint slightly such that a few pair-wise
combinations are not generated but a wider range of disk configurations are supported. Thus
G-SODP provides greater configuration flexibility and fault tolerance while sacrificing a small

amount of rebuild performance.

100 - o | G-SODP(s2s) wm
G-SODP(s2, s) mm $ 10 | O-SODP(s%s) mm
go | O-SODP(s’ s) mm &
@ 8 r
2 o
d 60 2 6l
2 2
% 40 09)_ 4t
#* ]
20 r (:{t) 2L
0 0
9 16 25 36 49 64 81 100 9 16 25 36 49 64 81 100
#Drives #Drives

Figure 3.12: Comparison of O-SODP and G-SODP. Toral number of stripesets and number of
stripesets per disk for O-SODP and G-SODP

Figure 3.12 compares the total number of stripesets and stripesets per disk between O-SODP
and G-SODP. As previously stated, some configurations (e.g., 36 and 100 disks) are not supported
in O-SODP, other configurations show similar results between G-SODP and O-SODP. When con-
sidering the number of stripesets per disk, G-SODP always generates one less stripeset than O-
SODP does accounting for the small difference in total stripesets. In section 3.2, we will provide a

detailed comparison of O-SODP and G-SODP protecting against concurrent failures.
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3.2 Evaluation

3.2.1 SOL-Sim Design

SOL-Sim is a discrete-event simulator that characterizes the reliability of erasure coded storage
systems. Written in Python, SOL-Sim extends SImEDC [94] to supports additional erasure codes,
chunk placement schemes, and data re-protection algorithms. Figure 3.13 shows the high-level
SOL-Sim architecture which uses failure traces, disk layouts, and data protection schemes as input
and returns timings and reliability metrics such as the probability of data loss (PDL) as output.
SOL-Sim is designed to simulate reliability over longer periods of time (e.g., 5 years). One key
component of the SOL-Sim architecture is the ability to use a complementary tool, CoFaCTOR

[53], to evaluate multiple storage system designs over their entire lifetime easily.
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Figure 3.13: SOL-Sim architecture. SOL-Sim consists of failure traces analysis, failures events and
repair events handling, system state update, and reliability metrics output.

SOL-Sim Workflow In order to evaluate the data protection schemes in this paper we have
combined the output of CoFaCTOR with simulation to evaluate the probability of data loss over a
variety of realistic failure workloads. SOL-Sim stores all events in an event queue, which always
returns the event with the smallest timestamp. If the event is a failure event, it will update the disk
state, such as the clock and failure status. If the event is a repair event it updates the corresponding

disk’s clock, repair status (e.g, critical to degraded or degraded to normal), and repair priority.
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SOL-Sim and CoFaCTOR provide the following features:

System Layout & System Failure Data In order to generate a large set of realistic failure traces
CoFaCTOR is seeded with both a system layout and a set of failure data collected from real system
data. The system layout describes physical characteristics of the system that influence failure such
as the physical position with the data center (data center row and rack number), the vertical position
within the rack and even the disk positions within the storage enclosure (called the drawer row here
to differentiate disks near the front of the enclosure, disks in the center of the enclosure, and disks
near the rear of the enclosure). Detailed layout data in combination with positional data is critical

in generating the set of failure traces and candidate system designs for SOL-Sim.

Failure Traces & System Designs CoFaCTOR generates an arbitrarily large number of synthetic
failure traces for use by SOL-Sim. These synthetic failure traces are generated using the survival
analysis models seeded with real failure data. The second input into SOL-Sim is the set of system
designs output by CoFaCTOR. These configurable system designs enable us to apply the generated
failure traces to flexible system designs that explore both the physical system design space and the
data protection algorithms used. For example, in this analysis we are able to alter the number of
disks per enclosure (i.e. the failure domain for the declustered parity grouping) to explore future

storage systems which are expected to be much denser than our existing system design.

Chunk Placement SOL-Sim enables the use of multiple declustered placement algorithms and
data protection schemes in conjunction with the failure data including: traditional RAID, complete
declustered parity designs, dRAID, and both O-SODP and G-SODP depending on the availability

of a single-overlap configuration for that design point.

Priority Reconstruction SOL-Sim also implements a priority reconstruction algorithm that mim-

ics those used in enterprise-grade production storage systems. If multiple drives fail within a server,
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to minimize data availability risk, any stripes that are missing two blocks are given priority for re-
construction. This approach is called critical reconstruction. After those critically affected stripes
are reconstructed, the rest of the stripes continue to be reconstructed (called degraded reconstruc-

tion). While this algorithm is the state of the art it is not widely available for production systems.

3.2.2  Trinity Storage System

LANL’s Trinity file system is composed of two identical file systems accessible through the same
set of gateway nodes within the Trinity platform. The identical file systems are organized as
two parallel aisles of racks within our data center to both enable easier servicing/upgrades and
protect against some types of failures external to the file systems. Each file system has 6 total
metadata servers and 216 Lustre object storage servers (OSS) each with a single 41 disk Lustre
object storage target (OST). OSS node pairs share a single two-drawer 84-bay disk chassis with 41
drives assigned to each of the OSS (the remaining 2 slots contain SSDs used as journal devices).
Each drawer within the 84 disk enclosure is composed of 3 rows with 14 drive slots per row. Row
1 holds the 14 drives nearest the front of the drawer and row 3 holds the 13 drives and the SSD
at the rear of the drawer. The 41 disk OSTs use a declustered parity approach to construct 842
protected stripes with 128KiB stripes forming a 1MiB stripe set. The simulations presented in this
paper assume that all drives are 6TB Seagate Makarra drives, the file system is at 60% capacity

utilization, and the rebuild disk bandwidth has been set at approximately SOMB/s per disk [31].

3.2.3 Failure Traces Analysis

To create a sufficient number of failure streams to perform our reliability analysis we use the
trinity file system configuration, two years of drive failure data, and CoFaCTOR to generate 10000
S-year long failure traces. We note in individual experiments where the system design has been
altered to explore alternative storage system designs (e.g. changes in disk capacity, disk enclosure

size, or total number of drives). We also use CoFaCTOR to generate 10000 traces where a fixed
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percentage of disks fail instantaneously or over a fixed period of time (using Poisson arrivals) to

simulate catastrophic failure events such as power outages.

#Failure Bursts

41 82 100 123 164
Disks per Server

Figure 3.14: Comparison of failure bursts with varying disks per server. The number of 3 disk
failures occurring within an 8 hour window using traces generated by CoFaCTOR

System Lifetime Failure Analysis In order to study the correlated failures, we investigate the
number of failure bursts (e.g., multiple failures in a failure domain within 8 hours) with varied
numbers of disks per server. As shown in Figure 3.14, among 10000 failure traces, larger disk
enclosure sizes are more likely to encounter failure bursts and possibly data loss. Figure 3.14
shows the likelihood of a failure burst as we alter the number of disks allocated to each server. Not
surprisingly, as we increase the number of disks per server the number of failure bursts over the

life of a storage system increases.

Disks per Server Scheme Spares | 6TB 14TB 20TB
1 0 4 7
DP 0 4 7
123 3 0 4 7
SODP 1 0 0 0
1 1 2 5
DP 2 0 1 4
164 3 0 1 4
SODP [N S

Table 3.1: Data loss events comparison. Comparison of the number of 5-year traces with at least
one data loss event. We evaluate different disks per server, data protection schemes, and the number of
distributed spares for differing disk capacities

40



Table 3.1 then shows how well Trinity’s declustered parity scheme protects against data loss
events compared with an SODP data placement scheme while varying the spare capacity and drive
capacity. We use the 123 and 164 disk configurations with G-SODP because an insufficient num-
ber of disks exist for an RS(8,2) SODP configuration at the smaller disk counts. We see that SODP
prevents data loss with a lower sparing overhead better than the existing Trinity file system, how-
ever a rapid burst of failures within a single stripe before copyback completes still causes a single

data loss event in the 164 disk configuration.

3.2.4 Catastrophic Failures Analysis

To explore how different data protection schemes perform during common burst failure scenarios
(e.g. a power outage or cascading failure that results in a large number of drives failing in a short
time window) we simulated failures correlated in time but not correlated in any other dimension.
We also compare the corresponding rebuild performance for schemes including traditional RAID,

dRAID, Trinity’s declustered parity (DP), O-SODP and G-SODP.
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Figure 3.15: Comparison of the probability of data loss under simultaneous failures and
failure burst over 24 hours with varying disk drives in the system. The probability of data loss
with failure of 1% of the drive population as the number of disk drives are scaled. In the left figure we see
that if the drive loss is instantaneous a non-overlapping RAID scheme provides the greatest fault tolerance.
However in the right figure we distribute the failures over a 24 hour period which allows the fast rebuild
performance of declustered schemes to greatly reduce the overall probability of data loss.

Effect of Disk Population Size Figure 3.15 shows the probability of data loss (PDL) during a
burst failure of 1% disk failures and increased number of disks. In particular, we increase the

total number of disks from 1100 to 11,000 and examine the PDL for 1% drive population failure
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instantaneously and randomly distributed over 24 hours. In Figure 3.15(a), failures occur in an
instantaneous burst and rebuild time is irrelevant. Non-overlapping RAID can tolerate the most
simultaneous failures with 11.3% PDL. The greater fault tolerance of the SODP schemes protects
data at smaller disk counts but is not sufficient for large disk populations. With Trinity’s declustered
parity and dRAID we see a 100% chance of data loss over 6600 disks. In Figure 3.15(b), the
failures simulate a cascading failure occurring over 24 hours, thus data is rebuilt during the 24-
hour failure period for the declustered parity schemes. By tolerating more failures and having
fast rebuild performance, G-SODP and O-SODP have 1.05% and 1.2% PDL for 11,000 disks,
respectively. Trinity’s declustered parity and dRAID also benefit from fast rebuild performance,
but the lack of greater fault tolerance lowers the PDL to only 34.6%. Interestingly, even with
failures distributed over 24 hours RAID is better than Trinity’s declustered parity and dRAID

indicating that in this experiment fault tolerance is more important than rebuild performance.
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Figure 3.16: Comparison of the probability of data loss under simultaneous failures and
failure burst over 24 hours with varying failure burst sizes. The probability of data loss varied
with the percentage of failed disks in a population of 11000 drives. During instantaneous failures in the left
figure traditional declustered parity schemes experience a 100% chance of data loss once approximately
0.6% of the drives have failed. When the failures are distributed over 24 hours SODP schemes exhibit a less
than 1.2% chance of data loss.

Effect of Burst Size Figure 3.17 varies the number of failed disks in a population of 11,000
drives from 0% to 1% to compare each of the parity placement schemes. As before we examine
the probability of data loss (PDL) for simultaneous failures and failures over 24 hours. From Figure
3.17(a) it’s obvious that the probability of data loss increases with the percentage of simultaneous

failures. At approximately 0.6% of the total drive population failed the PDL of Trinity declustered
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parity and dRAID reach 100%, while O-SODP experiences 32.3% PDL and G-SODP has 23%
PDL. RAID again tolerates the most simultaneous failures with a 2.6% chance of data loss. Figure
3.17(b) shows the probability of data loss with the failures distributed over 24 hours. We see that
the SODP has the lowest chance of data loss due to high fault tolerance and fast rebuilds. Even in
the case of 1% failures, O-SODP and G-SODP have 1.2% and 1.05% PDL, respectively. Because
no rebuilds completed in 24 hours RAID experienced the same PDL as Figure 3.17(a) while both
Trinity declustered parity and dRAID shows a great reduction in PDL due to their faster rebuild

performance.
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Figure 3.17: Comparison of the probability of data loss under simultaneous failures and
failure burst over 24 hours with varying failure burst sizes. The probability of data loss varied
with the percentage of failed disks in a population of 11000 drives. During instantaneous failures in the left
figure traditional declustered parity schemes experience a 100% chance of data loss once approximately
0.6% of the drives have failed. When the failures are distributed over 24 hours SODP schemes exhibit a less
than 1.2% chance of data loss.

Effect of Burst Window Finally, we investigate how the time window over which the failures
occur affects the probability of data loss. Figure 3.18 shows the probability of data loss in 11,000
drives in the presence of 1% failures distributed over varying timespans (using a Poisson arrival
process for failures). Because 24 hours is greater than the rebuild time for RAID the PDL remains
unchanged within the varying time period. However, as declustered rebuilds complete in 2-3 hours
we see the PDLs of Trinity declustered parity and dRAID are reduced rapidly. Even with slower

lower rebuild performance for O-SODP, G-SODP we see extremely low probabilities of data loss.
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Figure 3.18: Comparison of the probability of data loss under varying failure time window.
The probability of data loss as 1% of drive failures are distributed over a longer time scale. As the failure
window extends beyond the time to rebuild a disk we see that the SODP schemes provide better probability
of data loss than non-overlapping RAID schemes. G-SODP provides slightly lower probabilities of data loss
compared to O-SODP.

Comparison of Rebuild Performance Figure 4.2.3(a) compares the disk rebuild time by inject-
ing a random single disk failure. Trinity declustered parity and dRAID show the fastest rebuild
times requiring only 2.7 and 2.8 hours. O-SODP exhibits similar rebuild performance to DP and
dRAID while G-SODP requires slightly more rebuild time. Because it lacks declustering tradi-
tional raid requires greater than 24 hours to perform a rebuild. With multiple disk failures we
exploit the priority reconstruction algorithm which give vulnerable stripes higher rebuild prior-
ity to avoid data loss. In our configuration (e.g., 8 + 2), the maximal tolerable failures within a
single stripeset is 2, therefore, Figure 4.2.3(b) compares the critical rebuild (e.g., stripes with 2
failures) and degraded rebuild (e.g., stripes with 1 failures) time during the reconstruction process.
We observe that DP, dRAID and O-SODP have almost the same degraded rebuild time due to full
declustering. A drawback of the SODP schemes is the longer critical rebuild times. Finally, RAID

systems do not use priority reconstruction.

Comparison of Storage Efficiency Finally, we study the effects of storage efficiency by using
different parity configurations. Since O-SODP cannot be calculated for arbitrary configurations we
only compare RAID, DP, dRAID and G-SODP. In Figure 3.20 we show how the parity overhead

effects the probability of data loss for differing parity overheads. Generally we see that additional
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Figure 3.19: Comparison of rebuild times. The left figures shows the rebuild times for single disk
failure and the right figure show the rebuild times for two disk failures

parity overhead is moderately effective during failure bursts, but that during failures distributed

over time even extremely low overhead G-SODP configurations provide low probabilities of data

loss.
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Figure 3.20: Comparison of the probability of data loss under simultaneous failures and
burst failures over 24 hours by varying storage overheads. The probability of data loss for RAID,
DP, dRAID, G-SODP under simultaneous failures with varying parity overheads. While (a) shows that
additional parity overhead is moderately effective at improving data loss probabilities during burst failures,
(b) shows that G-SODP provides low probabilities of data loss while using low parity overheads.

3.3 Conclusion

In our re-examination of declustered parity data placement schemes it is apparent that existing
declustered parity data protection schemes are not designed to tolerate the correlated failure bursts
becoming increasingly common in cloud and HPC data centers. To that end, we have proposed

adding 2 new criteria to the design principles for declustered parity designs:

e Maximizing the number of simultaneous disk failures tolerated without increasing parity

overhead, and

45



e Minimizing disk rebuild time by balancing parity stripes across all disks.

To balance both of these criteria equally we proposed Single-Overlap Declustered Parity, a data
placement scheme that minimizes rebuild time and tolerates more failed disks than existing declus-
tered parity designs. However, in order to build a flexible algorithm to generate SODP stripesets it
became necessary to relax the single-overlap requirement and allow a small number of stripesets
that do not overlap all other stripesets. Surprisingly, this more flexible algorithm demonstrated the
lowest data loss during failures occurring within small windows of time. In our experiments we
showed that adding disks to a declustered placement group increases the probability of a data loss
event by a greater than linear amount when faced with correlated failures. But the additional disk
results in a less than linear improvement in rebuild time because the amount of data being rebuilt
remains fixed even as the rebuild rate is proportionally increased. Thus a data protection scheme,
such as Greedy Single-Overlap Declustered Parity, which is designed to trade small amounts of
rebuild performance in order to tolerate a large number of disk failures can reduce the probability

of data loss substantially (30x in some of our test configurations).
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CHAPTER 4
FRACTIONAL-OVERLAP DECLUSTERED PARITY: EVALUATING

RELIABILITY FOR STORAGE SYSTEMS

4.1 Fractional-Overlap Declustered Parity

Traditional declustered parity originally used Balanced Incomplete Block Designs (BIBD(v, k, \))
[36], to distribute parity stripes of size k£ over v disks (e.g., declustered layout), where A is the

number of disk sets that each pair-wise combination of disks appears in and A > 1.
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Disk Subsets ——
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(a) RAID-6

Figure 4.1: Comparison of data layout in RAID-6 and FODP. 2 -+ 2 erasure code (EC) represents
2 data and 2 parity blocks configuration, which can tolerate up to 2 failures. RAID-6 separates disks into 4
independent disk arrays while FODP comprises 8 disk subsets.

When A\ is at least 1 it ensures that all disks are able to equally participate in rebuilds because
every disk has data overlapping with every other disk. For example, a declustered parity scheme
that maps 2+2 stripes into a 16 disk enclosure, a A value of 1 ensures that when a single disk fails
the 15 remaining disks all participate equally in reading the surviving blocks of each degraded
stripe to rebuild the failed disk. Less obvious is that the lower the A value the more total failures
that can be tolerated. Figure 4.1(a) illustrates this property using 16 disks and 4 non-overlapping
2+2 RAIDG arrays (i.e. the minimum possible \). In this case up to 8 disks can fail without data
loss assuming that those failures are distributed evenly across RAID groups. Motivated by these
observations, we propose fractional-overlap declustered parity (FODP) A < 1, which relaxes the

overlap constraint and allows disks to overlap less than once with every other disk. As a result,
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many pair-wise combinations exist, but a few pair-wise combinations are not generated. This
A < 1 scheme enables a tradeoff between rebuild performance and tolerating more disk failures
by adjusting A between the minimum and 1. Figure 4.1(b) re-organizes the RAID-6 data layout by
adding 4 declustered disk subsets (e.g., the last 4 rows) in yellow and the 8 shaded failures are still
tolerated, but each disk in FODP is involved in two disk subsets (i.e. 6 disks are able to participate

in the reconstruction), which make the rebuild 2x faster than the RAID protection scheme.

| Apin. A<1 A=1 A>1

Rebuild Efficiency | L M H H
Fault Tolerance H H M L

Table 4.1: )\ comparison. H represents high, M represents medium, and L represents low.

Table 4.1 compares the trade-off space for different \. In the case of \,,,;,,, each disk is involved
in a single disk subset, which is identical to a clustered RAID protection scheme with high failures
tolerance and slow disk rebuild. The case of A < 1 represents FODP, where placement groups only
partially overlap which brings moderate rebuild performance and high fault tolerance. In the case
of A = 1, it is a special type of full declustering [51] that tolerates more disk failures compared to
the case of A > 1 with identical rebuild performance. Lastly, A > 1 is widely used in declustered

parity (DP) schemes and tolerates the fewest disk failures.

4.1.1 FODP Construction

One practical limitation for A = 1 DP placement schemes is that they are hard to generate and are
impossible for many disk configurations (e.g. 8+2 parity with a 20 disk enclosure). Because FODP
relaxes the traditional constraint and allows A < 1 it is able to achieve tradeoffs similar to the ideal
DP configuration while also supporting more diverse parity schemes and disk enclosure sizes. In

order to describe our latin squares approach of constructing FODP layouts we first quantify the
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overlap fraction \ for each disk as below.

overlaps
\ _ overlaps

v—1
where each disk has (stripe-width-1) overlapping disks within a disk subset, and the overlaps is
decided by the number of disk subsets * (stripe-width-1), which reflects the fraction that covers the
remaining surviving (v-1) disks.
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Figure 4.2: FODP layout by mapping MOLS into the disk matrix. The number of rows is equal
to stripe width and the number of columns is the order of n in Latin squares, where Ly, Lo, and Ls in the
left correspond to disk subsets in the right through mapping with the disk matrix.

Definition 1. A Latin square is a nxn array over n elements such that each element appears only

once in each row and column.

We start with a 4x4 Latin square L in Figure 4.1.1, where each row and column are over
elements of [1, 2, 3, 4]. To utilize the Latin square L1, we organize the 16-disk enclosure into a
disk matrix where the number of row is equal to stripe-width (e.g., rows 1, 2, 3, 4) and number of
columns is equal to the Latin square order n (e.g., columns a, b, ¢, d). Similar to this, we specify
columns a, b, c, d for Latin squares in top. By matching the 4x4 Latin square L1 with the 4x4 disk
matrix, each row is able to represent an independent 4-disk subset. For example, the first row [1,

2, 3, 4] in red represents the coordinate [(1 a), (2 b), (3 ¢), (4 d)], which translates into a new disk
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subset [D1, D6, D11, D16]. Likewise, it’s the same for the other three rows. Therefore, the Latin
square L corresponds to 4 non-overlapping disk subsets that cover the whole disk matrix and the

overlap fraction \ for each disk is 3/15.

Definition 2. Two latin squares L1 and Lo are called mutually orthogonal when any ordered pair

of entries from each Latin square in the same row and column occurs exactly once.

As explained above, L1 represents 4 non-overlapping disk subsets, which would be the same
for every other Latin square. To generate more disk subsets, it is necessary to use additional
Latin squares. The only concern is avoiding multiple overlaps with the existing disk subsets. In
other words, the L1 related disk subsets should overlap with Lo related disk subsets by at most
one disk. Figure 4.1.1 illustrates Mutually Orthogonal Latin Squares (MOLS) L1, L9 and Ls,
where each row overlaps with each other row by at most one overlapping element (e.g., the only
overlapping element of L11([1, 2, 3, 4]) and L91([1, 3, 4, 2]) is element 1). The idea behind it
comes from unique order pair property in Mutually orthogonal Latin squares, which guarantees
the single overlap property no matter how many Latin squares we use. In essence, by applying

more MOLS, we are able to linearly increase the FODP overlap fraction .

Theorem 1. With any given order n, there can be at most (n-1) MOLS, with this upper bound

achieved when n is a power of a prime number.

In the order of 4, there are three Mutually Orthogonal Latin Squares (MOLS) L1, L9 and L3
shown in Figure 4.1.1. With one MOLS, each disk is involved in one disk subset, which leads to
overlap fraction A\ = 1 % 3/15. With two MOLS, each disk is involved in two disk subsets and
the corresponding overlap fraction is increased to A = 2 % 3/15. Therefore, by applying Mutually
Orthogonal Latin Squares (MOLS), we are able to linearly increase the FODP overlap fraction .
In essence, by applying more Mutually Orthogonal Latin Squares, we are able to linearly increase
the FODP overlap fraction .

The n-order MOLS is known to exist when n is a power of a prime number [19]. Such valid n

values exist for 4, 5,7, 8,9, 11, 13, 16, 17, 19, 23, 25, 27, 29, 31, 32, 37, 41, 43, 47, 49, 53, 59,
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61, 64, 67,71,73, 79, 81, 83, 89, 97 in the range of 100. If the disk matrix is rectangular and the
number of columns meets the valid size in MOLS then this approach ensures each disk is included
in an equal number of disk subsets guaranteeing an uniform and deterministic data distribution. If
the number of disks do not form a rectangular matrix we can simply remove the last row of disks
and make certain to randomly substitute those disks into subsequent MOLS. In this case additional
overlaps are possible and uneven data distributions may occur, but all possible configurations are

supported with similar fault tolerance and rebuild characteristics to perfectly rectangular

4.1.2 FODP Model

In this section, we present a mathematical model for constructing FODP. The main idea is to
maximize the stripesets with at most one overlapping disk, which ensures that each disk overlaps
a single time with every other disk. To facilitate our analysis, we summarize the main notations

used in this paper in Table 4.2.

Notations Descriptions
N the number of disk drives
f the number of disk failures
k data blocks per stripe
m parity blocks per stripe
E whether stripeset 7 exists
whether stripeset 7 contains disk j

~

S,
YZ.] i whether stripeset ¢ and % overlap at disk j
Smax maximal number of stripesets

Table 4.2: Notations and variables.

The relationship between N and £ + m. To construct single overlap stripesets within a N-
disk array, each disk overlaps a single time with every other disk, then the maximum number of

stripesets per disk is
N -1
k+m—1
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where N — 1 is the number of remaining disks within the disk array, and k£ + m — 1 is the number
of remaining disks within a stripeset. Assume the first disk creates % stripesets, then the
second or other disk creates new stripesets by picking at most one disk from the existing stripesets,

therefore, it poses an constraint on

N-1 > k+
P m
k4+m—1"—

Otherwise, it is not enough to generate any new stripesets to satisfy the single overlap property. As
a result, the relationship between N and k£ + m is as follows:

N> Fk+m)(k+m-—1)+1

The maximum number of stripesets 5,,,,,. To achieve the declustered layout, each disk has to
. N—1 . . L
be involved Trm—T stripesets, therefore, the following relation is always true

N -1

s ktm)=Nsx—
maa * (K +m) =N+ e2mn—

This equation is to count the disk occurrence during stripesets construction in two ways. As a

result, the maximum number of stripeset .S),,,, can be calculated as

Nx(N—-1)
(k+m)(k+m—1)

With given Sy,q, stripesets, we define a binary variable E; to denote whether the i, stripeset

exists during constructing the declustered layout. Therefore, we have

1, if stripeset ¢ exists
E; =
0, otherwise

52



If a stripeset exists, it can be used to place any stripe of k& data blocks and m parity blocks. To max-
imize the fault tolerance, no two blocks in the same stripe may reside on the same disk. Therefore,
it requires each stripeset to contain k£ + m disks for holding stripes. To illustrate the relationship
between stripesets and disks, we use a binary variable \5; ; to denote whether stripeset ¢ contains
disk 7 as

1, if stripeset ¢ contains disk j

S =

»J

0, otherwise

Recall that the total number of disks for each stripeset is k 4+ m, therefore, we have the following

constraint

=

ZSZL] - k + m, VZ E [1,2, ceey Smax]
j=1

It’s not always feasible to create maximum stripesets Sy,q; for any given N and k + m. To
construct the declustered layout, it does not require every stripeset to be involved, which pose

another constraint on

=

Zsi,j = (k + m) * Bi, Vi € [1727 e Smaac]
j=1

To generate single overlap stripesets, any two stripesets have at most one overlapping disk, which

can be described as
N
> 8% Sk =1,%ik €[1,2, ..., Smaz, i # k

J=1

Note that the formulation above is a mixed-integer nonlinear programming (MINLP) problem. For-
tunately, as mentioned in [91], above quadratic terms are possible to be linearized by introducing

an auxiliary variable YZ.] ;; as below

Y7, = S Sk Vi k € (1,2, Smaal,i # b,V € [1,2,., N]
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where Yl.j .. represents whether disk subset ¢ and disk subset & overlaps on disk j. It can be equiva-

lently replaced by the following linear constraint
0<5;;+Sk;— 2Yijk < 1,Vi,ke[l,2,...,Smazl,i # k,¥j € [1,2,..., N]

The idea behind it is the relationship shown in Table 4.3, which uncovers the single overlap prop-

erty.
Sig | Sks | Vi
1 1 1
1 0 0
0 1 0
0 0 0

Table 4.3: The relationship between S; ;,S5;. ;, and YZ{ it

Then, above nonlinear constraint can be rewritten in a linear form as

N
§:nkzlwakeﬂﬂww&mﬂj%k
j=1

With the objective to maximize the number of disk subsets with at most one overlapping disk, the

problem can be formulated as:
maximize Z E;

N
subject to ZSM =(k+m)*xE;,Vi€[1,2,..., Smaz]
=1

j (4.1)
0 <8+ Sk =2 =1
Vi, k € [1,2,...,Smazl,i # k,Vj € [1,2,...,N]

N
E:nkglﬁakeﬂj,”&mﬂﬁ#k
j=1
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4.1.3 FODP-Plus-One

In FODP, if more than m failures occur simultaneously within a single disk subset then all data in
this subset will be lost. Therefore, increasing the overlap fraction A\, which increase the number
of disk subsets, will increase the probability of data loss because the > m failures will hit one of
the subsets with a higher probability. Thus the total number of disk subsets is a tradeoff between
the probability of data loss and the magnitude of data lost during a loss event. FODP is originally
designed for reducing the probability of data loss with the property of A < 1. To avoid the loss of
large amounts of data during a data loss event, we further propose FODP-Plus-One to add a layer

of parity on top of the FODP stripes.

D1 D2 D3 D4 Ds De D7 Ds Do D1 D11 D12 D13 D14 D15 Di1e
Soo | S10 | S20 | Sso || S11 | So1 | Sa1 | S21 || S22 | S32 | Soz2 | S42 || Ss3 | S23 | S13 | Sos

S40 | Ss0 | Seo | S7o|| Se1 | S71 | Sa1 | Ss1 || S72 | Se2 | Ss2 | Saz || Ssa | Saz | S7a | Ses
Sso | Soo | S100 | S110 || S111 | S101 | So1 | Ss1 || Se2 | Ss2 | S112 | S102 (| S103 | S113 | Ssz | Se2
Po P1 P2 P3

Figure 4.3: FODP-Plus-One. Adding one additional parity on top of FODP and place on each disk in
a round robin way.

In Figure 4.3 we see the first blocks (e.g., Sy, S10---511,0) in FODP stripes are always placed
in column a (e.g., disks D1, D9, D3, Dy), the second ones (e.g., Sp1,511---511,1) are in column
b, and so on. If we create an additional parity P; for the 7;, blocks in a set of FODP stripes, the
parity P; is able to further protect against FODP stripe loss by placing P; on a disk in another
column. This constructs a two-dimensional parity scheme, but uses an additional disk to store the
vertical parity. Unlike existing schemes like BIBD, PDDL [77], and dRAID [45], the 74, blocks are
always spread over the disk enclosure because the additional disk can be selected systematically.
In the simplest rendition FODP-Plus-One simply places the additional parity data P, P>, P3, Py
in round-robin fashion. A hypothetical refinement is to perform round-robin across the disks not

in the original FODP disk subset, but the details of achieving balance with this approach are com-
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plicated compared to the round-robin approach presented here. Although the simple round-robin
placement cannot further reduce the probability of data loss, it can maximally reduce the magni-
tude of lost data. In this work we will limit our analysis to data protection and address performance
considerations in future work.

Overall, FODP-Plus-One reduces the magnitude of data loss because the additional parity on
surviving drives can recover large amounts of the lost data. Continuing our example, assume D1,
Dg, and Dy fail simultaneously, only the stripe S including blocks Spg, So1, Sg2, and Sp3 on
disks [Dq, Dg, D11, D1g] will lose data. The parities Py, P, P3, P4 on surviving disks like Do,
D3 Dy, D5 and so on can help recover the vulnerable stripes. As a result, the magnitude of the lost
data can be significantly reduced. If we configure FODP with the maximal overlap fraction within
A < 1, the total number of disk subsets is equal to the number of disk drives v. With one additional
spare drive of capacity (e.g., v + 1) the data lost is reduced by (v — f)/v (where f is the number

of disk failures).

4.2 Evaluation

In this section, we evaluate storage system reliability by addressing the following questions: (1)
how do failure sizes and failure distributions impact reliability? (2) how does the overlap fraction
explore the trade-offs between rebuild performance and fault tolerance? To mimic a real storage
system, we consider Los Alamos National Laboratory’s Campaign storage system [2] composed of
4 pods, each of which consists of 12 servers and each server is configured with two 84-disk JBODs
(e.g., 168 disk drives per server). Note that to keep the FODP as similar to the Campaign storage
systems 85% storage overhead we evaluate the protection schemes as if the servers have 169 disks
per server and with parity configured at 11 + 2. This is simply an artifact of trying to match the
existing configuration most closely for fairer comparisons. To make these results applicable to
emerging disk drive technology the simulation presented in this paper assumes that each disk drive
is equipped with dual actuators and 16TB capacity, and the disk rebuild bandwidth has been set at
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approximately SOM/s and the copyback bandwidth is around 400MB/s.

4.2.1 Impact of Failures

To study the effects of failure sizes and distributions on system reliability, we vary the percent of
disk failures and set the ratio of MTBF to MTTR at 0.5 to parameterize the dense Poisson, dense
Exponential, and batch cascade failures. We compare multiple parity schemes including RAID,
traditional declustered parity (DP), Single-Overlap (A = 1) Declustered Parity(SODP), FODP
(e.g., with maximal overlap fraction 13/14), and FODP+1.
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Figure 4.4: Comparison of failure sizes and distributions. From left to right, the figures show
the probability of data loss (PDL) resulting from Poisson and Exponential dense failures and batch cascade
failures.

Figure 4.4 shows the probability of data loss (PDL) by varying the number of failed disks from
0.2% to 1.0%. The probability of data loss increases with the percent of failures for each failure
distribution and protection scheme. Interestingly, the probability of data loss in DP slightly out-
performs RAID for Poisson while RAID exceeds DP in Exponential. We note that the Exponential
distribution results in more outlier failures which makes RAID, with its higher fault tolerance,
stand out even more. Likewise, RAID is much more efficient than DP in batch failures, where
tolerating more failures is most important. Note that, FODP+1 only improves FODP with respect
to the amount of lost data instead of the probability of data loss, that is why we just compare
FODP and SODP. Overall, FODP experiences almost the same probability of data loss as SODP

with slightly lower rebuild time and higher fault tolerance. Compared to RAID and DP, SODP
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and FODP experience lower PDL in Poisson and Exponential dense failures due to higher fault
tolerance and faster rebuilds while they have slightly higher PDL rates in batch cascading failures
where PDL is mainly governed by fault tolerance.

Poisson Exponential Batch Cascade
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Figure 4.5: Comparison of the amount of lost data for each incident—. From left to right,

this figures show the amount of data loss resulting from Poisson and Exponential dense failures and batch
cascade failures.

Figure 4.5 compares the average amount of lost data when a data loss event occurs. As dis-
cussed before, reducing the number of failure domains can reduces the probability of data loss at
a cost greater data lost during any data loss event. As expected, RAID experiences the highest
amount of lost data, FODP and SODP have lower magnitudes of data loss with DP losing the least
data. As the number of failed disks increases, the amount of lost data in RAID is slightly increased
while the lost data in DP is increased and even exceeds FODP and SODP in the presence of 1%
failures. Additional failures increase the probability of data loss rather than the amount of lost
data, which indicates that the data loss magnitude in FODP and SODP is not highly sensitive to
such small variation in failures. Unlike the other schemes FODP+-1 just experiences one data loss
incident each time, thus the amount of lost data remains the same in Poisson and Exponential and
just slightly increases in batch failures. However, what surprise us is that FODP+-1 is always the
lowest (e.g.,0.06TB) in the amount of lost data. With one additional spare drive FODP+1 not only
reduces the probability of data loss like FODP but also significantly reduces the magnitude of data

loss.
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4.2.2 Impact of MTBF to MTTR Ratio

To increase the system reliability, the disk MTBF should be as long as possible while the MTTR
should be as short as possible. For this reason, the ratio of MTBF to MTTR directly decides the
chance of data loss. To study the impact of ratios on system reliability, we vary the ratios with
given MTTR to assess the probability of data loss. Figure 4.6 compares the probability of data loss
by varying the ratio from 0.2 to 1.0 under 1% disk failures, which arrive at the Campaign system

in a Poisson, or Exponential, or batch cascading distribution.
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Figure 4.6: Comparison of MTBF to MTTR ratios. From left to right, the figures show the
probability of data loss (PDL) resulting from poisson and exponential dense failures and batch cascade
failures.

Smaller ratios mean smaller MTBFs, where being able to tolerate more failures is more impor-
tant than being able to rebuild quickly. As we can see when the ratio is 0.2, RAID is always better
than DP for all three failure distributions. While RAID is better than FODP and SODP in batch
cascading failures, it falls behind to FODP/SODP in Poisson and Exponential distributions, where
FODP and SODP are keeping decreasing and approach to zero data loss before the ratio of 1.0.
On the contrary, SODP and FODP in the batch distribution experience the cascading with a faster
failure rate, which makes it still falls behind in RAID under small ratios and starts to exceed RAID

from the ratio of 0.6.
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4.2.3 Impact of Overlap Fraction

To explore the effects of overlap fractions we adjust A using FODP to compare the rebuild time

and probability of data loss for Poisson, Exponential dense failures, and batch cascade failures.
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Figure 4.7: Comparison of rebuild times. This figures shows the rebuild times among different data
protection schemes like RAID, FODP with varying overlap fractions A\, SODP, and Declustered Parity (DP).

Figure 4.2.3 compares the rebuild time among RAID, FODP with different overlap fractions A
(e.g., 1/7-6/7), SODP and DP. As expected, there is a distinct correlation between overlap fraction
and rebuild time. RAID takes the longest time (e.g., 93.2 hours) to rebuild a single disk failure.
FODP with differing overlap fractions shows the diminishing rate of increase rebuild time as it
approaches it’s minimum rebuild time at A > 1 configurations. We note that the improvement in
rebuild times is not linear, but logarithmically decreasing due to the fixed amount of work being
distributed over a larger number of disks.

Figure 4.8 compares the probability of data loss by varying overlap fraction A from the minima
1/14 (RAID) to the maxima 14 /14 (SODP) with 1% failures under various MTBF to MTTR ratios.
As we can see, the probability of data loss in Poisson and Exponential failures decreases as A
increases. More interestingly we see that the PDL curves increase with A up. to some peak, but
then decrease as A approaches 1. This phenomena is due to the time required to achieve 1% disk
failures and the rebuild rate of the selected A. With the MTBF to MTTR ratio set at 0.2 it takes
22.6 hours for 1% of the disk population to fail. At A = 5/7 the disk rebuild time is reduced to
11 hours and the PDL begins to decrease. We see this effect in all of the Batch Cascade curves
where, as the MTBF is increased, the minimum necessary rebuild performance is decreased and

lower lambda values become viable though better rebuild performance still provides incremental
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Figure 4.8: Effects of overlap fraction on probability of data loss. The figures show the probabil-
ity of data loss resulting from 1% disk loss due to Poisson and Exponential dense failures and batch cascade
failures.

PDL improvements.

4.3 Conclusion

Due to trends in disk drives, enclosures, and deployments we believe we are entering a period
where failure events are becoming more common rather than less common. To examine that future
in this paper we revisit storage system fault tolerance and rebuild performance under a diverse set
of correlated failure events. To study the joint effects of these reliability characteristics this paper
describes a practical and flexible declustered parity scheme, fractional-overlap declustered parity
(FODP), that enables the exploration of trade-offs between rebuild performance and the number of
failure domains. Our experimental results suggest that equally emphasizing the two perspectives
does not achieve a midpoint in system reliability — and is sometimes the least reliable configuration.
Meanwhile, FODP can reduce probability of data loss by up to 99% compared to declustered parity
for various failure regimes while FODP—+1 can further reduce 99% of the magnitude of data loss

with a single additional spare drive capacity.
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CHAPTER 5

DOING MORE WITH LESS: TIERED PARITY MYTHS AND FACTS

5.1 What Is A Better Flat Parity?

To maintain the system reliability, existing storage systems often use erasure codes (e.g., Reed
Solomon (RS) Codes) to protect data with less storage overhead than replication while attaining
the same fault tolerance. For example, Google ColossusFS [27] and Facebook HDFS [4] use
RS(6,3) and RS(10,4) to protect data with 1.33x and 1.4x storage overhead, respectively. In general
we expect storage system architects to know important parameters such as the amount of data
protection that can be reasonably purchased by their organization (e.g., 3-way replication vs 20%
overhead erasure coding). The common way to protect data is to use one single and uniform
erasure code, or we call flat parity (k, m), to balance system fault tolerance, recovery cost, and

storage overhead.
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Figure 5.1: Comparison of the probability of data loss (PDL) with different data blocks (k)
and parity blocks (m). It shows the probability of data loss by varying the number of data blocks (k)
under 0.5% simultaneous disk failures with different parity blocks (m).

However, how to design a storage system that achieves the highest possible data reliability
within the purchased storage overhead is less clear. As we can see, Figure 5.1 evaluates the system
reliability in the Campaign storage file system with varying data blocks (k) and parity blocks (m),
which directly decides the storage overhead. With any given m, while the smaller k brings more
storage overhead, it still maintains the same probability of data loss as the larger k. On the contrary,

62



with any given k, the probability of data loss is inversely proportional to the value of m, which is
the main factor to decide the system fault tolerance. It’s obvious that larger storage overhead in
our example is not necessary to bring higher system reliability. This raises an interesting question
what’s the relationship between system reliability and storage overhead. To answer this question,
we start with exploring the interior trade-offs to understand how to achieve higher reliability for

any given storage overhead.

5.1.1 Categorizations

The flat parity can be roughly categorized into two different data distribution schemes, one is to
concentrate data and corresponding parity within small disk arrays and reserve hot-spare drives
for reconstruction like the RAID protection scheme, and the other one is to distribute data, parity,
and spare space uniformly over a larger disk array, typically at random [45]. Upon a failure, the
RAID system is always bottlenecked by the hot-spare writes during the reconstruction, but the
declustered distribution scheme enables the faster disk rebuild with more disks participating in
recovery through parallel reads and writes. In essence, the declustered parity is not designed to
tolerate massive failures, instead it is evolved to solve the extremely slow disk rebuild problem. To
overcome the design defect, Figure 5.2 shows two common ways to improve system fault tolerance

while maintaining the same storage overhead.

o0 0000
Wider DP
RAID Declustered Parity
L A 4 oo Single-overlap DP

R

Figure 5.2: Flat parity basics. With RS(2,1), to speed up the recovery process, RAID is developed into
the declustered parity (DP), to further increase fault tolerance, DP can be extended to wider declustered
parity (Wider DP) and single overlap declustered parity (SODP)
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Widen stripe to increase the parity (m) Unlike replication, erasure codes can increase the
fault tolerance without increasing storage costs. We can observe that Reed-Solomon codes RS(2,
1) and RS(4,2) have the same storage overhead of 1.5x, but they are able to tolerate one and
two failures, respectively. This increasing fault tolerance comes from increased read 1/Os, where
RS(2, 1) requires 2 blocks and RS(4,2) reads 4 blocks for recovering a single missing block or
updating any parity block. When it comes to updating data blocks, RS(2, 1) requires updating 1
corresponding parity block but RS(4, 2) induces to update 2 parities. As a result, by widening the
stripe to increase the fault tolerance, the system would suffer from longer degraded read and update
complexity. Not even to say a wider stripe requires a higher computational cost. Rashmi et al [70]
shows that when the number of data blocks doubled, the Reed Solomon encoding and decoding
speeds are almost halved. Therefore, storage architectes have to trade-off the fault tolerance of

wide stripes against the I/O amplification and complex encoding/decoding math computation.

Reduce the number of failure domains The basic reason for the declustered parity to fall short
in fault tolerance lies in various stripe distributions, which allow for constructing the declustered
data layout but in turn creates a large amount of failure domains. To tolerate more disk failures,
one possible solution is to reduce the number of failure domains. Huan et al [51] borrow this
design principle and propose single overlap declustered parity (SODP), whose idea is to have at
most one overlapping disk between any two stripesets. As a result, the number of stripesets for
holding stripes in the declustered parity is greatly reduced, which makes it less likely to hit one of
the stripesets in the presence of > m failures. Similarly, to further study the interaction between
the number of failure domains and rebuild performance in declustered parity, FODP introduces
overlap fraction, which can flexibly control the number of failure domains that in turn decides
different rebuild performances. Through extensive analysis under a diverse set of correlated failure
events, FODP suggests that equally emphasizing the two perspectives does not achieve a midpoint

in system reliability and is sometimes the least reliable configuration.
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5.1.2 Tradeoff Spaces

To study the tradeoff space in flat parity, Figure 5.3 compares the fault tolerance and rebuild time
for single disk failure among RAID (11 + 2), Wider DP (16 + 3), SODP (11 + 2), and DP (11 + 2)
within each server in the Campaign storage system. As we can see in Figure 5.3(a), RAID is able to
tolerate most failures with the fewest failure domains, each of which is able to tolerate 2 failures.
Although Wider DP is configured with 3 parities, the data is distributed over the whole server,
which makes it only tolerate 3 failures. Likewise, SODP and DP are able to tolerate 2 failures
with 2 parity blocks within each server. The only difference is that SODP constructs the fully
declustered data layout with much less stripesets, which make the > 2 failures less likely to hit
one of the stripesets. In other words, SODP is possible to tolerate more failures without data loss.
Figure 5.3 (b) compares the rebuild time under single disk failure, where RAID takes the longest
time (e.g., 93.2 hours) due to the hot spare reconstruction writing and DP takes the shortest time
(e.g., 6.65 hours) by having more disks (e.g., 168 disks) participating in rebuilds parallelly. As
discussed above, the Wider DP requires to read more blocks during reconstruction, which requires
the rebuild time 1.5x (e.g., 9.98 hours). However, SODP improves the fault tolerance by reducing

the failure domains and maintains the identical rebuild performance as DP.
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Figure 5.3: Tradeoff Space in Flat Parity Schemes. faulr tolerance and rebuild time comparisons
within each server in Campaign storage system.

Impact of Failures To study the fault tolerance, Figure 5.4 compares the probability of data loss
by varying the number of failed disks among RAID, DP, Wider DP, and SODP in the presence of

dense Poisson, dense Exponential, and batch cascade failures. We can see each failure distribution
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and protection scheme increases the probability of data loss as we vary the number of failed disks
from 0.2% to 1.0%. Unsurprisingly, the DP slightly outperforms RAID for Poisson while RAID
exceeds DP in Exponential and batch cascade failures, where more outliers failures that cannot be
recovered in time. As a result, RAID, with its higher fault tolerance, stands out even more. What
interesting is that SODP is more efficient than Wider DP in batch cascade failures but slightly less
efficient than Wider DP in Poisson and Exponential failure distributions. One possible explanation
is that while the Wider DP slightly increases rebuild time, the given MTBF to MTTR ratio 0.5 is
large enough for Wider DP (e.g., 3 fault tolerance) to recover tolerable Poisson and Exponential
failures in time. When it comes to batch cascading failures, the fault tolerance in Wider DP is not
enough to tolerate excessive failures (e.g. > 0.3%) but SODP stands out due to the combination of
higher fault tolerance and faster rebuild performance.
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Figure 5.4: Comparison of failure sizes and distributions. From left to right, the figures show the
probability of data loss (PDL) resulting from dense Poisson, dense Exponential, and batch cascade failures
at MTBF to MTTR ratio 0.5.

Impact of MTBF to MTTR Ratios To study the rebuild performance, Figure 5.5 compares the
probability of data loss by varying the MTBF to MTTR ratios among RAID, DP, Wider DP, and
SDOP in the presence of 1% dense Poisson, dense Exponential, and batch cascade failures. It’s
obvious that the larger ratio, or longer MTBF, enables more disks to be recovered in time, which
brings lower probability of data loss. What interesting is that the Wider DP starts to experience zero
data loss event from ratio 0.4 while DP experiences zero data loss event from ratio 0.8 for Poisson
failures. This difference comes from the different fault tolerances (e.g., 3 in Wider DP and 2 in
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DP). Likewise, SODP experiences zero data loss event from ratio 0.6 but the overall probability of
data loss is always below 1% in Poisson and Exponential failure distributions, where the Wider DP
is slightly more efficient than SODP when ratio is larger than 0.2 but SODP is better than Wider
DP under small MTBT to MTTR ratio 0.2. What different is that in batch cascading failures SODP
is much more efficient than Wider DP for each other ratio (e.g., 0.4, 0.6, 0.8, 1.0). This implies
that SODP is able to tolerate more failures than Wider DP (e.g., 16+3) when rebuild rate cannot

catch up with the failure rate.
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Figure 5.5: Comparison of MTBF to MTTR ratios. From left to right, the figures show the
probability of data loss (PDL) resulting from dense Poisson, dense Exponential, and batch cascade failures
by varying MTBF to MTTR ratios from 0.2 to 1.0 under 1% disk failures.

5.2 When Should We Add An Additional Tier?

As we discussed above, SODP outperforms Wider DP when the failure rate is higher than rebuild
rate. Rather than making a tradeoff between rebuild performance and fault tolerance like Wider
DP, the SODP is able to tolerate more failures while maintaining the identical rebuild performance.
However, the discipline of SODP is for local disk enclosure but the array or rack failures do exist

in practice. It becomes imperative to develop new methods to prevent spatial correlated failures.

5.2.1 Tiered Parity Basics

Most existing work [39, 80] advocate for rack-aware placements to distribute blocks on the same

stripe across distinct racks to maximize the tolerance against rack failures. Unfortunately, this
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greatly incurs large amounts of cross-rack traffics and becomes a major concern. In practice, rack
failures are much rarer, which motivates some other work to trade rack-level fault tolerance for less
repair traffic. For example, Patrick et.al. [94] propose the hierarchical placement to distribute the
stripe blocks to fewer racks, each of which enables partial repair operations and greatly reduces
the cross-rack repair traffic. While these approaches are able to tolerate rack failures, it requires
the cross-rack repair traffic for any single block missing. In regard to this, Campaign storage [7]
comes up multi-tier erasure codes, or tiered parity, which first stripes data across racks and then
each rack further splits the data into blocks and computes corresponding parity blocks. In this way,
the rebuild of a failed drive will take place entirely locally using the intra-rack erasure code and the

system can survive the catastrophic failure of an entire rack by using the cross-rack erasure code.

5.2.2 Flat Parity or Tiered Parity

It’s obvious the tiered parity is able to handle the spatial correlated failures, like the rack failures,
that the flat parity cannot tolerate. However, when it comes to temporal correlated failures, it is
still not clear whether the tiered parity is more efficient than the flat parity. To understand the
difference, we compare the tiered parity with SODP under dense Poisson, dense Exponential and
batch cascade failures as shown in Table 1.1. As mentioned in [62], failure sizes are not adequate
for modeling correlated failures and may lead to suboptimal system designs. For this reason, we
study the effects of both failure sizes and other important factors like MTBF to MTTR ratios that

impact failure correlation.

How many disk failures we can we take? To evaluate how many disk failures we can take,
Figure 5.6 varies the number of failed disks from 0.2% to 1.0%. For comparison with the same
storage overhead, we configure DP and SODP with flat parity RS(11,2) and apply RS(11,1) on top
of RS(12,1) in the tiered parity (Tiering). In general, the probability of data loss increases with

the percentage of failures, but the effects of different failure regimes are dramatically different in
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Figure 5.6: Comparison of failure sizes and distributions. From left to right, the figures show the
probability of data loss (PDL) resulting from dense Poisson, dense Exponential, and batch cascade failures
at MTBF to MTTR ratio 0.5.

terms of the probability of data loss. Here we simulate Poisson failures that arrive at Campaign
storage system at 0.5 MTBF to MTTR ratio. Unsurprisingly, the traditional DP always experiences
highest probability of data loss. RAID is less efficient than Tiering and SODP in both Poisson and
Exponential failures while RAID is much more efficient than SODP but less efficient than Tiering
in Batch Cascading failures, where fault tolerance is more important. This implies that Tiering
provides higher fault tolerance than RAID but RAID provides higher fault tolerance than SODP.
Between Tiering and SODP, what interesting is that Tiering is better than than SODP in Batch
Cascade but falls behind in Poisson and Exponential. The reason behind it is that SODP has a
faster rebuild performance than Tiering in Poisson and Exponential, where the rebuild performance
is still a main factor to decide the probability of data loss. However under batch cascading failures,
the probability of data loss is mainly governed by the fault tolerance because most failures cannot

be recovered within a short cascading time window.

How do MTBF to MTTR ratios impact system reliability? To study the impact of MTBF
to MTTR ratios, Figure 5.7 continue comparing the probability of data loss by varying MTBF
to MTTR ratios in dense Poisson, dense Exponential failures, and batch cascade failures in the
presence of 1% disk failures. As we increase the ratio from 0.2 to 1.0 in both dense Poisson and
Exponential failures, the probability of data loss in SODP is always lower than that of Tiering.

Overall, SODP and Tiering are more efficient than RAID and DP. However in the batch cascading
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Figure 5.7: Comparison of different MTBF to MTTR ratios. From left to right, the figures show
the probability of data loss (PDL) resulting from dense Poisson, dense Exponential, and batch cascade
failures by varying MTBF to MTTR ratios from 0.2 to 1.0

failures, RAID is somewhere between SODP and Tiering when the ratio is less than 0.6. After that,
both Tiering and SODP experience lower probability of data loss than RAID and DP. In particular,
SODP is much more efficient than Tiering because the faster disk rebuild in SODP starts to work
when the ratio gets larger while the slow disk rebuild time in Tiering requires a much larger MTBF
to MTTR ratios.

From the above analysis, we can see if the failure rate is much faster than the rebuild rate, the
ability of fault tolerance is more important. That’s why Tiering can be more efficient than SODP
at small MTBF to MTTR ratios in the batch cascading failures. On the contrary, if the failure rate
is able to catch up with the rebuild rate, or just a little slower, the probability of data loss is a joint
result of fault tolerance and rebuild performance. As a result, SODP would be better than Tiering
because SODP not only tolerates more failures but also maintains the identical rebuild performance
as the traditional DP. Motivated by this, we aim to design a novel tiered parity by combing Tiering
and SODP to both tolerate more batch cascading failures and enable faster rebuild performance to

survive dense Poisson and Exponential failures.

5.3 How Should We Design The Tiered Parity?

As we mentioned before, fault tolerance and rebuild performance are both important to system

reliability. To guarantee data survival under various failure regimes, the straightforward way is to
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combine SODP and Tiering to maximally explore the fault tolerance and rebuild performance. In
this section, we aim at designing a novel tiered parity architecture to have one of the tiers for fast

rebuild performance and one of the tiers for tolerating more failures.

5.3.1 Tiering Principles

When it comes to incorporating SODP into the tiered parity (Tiering), we have to figure out which
tier we should apply SODP or both? In regard to this, we apply the alternative but flexible tool,
FODP, to study the impacts of system reliability at the top and bottom tiers, respectively. This is
what we call Tiered FODP (TFODP). To satisfy the configuration limitation in FODP, we configure
RS(12,1) in the bottom tier and RS(5,1) in the top tier. Based on that, we evaluate the probability
of data loss in the presence of 2% dense Poisson, dense Exponential, and batch cascading failures

that arrive at the Campaign system at MTBF to MTTR ratio 0.5.
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Figure 5.8: Tiering principles. Comparison of the probability of data loss by varying the top and
bottom overlap fractions.

Figure 5.8 compares how the top and bottom tier overlap fractions impact the system reliability.
As we can see, as the overlap fraction A on top increases, the probability of data loss keeps increas-
ing. On the contrary, the probability of data decreases as the overlap fraction A in the bottom tier
increases. Overall, with the same MTBF to MTTR ratios, the probability of data loss in Expo-
nential failures is just slightly higher than that in Poisson failures, that’s why the corresponding
two lines in Figure 5.8 almost overlap with each other. Due to the batch cascading characteristics,
the probability of data loss in batch failures are much higher than other two failure distributions.

However, no matter which type of failures arrive at the system, the increasing pattern on top and
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decreasing pattern in bottom help us to identify two principles that emphasize both fault tolerance

and rebuild performance as below.
e The bottom tier favors larger overlap fractions for higher rebuild performance.

e The top tier uses smaller overlap fractions for higher fault tolerance.

5.3.2 Bottom Rebuild Performance

In this section, we have to answer whether the bottom tier buys us a lot in rebuild performance?
Our experiments above reveal that the bottom tier is more effective with larger overlap fraction,
which implies that the high rebuild performance in bottom is more important. With larger overlap
in bottom, data can be distributed within each rack rather than each RAID array, which can improve
rebuild performance in two dimensions: (1) it improves the single disk rebuild time by having more
intra-rack disks participating in reconstruction, and (2) it alleviates the inter-rack repair traffics by

having less data in each stripeset.
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Figure 5.9: Comparison of rebuild time for single disk failure. Ir compares the rebuild time
between RAID, FODP with different overlap fraction )\, and DP in the bottom tier

Rebuild Time To study the rebuild time for single disk failure, Figure 5.9 compares the rebuild
time among RAID, FODP with varying overlap fractions A, and DP. It’s obvious that RAID takes
the longest time (e.g., 93.2 hours) to rebuild a single disk failure, which is the same as the minimal
overlap fraction (e.g., A=1/14) in FODP. Both of them have each disk in an unique stripe sets
exclusively. With the increase of overlap fraction A, the corresponding disk rebuild time shows the

diminishing rate due to the fixed amount of work being distributed over a larger number of disks.
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As the overlap fraction approaches A > 1, like DP, the rebuild time arrives at the minimum (e.g.,

6.65 hours).

Rebuild Traffic Previously, each disk is exclusively included in one disk array, where once there
is a data loss event, it means the whole disk array has to depend on the top tier to recover. As a
result, the cross-rack repair traffic would be huge. By applying lager overlap fraction in bottom,
each disk can be involved in multiple stripesets. When data loss events occur, only a portion of
stripesets experience data loss and require the network rebuilds while other stripesets are able to re-
build locally. This is what we call fractional rebuilds, which significantly alleviate the cross-rack
repair traffics in the presence of local data loss events. To evaluate the efficiency of the fractional
rebuilds in the bottom tier, Figure 5.10 compares the average percent of local and network repair

traffics for each data loss incident among RAID, FODP, SODP, and DP.
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RAID A= 1/14 A= 3/14 A= 5/14 A= 7/14 A= 9/14 A= 11/14 A= 13/14
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Figure 5.10: Comparison of local and network rebuild traffics. This figures show the percent of
traffic for each disk in the presence of 2% dense Poisson failures among RAID, FODP and DP.

As we can see, when the overlap fraction in bottom increases, the network traffics for rebuilds
gradually decreases, which leaves most rebuilds happen locally. RAID suffers from 100% network
traffic once the local data loss events occur. FODP starts to experience less network traffics when
the overlap fraction increases, but what interesting is that DP has more network rebuild traffics

than FODP to some extent.

5.3.3 Top Fault Tolerance

Unlike the bottom tier, the top tier favors the smaller overlap fraction. This motivates us aspire to

the minimal overlap fraction like RAID protection scheme. To further explore whether the top tier
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buys us a lot in fault tolerance, we set up one parity overhead in top and compare different redun-

dancy schemes, RS(47,1), RS(23,1), RS(11,1), RS(5,1), that represent different storage overheads.
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Figure 5.11: Comparison of different top-tier fault tolerance. This figure shows the probability of
data loss under different storage overheads (e.g., different k) for TDP, TRAID, and TFODP under 2% dense
Poisson, dense Exponential, and batch cascading failures.

Figure 5.11 compares the probability of data loss among the Tiered DP (TDP), Tiered RAID
(TRAID), and Tiered FODP (TFODP), where the top tier is minimal overlap fraction (e.g., RAID)
with varying k& while the bottom tier applies DP, RAID, and FODP, respectively. With the same
storage overhead (e.g., top same k), it is obvious the TDP always experiences higher probability of
data loss than TRAID, which further has a higher chance to trigger data loss than TFODP. Overall,
while the probability of data loss in TFODP is significantly increased in batch cascade failures,
it is just slightly increased in dense Poisson and Exponential failures. From the perspective of
probability of data loss, we notice that, in the dense Poisson and Exponential failures with RS(47,1)
in TFODP, the corresponding probability of data loss is lower than that of RS(5,1) in TRAID.
Likewise, when it comes to the batch cascade failures, the RS(11,1) in TFODP is even better than
the RS(5,1) in TRAID. This finding tells us that TFODP is able to achieve the same fault tolerance
with much lower storage overhead.The reason behind it is that bottom FODP not only speeds up
the local disk rebuild performance but also tolerates more disk failures, which reduces the burden
of top-tier fault tolerance. As a result, rather than tolerating more rack failures with more storage

overhead on top, our Tiered FODP (TFODP) can tolerate more failures with less storage overhead.

74



5.4 Conclusion

This chapter revisits existing flat parity schemes that are efficient in temporal correlated failures
rather then spatial correlated failures. To tolerate various catastrophic failures, we propose Tiered
FODP (TFODP), which applies FODP into the tiered parity and identify a set of new design prin-

ciples in the tiered parity.

e The bottom tier favors larger overlap fractions for higher rebuild performance.

o The top tier uses smaller overlap fractions for higher fault tolerance.

By applying the above two principles, we analyzed the bottom tier rebuild improvements in terms
of the single disk rebuild time and rebuild traffic. And then we compared the system reliability
with the same fault tolerance but different storage overheads in the top tier. Our evaluation shows

that TFODP is able to achieve higher reliability with less storage overhead.
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CHAPTER 6

CONCLUSION AND FUTURE WORK

6.1 Conclusion

“The impact of failure correlation on system unavailability is dramatic.” — from Microsoft

Research [48]

This dissertation takes critical steps towards guaranteeing data survival under correlated fail-
ures.

Step 1 is to systematically revisit previously data protection approaches, although plausible for
small-scale systems, but less effective under real-world correlated failures in large-scale storage
systems, resulting in system designs that suffer from unavoidable data loss events. To address
this problem, this dissertation proposed single-overlap declustered parity (SODP) to tolerate more
failures while maintaining the identical rebuild performance. In particular, it provide a set of
new criteria (1) maximizing the number of simultaneous disk failures tolerated without increasing
parity overhead, and (2) minimizing disk rebuild time by balancing parity stripes across disks, that
systems should use to tolerate correlated failures.

Step 2 is to explore the tradeoff space between the reliability factors, fault tolerance and rebuild
performance. This dissertation proposed fractional-overlap declustered parity (FODP) to provide
a more practical and flexible declustered parity scheme with similar failure and rebuild character-
istics. Unlike HACFS [87] to use two different erasure codes, our FODP can adapt to different
reliability requirements with only one uniform erasure code. Furthermore, by adding one addi-
tional parity on top of FODP, our FODP-Plus-One can dramatically reduce the magnitude of lost
data. Our evaluation sheds light on how to intelligently balance the fault tolerance and rebuild
performance across various failure regimes.

Step 3 is to integrate SODP/FODP into the tiered parity, which layers one data protection

scheme on top of another one, to protect against the catastrophic failures like rack failures and
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power and cooling failures that existing flat parity schemes would definitely lose data. This dis-
sertation identifies two design principles (1) higher rebuild performance in bottom, and (2) higher
fault tolerance in top, and then proposes a novel tiered design, Tiered FODP (TODP), to tolerate

more failures with less storage overhead.

6.2 Future Work

m-overlap Declustered Parity The success of single-overlap declustered parity (SODP) is to
construct the declustered data layout with minimum number of stripesets, which reduces the chance
of hitting one of the stripesets in the presence of correlated failures. Although it achieves the
identical rebuild performance as DP in the presence of single disk failure, the rebuild performance
for double disk failures is still challenging. Due to the single overlap property, any two disks are
just involved in one stripeset. Therefore, the critical reconstruction (e.g., 2 failures) just engages
one stripeset in disk rebuilding, which is far slower than that in the traditional decluster parity. To
achieve the faster critical reconstruction, we plan to explore the feasibility of m-overlap decluster
parity in future. This requires us to make an extension to the way of constructing disk matrix,
where each element is supposed to contain more disks. For example, if each element in disk
matrix contains two disks, then the two disk failures (e.g., critical reconstruction) are able to have
all remaining surviving disks to participate in the critical reconstruction. By applying the same
principle, we plan to further explore the following features: (1) various stripesets to support various

stripe widths like RAIDZ [3]; (2) various overlaps to support heterogeneous disk characteristics.

Distributed Sparing With the introduction of the declustered parity, spare drives are no longer
physical drives but virtual spaces composed of blocks randomly scattered across all disks in the
pool. Both SODP and FODP assume distributed spare spaces are always able to write if the spare
capacity is enough and corresponding disks are available. It’s still not clear which disk’s spare

space is used to recover which stripe’s block missing. FODP is able to fractionally overlap with
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the remaining disks, which leaves some disks non-overlapped. In regard to this, we consider to
use the non-overlapping disks and build some non-overlapping relationship with FODP stripes to
specify which disk’s spare space can be used to repair which’s stripe’s block missing. However,
SODP requires each disk to overlap a single time with every other disk, which makes the distributed
spare space no room to implement. This requires us a different way to consider distributed spare

space in SODP.

Performance Evaluation One benefit of SODP is to achieve the identical rebuild performance
as the declustered parity. To further explore that, we would like to implement SODP/FODP in
ZFS file system and compare with the state-of-the-art dRAID in terms of the rebuild performance.
Meanwhile, the way to distribute data and parity can affect the read/write performance. We would
like to conduct a detailed evaluation of the read and write performance of SODP/FODP data pro-
tection schemes. With the given FODP/SODP stripesets, we also would like to implement some

data mapping optimizations to further improve the read/write performance.

Optimal Overlap Fraction As analyzed in TFODP, the probability of data loss almost ap-
proaches zero when the overlap fraction in bottom is equal to or larger than 3/14. This raise a
question whether we need a higher overlap fraction and what the optimal overlap fraction should
be. To address this problem, we plan to consider a detail analysis of local and network rebuilds.
Unlike the existing tiered parity, the benefit of TFODP is the fractional rebuilds, which indicate the
fraction of data needed to be recovered. With known data fractions for both rebuilds, the optimal
overlap fraction could be affected by the ratio of local bandwidth and network bandwidth. The
goal is to have both rebuilds to finish simultaneously. However, the practical available local and
network bandwidths are decided by many factors like application workloads. It’s more challenging
to decide the optimal overlap fraction and I would like to conduct comprehensive evaluations to

study the relationship between the optimal overlap fraction and the practical bandwidths.
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Failure-aware Stripesets Our current work focus on reducing the number of failure domains
(e.g., stripesets) to protect against the correlated failures without knowing any underlying failure
characteristics. We consider to construct failure-aware stripesets to avoid the possible failures to

occur within the same stripeset. Specifically, we mainly consider the followings failures scenarios:

e Large storage systems will likely include multiple batches of manufactured components at
initial deployment, and that heterogeneity will increase over the life of the system as com-
ponents are replaced. When heterogeneous disk characteristics [34, 50, 37] coexist on the
same storage system, we must explicitly select which disks could comprise of a stripeset to

avoid the batch cascading failures.

e [59] emphasizes that the location information because the disks in close spatial neighborhood
will be affected by the same environment factors such as humidity and temperature, and
experience similar vibration level, which is known to affect the disks reliability. Similarly,
CoFaCTOR [54] observes that disks in the last row are more likely to encounter failures than

those in the front rows.

Bottom-aware Tiered Parity The design and implementation of current tiered parity [46, 5] is
to exploit independent top and bottom encodings, where both of them are unaware of each other.
The way in which the redundant information is computed in top can be categorized into coarse-
grained encoding. And then the coarse-grained encoded large data blocks are distributed across
servers, each of which continues to divide into small blocks and encode in bottom. However, this
design requires the whole large block in top to be recovered when the bottom data loss is caused
by a small number of small bottom blocks. This coarse-grained encoding in top results in more
unnecessary repair traffic. To solve this problem, we can use fine-grained encoding [56] in top,
which is to take the bottom redundancy into consideration. In particular, the data interleaving in
top can be divided into different groups by awaring of the bottom redundant information. Each
group still exploits the same way to encode but the size of data units is much smaller. This brings
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the advantages (1) the speed of encoding in top could be faster because of the small data units; (2)
the bottom receives the small units from the top without data dividing process during encoding;
(3) the repair traffic in top can be minimized by enabling small units recovery rather than a whole

large block.
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