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Supporting Information Text11

1. Formal Methods and Quantum Programming12

A. Proof Assistants. A proof assistant is a software tool for formalizing mathematical definitions and stating and proving13

properties about them. A proof assistant may produce proofs automatically or assist a human in doing so, interactively. Either14

way, the proof assistant confirms that a proof is correct by employing a proof verifier. Since a proof’s correctness relies on the15

verifier being correct, a verifier should be small and simple and the logical rules it checks should be consistent (which is usually16

proved meta-theoretically).17

Most modern proof assistants implement proof verification by leveraging the Curry-Howard correspondence, which embodies18

a surprising and powerful analogy between formal logic and programming language type systems (1, 2). In particular, logical19

propositions are analogous to programming language types, and proofs are analogous to programs. As an example, the logical20

implication in proof behaves like a function in programs: Given a proof (program expression a) of proposition (type) A, and21

a proof that A implies B (a function f of type A→ B), we can prove the proposition B (produce a program expression of22

type B, i.e., via the expression f(a)). We can thus represent a proof of a logical formula as a typed expression whose type23

corresponds to the formula. As a result, proof verification is tantamount to (and implemented as) program type checking.24

Machine-aided proofs date back to the Automath project by de Bruijn (3), which was the first practical system exploiting25

the Curry-Howard correspondence. Inspired by Automath, interactive theorem provers (ITPs) emerged. Most modern proof26

assistants are ITPs. Milner proposed Stanford LCF (4), introducing proof tactics, which allow users to specify particular27

automated proof search procedures when constructing a proof. A tactic reduces the current proof goal to a list of new subgoals.28

The process of producing a machine-aided proof is to sequentially apply a list of tactics to transform a proof goal into predefined29

axioms. Users have direct access to the intermediate subgoals to decide which tactic to apply.30

While ITPs were originally developed to formalize mathematics, the use of the Curry-Howard correspondence makes it31

straightforward to also support writing proved-correct, i.e., verified, computer programs. These programs can be extracted into32

runnable code from the notation used to formalize them in the proof assistant.33

Modern ITPs are based on different variants of type theories. The ITP employed in this project, Coq (5), is based on34

the Calculus of Inductive Constructions (6). Coq features propositions as types, higher-order logic, dependent types, and35

reflections. A variety of proof tactics are included in Coq, like induction. These features have made Coq widely used by the36

formal methods community.37

Coq is a particularly exciting tool that has been used both to verify complex programs and to prove hard mathematical38

theorems. The archetype of a verified program is the CompCert compiler (7). CompCert compiles code written in the39

widely used C programming language to instruction sets for ARM, x86, and other computer architectures. Importantly,40

CompCert’s design precisely reflects the intended program behavior—the semantics—given in the C99 specification, and all of its41

optimizations are guaranteed to preserve that behavior. Coq has also been used to verify proofs of the notoriously hard-to-check42

Four Color Theorem, as well as the Feit–Thompson (or odd order) theorem. Coq’s dual uses for both programming and43

mathematics make it an ideal tool for verifying quantum algorithms.44

Coq isn’t the only ITP with a number of success stories. The F∗ language is being used to certify a significant number45

of internet security protocols, including Transport Layer Security (TLS) (8) and the High Assurance Cryptographic Library,46

HACL∗ (9), which has been integrated into the Firefox web browser. Isabelle/HOL was used to verify the seL4 operating47

system kernel (10). The Lean proof assistant (also based on the Calculus of Inductive Constructions) has been used to verify48

essentially the entire undergraduate mathematics curriculum and large parts of a graduate curriculum (11). Indeed, Lean has49

reached the point where it can verify cutting-edge proofs, including a core theorem in Peter Scholze’s theory of condensed50

mathematics, first proven in 2019 (12, 13). Our approach to certifying quantum programs could be implemented using these51

other tools as well.52

B. Debugging Quantum Software by Testing. In the testing scheme, programmers will generate test cases according to the53

specifications of the desired quantum semantics of the target applications, and execute them on hardware for debugging54

purposes. Unfortunately, this method does not apply to quantum programs in general.55

One approach is through runtime assertions on the intermediate program states during the execution. Intermediate quantum56

program states, however, will collapse when observed for intermediate values, which implies that assertions could disturb the57

quantum computation itself. Moreover, many quantum algorithms generate samples over an exponentially large output domain,58

whose statistical properties could require exponentially many samples to be verified information-theoretically. Together with59

the fact that quantum hardware is noisy and error-prone, interpreting the readout statistics of quantum hardware for testing60

purposes is extremely expensive and challenging. One can avoid the difficulty of working with quantum hardware by simulating61

quantum programs on classical machines, which, however, requires exponential resources in simulation and is not scalable at all.62

Finally, correctness is only guaranteed in test cases in this scheme.63

In the formal methods approach, programmers will develop quantum programs, their desired specifications, and mechanized64

proofs that the two correspond. All these three components—programs, specifications, and proofs—will be validated statically65

by the compiler of a proof assistant with built-in support to handle quantum programs. Once everything passes the compiler’s66

check, one has a certified implementation of the target quantum application, which is guaranteed to meet desired specifications67

on all possible inputs, even without running the program on any real machine.68
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C. Challenges in formally certifying quantum programs. We have demonstrated the advantages of employing formal verification69

in the realm of quantum programming. However, due to the distinct properties of quantum programs compared to classical70

ones, it is necessary to adapt formal techniques to address the unique challenges involved in certifying quantum programs.71

First, as quantum mechanics relies on complex vectors to describe states, we need to create a certified complex linear algebra72

library and establish the semantics of quantum circuits based on it. Since these complex vectors are directly linked to output73

probability distributions when measuring quantum states, the second challenge involves developing foundations for probabilistic74

programs. Third, many quantum algorithms consist of both quantum and classical components, necessitating hybrid reasoning75

that considers both components and their integration. Finally, quantum algorithms consistently demand quantum oracles76

derived from classical circuit implementations. As a result, tools that facilitate the transformation from certified classical77

circuits to certified quantum circuits as oracles are crucial.78

In the subsequent sections, we tackle these challenges using the tools we have developed in this paper and sqir, a quantum79

programming language. We will provide a detailed explanation of how we mechanically certify Shor’s algorithm.80

D. SQIR. To facilitate proofs about quantum programs, we developed the small quantum intermediate representation (sqir)(14,81

15), a circuit-oriented programming language embedded in Coq, which means that a sqir program is defined as a Coq data82

structure specified using a special syntax, and the semantics of a sqir program is defined as a Coq function over that data83

structure (details below). We construct quantum circuits using sqir, and then state and prove specifications using our Coq84

libraries for reasoning about quantum programs with complex linear algebra. sqir programs can be extracted to OpenQASM85

2.0 (16), a standard representation for quantum circuits executable on quantum machines.86

A sqir program is a sequence of gates applied to natural number arguments, referring to names (labels) of qubits in a global87

register. Using predefined gates SKIP (no-op), H (Hadamard), and CNOT (controlled not) in sqir, a circuit that generates the88

Greenberger–Horne–Zeilinger (GHZ) state with three qubits in Coq is defined by89

Definition GHZ3 : ucom base 3 := H 0; CNOT 0 1; CNOT 0 2.90

The type ucom base 3 says that the resulting circuit is a unitary program that uses our base gate set and three qubits. Inside91

this circuit, three gates are sequentially applied to the qubits. More generally, we could write a Coq function that produces a92

GHZ state generation circuit: Given a parameter n, function GHZ produces the n-qubit GHZ circuit.93

Fixpoint GHZ (n : N) : ucom base n :=94
match n with95
| 0 ⇒ SKIP96
| 1 ⇒ H 097
| S (S n') ⇒ GHZ (S n'); CNOT n' (S n')98
end.99

These codes define a recursive program GHZ on one natural number input n through the use of match statement. Specifically,100

match statement returns SKIP when n=0, H 0 when n=1, and recursively calls on itself for n-1 otherwise. One can observe that101

GHZ 3 (calling GHZ with argument 3) will produce the same sqir circuit as definition GHZ3, above.102

The function uc_eval defines the semantics of a sqir program, essentially by converting it to a unitary matrix of complex103

numbers. This matrix is expressed using axiomatized reals from the Coq Standard Library (17), complex numbers from104

Coquelicot (18), and the complex matrix library from Qwire (19). Using uc_eval, we can state properties about the behavior105

of a circuit. For example, the specification for GHZ says that it produces the mathematical GHZ state when applied to the106

all-zero input.107

Theorem GHZ_correct : ∀ n : N, 0 < n →108

uc_eval (GHZ n) × |0〉⊗n = 1√
2

* |0〉⊗n + 1√
2

* |1〉⊗n.109

This theorem can be proved in Coq by induction on n. By converting the quantum circuits programmed in sqir into matrices via110

uc_eval, we can formally verify it generating the GHZ state when applying on the initial state |0〉⊗n. In this way, we can reason111

about unitary quantum circuits of arbitrary size on arbitrary input states. Compared to classical programs, quantum programs112

use complex vectors here to represent the states and complex matrices to represent the semantics, which is implemented using113

sqir’s linear algebra library.114

We also exhibit how quantum Fourier transformation, a key part of Shor’s algorithm, is programmed and certified. We can115

formulate the quantum Fourier transformation (QFT) sub-procedure and its correctness. The QFT program in sqir reads:116

Fixpoint controlled_rotations n : base_ucom n :=117
match n with118
| 0 | 1 ⇒ SKIP119
| 2 ⇒ control 1 (Rz (2 * PI / 2 ^ n) 0)120
| S n' ⇒ cast (controlled_rotations n') n ;121

control n' (Rz (2 * PI / 2 ^ n) 0)122
end.123

124
Fixpoint QFT n : base_ucom n :=125

match n with126
| 0 ⇒ SKIP127
| 1 ⇒ H 0128
| S n' ⇒ H 0 ; controlled_rotations n ;129

cast (map_qubits S (QFT n')) n130
end.131

Here control n G creates a gate G controlled by the n-th qubit in the circuit, and map_qubits S c relabels the qubit in circuit c132

by adding 1 to each label. Similar to the GHZ example above, to specify the correctness of QFT, we state that its corresponding133

unitary transforms an initial state |f〉 for binary vector f to the Fourier state of f:134
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Lemma QFT_semantics : ∀ n f, n > 0 →135

uc_eval (QFT n) × (f_to_vec n f) = 1√
2n

⊗n−1
i=0

(|0〉 .+ Cexp ( 2π
2n−i * (funbool_to_nats (n - i) (shift f i))) .* |1〉).136

E. Certifying Quantum Phase Estimation (QPE) in SQIR. To date, sqir has been used to implement and verify a number of137

quantum algorithms (15), including quantum teleportation, GHZ state preparation, the Deutsch-Jozsa algorithm, Simon’s138

algorithm, the quantum Fourier transform (QFT), Grover’s algorithm, and quantum phase estimation (QPE). QPE is a key139

component of Shor’s prime factoring algorithm (described in the next section), which finds the eigenvalue of a quantum140

program’s eigenstates. Here we exhibit how we accommodate formal methods for quantum programs via the QPE program.141

Then we can define QPE in sqir as follows:142

Fixpoint controlled_powers {n} f k kmax :=143
match k with144
| 0 ⇒ SKIP145
| 1 ⇒ control (kmax-1) (f O)146
| S k' ⇒ controlled_powers f k' kmax ;147

control (kmax-k'-1) (f k')148
end.149

Definition QPE k n (f : N → base_ucom n) :=150
let f' := (fun x ⇒ map_qubits (fun q ⇒ k+q) (f x)) in151
npar k U_H ;152
controlled_powers f' k k ;153
invert (QFT k).154

QPE takes as input the precision k of the resulting estimate, the number n of qubits used in the input program, and a circuit155

family f. QPE includes three parts: (1) k parallel applications of Hadamard gates; (2) exponentiation of the target unitary; (3) an156

inverse QFT procedure. (1) and (3) are implemented by recursive calls in sqir via methods npar and QFT. Our implementation157

of (2) inputs a mapping from natural numbers representing which qubit is the control, to circuits implementing repetitions of158

the target unitary, since normally the exponentiation is decomposed into letting the x-th bit control 2x repetition of the target159

unitary. Then controlled_powers recursively calls itself, to map the circuit family on the first n qubits to the exponentiation160

circuit. In Shor’s algorithm, (2) is efficiently implemented by applying controlled in-place modular multiplications with pre-161

calculated multipliers, whose implementation and certification details are presented in the next section via a new intermediate162

representation dealing with classical reversible circuits and their transformation to quantum circuits.163

To deal with measurements of quantum programs, we intuitively analyze the output probability distribution entry by164

entry, calculating the probability of obtaining each possible output. This effectively realizes a simplified reasoning system for165

probabilistic programs, since we do not want to formalize a complicated probability theory. The correctness of QPE is elaborated166

in (15) with the following statement proved in Coq:167

Lemma QPE_semantics_full : ∀ (k n z : N) (c : base_ucom n) (ψ : Vector (2 ^ n)) (δ : R),168
n > 0 → k > 1 → uc_well_typed c → Pure_State_Vector ψ →169

− 1
2k+1 ≤ δ < 1

2k+1 → let θ := ( z
2k + δ) in (uc_eval c) × ψ = e2πiθ .* ψ →170

probability_of_outcome (|z〉k ⊗ ψ) ((uc_eval (QPE k n c)) × (|0〉⊗k ⊗ ψ)) ≥ 4
π2 .171

This lemma specifies the correctness of QPE: when the circuit c has an eigenvalue θ approximated the best by 2πz/2k for a z172

selected from {0, ..., 2k − 1}, the probability of obtaining |z〉k (the computational basis state where z is expressed in the binary173

form with length k) when measuring the result of executing QPE k n c is at least 4
π2 .174

The proof of QPE’s correctness first analyzes the unitary matrices representing the semantics of sub-procedures and expresses175

the quantum state before measurement as a series of linear transformations applied to the input state. Then we algebraically176

calculate the probability of obtaining output z as |(〈z|k ⊗ ψ) × (uc_eval (QPE k n c)) × (|0〉k ⊗ ψ)|2 = |
∑2k−1

j=0 e2πijδ/2k|2.177

Then we discuss whether δ = 0 and algebraically express the probability of obtaining |z〉k . The probability for δ = 0 is 1.178

For δ 6= 0, we use a series of inequalities on trigonometric functions to obtain a lower bound of 4/π2 with the help of the179

Coq-Interval library which deals with algebra expressions.180

When QPE is connected to the classical post-processing of Shor’s algorithm, to certify the correctness of the hybrid procedure,181

we enumerate all possible outputs, collect those leading to a successful run, and calculate their probability summation as the182

success probability.183

2. Shor’s Algorithm and Its Implementation184

Shor’s factorization algorithm consists of two parts. The first employs a hybrid classical-quantum algorithm to solve the185

order-finding problem; the second reduces factorization to order-finding. In this section, we present an overview of Shor’s186

algorithm (see Figure 2 for a summary). In next sections, we discuss details about our implementation (see Figure 3) and187

certified correctness properties.188

We give a brief introduction to the procedure of Shor’s algorithm, whose details are presented later. The classical pre-189

processing will identify cases where N is prime, even, or a prime power, which can be efficiently tested for and solved by190

classical algorithms. Otherwise, one will proceed to the main part of Shor’s algorithm (enclosed in the green frame) to solve191

the case where N = pkq. One starts with a random integer sample a between 1 and N . When a is a co-prime of N , i.e.,192

the greatest common divisor gcd(a,N) = 1, the algorithm leverages a quantum computer and classical post-processing to193

find the order r of a modulo N (i.e., the smallest positive integer r such that ar ≡ 1( mod N)). The quantum part of order194

finding involves quantum phase estimation (QPE) on modular multipliers for (a,N). The classical post-processing finds the195
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continued fraction expansion (CFE) [a1, a2, · · · , a2m] of the output s/2m ≈ k/r of quantum phase estimation to recover the196

order r. Further classical post-processing will rule out cases where r is odd before outputting the non-trivial factor. To formally197

prove the correctness of the implementation, we first prove separately the correctness of the quantum component (i.e., QPE198

with in-place modular multiplier circuits for any (a,N) on n bits) and the classical component (i.e., the convergence and the199

correctness of the CFE procedure). We then integrate them to prove that with one randomly sampled a, the main part of200

Shor’s algorithm, i.e., the quantum order-finding step sandwiched between the pre and post classical processing, will succeed in201

identifying a non-trivial factor of N with probability at least 1/polylog(N). By repeating this procedure polylog(N) times, our202

certified implementation of Shor’s algorithm is guaranteed to find a non-trivial factor with a success probability close to 1.203

Our focus is on implementation over an ideal quantum computer, where there is no gate implementation error and no204

topology constraints. In practice, error correction codes become necessary to correct errors caused by system decoherence or205

state leakage. This involves using multiple physical qubits to represent a logical qubit, which can significantly increase the206

circuit size depending on the precision of the quantum computer. Incorporating error correction into a certified implementation207

of Shor’s algorithm is left as a future research direction.208

A. A Hybrid Algorithm for Order Finding. The multiplicative order of a modulo N , represented by ord(a,N), is the least integer209

r larger than 1 such that ar ≡ 1 (mod N). Calculating ord(a,N) is hard for classical computers, but can be efficiently solved210

with a quantum computer, for which Shor proposed a hybrid classical-quantum algorithm (20). This algorithm has three211

major components: (1) in-place modular multiplication on a quantum computer; (2) quantum phase estimation; (3) continued212

fraction expansion on a classical computer.213

In-place Modular Multiplication An in-place modular multiplication operator IMM(a,N) on n working qubits and s ancillary
qubits satisfies the following property:

∀x < N, IMM(a,N)|x〉n|0〉s = |(a · x) mod N〉n|0〉s,

where 0 < N < 2n−1. It is required that a and N are co-prime, otherwise the operator is irreversible. This requirement implies214

the existence of a multiplicative inverse a−1 modulo N such that a · a−1 ≡ 1 (mod N).215

Quantum Phase Estimation Given a subroutine U and an eigenvector |ψ〉 with eigenvalue eiθ, quantum phase estimation (QPE)216

finds the closest integer to θ
2π 2m with high success probability, where m is a predefined precision parameter.217

Shor’s algorithm picks a random a from [1, N) first, and applies QPE on IMM(a,N) on input state |0〉m |1〉n |0〉s where218

m = blog2 2N2c, n = blog2 2Nc and s is the number of ancillary qubits used in IMM(a,N). Then a computational basis219

measurement is applied on the first m qubits, generating an output integer 0 ≤ out < 2m. The distribution of the output has220

ord(a,N) peaks, and these peaks are almost equally spaced. We can extract the order by the following procedure.221

Continued Fraction Expansion The post-processing of Shor’s algorithm invokes the continued fraction expansion (CFE) algorithm.
A k-level continued fraction is defined recursively by

〈〉 = 0,

〈a1, a2, ..., ak〉 = 1
a1 + 〈a2, a3, ..., ak〉

.

k-step CFE finds a k-level continued fraction to approximate a given real number. For a rational number 0 ≤ a
b
< 1, the first222

term of the expansion is b b
a
c if a 6= 0, and we recursively expand b mod a

a
for at most k times to get an approximation of a

b
by a223

k-level continued fraction. In Coq, the CFE algorithm is implemented as224

Fixpoint CFE_ite (k a b p1 q1 p2 q2 : N) : N× N :=225
match k with226
| 0 ⇒ (p1, q1)227
| S k' ⇒ if a = 0 then (p1, q1)228

else let (c, d) := (b b
a c, b mod a) in229

CF_ite k' d a (c · p1 + p2) (c · q1 + q2) p1 q1230
end.231

Definition CFE k a b := snd (CF_ite (k+1) a b 0 1 1 0).232

Function CFE_ite takes in the number of iterations k, target fraction a/b, the fraction from the (k − 1)-step expansion, and the233

(k − 2)-step expansion. Function CFE k a b represents the denominator in the simplified fraction equal to the k-level continued234

fraction that is the closest to a
b
.235

The post-processing of Shor’s algorithm expands out
2m using CFE, where out is the measurement result and m is the precision236

for QPE defined above. It finds the minimal step k such that aCFE k out 2m
≡ 1 (mod N) and k ≤ 2m + 1. With probability237

no less than 1/polylog(N), there exists k such that CFE k out 2m is the multiplicative order of a modulo N . We can repeat238

the QPE and post-processing for polylog(N) times. Then the probability that the order exists in one of the results can be239

arbitrarily close to 1. The minimal valid post-processing result is highly likely to be the order.240
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B. Reduction from Factorization to Order Finding. To completely factorize composite number N , we only need to find one241

non-trivial factor of N (i.e., a factor that is not 1 nor N). If a non-trivial factor d of N can be found, we can recursively242

solve the problem by factorizing d and N
d

separately. Because there are at most log2(N) prime factors of N , this procedure243

repeats for at most polylog(N) times. A classical computer can efficiently find a non-trivial factor in the case where N is even244

or N = pk for prime p. However, Shor’s algorithm is the only known (classical or quantum) algorithm to efficiently factor245

numbers for which neither of these is true.246

Shor’s algorithm randomly picks an integer 1 ≤ a < N . If the greatest common divisor gcd(a,N) of a and N is a non-trivial247

factor of N , then we are done. Otherwise we invoke the hybrid order finding procedure to find ord(a,N). With probability248

no less than one half, one of gcd
(
ab

ord(a,N)
2 c ± 1, N

)
is a non-trivial factor of N . Note that gcd

(
ab

ord(a,N)
2 c ± 1, N

)
can be249

efficiently computed by a classical computer(21). By repeating the random selection of a and the above procedure for constant250

times, the success probability to find a non-trivial factor of N is close to 1.251

C. Implementation of Modular Multiplication. One of the pivoting components of Shor’s order finding procedure is a quantum252

circuit for in-place modular multiplication (IMM). We initially tried to define this operation in sqir but found that for purely253

classical operations (that take basis states to basis states), sqir’s general quantum semantics makes proofs unnecessarily254

complicated. In response, we developed the reversible circuit intermediate representation (rcir) to express classical functions255

and prove their correctness. rcir programs can be translated into sqir, and we prove this translation correct.256

RCIR rcir contains a universal set of constructs on classical bits labeled by natural numbers. The syntax is:257

R := skip | X n | ctrl n R | swap m n | R1; R2.258

Here skip is a unit operation with no effect, X n flips the n-th bit, ctrl n R executes subprogram R if the n-th bit is 1 and259

otherwise has no effect, swap m n swaps the m-th and n-th bits, and R1;R2 executes subprograms R1 and R2 sequentially. We260

remark that swap is not necessary for the expressiveness of the language, since it can be decomposed into a sequence of three261

ctrl and X operations. We include it here to facilitate swap-specific optimizations of the circuit.262

As an example, we show the rcir code for the MAJ (majority) operation (22), which is an essential component of the263

ripple-carry adder.264

Definition MAJ a b c :=265
ctrl c (X b) ; ctrl c (X a) ; ctrl a (ctrl b (X c)).266

It takes in three bits labeled by a, b, c whose initial values are va, vb, vc correspondingly, and stores va xor vc in a, vb xor vc267

in b, and MAJ(va, vb, vc) in c. Here MAJ(va, vb, vc) is the majority of va, vb and vc, the value that appears at least twice.268

To reverse a program written in this syntax, we define a reverse operator by skiprev = skip, (X n)rev = X n, (ctrl n R)rev =269

ctrl n Rrev, (swap m n)rev = swap m n, (R1; R2)rev = Rrev
2 ; Rrev

1 . We prove that the reversed circuit will cancel the behavior270

of the original circuit.271

We can express the semantics of a rcir program as a function between Boolean registers. We use notation [k]n to represent272

an n-bit register storing natural number k < 2n in binary representation. Consecutive registers are labeled sequentially by273

natural numbers. If n = 1, we simplify the notation to [0] or [1].274

The translation from rcir to sqir is natural since every rcir construct has a direct correspondence in sqir. The correctness275

of this translation states that the behavior of a well-typed classical circuit in rcir is preserved by the generated quantum276

circuit in the context of sqir. That is, the translated quantum circuit turns a state on the computational basis into another277

one corresponding to the classical state after the execution of the classical reversible circuit.278

Details of IMM Then the goal is to construct a reversible circuit IMMc(a,N) in rcir satisfying

∀x < N, [x]n[0]s
IMMc(a,N)−−−−−−−−→ [a · x mod N ]n[0]s. [C.1]

so that we can translate it into a quantum circuit in sqir. The overview of our implementation of such a circuit is presented in279

Figure S1. We present it in detail below.280

Since we will encounter bit-level logic frequently, we define x�? y for binary logic operator � as a binary expression over x281

and y whose value is 1 if x� y is true and 0 otherwise. For example, 3 ≥? 2 = 1 and 3 ≤? 2 = 0 since 3 ≥ 2. This notation also282

carries over into our Coq code, e.g. x<?y is the expression x <? y.283

Adapting the standard practice (23), we implement modular multiplication based on repeated modular additions. For
addition, we use Cuccaro et al.’s ripple-carry adder (RCA) (22). RCA realizes the transformation

[c][x]n[y]n
RCA−−−→ [c][x]n[(x+ y + c) mod 2n]n,

for ancillary bit c ∈ {0, 1} and inputs x, y < 2n−1. We use Cucarro et al.’s RCA-based definitions of subtractor (SUB) and
comparator (CMP), and we additionally provide a n-qubit register swapper (SWP) and shifter (SFT) built using swap gates.
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These components realize the following transformations:

[0][x]n[y]n
SUB−−−→ [0][x]n[(y − x) mod 2n]n

[0][x]n[y]n
CMP−−−−→ [x ≥? y][x]n[y]n

[x]n[y]n
SWP−−−→ [y]n[x]n

[x]n
SFT−−−→ [2x]n

We remark here that SFT is correct only when x < 2n−1. With these components, we can build a modular adder (ModAdd) and284

modular shifter (ModSft) using two ancillary bits at positions 0 and 1.285

Definition ModAdd n :=286
SWP02 n; RCA n; SWP02 n; CMP n;287
ctrl 1 (SUB n); SWP02 n; (CMP n)rev; SWP02 n.288

Definition ModSft n := SFT n; CMP n; ctrl 1 (SUB n).289

SWP02 is the register swapper applied to the first and third n-bit registers. These functions realize the following transformations:

[0][0][N ]n[x]n[y]n
ModAdd−−−−→ [0][0][N ]n[x]n[(x+ y) mod N ]n

[0][0][N ]n[x]n
ModSft−−−−→ [0][N ≤? 2x][N ]n[2x mod N ]n

Note that (a · x) mod N can be decomposed into

(a · x) mod N =

(
n−1∑
i=0

(1 ≤? ai) · 2i · x

)
mod N,

where ai is the i-th bit in the little-endian binary representation of a. By repeating ModSfts and ModAdds, we can perform
(a · x) mod N according to this decomposition, eventually generating a circuit for modular multiplication on two registers
(MM(a,N)), which implements

[x]n[0]n[0]s
MM(a,N)−−−−−−→ [x]n[a · x mod N ]n[0]s.

Here s is the number of additional ancillary qubits, which is linear to n. Finally, to make the operation in-place, we exploit the290

modular inverse a−1 modulo N :291

Definition IMM a N n :=292

MM a N n; SWP01 n; (MM a−1 N n)rev.293

There is much space left for optimization in this implementation. Other approaches in the literature (24–28) may have a294

lower depth or fewer ancillary qubits. We chose this approach because its structure is cleaner to express in our language, and295

its asymptotic complexity is feasible for efficient factorization, which makes it great for mechanized proofs.296

D. Implementation of Shor’s algorithm. Our final definition of Shor’s algorithm in Coq uses the IMM operation along with a sqir297

implementation of QPE described in the previous sections. The quantum circuit to find the multiplicative order ord(a,N) is then298

Definition shor_circuit a N :=299
let m := log2 (2*N^2) in300
let n := log2 (2*N) in301
let f i := IMM (modexp a (2^i) N) N n in302
X (m + n - 1); QPE m f.303

We can extract the distribution of the result of the random procedure of Shor’s factorization algorithm304

Definition factor (a N r : N) :=305
let cand1 := Nat.gcd (a ^ (r / 2) - 1) N in306
let cand2 := Nat.gcd (a ^ (r / 2) + 1) N in307
if (1 <? cand1) && (cand1 <? N) then Some cand1308
else if (1 <? cand2) && (cand2 <? N) then Some cand2309
else None.310

Definition shor_body N rnd :=311
let m := log2 (2*N^2) in312
let k := 4*log2 (2*N)+11 in313
let distr := join (uniform 1 N)314

(fun a ⇒ run (to_base_ucom (m+k)315
(shor_circuit a N))) in316

let out := sample distr rnd in317
let a := out / 2^(m+k)) in318
let x := (out mod (2^(m+k))) / 2^k in319
if Nat.gcd a N =? 1%N320
then factor a N (OF_post a N x n)321
else Some (Nat.gcd a N).322

Definition end_to_end_shor N rnds :=323
iterate rnds (shor_body N).324

Here factor is the reduction finding non-trivial factors from multiplicative order, shor_body generates the distribution and325

sampling from it, and end_to_end_shor iterates shor_body for multiple times and returns a non-trivial factor if any of them326

succeeds.327
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3. Certification of the Implementation328

In this section, we summarize the facts we have proved in Coq to fully verify Shor’s algorithm, as presented in the previous329

section.330

A. Certifying Order Finding. For the hybrid order finding procedure in Appendix A, we verify that the success probability331

is at least 1/polylog(N). Recall that the quantum part of order finding uses in-place modular multiplication (IMM(a,N))332

and quantum phase estimation (QPE). The classical part applies continued fraction expansion to the outcome of quantum333

measurements. Our statement of order finding correctness says:334

Lemma Shor_OF_correct :335
∀ (a N : N),336

(1 < a < N) → (gcd a N = 1) →337

P[Shor_OF a N = ord a N] ≥ β

blog2(N)c4
.338

where β = 4e−2

π2 . The probability sums over possible outputs of the quantum circuit and tests if post-processing finds ord a N.339

Certifying IMM We have proved that our rcir implementation of IMM satisfies (C.1). Therefore, because we have a proved-340

correct translator from rcir to sqir, our sqir translation of IMM also satisfies this property. In particular, the in-place341

modular multiplication circuit IMM(a,N) with n qubits to represent the register and s ancillary qubits, translated from rcir342

to sqir, has the following property for any 0 ≤ N < 2n and a ∈ ZN :343

Definition IMMBehavior a N n s c :=344
∀ x : N, x < N →345

(uc_eval c) × (|x〉n ⊗ |0〉s) = |a · x mod N〉n ⊗ |0〉s.346
Lemma IMM_correct a N :=347

let n := log2 (2*N) in348
let s := 3*n + 11 in349
IMMBehavior a N n s (IMM a n).350

Here IMMBehavior depicts the desired behavior of an in-place modular multiplier, and we have proved the constructed351

IMM(a,N) satisfies this property.352

Certifying QPE over IMM We certify that QPE outputs the closest estimate of the eigenvalue’s phase corresponding to the input353

eigenvector with probability no less than 4
π2 :354

Lemma QPE_semantics :355
∀ m n z δ (f : N → base_ucom n) (|ψ〉 : Vector 2n),356

n > 0 → m > 1 → − 1
2m+1 ≤ δ <

1
2m+1 →357

Pure_State_Vector |ψ〉 →358
(∀ k, k < m →359

uc_WT (f k) ∧ (uc_eval (f k)) |ψ〉 = e
2k+1πi( z

2m +δ) |ψ〉) →360

‖〈z, ψ| (uc_eval (QPE k n f)) |0, ψ〉‖2 ≥ 4
π2 .361

To utilize this lemma with IMM(a,N), we first analyze the eigenpairs of IMM(a,N). Let r = ord(a,N) be the multiplicative
order of a modulo N . We define

|ψj〉n = 1√
r

∑
l<r

ω−j·lr |al mod N〉n

in sqir and prove that it is an eigenvector of any circuit satisfying IMMBehavior, including IMM(a2k , N), with eigenvalue362

ωj·2
k

r for any natural number k, where ωr = e
2πi
r is the r-th primitive root in the complex plane.363

Lemma IMMBehavior_eigenpair :364
∀ (a r N j n s k : N) (c : base_ucom (n+s)),365

Order a r N → N < 2n →366

IMMBehavior a2k
N n s c →367

(uc_eval (f k)) |ψj〉n ⊗ |0〉s = e
2k+1πi j

r |ψj〉n ⊗ |0〉s .368

Here Order a r N is a proposition specifying that r is the order of a modulo N . Because we cannot directly prepare |ψj〉, we369

actually set the eigenvector register in QPE to the state |1〉n ⊗ |0〉s using the identity:370

Lemma sum_of_ψ_is_one :371
∀ a r N n : N,372

Order a r N → N < 2n → 1√
r

∑
k<r
|ψj〉n = |1〉n.373

By applying QPE_semantics, we prove that for any 0 ≤ k < r, with probability no less than 4
π2r , the result of measuring QPE374

applied to |0〉m ⊗ |1〉n ⊗ |0〉s is the closest integer to k
r

2m.375

Certifying Post-processing Our certification of post-processing is based on two mathematical results (also formally certified in376

Coq): the lower bound of Euler’s totient function and the Legendre’s theorem for continued fraction expansion. Let Z∗n be the377

integers smaller than n and coprime to n. For a positive integer n, Euler’s totient function ϕ(n) is the size of Z∗n. They are378

formulated in Coq as follows.379
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Theorem Euler_totient_lb : ∀ n, n ≥ 2 → ϕ(n)
n ≥ e−2

blog2 nc4
.380

Lemma Legendre_CFE :381
∀ a b p q : N,382

a < b → gcd p q = 1 → 0 < q →
∣∣ a

b −
p
q

∣∣ < 1
2q2 →383

∃ s, s ≤ 2 log2(b) + 1 ∧ CFE s a b = q.384

The verification of these theorems is discussed later.385

By Legendre’s theorem for CFE, there exists a s ≤ 2m+ 1 such that CFE s out 2m = r, where out is the closest integer to386
k
r

2m for any k ∈ Z∗r . Hence the probability of obtaining the order (r) is the sum
∑

k∈Z∗r
4
π2r . Note that r ≤ ϕ(N) < N . With387

the lower bound on Euler’s totient function, we obtain a lower bound of 1/polylog(N) of successfully obtaining the order388

r = ord(a,N) through the hybrid algorithm, finishing the proof of Shor_OF_correct.389

Lower Bound of Euler’s Totient Function We build our proof on the formalization of Euler’s product formula and Euler’s theorem390

by de Rauglaudre (29). By rewriting Euler’s product formula into exponents, we can scale the formula into exponents of391

Harmonic sequence
∑

0<i≤n
1
i
. Then an upper bound for the Harmonic sequence suffices for the result.392

In fact, a tighter lower bound of Euler’s totient function exists (30), but obtaining it involves evolved mathematical techniques393

which are hard to formalize in Coq since they involved analytic number theory. Fortunately, the formula certified above is394

sufficient to obtain a success probability of at least 1/polylog(N) for factorizing N .395

Legendre’s Theorem for Continued Fraction Expansion The proof of Legendre’s theorem consists of facts: (1) CFE s a b monotoni-396

cally increases, and reaches b within 2 log2(b) + 1 steps, and (2) for CFE s a b ≤ q < CFE (s+1) a b satisfying
∣∣ a

b −
p
q

∣∣ < 1
2q2 , the397

only possible value for q is CFE s a b. These are certified following basic analysis to the continued fraction expansion(31).398

B. Certifying Shor’s Reduction. We formally certify that for half of the possible choices of a, ord a n can be used to find a399

nontrivial factor of N :400

Lemma reduction_fact_OF :401
∀ (p k q N : N),402

k > 0 → prime p → 2 < p → 2 < q →403

gcd p q = 1 → N = pk ∗ q →404

|ZN| ≤ 2 ·
∑

a∈ZN
[1 < gcd (ab

ord a N
2 c ± 1) N < N].405

The expression [1 < (gcd (ab
ord a N

2 c ± 1) N) < N] equals to 1 if at least one of gcd(ab
ord a N

2 c + 1, N) or gcd(ab
ord a N

2 c − 1, N)406

is a nontrivial factor of N , otherwise it equals to 0. In the following we illustrate how we achieve this lemma.407

From 2-adic Order to Non-Trivial Factors The proof proceeds as follows: Let d(x) be the largest integer i such that 2i is a factor408

of x, which is also known as the 2-adic order. We first certify that d(ord(a, pk)) 6= d(ord(a, q)) indicates ab
ord(a,N)

2 c 6≡ ±1409

(mod N)410

Lemma d_neq_sufficient :411
∀ a p q N,412

2 < p → 2 < q → gcd p q = 1 → N = pq →413
d (ord a p) 6= d (ord a q) →414

ab
ord a N

2 c 6≡ ±1 (mod N).415

This condition is sufficient to get a nontrivial factor of N by Euler’s theorem and the following lemma416

Lemma sqr1_not_pm1 :417
∀ x N,418

1 < N → x2 ≡ 1 (mod N) → x 6≡ ±1 (mod N) →419
1 < gcd (x - 1) N < N ∨ 1 < gcd (x + 1) N < N.420

By the Chinese remainder theorem, randomly picking a in ZN is equivalent to randomly picking b in Zpk and randomly421

picking c in Zq. a ≡ b mod pk and a ≡ c mod q, so ord(a, pk) = ord(b, pk) and ord(a, q) = ord(c, q). Because the random pick422

of b is independent from the random pick of c, it suffices to show that for any integer i, at least half of the elements in Zpk423

satisfy d(ord(x, pk)) 6= i.424

Detouring to Quadratic Residue Shor’s original proof(20) of this property made use of the existence of a group generator of Zpk ,425

also known as primitive roots, for odd prime p. But the existence of primitive roots is non-constructive, hence hard to present426

in Coq. We manage to detour from primitive roots to quadratic residues in modulus pk in order to avoid non-constructive427

proofs.428

A quadratic residue modulo pk is a natural number a ∈ Zpk such that there exists an integer x with x2 ≡ a mod pk. We429

observe that a quadratic residue a ∈ Zpk will have d(ord(x, pk)) < d(ϕ(pk)), where ϕ is the Euler’s totient function. Conversely,430

a quadratic non-residue a ∈ Zpk will have d(ord(x, pk)) = d(ϕ(pk)):431

Lemma qr_d_lt :432
∀ a p k,433

k 6= 0 → prime p → 2 < p →434

(∃ x, x2 ≡ a mod pk) →435

d (ord a pk) < d (ϕ (pk)).436
Lemma qnr_d_eq :437
∀ a p k,438
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k 6= 0 → prime p → 2 < p →439

(∀ x, x2 6≡ a mod pk) →440

d (ord a pk) = d (ϕ (pk)).441

These lemmas are obtained via Euler’s Criterion, which describes the difference between multiplicative orders of quadratic442

residues and quadratic non-residues. The detailed discussion is put later.443

We claim that the number of quadratic residues in Zpk equals to the number of quadratic non-residues in Zpk , whose444

detailed verification is left later. Then no matter what i is, at least half of the elements in Zpk satisfy d(ord(x, pk)) 6= i. This445

makes the probability of finding an a ∈ Zpkq satisfying d(ord(a, pk)) 6= d(ord(a, q)) at least one half, in which case one of446

gcd
(

ab
ord a N

2 c ± 1
)

N is a nontrivial factor of N .447

Euler’s Criterion We formalize a generalized version of Euler’s criterion: for odd prime p and k > 0, whether an integer a ∈ Zpk448

is a quadratic residue modulo pk is determined by the value of a
ϕ(pk)

2 mod pk.449

Lemma Euler_criterion_qr :450
∀ a p k,451

k 6= 0 → prime p → 2 < p → gcd a p = 1 →452

(∃ x, x2 ≡ a mod pk) →453

a
ϕ(pk)

2 mod pk = 1.454
Lemma Euler_criterion_qnr :455
∀ a p k,456

k 6= 0 → prime p → 2 < p → gcd a p = 1 →457

(∀ x, x2 6≡ a mod pk) →458

a
ϕ(pk)

2 mod pk = pk - 1.459

These formulae can be proved by a pairing function over Zpk :

x 7→ (a · x−1) mod pk,

where x−1 is the multiplicative inverse of x modulo pk. For a quadratic residue a, only the two solutions of x2 ≡ a mod pk460

do not form pairing: each of them maps to itself. For each pair (x, y) there is x · y ≡ a mod pk, so reordering the product461 ∏
x∈Z

pk
x with this pairing proves the Euler’s criterion.462

With Euler’s criterion, we can reason about the 2-adic order of multiplicative orders for quadratic residues and quadratic463

non-residues, due to the definition of multiplicative order and ord(a, pk)|ϕ(pk).464

Counting Quadratic Residues Modulo pk For odd prime p and k > 0, there are exactly ϕ(pk)/2 quadratic residues modulo pk in465

Zpk , and exactly ϕ(pk)/2 quadratic non-residues.466

Lemma qr_half :467
∀ p k,468

k 6= 0 → prime p → 2 < p →469

|Zpk | = 2 ·
∑

a∈Zpk
[∃x, x2 ≡ a mod pk].470

Lemma qnr_half :471
∀ p k,472

k 6= 0 → prime p → 2 < p →473

|Zpk | = 2 ·
∑

a∈Zpk
[∀x, x2 6≡ a mod pk].474

Here [∃x, x2 ≡ a mod pk] equals to 1 if a is a quadratic residue modulo pk, otherwise it equals to 0. Similarly, [∀x, x2 6≡ a
mod pk] represents whether a is a quadratic non-residue modulo pk. These lemmas are proved by the fact that a quadratic
residue a has exactly two solutions in Zpk to the equation x2 ≡ a mod pk. Thus for the two-to-one self-map over Zpk

x 7→ x2 mod pk,

the size of its image is exactly half of the size of Zpk . To prove this result in Coq, we generalize two-to-one functions with mask475

functions of type N→ B to encode the available positions, then reason by induction.476

C. End-to-end Certification. We present the final statement of the correctness of the end-to-end implementation of Shor’s477

algorithm.478

Theorem end_to_end_shor_fails_with_low_probability :479
∀ N niter,480
¬ (prime N) → Odd N →481
(∀ p k, prime p → N 6= p^k) →482
Prnds∈Uniform([0,1]niter)[end_to_end_shor N rnds = None]483

≤ (1 - (1/2) * (β / (log2 N)^4))^niter.484

Then r can be less than an arbitrarily small positive constant ε by enlarging niter to 2
β

ln 1
ε

log4
2 N , which is O(log4 N).485

This theorem can be proved by combining the success probability of finding the multiplicative order and the success486

probability of choosing proper a in the reduction from factorization to order finding. We build an ad-hoc framework for487

reasoning about discrete probability procedures to express the probability here.488
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D. Certifying Resource Bounds. We provide a concrete polynomial upper bound on resource consumption in our implementation489

of Shor’s algorithm. The aspects of resource consumption considered here are the number of qubits and the number of primitive490

gates supported by OpenQASM 2.0 (16). The number of qubits is easily bounded by the maximal index used in the sqir491

program, which is linear to the length of the input. For gate count bounds, we reason about the structure of our circuits. We492

first generate the gate count bound for the rcir program, then we transfer this bound to the bound for the sqir program.493

Eventually, the resource bound is given by494

Lemma ugcount_shor_circuit :495
∀ a N,496

0 < N →497
let m := Nat.log2 (2*(N^2)) in498
let n := Nat.log2 (2*N) in499
ugcount (shor_circuit a N) ≤500
(212*n*n + 975*n + 1031)*m + 4*m + m*m.501

Here ugcount counts how many gates are in the circuit. Note m,n = O(logN). This gives the gate count bound for one502

iteration as (212n2 + 975n+ 1031)m+ 4m+m2 = O(log3 N), which is asymptotically the same as the original paper (20),503

and similar to other implementations of Shor’s algorithm (27, 28) (up to O(log logN) multiplicative difference because of the504

different gate sets).505

Using the certified bound, we may estimate the upper bound of gates in large factorization circuits in our implementation.506

To factorize a number of 1024-bit, our implementation will generate circuits with at most 4.58 × 1011 gates. This upper507

bound is several orders of magnitudes larger than the estimation in (27, 28) (orders of magnitudes around 109) because our508

implementation is not optimized to reduce the total gate count but for a structured certification procedure.509

4. Running Certified Code510

The codes are certified in Coq, which is a language designed for formal verification. To run the codes realistically and efficiently,511

extractions to other languages are necessary. Our certification contains the quantum part and the classical part. The quantum512

part is implemented in sqir embedded in Coq, and we extract the quantum circuit into OpenQASM 2.0 (16) format. The513

classical part is extracted into OCaml code following Coq’s extraction mechanism (32). Then the OpenQASM codes can be514

sent to a quantum computer (in our case, a classical simulation of a quantum computer), and OCaml codes are executed on a515

classical computer.516

With a certification of Shor’s algorithm implemented inside Coq, the guarantees of correctness on the extracted codes are517

strong. However, although our Coq implementation of Shor’s algorithm is fully certified, extraction introduces some trusted518

code outside the scope of our proofs. In particular, we trust that extraction produces OCaml code consistent with our Coq519

definitions and that we do not introduce errors in our conversion from sqir to OpenQASM. We “tested” our extraction process520

by generating order-finding circuits for various sizes and confirming that they produce the expected results in a simulator.521

A. Extraction. For the quantum part, we extract the Coq program generating sqir circuits into the OCaml program generating522

the corresponding OpenQASM 2.0 assembly file. We substitute the OpenQASM 2.0 gate set for the basic gate set in sqir,523

which is extended with: X,H,U1, U2, U3, CU1, SWAP,CSWAP,CX,CCX,C3X,C4X. Here X,H are the Pauli X gate and524

Hadamard gate. U1, U2, U3 are single-qubit rotation gates with different parametrization (16). CU1 is the controlled version of525

the U1 gate. SWAP and CSWAP are the swap gate and its controlled version. CX,CCX,C3X, and C4X are the controlled526

versions of the X gate, with a different number of control qubits. Specifically, CX is the CNOT gate. The proofs are adapted527

with this gate set. The translation from sqir to OpenQASM then is direct.528

For the classical part, we follow Coq’s extraction mechanism. We extract the integer types in Coq’s proof to OCaml’s Z529

type, and several number theory functions to their correspondence in OCaml with the same behavior but better efficiency.530

Since our proofs are for programs with classical probabilistic procedures and quantum procedures, we extract the sampling531

procedures with OCaml’s built-in randomization library.532

One potential gap in our extraction of Coq to OCaml is the assumption that OCaml floats satisfy the same properties as533

Coq Real numbers. It is actually not the case, but we did not observe any error introduced by this assumption in our testing.534

In our development, we use Coq’s axiomatized representation of reals (17), which cannot be directly extracted to OCaml. We535

chose to extract it to the most similar native data type in OCaml–floating-point numbers. An alternative would be to prove536

Shor’s algorithm correct with gate parameters represented using some Coq formalism for floating-point numbers (33), which we537

leave for future work.538

B. Experiments. We test the extracted codes by running small examples on them. Since nowadays quantum computers are still539

not capable of running quantum circuits as large as generated Shor’s factorization circuits (∼30 qubits, ∼ 104 gates for small540

cases), we run the circuits with the DDSIM simulator (34) on a laptop with an Intel Core i7-8705G CPU. The experiment541

results are included in Figure 4 (b) (c).542

As a simple illustration, we showcase the order finding for a = 3 and N = 7 on the left of Figure 4 (b). The extracted543

OpenQASM file makes use of 29 qubits and contains around 11000 gates. DDSIM simulator executes the file and generates544

simulated outcomes for 105 shots. The measurement results of QPE are interpreted in binary representation as estimated545

2m · k/r. In this case, the outcome ranges from 0 to 63, with different frequencies. We apply OCaml post-processing codes for546

order finding on each outcome to find the order. Those measurement outcomes reporting the correct order (which is 6) are547
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marked green in Figure 4 (b). The frequency summation of these measurement outcomes over the total is 28.40%, above the548

proven lower bound of the success probability of order finding which is 0.17% for this input.549

We are also able to simulate the factorization algorithm for N = 15. For any a coprime to 15, the extracted OpenQASM codes550

contain around 35 qubits and 22000 gates. Fortunately, DDSIM still works efficiently on these cases due to the well-structured551

states of these cases, taking around 10 seconds for each simulation. We take 7 × 105 shots in total. When N = 15, the552

measurement outcomes from QPE in order finding are limited to 0, 64, 128, 192 because the order of any a coprime to 15 is553

either 2 or 4, so 2m · k/r can be precisely expressed as one of them without approximation. The frequency of the simulation554

outcomes for N = 15 is displayed on the right of Figure 4 (b). We then apply the extracted OCaml post-processing codes for555

factorization to obtain a non-trivial factor of N . The overall empirical success probability is 43.77%, above our certified lower556

bound of 0.17%.557

We have also tested larger cases on DDSIM simulator (34) for input size ranging from 2 bits to 10 bits (correspondingly,
N from 3 to 1023), as in Figure 4 (c). Since the circuits generated are large, most of the circuits cannot be simulated in a
reasonable amount of time (we set the termination threshold 1 hour). We exhibit selected cases that DDSIM is capable of sim-
ulating: N = 15, 21, 51, 55, 63, 77, 105, 255 for factorization, and (a,N) = (2, 3), (3, 7), (7, 15), (4, 21), (18, 41), (39, 61), (99, 170),
(101, 384), (97, 1020) for order finding. These empirically investigated cases are drawn as red circles in Figure 4 (c). Most
larger circuits that are simulated by DDSIM have the multiplicative order a power of 2 so that the simulated state is efficiently
expressible. For each input size, we also calculate the success probability for each possible input combination by using the
analytical formulae of the success probability with concrete inputs. Shor shows the probability of obtaining a specific output
for order finding is(20)

P[out = u] = 1
22m

∑
0≤k<r

∣∣∣∣∣∣∣
∑

0≤v<r
v≡k (mod r)

e2πiuv/2m

∣∣∣∣∣∣∣
2

.

Here r is the order and m is the precision used in QPE. The success probability of order finding then is a summation of us for558

which the post-processing gives correct r. For most output u, the probability is negligible. The output tends to be around559

2mk/r, so the sum is taken over integers whose distance to the closest 2mk/r (for some k) is less than a threshold, and the560

overall probability of getting these integers is at least 95%. Hence the additive error is less than 0.05. These empirical results561

are drawn as blue intervals (i.e., minimal to maximal success probability) in Figure 4 for each input size, which is called the562

empirical range of success probability. The certified probability lower bounds are drawn as red curves in Figure 4 as well. The563

empirical bounds are significantly larger than the certified bounds for small input sizes because of loose scaling in proofs, and564

non-optimality in our certification of Euler’s totient function’s lower bounds. Nevertheless, asymptotically our certified lower565

bound is sufficient for showing that Shor’s algorithm succeeds in polynomial time with large probability.566

We also exhibit the empirical gate count and certified gate count for order finding and factorization circuits. The circuits567

for order finding are exactly the factorization circuits after a is picked, so we do not distinguish these two problems for gate568

count. On the right of Figure 4 (c), we exhibit these data for input sizes ranging from 2 to 10. We enumerate all the inputs for569

these cases and calculate the maximal, minimal, and average gate count and draw them as blue curves and intervals. The570

certified gate count only depends on the input size, which is drawn in red. One can see the empirical results satisfy the certified571

bounds on gate count. Due to some scaling factors in the analytical gate count analysis, the certified bounds are relatively572

loose. Asymptotically, our certified gate count is the same as the original paper’s analysis.573
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Fig. S1. An overview of our certified implementation of modular exponentiation circuit.
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Modular Adder

Modular Shifter

Modular Multiplier

In-place Modular Multiplier

RCA codes in RCIR

Fixpoint MAJseq i n :=
match i with
| 0 => MAJ 0 (1+n) 1
| S i' => MAJseq i' n;

MAJ i (1+n+i) (1+i)
end.

Fixpoint UMAseq i n :=
match i with
| 0 => UMA 0 (1+n) 1
| S i' => UMA i (1+n+i) (1+i);

UMAseq i' n
end.

Definition RCA n :=
MAJseq (n-1) n; UMAseq (n-1) n.

Implementation Correctness specifications
Lemma RCA_correct :

∀ n x y c ∶ ℕ ,
0 < n →
rc_exec (RCA n) c 1[x]n[y]n
= c 1[x]n[x+y+c]n.

Lemma IMM_correct :
∀ n x k N ∶ ℕ ,

1 < N < 2n → x < N →
k < N → (gcd k N)=1 →
let s≔ 3n+ 11 in

rc_exec (IMM k N n) [x]n[0]s
= [k ⋅ x mod N]n[0]s.

Gate count specifications

Lemma MAJseq_gate_count :
∀ n m ∶ ℕ ,

rc_count (MAJseq n m) ≤ 3 ⋅ n.

Lemma RCA_gate_count :
∀ n ∶ ℕ , 0 < n →

rc_count (RCA n) ≤ 6 ⋅ n.

Lemma IMM_gate_count :
∀ n k N ∶ ℕ , 1 < n →

rc_count (IMM k N n)
≤ 212 ⋅ n2 + 943 ⋅ n + 967.

Proof
intros n m.
induction n.
- simpl. lia.
- simpl. lia.

Qed.

(i) In-place modular multiplier (IMM) in RCIR

Implementation Correctness specifications Gate count specifications

(ii) Quantum phase estimation over IMM in SQIR

Fixpoint ctrl_modexp m n a N k :=
match k with
| 0    => SKIP
| S k' => ctrl_modexp m n a N k';

control (m-k) 
(map_qubits

(λ q ⇒ m+q)

(IMM (a2
k′

mod N) N n))
end.

Definition QPE_IMM m n a N :=
npar m U_H;
ctrl_modexp m n a N m; 
invert (QFT m).

Definition |ψk⟩ (a N n ∶ ℕ) :=

let r≔ ord a N in
1

rσx=0
r−1ωr

−k⋅x ax mod N n .

Lemma QPE_IMM_correct :
∀ a N n m k ∶ ℕ , let (r,s) ≔ (ord a N,3n+11) in

1 < N < 2n → a < N → (gcd a N)=1 → k < r →

ℙ ≥
4

𝜋2

Lemma QPE_IMM_gate_count :
∀ a N n m ∶ ℕ ,
0 < n →
0 < m →
uc_count (QPE_IMM m n a N)
≤ (212 ⋅ n2 + 975 ⋅ n+ 1031) ⋅ m
+ m2 + 4 ⋅ m.

Implementation

Correctness specifications(iii) Continued Fraction Expansion (CFE) in Order Finding (OF) &
Classical Post-Processing in Shor’s Factoring Algorithm (FAC)

Fixpoint CFE n a b q1 q2 :=
match n with
| 0   => q1
| S n => if (a =? 0) then q1

else let c := (b / a)%ℕ in
CFE n (b mod a) a (cq1+q2) q1

end.

Fixpoint OF_post’ s out a N m :=
match s with
| 0 => 0  | S s' => 

let u := OF_post' s’ out a N m in
let v := CFE s’ out (2^m) 1 0 in

if (u <>? 0) then u else
if (a^v mod N =? 1) then v else 0

end.

Definition OF_post out a N m := 
OF_post' (2*m+2) out a N m.

Definition FAC_post out a N m :=
let r := OF_post out a N m in
let p := gcd (a^(r/2)+1) N in
let q := gcd (a^(r/2)-1) N in

if ((1<?p) && (p<?N)) then p
else q.

Definition E2E_FAC N rs :=
iterate rs (run_shor N)

Lemma OF_post_correct : ∃ β, β > 0 ∧
∀ a N ∶ ℕ , 0 < a < N → (gcd a N)=1 →

let (m,n) ≔ ( log22N2 , log22N ) in
let (s,f) ≔ (3n+11,(λ out).OF_post out a N m) in

Lemma FAC_correct : ∃ β, β > 0 ∧ ∀ (N t ∶ ℕ),

¬ (prime N)→ Odd N→ (∀ p k, prime p → N ≠ pk)→
let (m,n,s) ≔ ( log22N2 , log22N ,3 log22N + 11) in

Theorem Legendre_CFE : 
∀ p q a b ∶ ℕ , 0 < q → a < b→

(gcd p q)= 1 →
a
b−

p
q <

1

2q2
→

∃ s, s < 2 log2b + 2 ∧
CFE s a b 1 0 = q.

Theorem Euler_totient_lb : 

∀ n ∶ ℕ , n ≥ 2 →
𝜑 n
n ≥

𝑒−2

log2n 4 .

Theorem Euler_criterion :
∀ a p k ∶ ℕ , prime p→ 0 < k →

gcd p a = 1→ 2 < p →

a
𝜑 pk /2

≡ ൞
1 mod pk a is a q. r.

−1 mod pk a is a q. n. r.

0 m
ψk n

2m ⋅ k/r m

0 s

QPE_IMM
m n a N

ℙout res=(ord a N) ≥
β

log2N 4
.

0 m

1 n

out m

0 s

QPE_IMM
m n a N

f res

ℙout,a∈ℤN
let f ≔ (λ out).FAC_post out a N m in

FAC_succ res N
≥

β

log2N 4

∧ ℙrs∈Unif 0,1 t FAC_fail (E2E_FAC N rs) N ≤ 1 −
β

log2N 4

t

.

Number theory theorems

Fig. S2. Showcases of major components of our end-to-end implementation and corresponding proofs. Codes are adjusted for pretty-printing. (i) The implementation of
IMM. We use the example of the Ripple-Carry Adder (RCA) to illustrate the specifications and proofs. (ii) The implementation of quantum phase estimation over IMM in SQIR

(QPE_IMM). The correctness specification states that, under some premises, the probability of measuring the closest integer to 2mk/r, where r is the order of a modulo N , is
larger than a positive constant 4/π2. We also certify the gate count of the implementation of QPE_IMM. (iii) The implementation of classical post-processing for order finding
and factorization. Continued fraction expansion CFE is applied to the outcome of QPE_IMM to recover the order with a certified success probability at least 1/polylog(N ). The
success probability of factorization is also certified to be at least 1/polylog(N ), which can be boosted to 1 minus some exponentially decaying error term after repetitions. These
analyses critically rely on number theoretical statements like Legendre’s theorem, lower bounds for Euler’s totient function, and Euler’s criterion for quadratic residues, which
have been proven constructively in Coq in our implementation.
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Fig. S3. End-to-end execution of the order-finding algorithm. (a) Examples of end-to-end executions of order finding (OF). The left example finds the order for a=3 and N=7.
The generated OpenQASM file uses 29 qubits and contains around 11k gates. We employed JKQ DDSIM (34) to simulate the circuit for 100k shots, and the frequency
distribution is presented. The trials with post-processing leading to the correct order r=6 are marked green. The empirical success probability is 28.40%, whereas the proved
success probability lower bound is 0.34%. (b, c) Empirical statistics of the gate count and success probability of order finding for every valid input N with respect to input size n
from 2 to 10 bits. We draw the bounds certified in Coq as red curves. Whenever the simulation is possible with DDSIM, we draw the empirical bounds as red circles. Otherwise,
we compute the corresponding bounds using analytical formulas with concrete inputs. These bounds are drawn as blue intervals called empirical ranges (i.e., minimal to
maximal success probability) for each input size.
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