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ABSTRACT

As a variety of smart and connected sensors are being deployed everywhere, significant
privacy issues arise since these devices can constantly capture our (private) behaviors in
forms of image, video and sound. These sensor data can be used by adversaries to attack
personal privacy. For example, leaked audio data can be processed using machine learning
models to extract private conversation, track user activity, identify human speakers or even
generate any speech in the voice of the speaker. These privacy attacks are fully automated
and can be launched at scale. As a result, they pose a real security and privacy threat to
everyone. Yet protecting users against such intrusive sensing is challenging. Privacy laws
and policies can help regulate the use of sensors and machine learning models, but they are
known to be difficult and slow to deploy.

In this dissertation, we explore personal privacy protection against intrusive sensing. We
propose to develop low-cost wearables that users can carry and turn on/off to prevent their
private information from being extracted by unauthorized parties. Along this line, we design
and engineer novel wearables that protect both content and identity privacy. Our wearables
also leverage the inherent properties of the human body to improve protection strength and
coverage. Together, these wearables and the human body form a powerful privacy armor,
providing users with full agency in privacy control.

This dissertation makes three key contributions.

First, to protect our speech privacy, we engineer a wearable microphone jammer as a
bracelet, which disables surrounding microphones, including hidden ones. Our design lever-
ages a hardware property that, when exposed to ultrasonic noise, commodity microphones
will leak the noise into the audible range, which disrupts the speech recording. Our jam-
ming bracelet also leverages natural body movements to increase protection coverage and
effectiveness.

Second, we study typing content privacy, where we assess the vulnerability of wearable
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keyboards to keystroke inference attacks. We show that typing using wearable keyboards
can naturally defeat existing attacks because the keyboard and its layout are invisible in
the physical world. We then develop a new, more sophisticated attack that can successfully
infer wearable typing content using just a RGB camera. This presents a new threat against
wearable typing privacy and the need for additional protection methods.

Finally, we also study identity privacy and its impact on user authentication. Since our
standard biometrics data, such as face, voice, and fingerprint, can be easily captured by
sensors and leaked to attackers, we develop an alternative, wearable-based authentication
method based on muscle stimulation. Our proposed system authenticates a user by stim-
ulating the user’s forearm muscles with a sequence of electrical impulses (a challenge) and
measuring the user’s involuntary finger movements (response to the challenge). Our system
produces 68 million challenges per user, using just one second of muscle stimulation. At-
tackers replaying used responses will be rejected, making our system highly robust against
data breach and leakage.

In summary, this dissertation develops solutions to protect personal privacy against in-
trusive sensing, by augmenting the human body with wearables to form a ubiquitous privacy
armor. We hope our work sheds light on the development of personal privacy protection in

the physical world.
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CHAPTER 1
INTRODUCTION

A variety of smart and connected sensors are populating into our physical world and revo-
lutionizing the way we live, work and play. Today, our devices, homes, offices, private and
public spaces are full of sensors, including cameras, microphones, biometric sensors, and
many others.

However, as these sensors continue to flourish, significant privacy issues arise since they
can constantly capture and save our (private) behaviors in forms of image, video and sound,
either maliciously or by misconfiguration [86, 210, 184]. Using powerful machine learning
(ML) models, adversaries can process these sensor data to extract our private informa-
tion, and thus launch significant and unacceptable attacks against user privacy. Taking
audio as an example. Leaked data can be processed by ML models to extract confidential
conversation [210, 41, 40|, track user activity [18], infer typed text and handwriting con-
tent [15, 232, 217], identify speakers [91] or even generate any speech in the voice of the
speaker [90]. As these attacks are becoming fully automated, they pose a significant threat
to all of us.

Despite significant concerns against intrusive sensing and privacy attacks, there are few
tools available to protect users against them. Privacy laws and policies could help regulate
the use of sensors and ML models, but they are known to be difficult and slow to deploy.
A notable example is facial recognition. Despite the significant media backlash against
intrusive facial recognition services like Clearview.Al [43], the legislative efforts to address

these services remain elusive in the US [105, 8, 27].

Overview of My Work In this dissertation, we explore the idea of protecting personal
privacy against intrusive sensing by low-cost wearables that users can carry and turn on/off
to prevent their private information from being extracted by unauthorized parties. Our

wearables also leverage the inherent properties of the human body to improve protection
1



strength and coverage. Together, these wearables and the human body form a powerful
privacy armor, providing users with full agency in privacy control.

Along this line, we design and engineer novel wearables that protect both content and
identity privacy. We start with engineering a wearable jammer to protect speech privacy
by preventing unauthorized microphones from capturing and extracting our speech. We
then focus on typing privacy, where we study the vulnerability of wearable keyboards to
keystroke inference attacks. Finally, we propose a novel user authentication system using
on-arm electrical muscle stimulation, which relies on disposable, privacy-insensitive muscle
stimulation-response records rather than face/voice/fingerprint.

In the following, we briefly introduce the work included in this dissertation.

1.1 Wearable microphone jammers

Voice-based smart devices are everywhere and becoming an integral part of our life. Their
implementation requires them to equip microphones that can always monitor and record our
speech. Recent studies have shown that these devices can be exploited by adversaries to
extract the content of our private speech. In the first part of my thesis, we seek to build a
wearable that protects users’ speech privacy.

To meet this goal, we engineer a wearable jammer that is worn as a bracelet. When
turned on, it emits inaudible ultrasonic noise that disables microphones in the wearer’s
surroundings, including hidden microphones. Our design leverages a hardware property
that, when exposed to ultrasonic noise, commodity microphones will leak the noise into the
audible range, which disrupts the speech recordings. By building the ultrasonic jammer as a
bracelet and arranging ultrasonic transducers in a ring layout, our wearable emits jamming
signals in multiple directions. This eliminates the need for the wearer to manually point the
jammer to a microphone. Our wearable also leverages natural body movements to increase

protection coverage and effectiveness.



We confirm experimentally that our jammer is superior to existing stationary jammers
by conducting a series of technical evaluations and a user study. The results demonstrate
that (1) our wearable jammer largely outperforms existing static jammers in coverage; (2) it
remains effective even if the microphones are hidden and covered by various materials, such
as cloths or paper sheets; and, (3) our study participants feel that our wearable protects the

privacy of their voice.

1.2 Typing privacy threats against wearable keyboards

Besides speech, keyboard typing is another modality we regularly use to produce content.
Prior work on keystroke inference attacks shows that attackers can infer our typing content
when they know the keyboard and its layout. On the other hand, when using wearable-based
keyboards [138, 193, 187, 136, 139], the keyboard and its layout/size/position are known to
the user using the wearable but remain hidden to any physical observers. This suggests that
wearable keyboards could naturally protect our typing privacy.

The second part of my thesis seeks to understand the vulnerability of wearable keyboards
to keystroke inference attacks, where the attacker has no knowledge of the user’s keyboard
location, size, or layout, but can only observe their finger/hand movements at a distance.
Our research develops a new, more sophisticated attack that can successfully infer wearable
typing content using just a RGB camera.

Our proposed attack uses a two-layer self-supervised system. In layer 1, noisy results of
hand tracking on the keystroke video are used to detect keystrokes, followed by a language
model to recognize keystrokes. These initial labels are filtered using multiple consistency
checks to produce high confidence labels on video frames. Next, in layer 2, these labels
and their corresponding video frames are used to train two 3D-CNN models that detect and
recognize keystrokes from the raw video frames.

We evaluate this attack using IRB-approved user studies under a variety of conditions,

3



varying the target (user/typing behavior, content typed, physical environment) and attacker
behaviors (hand tracking tool, attack distance). The attack is highly effective in nearly all
settings, and performs well across our user study participants, despite significant different
typing styles and abilities. This presents a new threat against wearable typing privacy and

the need for additional protection methods.

1.3 On-arm electrical muscle stimulation for user authentication

Intrusive sensing also poses significant implications in biometric authentication. Today, when
our biometric data (face/voice/fingerprint) are leaked to attackers, attackers can use them
to bypass authentication systems used by banks and other critical services. There is nothing
users can do to securely re-use their own data, as these biometrics are static.

To tackle this challenge, we explore a novel modality for active biometric authentication:
electrical muscle stimulation (EMS). Our system, which we call ElectricAuth, stimulates the
wearer’s forearm muscles with an EMS challenge, i.e., a 1.2s sequence of electrical impulses
and then measures the user’s involuntary finger movements as a result of this challenge.

ElectricAuth authenticates users by leveraging what is typically seen as the biggest dis-
advantage of EMS: intersubject variability, i.e., the same electrical stimulation results in
different movements in different users because everybody’s physiology is different [101, 52,
58, 42, 140]. These differences arise from multiple compound factors in the field of muscle
biomechanics and physiology [75, 112, 3]. All these differences add up to create individual
responses to the same stimulus, which our system uses as the key feature to identify a user.

ElectricAuth also generates a very large pool of challenges by exploring an underutilized
property of EMS: muscles respond differently depending on their current state of contraction,
which can be altered by varying the timing between two impulses. Using four muscles, six
impulses and seven time gaps, ElectricAuth encodes one of 68M possible challenges in 1.2s.

As such, ElectricAuth is robust against data breaches and replay attacks because it never

4



reuses the same challenge twice in authentications — ElectricAuth rejects replay of recorded
responses to any previously used challenges and can quickly recover from leak/breach of
either authentication model or stored challenge-response pairs by asking the user to register
responses to a new set of challenges (like registering new one-time passwords).

We evaluate our prototype of ElectricAuth by conducting a series of technical evaluations
and user studies. The results demonstrate that: (1) ElectricAuth offers accurate user ver-
ification and resists three common biometric attacks: impersonation, replay and synthesis
attacks; (2) ElectricAuth performs stably over 21 days against various muscle conditions
(fatigue, humidity, etc.); (3) ElectricAuth can verify the user in 3ms on laptop’s CPU and
35ms on a small embedded device after receiving a response, and can use either IMUs or a

depth camera to track finger movements.

1.4 Structure of this dissertation

This dissertation is organized into five chapters. After this introduction (Chapter 1), we
present a wearable microphone jammer that protects speech content privacy by disabling
microphones in the wearer’s surroundings (Chapter 2). We then focus on keyboard typing,
where we study privacy threats against wearable keyboards. In the following chapter, we
also study identity privacy and its impact on user authentication, where we propose a novel
active biometric authentication system that authenticates a user by stimulating the user’s
forearm muscles with a sequence of electrical impulses and measuring the user’s involuntary
finger movements (Chapter 4). Finally, we conclude this dissertation by summarizing our
contributions, and discussing the insights learned as well as potential future directions for

personal privacy protection in the physical world (Chapter 5).



CHAPTER 2
WEARABLE MICROPHONE JAMMERS

Voice-based smart devices are populating into our world. Taking North America as an
example, the number of these devices has more than doubled the population. Despite the
significant benefits these devices have brought to us, these devices can also be exploited by
attackers to monitor and record our private conversation. In this chapter, we describe how

we build wearables to protect our speech privacy.

2.1 Introduction

Despite the initial excitement around voice-based smart devices, consumers are becoming
increasingly nervous with the fact that these interactive devices are, by default, always lis-
tening, recording, and possibly saving sensitive personal information [125, 209, 143, 86].
Take digital voice assistants, which are featured in most smartphones, smartwatches, and
smart speakers, as an example. From the outside, these interactive assistants appear to only
respond to designated wake-up words (e.g., “Alexa” and “Hey Google”). However, their
implementation requires them to listen continuously to detect these wake-up words. It has
been shown that these devices can monitor and record sounds and conversations in real time,
either maliciously [210], by misconfiguration [86], or after compromise by attackers [184].
Leaked audio data can be processed to extract confidential information [210, 41, 40], track
user activity [18], count human speakers [212], or even extract handwriting content [217].
These negative implications on users’ security and privacy are significant and unacceptable.
To make matters worse, many other acoustic attacks (e.g., turning speakers into micro-
phones [74], inferring the content of a printed page by recording its printing [20], inferring a
3D object’s geometry by recording its printing [65], inferring typed text by listening to key

presses [15, 232]) as well as many forms of espionage (e.g., industrial espionage [45, 95]) rely



on eavesdropping via hidden microphones.

voice
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Figure 2.1: (a) We engineered a wearable ultrasound jammer that can prevent sur-
rounding microphones from eavesdropping on a conversation. (b) This is the actual
speech that the conversation partner hears, since our jammer does not disrupt human
hearing. However, (c) is the transcript of what a state-of-the-art speech recognizer
makes out of the jammed conversation.

Therefore, it is critical to build tools that protect users against the potential compromise
or misuse of microphones in the age of voice-based smart devices. Recently, researchers
have shown that ultrasonic transducers can prevent commodity microphones from record-
ing human speech [170]. While these ultrasonic signals are imperceptible to human ears,
they leak into the audible spectrum after being captured by the microphones, producing a
jamming signal inside the microphone circuit that jams (disrupts) voice recordings. The

leakage is caused by an inherent, nonlinear property of microphone’s hardware. Not only
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have researchers built prototypes using ultrasonic speakers [170], but also these jammers are
currently commercially available to the public. However, all these devices exhibit two key
limitations: (1) They are heavily directional, thus requiring users to point the jammer pre-
cisely at the location where the microphones are. This is not only impractical, as it interferes
with the users’ primary task, but is also often impossible when microphones are hidden. (2)
They rely on multiple transducers that enlarge their jamming coverage but introduce blind
spots—Ilocations were the signals from two or more transducers cancel each other out. Such
blind spots occur especially in close proximity to the jammer; in fact, 17% of all locations
within 1.2m of a typical multi-transducer jammer are blind spots. If a microphone is placed
in any of these locations it will not be jammed, rendering the whole jammer obsolete.

To tackle these shortcomings, we engineered a wearable jammer that is worn as a bracelet,
which is depicted in Figure 2.1. By turning an ultrasonic jammer into a bracelet, our device
leverages natural hand gestures that occur while speaking, gesturing or moving around to
blur out the aforementioned blind spots. Furthermore, by arranging the transducers in a
ring layout, our wearable jams in multiple directions and protects the privacy of its user’s
voice, anywhere and anytime, without requiring its user to manually point the jammer to
the eavesdropping microphones.

We confirmed that an ultrasonic microphone jammer is superior to state-of-the-art and
commercial stationary jammers by conducting a series of technical evaluations and a user
study. These demonstrated that: (1) our wearable jammer outperformed static jammers
in jamming coverage; (2) its jamming is effective even if the microphones are hidden and
covered by various materials, such as cloths or paper sheets; and, (3) in a life-like situation

our study participants felt that our wearable protected the privacy of their voice.



2.2 Background and related work

Our work builds on top of ultrasonic emitters and wearables. Also, we discuss the impli-
cations of data leaks in interactive devices, especially those with microphones and cameras.
Lastly, we introduce the underlying ultrasonic jamming principle that our device is based

on.

2.2.1 Privacy issues with interactive devices

As various interactive devices being deployed into daily life, privacy issues arise since these
devices often rely on constant capturing of multimedia, such as photos, videos, or sound, in
order to provide services that assist users’ activities [26, 154].

Researchers have proposed privacy-aware methods to collect user’s data by, for instance,
designing improved notifications [141] or exploring configurations that are privacy-conscientious [5].
These approaches are, however, developer-centric and thus require that the user trusts the
interactive system. The result is that these approaches are beneficial but not a fail-proof
solution, as devices are still exposed to attackers. Lastly, these solutions do not seek to
empower the users to actively protect their privacy.

For example, as the privacy implications of cameras grew in importance, webcams started
to use lights that indicate their recording state [161]. However, these indicators can be
disabled by attackers [30], which led to many users opting for physically covering up the
webcams [124].

More recently, digital assistant devices, such as Amazon Echo, have become very popular
due to their interactive (conversational) ability. These interactive devices are built with a
microphone and a speaker. To interact with the user when needed, these voice assistants
are designed to respond to designated wake-up words (e.g., “Alexa” and “Hey Google”).
However, continuously listening is required to detect these wake-up words—this has resulted

in many worldwide security breaches, where it was found that these devices leaked or saved
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sensitive personal information from their users [125, 209, 143, 86]. It was shown that these
devices can monitor and record all voices, sounds and conversations in real time, either
maliciously [210], by misconfiguration [86], or after compromise by attackers [184]. The
leaked audio can be further processed to extract confidential information [210, 41, 40], track
user activity [18], count human speakers [212], and so forth. One sane option is certainly to
turning these devices off one by one. Unfortunately, that still leaves eavesdropping devices
that the user cannot control or that the user is simply not aware of. Instead of turning
off all the devices manually, microphone jammers aim at empowering users with a tool to
disrupt (jam) voice recordings whenever and wherever they want, providing a physical layer

of privacy on demand.

2.2.2  Principles of ultrasonic microphone jamming

Recent work has demonstrated the feasibility of using ultrasonic transducers to disable nearby
microphones [170]. The advantage of jamming by means of ultrasound is that it is “silent” to
users, as ultrasound is inaudible to humans. We illustrate this type of jamming in Figure 2.2.
Ultrasonic jamming is possible because these higher-frequency signals, after being captured
by the microphone’s non-linear diaphragm and power-amplifier, will create a lower-frequency
”shadow” that happens to be in the microphone’s filtering range—the audible range [170].
This technique works against billions of commodity microphones (found in phones, lap-
tops, voice assistants, etc.), without any microphone modification. The fundamental exploit
is due to the fact that acoustic amplifiers are only linear around the audible frequency
range, while outside of the range (e.g., ultrasound), the amplifier’s response exhibits non-
linearities [170, 2]. This leakage from ultrasound to audible range adds so much audible

noise on the microphone circuitry that it effectively renders voice recordings unusable.
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Figure 2.2: Working principle behind ultrasonic jamming (similar to [170] but here
at the example of a 25kHz signal). Here, we depict how an ultrasonic jamming signal
(shown in blue), which is inaudible to humans, still leaks into the recorded speech due
to non-linear amplification of the microphone’s circuit. The result is that the leaked
signal covers up precisely the spectrum in which a user’s voice is recorded (shown in
black).

2.2.3 Leveraging microphone non-linearity

This non-linearity in microphone circuitry was originally discovered by musicians and lever-
aged for sound synthesis [97]. Only more recently, have researchers leveraged these non-
linearities as a potential tool for setting up hidden communication channels, disabling mi-
crophones, or as an adversarial avenue for injecting hidden voice commands. A series of
projects leveraged this property to attack digital voice assistants [224, 184, 171]. Here, an
adversary can play (arbitrary) voice commands modulated in the ultrasonic range to digital
assistants and force these devices to decode them as normal voice commands. Since the orig-
inal ultrasonic command is inaudible, the attacker can successfully issue commands without
being detected (i.e., heard) by nearby users.

Similarly, backdoor [170] leverages non-linearity to build an inaudible communication
channel among devices and to jam microphones. The backdoor jams based on either ampli-
tude modulation (AM) or frequency modulation (FM). backdoor was tested in a limited set
of experiments with the jammer pointing to a single microphone. Nowadays, there are com-

mercial ultrasonic jammers, such as the /. Unfortunately, although all of them are large,
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bulky (0.38kg-5kg), and pricey ($799-$6900) [54, 50, 148, 88]. These jammers have also a
limited angular coverage and require the users to point directly at the microphone. This is
disadvantageous in that these jammers require user’s attention to operate and cannot be used
against hidden microphones. Inspired by these devices, we propose a novel approach that,

instead, leverages the advantages of a wearable design to enhance jamming effectiveness.

2.2.4 Wearable devices based on ultrasound

Researchers have used signals in ultrasonic bands [17, 134] and near-ultrasonic bands (e.g.,
18.8kHz) [39, 73] to enable interaction with/among devices. As an example, Gupta et al.,
utilize Doppler shifts in emitted ultrasound to enable a laptop to perform gesture track-
ing [73]. A variety of smartphone applications use ultrasonic signals as beacons to perform

device localization and tracking [13, 197, 68|, again based on the aforementioned leakage to

the audible band.

2.3 A wearable jammer bracelet

We engineered a microphone jammer in a wearable form factor, which effectively jams in
more directions around the user than existing approaches. To assist the reader in replicating
our device, we describe the implementation details and the key design elements that enabled
our wearable jammer to outperform existing jammers.

We designed our wearable jammer as a bracelet so that it can be easily activated [222,
205, 49, 153, 9] whenever the user decides to engage in a private conversation. Having the
device at users’ reach at all times provides them with “always available input” [175], ensuring

the user is the one in control.
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2.3.1 Implementation

To help readers replicate our design, we now provide the necessary technical details. Fur-
thermore, to accelerate replication, we provide all the source code, firmware, and schematics
of our implementation 1.

Our prototype, which is depicted in Figure 2.3, is a self-contained wearable device com-
prised of the following components: a 3D-printed 9cm ring (outer diameter) with a slit that
acts as a hinge, allowing the wearer to open up the bracelet and fit it around their arm;
23 ultrasound transducers (NU25C16T-1, 25kHz), featuring 12 on the lower ring and 11 on
the top ring (one transducer was removed to make space for the aforementioned hinge); a
low-power signal generator (AD9833, up to 12.5MHz with 0.004Hz programmable steps); an
ATMEGA32U4 microprocessor; an LED status indicator; a tactile switch (not shown); a
LiPo battery (3.7V, 500mAh); a 3W audio amplifier (PAM8403), and, a 3.7V to 5V step-up

regulator. Our microprocessor controls the signal generator via Serial Peripheral Interface.

lithium battery
microcontroller ) power regulator
signal generator 3W amplifier

Figure 2.3: Our prototype is a self-contained wearable comprised of ultrasonic trans-
ducers, a signal generator, a microcontroller, a battery, a voltage regulator and a 3W
amplifier.

1. http://sandlab.cs.uchicago.edu/jammer
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Signal generation

We generate our ultrasound jamming signal via the AD9833 sine wave generator. This in-
tegrated circuit (IC) produces a pure sine wave at a desired frequency up to 12.5MHz. To
select our sine wave’s frequency, we control the AD9833 using our microcontroller via SPI2.
In order to jam effectively, we produce not only one frequency but a range of frequencies.
According to the principles of ultrasonic jamming, each of these will produce a shadow at an
audible frequency; therefore, using multiple frequencies enhances jamming. We implement
our signal by sweeping the frequency of the sine wave randomly between 24kHz to 26kHz
(i.e., 25kHz+1kHz) in steps of 1Hz. Our sine wave frequency changes every 0.45 ms. In
our earlier designs, we employed a 92kHz wave player IC that played back the white noise
(25kHz+1kHz). However, we found that via empirical testing that our randomly-sweeping
sine wave yielded the same jamming power with significantly less power consumption than
the overly complex wave-player IC. Lastly, we amplify our signal using a 3W amplifier
(PAMS8403). Note that we set the amplifier to operate below maximum amplification. This
reduces our power consumption and preserves signal quality (low distortion). When mea-

sured directly at any of the transducers, the loudness of our device is around 92.3dBA.

Wearable characteristics: power and weight

We measured the energy consumption of our prototype bracelet. It consumes approximately
0.47W (3.7V x 127mA) when jamming, which is ten times less energy than that used by
the commercially available 74 jammer. Thus it can continuously jam for around four hours

on our 500mA battery. Furthermore, our device and battery weigh 135 grams.

2. https://github.com/Billwilliams1952/AD9833-Library-Arduino
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2.3.2 Key design elements

Our device was designed with three key elements that allow it to outperform state-of-the-art
microphone jammers.

1. Multi-directional jamming using a ring layout. Existing microphone jammers,
such as backdoor and i/, embed their ultrasonic transducers in a flat (1D or 2D) layout. As a
result, these jammers are effective only when the user points them to the target microphone.
This is disadvantageous as: (1) it requires the user to steer the device, making the jamming
action a primary task; and, (2) it is practically impossible to use against hidden microphones.
Instead, our prototype features all its ultrasonic transducers in a ring layout, effectively
enabling jamming in multiple directions on a plane. We will later demonstrate that our
design is superior by means of both simulations and experimental evaluations.

2. Reducing blind spots by leveraging naturally-occurring movements. A
significant benefit of proposing a microphone jammer as a wearable device is that we can
mitigate the traditional blind spot problem, which affects all transducer arrays, by leveraging
naturally-occurring movements. While a user is wearing our jammer, the device is, most of
the times, being moved as the user walks, gestures, points, types, etc. It is precisely these
movements that we leverage to reduce blind spots, because as the device moves in space the
signal emission map moves accordingly and creates new areas of increased signal strength
that blur out the blind spot areas.

3. Collocation with the user’s voice. The last design element that makes a wearable
design superior is its ubiquitousness. A wearable jammer is collocated with the user that it
protects, whereas stationary jammers need to be installed or moved around in every space
the user inhabits. Furthermore, the short distance between the jammer and the speaker’s
mouth prevents the use of beamforming microphone arrays to separate the signals of the

human speaker and the jammer [10], making the wearable jammer a stronger defense.
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2.4 Overview of experiments and study

In order to validate that wearable microphone jammers outperform existing approaches, we
conducted simulations and three experimental evaluations. Lastly, to understand how
participants perceive the effectiveness of our wearable jammer, we conducted a user study.
To aid the reader in understanding the different validations we performed, we present an
overview of our simulations, experiments and study:

1. Simulating jammer layouts. Prior to designing our jammer, we confirmed by
means of simulation that a wearable bracelet with a ring-layout reduces blind spots when
compared to stationary jammers with planar-layouts. To do so, we simulated the power
of an ultrasonic signal in space after it leaves the transducer. With our simulations we
found that (1) jammers with transducers in a planar layout jam mostly in one direction; (2)
on the contrary, positioning the transducers in a ring layout increases jamming in multiple
directions; and, (3) adding small (simulated) movement, which occurs naturally in a wearable
device, results in a blind spot reduction, similar to what can be achieved using more complex
control techniques with multi-frequency signals. This finding is critical because: (1) it allows
us to keep the device’s design and circuit simple (i.e., using a single signal source), which
reduces power consumption, making it compatible with a wearable form factor; (2) our
approach does not sacrifice jamming quality when compared to a more complex and hardware
heavy approach (i.e., using multiple signal sources). These findings informed how we created
our prototype, which we used in all subsequent experiments and user study.

2. Experiment#1: angular power distribution. We measured the angular power
distribution of our wearable jammer and both existing devices (a planar jammer with 9
transducers and the commercially available i4). We found that our device provides a wide-
spread angular coverage (M = —3.3dBA, SD = 1.6dBA), while the existing jammers are
highly directional (planar jammer: M = —19.2dBA, SD = 8.5dBA; ij: M = —17.0dBA,
SD = 6.8dBA).
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3. Experiment#2: jamming speech recognizers. We measured how effectively our
wearable device jams speech recognizers at different angles, when compared to a planar jam-
mer and 4. We found that our wearable device jams more effectively in multiple directions
with an increased word error rate (WER) when compared to the other jammers (our wear-
able: M = 96.59% WER, SD = 3.97%; planar jammer: M = 38.89% WER, SD = 21.72%;
i4: M = 57.55% WER, SD = 35.04%).

4. Experiment#3: jamming microphones covered by everyday materials. We
evaluated how our wearable jams microphones that are covered with everyday materials (i.e.,
hidden microphones inside boxes, behind clothes, etc.); this stems from a unique feature of
our device as it does not require pointing to the target microphone. We found that our
device jams microphones hidden under a variety of objects, such as ordinary cloths, foam-
based microphone windshields or paper sheets, with a word error rate above 97%.

5. User study. Lastly, we evaluated whether wearing our jamming bracelet impacted
participants’ perception of privacy. In our study, we asked groups of participants to engage in
life-like conversations while they wore the bracelet one at a time. We found that participants

felt our wearable protects their privacy (M=5.4 out of 7, SD=1.1).

2.5 Simulating jammer layouts

Prior to designing our jamming bracelet, we explored, via simulations, whether a wearable
would be beneficial. We were interested in answering three questions: (1) how directional
are jammers based on planar transducer layouts (e.g., i4)?; (2) how do blind spots affect a
jammer with its transducers in a ring layout?; and, (3) how do the blind spots behave with
respect to small movements of the jammer? All the following simulations were conducted
using Matlab. For researchers interesting in replicating our simulations we provide their

source codes.

3. http://sandlab.cs.uchicago.edu/jammer
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2.5.1 Simulation parameters

Generally speaking, our simulation computed the propagation of ultrasound from our sources
to all points around the device. To model the directivity of our transducers, we utilized the
piston model [142, 132] as a good approximation to the pattern supplied by the manufac-
turer’s datasheet?. Our transducers are designed to operate at a central frequency of 25kHz,
and our control technique sweeps the frequency of a sine wave randomly between 24kHz to
26kHz in steps of 1Hz, every 0.45ms. To simulate multiple signal sources, different random
seeds are used in the generation of random frequency sweeping of each source. To simulate
a planar jammer, we took the 3x3 array design by [170, 171], which features 9 transducers
in a 3 x 3 planar grid. For the ring-layout, the transducers were placed in a diameter of
11em. Our simulation runs on a 96kHz, i.e., larger than the Nyquist rate for 25kHz. Lastly,

our simulation does not account for reflections.

2.5.2  Stmulation algorithm

Our simulation algorithm is based of Morales et al. [142] and Marzo et al. [132]. Let S be
the transducers in a jammer, with each transducer s € S. Transducers are modeled as a
piston source of radius r = 8.2mm. Let T" be the time sampled in the simulation, with each
time step ¢ € T. P,y represents the transducers reference pressure; k is the wavenumber
(k = w/cp); d(p,ps) is the distance between the transducer and the point; € is the angle
between the transducer’s normal and the point; J; represents a Bessel function of the first
kind, and fs(t) represents the signal transmitted by s at time ¢.

Given our transducer’s model, the complex acoustic pressure P ¢(p) contributed by each

4. Ultrasonic transducer (NU25C16T-1), Jinci Technology.
http://www. jinci.cn/showgoods/736.html
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transducer s at a given position p and time ¢ is computed as:

P 2-Jy(k-r-sinb) d(p, ps)
P _ . f(t — —2222 2.1
S,t(p) d(p’ps) k L. SZTLQ 8( Co ) ( )

The total far field generated by all the transducers at time t can be computed as the
summation of the contribution of each individual transducer P¢(p) = > ,cq Pt s(p). And

the average far field generated over time can be computed as the root mean square of the

contribution of each time step P(p) = \/ﬁ > e Pi(p)?.

We simulated a total of 0.4s (roughly the average duration of a human spoken word [24])
with 13.573ms time gaps in between each sample, up to 1-meter radius around the jammer.
To simulate a moving jammer, we update the position and orientation of each transducer at
each sampled time step and simply repeat the aforementioned process. To simulate a small
movement, we rotated all transducers by 15 degrees in 400ms — this depicts a relatively small

microgesture of the wrist turning right.

2.5.3 Results

We performed four 3D simulations that suggested that a wearable jammer might outperform
existing, planar or stationary, jammers. These are all depicted in Figure 2.4. For the sake
of visual clarity, we plot only a 90° range of a 2D cross-section of the power distribution

centered around the jammers.

Simulating planar jammers

Figure 2.4(a) shows a simulation of a planar jammer; this is the design used in all known
microphone jammers. We observed a rather limited angle coverage around the jammer,
suggesting that planar jammers are mostly directional. From this insight, we decided to

explore non-planar layouts.
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Figure 2.4: Our simulations depict how different transducer layouts radiate around
the simulated device. We found that, when moving in space, a wearable jammer
outperforms stationary jammers.

Simulating ring-layouts

We simulated a ring-layout with 9 transducers. The result is depicted in Figure 2.4(b). We
observed that, when compared to planar layouts, it radiates in all directions, with stronger
components in the horizontal plane aligned with the transducers. However, we also observed
the appearance of the blind spots between transducer pairs (zones where their signals cancel
each other out). These well-known blind spots are a key disadvantage of any multi-transducer
jammer [126]; a microphone placed within a blind spot is unlikely to be jammed since the
jamming signal intensity is weak.

One way to mitigate blind spots is to utilize a large number of out-of-phase sources. For

instance, if one scales up to 9 independent signal generators it would limit phase collisions
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and thus reduce blind spots. We simulated this configuration and depicted it in Figure 2.4(c).
We observed a smooth radiation pattern around the center—ideal for jamming. However,
this approach drastically increases the number of components required to manufacture this
design, e.g., 9 signal generators and 9 amplifiers (one per transducer). This approach is
thus, highly impractical for a wearable implementation, both in its hardware footprint and

its power consumption.

Blurring blind spots via movement

Thus, the ideal wearable implementation would find a way to mitigate the blind spots using
only one signal source and one amplifier. Figure 2.4(d) demonstrates the power of making a
jammer into a wearable. A wearable will move in space alongside the user’s body. To simulate
movement, we turned the jammer by 15 degrees during the 400ms of the simulation—as
would occur when the user’s wrist would turn to the right slightly. The result, depicted
in Figure 2.4(d), is a smooth radiation map, containing almost no blind spots. We took
this as the blueprint for our wearable jammer implementation. In the following laboratory

experiments, we will empirically confirm these simulation results.

2.6 Experiment#1: angular power distribution

In this experiment, we measured the angular power distribution (i.e., the power emitted at
different angles) of our wearable device in comparison to our aforementioned planar 3x3

jammer and the commercially available 4.

2.6.1 Fxperimental setup

We utilized three jammers in this study: (1) The i/ (from Amazon.com, $799) consists of two

perpendicular rows of ultrasonic transducers, five transducers on the side and two on the top.
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From our spectral analysis, the i/ operates at the low end of ultrasonic frequency (20-24kHz),
which allows its signals to travel further with slightly less power drop but unfortunately
produces some disturbing audible sounds, likely due to signal leakage in its transducers
resulting from the 20kHz signals. This device weighs 380 grams and consumes 4.2W of power.
When measured directly at the transducers (with a sound pressure meter), its loudness is
around 92.4dBA. (2) The planar jammer is an array of nine ultrasonic transducers in a 3
x 3 configuration. We built this jammer following [170, 171]; this device uses precisely the
same transducers and amplifier as ours. The planar jammer used in this study operates
at 25kHz+1kHz (the same signal as our device) and is completely inaudible. Similarly
to [170, 171], this is not a stand-alone device and its power supply and circuitry are not
integrated. When measured directly at the transducers, its loudness is around 92.6dBA.
(3) Our wearable jammer was animated by a simple mechanical contraption. To move our
bracelet, we used a servo motor. We programmed the servo to move 15° in 400ms, which
is similar to slight wrist twist if the device was worn by a user. When measured directly at
the transducers, our device’s loudness is around 92.3dBA.

To measure the angular power distribution of all three devices, we placed the jammers
on a table, one at a time. We measured all angles from 0° to 180° around the jammers
at a distance of one meter, in steps of 5°. To obtain an accurate power measurement, we
utilized the HT-80A sound level meter, which includes a well-calibrated microphone. When
measuring our moving wearable, we took the average of the minimum and maximum power

measured at each angle.

2.6.2 Results

The angular power distribution measured for our wearable jammer, planar jammer and 4
are shown in Figure 2.5. We found that our device provides a wide-spread angular coverage

(M = —3.3dBA, SD = 1.6dBA), while the existing jammers are highly directional (planar
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jammer: M = —19.2dBA, SD = 8.5dBA; ij: M = —17.0dBA, SD = 6.8dBA).
Furthermore, in the case of a planar jammer or the i/, even within the angular sector
of [0°,40°], a subtle angle change of 2° leads to a 5-10dBA drop in their jamming power.
This uneven distribution is due to the aforementioned blind spot problem [126]. Instead,
the power of our wearable jammer has no dramatic drops across all angles, as the movement

helps to blur out the blind spots.
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Figure 2.5: Real-world measurements of the jammer’s angular coverage, in terms
of the signal power as the jammer-to-microphone angle « increases from 0° to 180°,
normalized by the maximum power of each jammer. The distance between the jammer
and the microphone is kept at 1m. Angular coverage of the wearable jammer under
movement. Jammer is 1m away from microphone.

2.7 Experiment#2: jamming speech recognizers

For an end-to-end evaluation of jamming effectiveness, we measured the ability of state-of-
the-art speech recognizers to extract text from recordings of microphones jammed with our

wearable or the baseline devices.
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2.7.1 FExperimental setup

We tested the jamming effectiveness of three jammers: our wearable device (animated by
the same apparatus as in the previous experiment) and two baseline devices (the planar
jammer and i4). We tested the jamming at multiple angles from 0° to 180°, in steps of 10°
and always 1 meter away from our jammer. This experiment used the built-in microphones
of a Nexus 6 and a Xiaomi Mi 6. For the sake of visual clarity, we depict only the most
conservative result, i.e., the device that best evaded our jamming-the Nexus 6.

To create a comparable experiment across multiple devices and angles, we cannot rely
on a human speaker. Even a trained public speaker that would not make any pronunciation
mistakes, would still introduce confounding variables in our measurements as their voice
would not be perfectly replicable across multiple trials, i.e., its loudness (dBAs), its direction,
its timbre, and so forth. Therefore, we utilized pre-recorded speech and played it back using
a speaker (JBL GO, frequency response from 180Hz-20kHz). Our speaker was calibrated so
as to play the pre-recorded human speech at a standard sound level of human conversation
(55-66dBA measured at 1m away according to [149]). Lastly, the recorded speeches used in
our experiment were ten 1-minute long sentences taken, at random, from the LibriSpeech
dataset [48], which is commonly used by speech recognition researchers.

For each trial, we played back the pre-recorded speech via the speaker and recorded it
with the smartphone’s microphone. Then, we fed these recordings into the IBM Speech to
Text [196]—a popular speech recognizer.

To compute the effectiveness of a jammer, we take the output of the recognizer and
compare it to the transcript of each sentence in the dataset (ground truth). This results in
the percentage of the words that were incorrectly transcribed by the text-to-speech; this is

denoted as Word Error Rate (WER) and is a common metric in speech processing.
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2.7.2 Results

Our results are depicted in Figure 2.6. We found that our wearable device jams more
effectively in all directions (M = 96.59% WER, SD = 3.97%) than the existing devices
(planar jammer: M = 38.89% WER, SD = 21.72%; i4: M = 57.55% WER, SD = 35.04%).
Since we did not measure much difference between the measurements obtained from the
two different smartphones, our results depict an average of both. Furthermore, note that
even without jamming, no text-to-speech system is perfect. In our experiment, we measured
that in the absence of jamming the IBM Speech to Text had a WER around 30% for the

smartphone.
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Figure 2.6: Word error rate (WER) of speech recognition for jamming with our wear-
able, planar jammer and 4. We found that the WER for planar and i/ dropped
drastically after 90°, while our wearable maintained a constant jamming effect >87%.

Moreover, we observed a similar pattern to the angular power distribution found in the
previous experiment. As depicted in Figure 2.6, both the planar jammer and 4 exhibit
WER drops at 30°and 60°, around their blind spots. On the contrary, our wearable jammer
maintained a high WER throughout the measured angles. Furthermore, we observed a

severe drop in WER, for planar jammer and i/, when the microphone was placed more
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than 90°away from the jammer (planar jammer: M = 26.30%, SD = 2.16%; i4: M =
26.14%, SD = 2.07%; our wearable: M = 97.92%, SD = 3.40%). First, this confirms that
existing jamming approaches are highly directional. Secondly, it confirms that our approach
is effective even when not pointing directly at the target device.

To exemplify the effectiveness of jamming with our wearable, we depict in Figure 2.7
three short sentences from our dataset. By contrasting the output of the text-to-speech
when fed the jammed recording vs. when fed the clean recording, we observed that most
words became unrecognizable. Yet, some words slipped through and were recognized, such

as “space”.

jammer off jammer on
“now to bed boy” “it”
“it is late and | go myself within a short space” “space”

“most of all robin thought of his father what
would he council”

Figure 2.7: Examples of recognized sentences in clean speech case with perfect recog-
nition and jamming case with our wearable jammer (WER 98.6%). Blank indicates
nothing was recognized.

2.8 Experiment#3: jamming microphones covered by everyday
materials

As we observed in our last experiment, our wearable jammer has a wide angular coverage.

Thus, it affords jamming even without the user needing to point to the target microphone.

This feature allows it to also jam hidden microphones that the user might not be aware of.

In this experiment, we evaluated whether this type of ultrasonic jamming is effective when
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the microphone is covered with a variety of materials, as it would be typical of a hidden

microphone (e.g., in industrial espionage [45, 95]).

2.8.1 FExperimental setup

We repeated our previous experiment (same apparatus), except we this time covered the mi-
crophones with different materials. In particular: a plastic bag (0.2mm thick Polyethylene),
a plastic box (Imm thick Polypropylene), a paper sheet (from a 20lb set), a paper tissue
(3-ply tissue), a cardboard box (3mm thick), a cloth (i.e., a cotton T-shirt), and two wind-
shields (one fur and one foam) typically used in professional audio recordings. Additionally,

we also recorded a baseline with no blockage applied.

2.8.2 Results

The results of the average WER are depicted in Figure 2.8. We found that the paper tissue,
paper sheet, foam windshield and cloth had little impact on jamming performance, resulting
in an WER of 99%; in other words, our jammer was able to jam microphones hidden by
these materials and only 1% of the words were correctly transcribed by the text-to-speech
recognizer. Conversely, in the absence of our jammer, the text-to-speech recognizer recovered
more than 60% of the words.

On the other hand, if the microphone was covered by a plastic box or cardboard box, we
observed that the jamming performance dropped considerably to WER 41.01% and 46.76%,
respectively; in other words, our device did not jam through the plastic box nor the cardboard
box. In these two conditions, we also observed an increase of the WER even in the absence
of jamming up to 38.13% and 40.29% respectively. To sum it up, materials such as paper,
cloth and foam have little impact on jamming performance, while thicker or more complex
blockage materials (e.g., plastic box, fur windshield, etc) decrease the jamming performance.

This result is not a limitation of our wearable design but a limitation of acoustic jamming in
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Figure 2.8: Speech recognition results when the microphone is covered up with various
objects.

general, since ultrasonic waves are reflected /absorbed differently from those at the audible
spectrum for a given material. Therefore, practitioners and consumers should be aware of
such limitations, and a more in-depth investigation of materials accordingly to their resonant

properties and acoustic impedance is required.

2.9 User study

In our earlier experiments, we focused on controlled laboratory experiments that validated
the jamming effectiveness of our wearable jammer. In our final study we, instead, aim to
understand whether wearing our jamming bracelet impacts one’s feeling of privacy. This

study was reviewed and approved by our ethics committee (IRB19-0927).

2.9.1 Study design

Participants engaged in group conversations that lasted four minutes. Neither the topic nor
the volume of the conversations was controlled. We asked participants to speak one at a time
(otherwise the speech recognizer cannot make sense of it) and to not disclose any personal or

sensitive information. During the group conversation, participants wore our privacy bracelet
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one at a time. They were asked to exchange the bracelet every minute, so that all could
try it for an equal period. We recorded the conversation using four different commodity
smartphones handed to each of the participants at the start of the study. We used the
audio from all smartphones’ recording for speech recognition. After the conversation was
conducted, participants were presented with a transcript of the speech recognition (for the
smartphone that they had during the study). After reading the transcript, they were asked
to rate how much they felt that the bracelet had protected their privacy on a Likert scale (1-
7). Lastly, note that the baseline of this study is implicit, as participants have a recollection
of what they discussed in the group conversation and can judge how much the effect of the
jammer influenced their perception of privacy. This study design does not allow us to repeat
a non-staged conversation without the jammer nor were we interested in measuring actual

word error rate (as we did that already in our previous controlled experiments).

2.9.2  Participants

To ensure that the English language level of each participant did not negatively reduce the
fidelity of the speech recognizer, the candidates for this study were asked to read aloud
sample sentences. Candidates who got over 70% accuracy were invited to participate in the
study. As a result, we selected 12 participants (aged 18-26 years old; four self-identified as
females and eight as males) from our local institution for this study. Ten of the participants
had used some measure of privacy protection before, such as a laptop webcam cover, browser
anti-tracking extensions, incognito mode, or VPN service. None of these participants had

previously used a microphone jammer.

2.9.3 Apparatus

We used our jamming bracelet. We utilized four smartphones to record the conversation

(models: Samsung S9+, Samsung S7, plus the aforementioned Nexus 6, and Xiaomi Mi 6).
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Lastly, we again used IBM’s speech recognizer.

2.9.4 Results

Participants rated the feeling of privacy induced by the bracelet as M = 5.4 (SD = 1.1).
This result, coupled with their positive comments, which we discuss below, suggested that
the bracelet provided a sense of protection for the recorded conversation. While the wearable
jammer did not jam the microphones completely in all recordings, the overwhelming majority
of the transcripts of the four-minute conversations had only a dozen of mostly erroneous
words.

When asked about their experience with the wearable jammer, most participants stated
that they felt the bracelet was ”definitely blocking out most words”. Participants also noted
that in certain cases specific words still made it through, such as the word facebook (P3).
Three participants commented that the bracelet is bulky but not uncomfortable (P7, P8,
P12). Two also added that while at the start, the bracelet was noticeable, once they focused
on conversation, they ”forgot about it” (P4) or "stopped feeling odd about wearing it” (P2).

Two participants (P10 and P8) added that they felt more protected either when wearing
the bracelet or by simply seeing others wear it. To this, P8 added that at the current size the
device would not be discreet enough to jam without others being unaware that you are doing
so. Some participants (P5, P2, P1) noted that they would have liked to better understand
the range of the bracelet’s efficiency.

Lastly, all twelve of the participants stated that they will use the bracelet again in the
future. When asked specifically about the kinds of situations they would use it for, they
noted, for instance: discussing private matters with their doctors (P1), discussing banking
information (P6, P7, P10), talking to their employers (P9), or to strangers that joined a

private conversation (P4).

30



2.10 Discussion

Our experiments and user study provided insights into the advantages of a wearable micro-
phone jammer. We found in our experiments that a wearable jammer in a ring layout is
likely to outperform stationary jammers or jammers with planar layouts. Furthermore, we
found that our jammer actually provided participants from our user study with a sense of
increased privacy against eavesdropping microphones. Yet, there are a range of questions

and limitations that we believe are relevant to address to move the field forward.

2.10.1 Limitations of our experiments

While we designed our studies to be as insightful and exhaustive as possible, it is simply
not possible to test out the jammer against an infinite amount of existing microphone-based
devices. Therefore, one must take into account that while our jammer was extremely effective
against the microphones we used, these word rate errors cannot be easily generalized to other
devices. Furthermore, our transducers are placed around the user’s arm in a circular layout,
which decreases its vertical coverage. In a preliminary experiment (using the apparatus of
our experiment#2) we found that our device provides a vertical jamming of over 97% (WER)
up to 75°% however, the jamming drops at 90° (precisely on top of the bracelet) to 75.54%
(WER).

2.10.2 Non-linearities of microphone hardware

One speculative question is whether the non-linearity of today’s microphone hardware is just
a transient artifact of today’s devices. We believe non-linearity is likely permanent for the
foreseeable future, because the MEMS microphones used for smartphones and voice-based

smart devices are designed for low-cost and small form-factors [110, 178, 28].
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2.10.3 Counter-attacks to our wearable jamming

It is possible that attackers might craft exploits to circumvent our wearable jammer. That
being said, the most likely attack would be noise canceling techniques intended to cancel
out the jamming signals. To provide some validation against this attack, we de-noised
the microphone recordings of our jammed signal over our speech library (same as in our
Experiment#2) using two methods: (1) the deep neural network (DNN) denoising method
from Rethage et al. [169], and (2) the widely used Wiener filter [162]. We observed no
improvement in the denoised speech (WER 99.64% for the DNN-based method, and 100%
for the Wiener filter), when compared to the original jammed speech audio (WER 99.64%).
We believe that these current de-noising techniques will be of limited effect because of two key
factors of our design: (1) we use randomly changing signals, which are hard to predict and
cancel out; and, (2) the motion of the user’s gestures and movements is also hard to predict,
making it also extremely hard to cancel out these moving signal sources. Furthermore, to
make it even harder to perform noise canceling of the jamming signals, one could even design

signals that exhibit cadence patterns similar to human voice.

2.10.4 Safety

Our proposed system uses ultrasonic frequencies in the 25kHz range, while the upper limit
frequency that the human ear can hear is around 15k-20kHz. The U.S. Occupational Safety
and Health Administration (OSHA) warns that audible subharmonics can be harmful at
intense sound pressures of 105 decibels or above [173]. Therefore, we ensured our jammer
did not surpass this threshold. We measured the sound pressure of our bracelet directly at
the transducer and found that its maximum sound pressure is below 92dB, well within the

aforementioned safety limits.
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2.10.5 Unintentional and selective jamming

As with any of the current ultrasonic jamming techniques (not only wearable jamming), it is
possible that a jammer could accidentally jam legitimate microphones if these happen to be
well inside the jamming range, including one’s own smartphone, hearing aids or emergency
response devices. More work is necessary to understand the impact of ultrasonic signals on
these devices and to design workarounds.

Similarly, a user cannot selectively jam devices using ultrasound jamming: e.g., a user
cannot choose to avoid jamming their own smartphone while still jamming another device.
On this limitation, our approach does provide more control than existing stationary jammers.
Stationary jammers, once activated will jam their entire range, requiring the user to walk
all the way to the jammer to disable it. In our case, users can control the jammer’s behavior
by simply touching the bracelet. Moreover, moving forward, one would expect that adding

intensity control to the wearable jammer might allow users to tune the jamming range.

2.10.6  Future form factors

While we found that our device outperformed existing jammer approaches, it is still larger
than a typical bracelet. We believe our prototype offers a great blueprint towards a low-
cost and ubiquitous microphone jammer. We expect this to inspire other wearable jammer

designs, such as necklaces, earrings or even clothing.

2.11 Conclusions

We proposed, engineered and validated a wearable microphone jammer that is capable of
disabling any microphones in the user’s surroundings, including hidden microphones. Our
wearable jammer takes the shape of a bracelet worn on the user’s wrist and jams ubiquitously.

Our device is based on a recent exploit that leverages the fact that when exposed to
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ultrasonic noise, commodity microphones will leak the noise into the audible range. However,
previous ultrasound jammers that also exploited this principle, required users to point the
jammer to the target microphone. This was necessary as these devices were built based
on planar transducer layouts and were, therefore, highly directional. Unfortunately, this is
impractical because it requires users to constantly worry and operate the jammer by pointing
it to the surrounding microphones. Furthermore, this is sometimes impossible as users might
desire to protect themselves from hidden eavesdropping microphones.

Instead, we found that our device outperforms these state-of-the-art jammers: (1) our
wearable jams in multiple directions since its transducers are arranged in a ring layout;
and, (2) our wearable jammer leverages natural hand gestures that occur while speaking
to blur out blind spots, which are the main disadvantage of any jammer based on multiple
transducers. We validated these advantages by means of simulation and three laboratory
experiments.

Lastly, we conducted a user study with 12 participants that revealed that in a life-
like situation participants felt that our wearable protected their voice privacy. We believe
our wearable provides privacy in a world in which more and more devices are constantly

eavesdropping on our conversations.
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CHAPTER 3
TYPING PRIVACY THREATS AGAINST WEARABLE
KEYBOARDS

Like our speech, our typing (on a keyboard) is also a key modality for generating private
content such as emails, documents, patents, etc. Existing works have demonstrated the
impact of keystroke inference attacks, where attackers use sensor observations (e.g., video,
sound) to infer our typed content. In this chapter, we describe our effort on understanding

privacy implications of wearable keyboards.

3.1 Introduction

Jane walks into an airport lounge. With her flight boarding in an hour, she has just enough
time to get online to write a few emails and pay some bills. Jane has heard stories about
privacy risks of working in public places, e.q. people reading over shoulders and even stealing
passwords with recording devices. So she finds an empty table in a corner, and before sitting
down, checks the nearby area (e.g. ceiling, under the table) for sensing devices. Satisfied,
she puts on her VR headsets, and starts working in Horizon Workrooms. As Jane notices
some passengers walk by and a few others sitting with their own mobile devices, she wonders:
“Is it safe for me to write sensitive content/emails or type passwords? Have I taken enough
precautions to protect myself?”

In the age of machine learning and remote work, Jane’s concerns are actually quite real-
istic (and common). Machine learning tools have grown increasingly proficient at extracting
keyboard keystrokes from a variety of side channels and sensory data. Meanwhile, accommo-
dations for remote work have untethered employees from their offices, and work is often done
on the road or in public settings, e.g. airports, cafes, trains and airplanes, with different

typing interfaces, e.g. phones, tablets, laptops and lately wearable keyboards [138, 187]. For
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millions of affected workers, a simple question remains: “Are reasonable precautions enough
to protect them and their data from invasive keystroke inference attacks in real-world set-
tings?”

Despite extensive prior work on keystroke inference attacks, the answer to this question
remains unclear. This is due in part to the reliance of existing attacks on novel yet restric-
tive scenarios where the attacker has access to specific types of sensor data or side-channel
information. But under new wearable typing interfaces, those attack assumptions can be
easily broken.

We consider existing keyboard inference attacks in two broad categories: vision-based at-
tacks, and non-vision attacks (e.g. everything else). The latter group does not rely on vision
techniques, but instead distinguishes keystrokes using data (e.g. audio, vibration) gained by
placing sensors close to Jane. For example, audio-based attacks place a microphone next to
Jane to capture key-specific sounds generated from typing on a mechanical keyboard [231].
RF-based attacks [111, 221] place WiFi devices close to Jane (e.g., 30cm) to capture subtle
signal variations caused by her one-finger key entries. Other work explores the use of elec-
tromagnetic (EM) or LTE measurements to infer one-finger key entries. To succeed, they
require either placing an EM sniffer right under Jane’s table [93], or zero movement anywhere
within 20 meters of Jane [115].

The other category of attacks are vision-based, and generally rely on strong assumptions
on specific viewing angles, or other extra information such as precise keyboard layouts and
reflective keyboard surfaces. Some attacks rely on direct (or birds-eye) views of Jane's
keyboard and fingers, by either placing a camera above Jane [21] or by capturing a view of
the screen reflected by her eyeballs [164, 213]. To help train inference models, a recent work
produces synthetic data by overlaying a thumb image on mobile keyboards [113]. In contrast,
other attacks operate on “normal” frontal views, but require extra visual cues to locate Jane’s

pressing fingertip. Not only must attackers know the exact keyboard location/size/layout,
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Victim typing on an
invisible keyboard

‘ Camera hiden
inside a building

Attacker pretends [B
watching a video

Figure 3.1: Sample attack scenarios: (a) an indoor lounge scenario where the attacker
watches a video while recording the victim typing; (b) the victim can type on an
“invisible” keyboard and types directly on the table; (c) a long-range outdoor scenario
where the attacker hides a smartphone with a budget macro lens (<$60) inside a
building (behind a window) to record the victim in the courtyard (=12m away) typing.

they also need added info such as reflections around the pressing fingertip, created by a
reflective typing surface [219], or the ground truth location of a key in both the video and
the typed content, i.e., the “Enter” key on a PIN pad [179].

We note that wearable keyboards can disable most of these vision-based attacks, as when
using wearable keyboards such as TapType [187] and Meta Quest 2 [137], the keyboard and its
layout /size /position are known only to the user but remain hidden to any physical observers.
By taking additional precautions, a privacy-aware user can also effectively disable most, if
not all of these attacks. For example, Jane can avoid RF/EM attacks by looking around her
work area for sensing devices, while the complex motion of her touch typing (using 10 fingers)
is much harder to distinguish via RF/EM signals compared to 1-finger typing targeted by
prior attacks. She can protect herself against existing vision-based attacks by checking for
overhead cameras, and her eyes are naturally protected just by looking down at her device.
Finally, audio based attacks are ineffective on today’s touchscreen keyboards.

A vision-based wearable keyboard typing inference attack. In this work, we
want to understand if today’s wearable keyboard users can already resist keystroke infer-
ence attacks, after taking simple precautions such as those mentioned above. We ask if it

is possible to recover text typing, by simply pointing a RGB camera at a wearable key-

37



board user’s hands from a distance. Without external information from side-channels, can
attackers invade Jane’s privacy in realistic settings such as airports, coffee shops, or outdoor
courtyards?

In this threat model, the attacker has no information about Jane, except that she types
in English. The attacker has no knowledge of Jane’s keyboard location, size, or layout, no
videos of Jane typing known text, no knowledge or use of any visual cues, no access to or
control of any sensor, device, and side-channel beyond a single RGB camera observing Jane
at a distance. This threat model is designed to realistically capture what an attacker can
do on a first encounter with a wearable keyboard user. Figure 3.1 illustrates several sample
scenarios covered by our threat model.

Keyboard inference in this threat model is extremely challenging for several reasons.
First, human typing is a complex process that is user-specific, highly variable, and heavily de-
pendent on content and keyboard structure/layout [22, 53, 35]. Thus it is impractical to train
a keystroke classifier that generalizes to different targets, devices and environments. Second,
observations in a realistic attack are short, e.g., 15-minutes captures ~3000 keystrokes, 2 or-
ders of magnitude less than required for general self-supervised vision tools [57, 14]. Finally,
hand tracking tools try to identify key-press events in videos, but suffer from large tracking
errors due to artifacts in RGB video like depth ambiguity, finger occlusion (e.g., in frontal
views, some fingers can be blocked by the fingers in front of them just enough that hand

tracking cannot properly track them) and motion jitter.

A self-supervised approach to keystroke inference. In this work, we propose a
new approach to keystroke inference with no additional input other than video captured
from a distance via commodity phone cameras. The key insight is to use a two-layer self-
supervised system, where noisy results of hand tracking on the target video are used to run
keystroke detection/clustering, followed by a language-based Hidden Markov Model (HMM)

to recognize keystrokes. These initial labels are filtered using multiple consistency checks
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to produce high confidence labels on video frames, which are then used to train two 3D-
CNN models that detect and recognize keystrokes from the video. This two-layer process is
illustrated by Figure 3.2.

We evaluate this attack using IRB-approved user studies. Given the ongoing development
of wearable keyboard typing at this moment (e.g., noticeable lag, low accuracy, and requiring
specific typing style [195]; tapping-based keyboards have slow typing speed, low accuracy
and /or significant training requirements), it is impractical to use wearable keyboards in user
studies. Instead, we conduct our user studies using customized iPad keyboards to emulate the
ultimate wearable keyboard typing experience. These customized iPad keyboards also allows
us to emulate advanced wearable keyboards where users can use different keyboard layouts
and even type on a physically invisible keyboard. We evaluate the proposed attack under
a variety of conditions, varying the target (user/typing behavior, content typed, physical
environment) and attacker behaviors (hand tracking tool, attack distance). The attack is
highly effective in nearly all settings, and performs well across our user study participants,
despite significantly different typing styles and abilities.

Ethics. Our goal is to bring attention to privacy risks from video-based keystroke inference
attack in public settings. Beyond careful user study design to minimize participant harm,
we believe our study can increase awareness to protect users, and lead to further adoption

of simple and effective mitigation awareness, e.g. portable barriers to prevent line-of-sight.

3.2 Background and related work

We begin by discussing human typing, wearable keyboards, existing keystroke inference
attacks and vision based hand tracking.

First, typing is a cognitively complex process that relies on many human factors: lan-
guage/memory faculties, attention states, and typing muscle memory [1]. Human typing

behaviors are complex, user-specific, time-varying, and heavily content-dependent, the key-
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Figure 3.2: Our self-supervised approach to keystroke inference. We first run un-
supervised inference on fingertip data extracted from each video frame, from which
we identify keystrokes with high confidence labels (this process is marked by thin ar-
rows). We use these as training data and build DNN models that detect and recognize
keystrokes directly from the video (thick arrow).

board/input device, and other environmental factors [22, 32, 53, 35, 67]. Different typing
styles and motions are a main reason why there are no known models that reliably extract
multi-finger keystrokes from human hand/finger behaviors.

Second, wearable keyboards have been by widely explored by researchers, and more re-
cently, they are emerging as commercial products. These wearable keyboards have several
advantages/purposes: (1) moving the input away from size-constrained touchscreens, pro-
viding users with full-size keyboard typing-like experience; (2) saving touchscreen space; (3)
providing passive haptic feedback by allowing users to type on everyday objects (e.g., a ta-
ble); (4) supporting input over a prolonged period without fatigue; (5) provide a productive

way to type in VR/AR/MR. These wearables record keystrokes as sensor data, followed by
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a decoding phase to translate these data into typed keys. Different forms of sensor data
have been used: acceleration/inertial-based [187, 193, 99, 71]; vision-based [139, 137, 59, 66];
inductive telemetry-based [191]; and infrared-based [69]. Most of these wearable keyboards
leverage users’ existing typing muscle memory, and/or display keyboards only to the user
wearing the headset. As a result, a wearable keyboard’s layout /size/position is only known

to the user and is hidden to physical observers.

3.2.1 FExisting keystroke inference attacks

There are numerous keystroke inference attacks in existing literature. Given our focus on
general keystroke inference, we do not consider special subcases such as “invasive” attacks
where the attacker has internal control over the user’s device, and actively controls its sensors.

We broadly categorize existing attacks into two categories: non-vision attacks and vision-

based attacks.

Non-vision attacks.  The attacker collects data about the target user (i.e., Jane)’s typing
by placing sensors near them. Sensors might include audio microphones or side-channels such
as vibration, electromagnetic (EM) and RF.

Audio. Acoustic-based attacks place a microphone next to the target’s keyboard to
capture key-specific sounds generated by a mechanical keyboard [231], and its attack range
can be extended to 15m using a bulky parabolic microphone [16]. These attacks work on
multi-finger typing, but depend heavily on keyboard sound quality. They are generally
ineffective when there is loud environmental noise or when the keyboard produces little
sound.

Vibration. Key press events generate subtle vibrations. An accelerometer within 5cm of
a keyboard can pick up vibrations induced by typing [130]. The physical proximity required
by this attack makes it easy to detect in practice.

EM. Recent work identified that typing on a touchscreen generates EM signals (via
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coupling), which vary with keys [93]. This attack only supports 1-finger inputs on a PIN
pad, and requires an EM sniffer placed right under Jane’s table. The attacker must know
the PIN pad layout and position.

RF. By placing WiFi devices close to the target (e.g., 20cm [221]), an attacker could
capture the subtle WiFi signal variation caused by 1-finger key entries. One attack [111]
achieves 1.5m attack distance but requires the target to connect to an AP that the attacker
controls. Furthermore, these attacks all require the exact PIN pad layout/position and user-
specific training data [221, 38, 111]. Another study [6] targets multi-finger typing, but again
requires placing WiFi devices close to Jane (30cm) and user-specific supervised training.

Cellular LTE signals can also be leveraged to infer 1-finger typing. A software defined
radio within 15m of the target PIN pad can capture the LTE signal (sent by a LTE base
station within 150m) reflected by Jane [115]. This attack fails if there is any moderate
movement anywhere within 20 meters of Jane. Again, this attack requires knowledge of the

keyboard layout and user-specific training.

Vision-based attacks. Vision-based attacks also often target 1-finger typing. We divide

¢

them into two groups based on the angle or “view” of the attacker.

Birds-eye view. Many attacks require a direct (bird’s eye) view of the target’s keyboard
and fingers, as if the attacker is viewing through the target’s eyes. This is done by either
placing a camera above (or just behind) the target, depending on how the target places or
holds the keyboard [21, 113], or by capturing the screen reflected by their eyeballs' [164, 213].

Frontal view. Other attacks can use indirect (“frontal”) views, but require extra
visual cues to locate fingertip keypresses. Aside from knowing the exact keyboard loca-
tion/size/layout, the attacker must know the lighting/reflection patterns around the finger-

tip (by relying on a reflective typing surface [219, 220]), or the precise location of a specific

(frequently used) key in both record video and the typed content, i.e., the “Entry” key on

1. The target holds a phone vertically while thumb typing. Thus their eyeballs or sunglasses reflect the
phone’s screen and the typing finger.
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a PIN pad [179]. Finally, it is possible to record the target’s upper body movement when
typing, e.g. during a video chat, and use them to infer keystrokes [172]. Again, the attacker

must know the exact keyboard layout.

Summary. Existing work has demonstrated the feasibility of keystroke inference attacks
under novel but often restrictive scenarios where the attacker has access to specific types of
sensor data and/or keyboard information. In this work, we consider a general (and more
realistic) attack scenario, where the attacker uses only a frontal view of Jane’s typing hands

and nothing else (see the threat model in §3.3).

3.2.2  Vision-based hand tracking

Given our goal of general keystroke inference without side-channel data, we have to incor-
porate current vision tools for hand tracking. 3D hand tracking (or handpose estimation) is
a long-standing problem in computer vision, and today’s tools provide good but still noisy
results, We describe current tools here, and later discuss how our system design overcomes
errors generated by tools such as MediaPipe.

There are two types of hand tracking tools available today. Depth-based hand track-
ing [37] requires a high-precision depth sensor, which are either bulky (e.g., Microsoft Ki-
netic) or limited to short distance (e.g., iPhone’s depth sensor works within a range of 50cm).
In contrast, RGB-based hand tracking supports longer range, but is much more challenging
due to occlusion, depth ambiguity, significant variation in camera viewpoint and appearance
condition [144]. Today’s SOTA models provide cm-level accuracy on known poses, e.g., lem
mean error for a small set of gestures [107, 215] and 5¢cm mean error on others [144]. To our
knowledge, there is no specialized hand tracking tool for keystroke detection. Prior work on
keystrokes [67] tracks fingers by placing 52 reflective markers on hands and using 8 infrared

cameras recording at 240fps, far from our realistic attack scenarios.
Mediapipe. Several general-purpose hand tracking tools can extract arbitrary handposes
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from RGB videos at 30-60fps, and the most well-known is Mediapipe [223] (Google 2020).
It extracts handposes as 2.5D coordinates of 21 joints per hand (horizontal, vertical, depth
relative to the wrist). The public release includes only binary code, without the DNN model
or its training data. Our work uses Mediapipe to extract handposes from recorded typing

videos.

3.3 Threat model

In pursuit of a realistic attack in common everyday settings, we consider users who might be
vulnerable while working in public places like cafes, airport lounges, or outdoors in courtyards
or on park benches. We consider an attacker who records them typing (with a frontal-view
video of their hands) from a distance using a single RGB camera (a commodity camera
phone), then processes the video to reconstruct the typed content. Thus we make two

simple assumptions:

e The attacker knows the language used by the target (English in this work)

e The attacker has a frontal view of the target’s hands

Our work differs significantly from prior work in that we do not rely on side-channel data

or other assumptions. These are assumptions that we do not make:

e The attacker has no knowledge of the target’s keyboard layout (keyboard could be
customized via third party apps like Gboard [11]), and may not have a clear view of the
keyboard (e.g., typing on an iPad with a screen protector or a projection-based virtual
keyboard)

e The attacker has no labeled data or prior observations of the target. This follows our
assumption that the attack is opportunistic and has no prior planning.

e The attacker cannot install, access and manipulate any sensor, device and channel be-

yond the single RGB camera they are holding at a distance from the target.
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Figure 3.3: Touchpoints of keystrokes recorded by a touchscreen keyboard, where
each circle is a touch point. The separation between neighboring keys’s touchpoints
is barely lcm in average.

3.4 Design alternatives and system overview

In this section, we consider the challenges of a general keystroke inference attack, weigh two
potential solutions, and describe their shortcomings. We then present a new self-supervised
approach which when given a video, extracts specific frames and labeled keystrokes, and uses
them to train customized DNN models that accurately detect and recognize keystrokes for

that video.

3.4.1 Potential solutions and their limitations

In exploring the feasibility of a general keystroke attack, we considered a number of possible
approaches, all of which produced less than effecitve results. We found two challenges to
be the most difficult to overcome. First, users consistently hit edges of keys as they typed,
meaning that for most users, the separation between positions of their fingers hitting two
neighboring keys, is quite small. Figure 3.3 confirms this, using actual recorded positions of
how two different users typed on their iPad keyboards. Second, we found that a reasonable
length video (e.g. 10mins), provided roughly 3000 keystrokes for moderate speed typists,
which is insufficient data for existing self-supervised tools to train a classifier for 27 keys (26
letters and space bar).

Here we consider in detail two potential attack designs: (1) training a supervised DNN
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keystroke inference model on one set of users, and relying on model transferability to suc-
cessfully apply that model to videos of other target users; (2) using unsupervised inference
based on handpose data extracted from the video (using hand tracking tools), which is easier
to model and interpret compared to a DNN. As we discuss below, we find that both faced

significant limitations under our attack scenario.

Transferability-based attacks. An intuitive approach to general keystroke inference
is to perform supervised training of a DNN keystroke inference model using labeled data
collected from a set of users, then apply it to other target users. This leverages the concept
of model transferability, the idea that models trained for one instance of a task can perform
reasonably well on other instances of that or similar tasks.

In practice, we find that supervised inference models trained on one set of users fail to
generalize when applied to video of other users. The implication is that the mapping from
movements to keystrokes is user-specific enough to prevent transferability across users.

To confirm this, we recorded videos of 16 users typing on the exact same keyboard
with the same camera angles. We applied transfer learning (using a well-known gesture
recognition DNN model) to train keystroke recognition models, and performed leave-one-out
cross validation. In each experiment we used labeled data from 15 users to train and tested
the model on the 1 left-out user. While the trained models can correctly decode 99+% of
keystrokes from any trained user, the transferability to the new user is very low — the mean
character error rate is 48% and the word error rate is 98% across all the experiments. Note
that this is already under near-optimal conditions where everyone uses the exact same
keyboard.

Unsupervised inference using fingertip data. = Without labeled training data of the
target, one practical alternative is to run unsupervised inference directly on a processed
version of the visual data. Since keystrokes directly result from fingertips touching the key-

board, the attacker can apply a hand tracking tool on the video to extract, for each frame,
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the fingertip locations of the ten fingers, and use this data to detect and also distinguish be-
tween different keystrokes. Such analysis can then be combined with language-based models
like HMM to infer the key of each detected keystroke. This is similar to the methodology
used by prior audio-based keystroke inference attacks [231].

While attractive, this solution relies heavily on the accuracy of the fingertip data ex-
tracted from the RGB video. Since neighboring key presses are separated on average by
less than 1em (see Figure 3.3), the finger tracking precision needs to be at the level of mil-
limeters. This is unfortunately infeasible with today’s hand tracking tools. The resulting
errors in the fingertip data propagate into the inference pipeline, and significantly degrade
inference accuracy. Later in §3.5.5 we present a detailed study to illustrate its impact using

different hand tracking tools.

3.4.2 Key insights

Curating labeled training data for a target video from its own fingertip infer-
ence result.  When we observed that unsupervised inference on fingertip data is highly
susceptible to hand tracking errors, we noted that its inference result is quite skewed: some
keystrokes are accurately predicted while others are erroneous and cannot be corrected us-
ing post-analysis tools. If we can identify these accurately predicted keystrokes, we can use
them as labeled training data to train DNN models that accurately detect and recognize
keystrokes on the same video. Since the DNN models operate on raw video frames, they

are no longer affected by errors introduced by hand tracking tools.

Identifying high confidence labels using consistency checks. We propose to
identify correctly predicted keystrokes by checking the consistency between a keystroke’s
inference result (produced by a language model) and its spatial position on the keyboard
estimated from its fingertip data. For all keystrokes assigned for the same key, the points

where they touch the keyboard should form a tight cluster.
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3.4.83 Attack design: overview

Following the above insights, we propose a new attack methodology, which applies two layers
of data analysis on an attack video to curate labeled training data and then train DNN
models that detect and recognize the keystrokes from the same video (see Figure 3.2). These
high-performance DNN models take as inputs a sequence of raw video frames (rather than
their hand tracking results) and output a sequence of characters as the recovered content.
Overall, the attack includes the following two steps, one per layer. We discuss each in

detail in the subsequent sections.

Step 1: Unsupervised inference on handpose data (§3.5). Given a video on
the target, we first apply a hand track tool (Mediapipe in our current implementation) to
extract handpose data from each video frame. We then apply a unsupervised inference
pipeline on this sequence of (noisy) handpose data to detect and cluster keystrokes, followed
by a HMM-based language model to infer the character of each detected keystroke. This

creates an initial label for each keystroke frame of the video.

Step 2: Self-supervised DNN inference on video data (§3.6).  Given the initial
noisy label of the detected keystrokes, we apply consistency checks to identify keystrokes
with high confidence labels, and use them to curate labeled training data to train a DNN-
based detector of keystrokes and a DNN-based classifer to recognize the detected keystrokes
(i.e., mapping each to a key). We apply multiple noise-aware training methods to address

any residue errors in the curated training data.

3.5 Unsupervised inference on handpose data

We start from the initial step of unsupervised inference on handpose data. This is done
using a sequential pipeline: first detecting keystrokes (i.e, when a key is pressed), clustering

keystrokes by their touchpoints, and applying a language-based analysis to estimate the
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Figure 3.4: An example of Mediapipe hand tracking output.

typed content. While the methodology is similar to that of audio-based attacks [231], our
contribution is realizing it in the context of general vision-based attacks. In the following, we
describe the handpose data used by our pipeline, the three inference components, followed

by a study on the impact of hand tracking noise.

3.5.1 Handpose data

Our pipeline operates on the fingertip coordinates per video frame, identified by the hand
tracking tool. This configuration is carefully chosen to address finger occlusion and depth

ambiguity of the keystroke video.

2D fingertip data. We focus on fingertips rather than all 21 joints provided by Me-
diapipe [201], because a keystroke is produced by a fingertip pressing down on the surface.
Figure 3.4 shows an example of Mediapipe’s hand tracking on video frame. Inference us-
ing fingertip data incurs less complexity but also less tracking errors. Furthermore, while
Mediapipe provides a 2.5D2 coordinate per fingertip (i.e., the pixel coordinate z,y and a
relative depth to the wrist), we find that the relative depth carries little information but

much unwanted noise as the wrist moves naturally during typing. As such, we only use the

2. To the best of our knowledge, there is no tool providing 3D tracking of keystroking fingers in a frontal-
view RGB video.
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2D fingertip coordinates per video frame.

Non-thumb data only. In frontal views, it is difficult to capture all 10 fingers due
to finger-on-finger occlusion, especially when typing with multiple fingers per hand. When
using Mediapipe in real-world attacks, we find that the target’s thumbs are often blocked
by other fingers just enough to prevent Mediapipe from tracking them properly (e.g., the
detected thumbs flutter frequently). Thus we choose to operate on the 8 non-thumb fingertip
data. Our design can still detect and recognize thumb-based keystrokes using non-thumb

data, by leveraging natural correlation in finger motions.

Preprocessing. After extracting fingertip data from each video frame, we perform
smoothing to remove potential noise. Here each fingertip has a sequence of pixel coordinate
(x,y), one per video frame. We apply a standard low-pass butterworth filter with a cut-off
frequency to smooth each individual fingertip’s sequence. Since the common typing speed is

around 200-300 keystrokes per minute (3-5Hz), we set the cut-off frequency to 6Hz.

3.5.2  Detecting keystroke events

Since the attacker has no knowledge (or even visual) of the keyboard, we propose to detect
a keypress by detecting negative peaks on the fingertip acceleration — when a finger actively
presses down and hits a key, its motion reduces/stops abruptly. Not yet knowing which
finger touched the keyboard, we use the maximum value of the fingertip acceleration of all
four non-thumb fingers (per hand) to run the detection. Here the acceleration is computed

by taking the double derivative on each fingertip’s y-coordinate across frames.

Handling spurious peaks. Interestingly, not every negative acceleration peak maps to
a keypress. The spurious peaks come from two main sources: (1) the noise in fingertip data,
and (2) the noise in human typing behavior since we often make unconscious hand movements
similar to those of subtle keystrokes, e.g., when hesitating or thinking about what to type.
As most spurious peaks have small prominence values, we apply statistical thresholding to
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filter them out. Rather than pre-defining a “magic” threshold, we compute a threshold for
the current attack video by modeling the peak prominence value p as a Gaussian mixture of
keypress and no keypress ones. In this case, the dip between the two hills in the probability
distribution of p would approximate the threshold required to produce equal mis-detection

and false alarm rates.

Can thumb-based keystrokes get detected?  Using only non-thumb fingertip data,
our design can still detect keystrokes made by thumbs. This is because the muscles used to
move our fingers are inter-connected, and thus the finger movements naturally correlated.
When we press a key using a thumb, the other 4 fingers on the same hand also move down
with it. Our acceleration based detection can detect thumb-based keystrokes, often at an
accuracy comparable to those of non-thumb keystrokes.

One would think that since the acceleration of thumb-based keystrokes is computed from
non-thumb fingertips, it should be weaker than those of non-thumb keystrokes. It is not true
according to our measurements — the two show similar average peak prominence, and some
non-thumb keystrokes are weaker than thumb ones (see the peak prominence distribution
in Figure A.1 in Appendix). Thus in§3.5.3, we apply a different method to separate thumb

and non-thrumb keystrokes.

3.5.3 Clustering detected keystrokes

Next, we organize the detected keystrokes (a mix of thumb and non-thumb ones) into clusters.
This clustering result is later used in conjunction with a language model to infer the typed
content (§3.5.4). We cluster keystrokes by estimating their touchpoints on the target’s
keyboard, which directly relate to the typed key. The exception is thumb-based keystrokes,
where we can only estimate the “fake” touchpoint made by a non-thumb finger. Thus we
propose to process them separately from the non-thumb keystrokes. With this in mind, our

clustering process includes four steps: (i) identify the pressing fingertip, (ii) apply perspective

o1



transformation to convert a 2D fingertip coordinate (obtained via the frontal view) into a
touchpoint on the keyboard (i.e., the birds’ eye view), (iii) separate the detected keystrokes
into 2 groups: non-thumb and thumb based keystrokes and finally, (iv) cluster keystrokes in

each group based on their estimated touchpoint locations.

Identifying the pressing fingertip. Since finger movements are correlated [216],
negative acceleration used in §3.5.2 can effectively identify the keystroking hand, but not
the pressing finger. Instead, for each frame, we estimate the vertical displacement of each
non-thumb fingertip from its average vertical location across the video, and locate the finger
with the largest displacement (to reach the keyboard). We note that due to depth ambiguity,
this identification method is more effective for keys in the front row since their displacement

estimation is more accurate.

Estimating a keystroke’s touchpoint on the keyboard via perspective transforma-
tion.  The pressing fingertip’s 2D coordinate (x,y) is from the frontal-view video frame,
and thus a skewed/compressed representation of its touchpoint on the target’s keyboard.
To reduce the effect of skew/compression, we apply perspective transformation to map each
(x,y) to a touchpoint on the target’s keyboard (in a birds’ eye view). We first mark the
4 points on the video to indicate the keyboard’s planar surface®. We then compute a ho-
mography matrix H between this planar surface and the video frame’s perpective, using an
OpenCV function (perspectiveTransform) [61]. By multiplying (x,y) with H, we estimate

its corresponding touchpoint on the keyboard.

Separating non-thumb and thumb keystrokes. = We separate them by analyzing the
standard deviation of the typing hand’s 4 non-thumb fingers’ displacements. This is because
a thumb keypress would trigger similar motions at the 4 non-thumb fingers (moving down

together). In short, their displacements would be similar, thus the stds are generally smaller

3. It could be 4 corners of keyboard if the device is visible or 4 points on the table to indicate the planar
surface.
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than those of non-thumb keystrokes. We compute the threshold by treating the thumb
keystrokes as a single key input, whose frequency is bounded by 20% [131]. This detection

will introduce errors that depend on the target’s typing behavior and keyboard layout.

Clustering non-thumb keystrokes. Given the estimated touchpoints of all non-thumb
keystrokes, we run K-Means with 33 clusters to cover keys that can be inferred by a language
model and to allow frequently used keys to form multiple clusters. This is because studies
have shown that high frequency English keys can have more than 5 times amount of samples

compared to low-frequency keys [200].

Clustering thumb keystrokes. We choose to cluster thumb keystrokes (instead of
just separating them by the typing hand) to help mitigate errors made when separating
non-thumb and thumb keystrokes. We first treat each detected thumb keystroke as a non-
thumb keystroke, and estimate its touchpoint. We compute the distance of each “fake”
touchpoint to the closet centroid of the non-thumb clusters (produced in the above step),
and use this distance to cluster the thumb-based keystrokes. This produces roughly 10-15

clusters (depending on the attack video).

Identifying ‘delete’ cluster.  We declare a cluster as ‘delete’ (or "backspace’) if satisfying
two conditions: (a) the cluster is at the very edge of the touchpoint map, and (b) the cluster
instances were pressed multiple times consequtively. Upon detecting the ‘delete’ keystrokes,

we follow its actual operation to remove their previous keystrokes.

3.5.4 Inferring typed content via HMM

Given a sequence of detected keystrokes and the clusters of those keystrokes, the attacker
can apply a language-based Hidden Markov Model (HMM) [163] to estimate the typed
content [231]. This is done by exploring the causal link between the keystrokes (and their
hidden states representing the typed key) and the clusters. This inference requires computing
a transitional matrix T and an emission matrix E. T is a NV x N matrix that defines the
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transition probabilities between the N hidden states, where N is the number of keys in the
alphabet. Assuming the target types English, the attacker can pre-compute T using a large
English corpus. For our attack implementation, we randomly select 40,000 sentences (52,000
unique words) from the CNN/DailyMail dataset [78], and set N = 29 to cover 26 letters,
comma, period and space key. E is a N x M matrix, where M = # of clusters, M < 50
in our implementation. It measures the probability distribution of the N hidden states that
produce the M clusters. HMM estimates E using a special Expectation-Maximization (EM)
algorithm [25] to analyze the cluster data.

Given T and E, the attacker applies the Viterbi algorithm [202] to infer the most likely
hidden state sequence (or typed keys) for the keystroke sequence. Note that unlike [231], we
do not pre-identify the thumb cluster as the ‘space’ key because we do not make assumption
of the target’s typing behavior. Furthermore, since EM runs local optimization [89], it can
often converge to a local minima. Thus we run several randomly initialized iterations of
HMMs and select the one that produces the most high confidence keystroke labels (discuss
in §3.6.1). We empirically confirm that this also leads to the lowest character error. Finally,
since E is estimated from the keystroke data, we find that 150-200 words are generally

sufficient under perfect clustering and keystroke detection.

3.5.5 Impact of hand tracking noise

To examine the impact of hand tracking noise, we invited 2 volunteers (PA and PB) to type a
randomly selected set of corporate emails (roughly 500 words, 28 sentences) on an iPad. This
experiment is IRB-approved. We consider three hand tracking methods to extract fingertip

data from the videos.

e Perfect 3D tracking: By tracking all 10 fingertips precisely in 3D, one should ac-
curately detect when/where a fingertip touches the keyboard. We emulate this by

assuming perfect keystroke detection and using the actual screen touchpoints recorded
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Figure 3.5: The estimated touchpoints of the detected non-thumb keystrokes, using
(left) perfect 3D hand tracking, (middle) 2D hand tracking using marker, and (right)
Mediapipe. We mark each point by a color defined by its ground truth key entry.
Black points indicate extra detections.

by the iPad as the input to the clustering algorithm.

e Marker-assisted 2D tracking: To emulate a high-performance 2D hand tracking, we
place color markers near each participant’s fingertips and locate each fingertip by its
assigned marker on the video frame. The 2D tracking error is around lem. We also
observe that the thumb tips are occluded in more than 32% of the video frames. Thus

a practical attack should focus on non-thumb fingertips.

e Mediapipe: We use non-thumb fingertip data provided by Mediapipe. To avoid bias
introduced by color markers, we ask our participants to type two sessions, one with

markers and one not. We run Mediapipe on the video without.

As discussed earlier, the hand tracking error can affect keystroke detection, clustering, and
HMM-based inference. Figure 3.5 plots, for user PB and the three tracking methods, the
estimated touchpoints of the detected non-thumb keystrokes, which are the input into the
clustering algorithm. Here we color each point by its ground truth key input. For both
marker-tracking and Mediapipe, the tracking error creates overlaps among different keys, and
misdetects some thumb keystrokes as non-thumb ones (i.e., the points in the very bottom).

Next, Table 3.1 lists the detailed results, from keystroke detection accuracy, clustering

accuracy to content accuracy. For a fair evaluation, we also list the content accuracy after
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Detection Cluster. w/o GSpell w/ GSpell

Miss Extra Acc. CER WER CER WER

(%) (%) (%) (%) (%) (%) (%)

Perfect PA 0.0 0.0 998 31 162 16 7.0
3D PB 0.0 0.0 996 42 225 18 8.9

Medianie PA 7 . . . . .
PIP€ bg 100 6.0 855 552 826 547 717

Table 3.1: Performance of unsupervised inference on handpose data, using three dif-
ferent hand tracking tools.

applying a public spell check tool by Google Docs [83] (hereby referred to as GSpell for
brevity). With perfect hand tracking, clustering is effective but not perfect because pressings
near the key edge (compared to near the center) are harder to separate. The content recovery,
evaluated as character error rate (CER) and word error rate (WER) (defined in §3.7.1), is
also not perfect, mostly due to the error made by the HMM inference. But a standard
spell check like GSpell can correct most of them. For the other two tracking methods, the
tracking noise leads to 9-16% detection errors and 5-15% clustering errors, which propagate
to the HMM inference component. Even after applying GSpell, the content accuracy is still
low. The marker-assisted tracking is more accurate than Mediapipe, thus achieves better
inference results. Together, these results demonstrate the severe impact of hand tracking
noise and the significant difficulty facing a practical attack, which cannot assume perfect 3D

tracking or marked-assisted tracking.

3.6 Self-supervised inference on video data

After applying unsupervised inference on handpose data, the attacker obtains a noisy label
on individual frames of the attack video. That is, for each detected keystroke, its corre-

[N

sponding video frame is labeled by its inferred key (‘a’-‘z’, space, comma, period, as well as
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‘backspace’). The rest of the frames are not labeled (representing no keypress). While many
video frames are wrongly labeled, our design seeks to identify the ones with high confidence
labels and use them to train DNN inference models that operate on the entire set of video
frames without applying hand tracking.

The key challenges facing this step include (1) how to identify high confidence labels,
(2) how to train DNN models with limited training data to detect keystrokes and recognize
their typed keys, and (3) how to suppress the impact of noisy labels during model training.

We discuss them next in details.

3.6.1 Finding high confidence labels

Not knowing the keyboard layout, we filter keystrokes with high confidence labels using

consistency check within each cluster and across clusters.

HMM label consistency within each cluster. HMM makes inference on the de-
tected keystrokes by exploring how the keystroke clusters interact with the language model.
Thus ideally, HMM should map keystroke instances in a cluster to a single key. But when
the keystroke detection, touchpoint estimation and clustering are noisy, HMM often assigns
different labels to keystroke instances in the same cluster to best match the language statis-
tics. It can either incorrectly predict a legit and accurately clustered keystroke instance, or
correctly predict a wrongly positioned and clustered keystroke instance. Considering this
uncertainty, we propose to identify keystrokes with high confidence labels as those whose
label matches the “majority label” of its cluster (i.e., the most popular label among the

keystroke instances in the cluster).

Cross-cluster consistency check. Some detected keystrokes are false (i.e, no key is
pressed) and some are identified with a far-off pressing finger. Together, these keystrokes can
create multiple “spurious” clusters. HMM would wrongly predict most (if not all) instances

in a spurious cluster, which the above intra-cluster check fails to address. Instead, we detect
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them using a cross-cluster consistency check, leveraging the fact that any valid clusters
whose majority labels are the same should be right next to each other on the touchpoint
map. Specifically, we first sort the clusters by size, and starting from the largest cluster, find
its majority label, mark this label as “claimed” and move to the next cluster. If the cluster’s
majority label has already been claimed and its touchpoint area is not close to the cluster
who has claimed the label, this cluster is marked as ‘spurious’ and no instance is selected.
When doing cross-cluster check, we make an exception for clusters whose majority label
is the ‘space’ key. This is because most users use one or both thumbs to type the space
key. Recall that in §3.5.3 we apply a separate clustering on the thumb keystrokes based on
their non-thumb touchpoint (i.e., computing the touchpoint by treating it as a non-thumb
keystroke), which creates multiple clusters. If any of these clusters are labeled by HMM as

‘space’, it is most likely valid.

3.6.2 Training DNNs using limited data

After identifying keystrokes with high fidelity labels, we use them to train two DNN models,

one to detect keystroke events and one to classify the key of the detected keystrokes.

Learning finger motion from a block of video frames. While our unsupervised
inference operates on per-frame handpose data (to make the analysis tractable), both DNN
models take as inputs a set of consecutive video frames (16 frames in our implementation).
By operating on this short video segment, both models seek to discover and use rich finger
motion features to make decisions, leveraging the labeled training data. Next, we discuss
the detailed training process.

DNN-based keystroke detector. We implement the detection as a binary classifier.
Since this detector will run against the entire attack video (a 10 min video has 360,000
frames), we choose a light-weight 3D-CNN model (ResNet-10 [77]) and apply transfer learn-

ing using a public teacher model, which is pre-trained using the EgoGesture dataset [227].
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To train this binary classifier, we curate both positive and negative training data, lever-
aging the keystrokes detected by the unsupervised inference step without filtering. This is
because the consistency check in §3.6.1 targets recognition consistency rather than keystroke
detection consistency. For each detected keystroke, we find its corresponding video frame ¢
and form a video segment of 16 frames, using 8 frames before ¢, i, and 7 frames after . As
such, the detected keystroke’s frame is centered in the video segment. This video segment
is labeled as ‘positive.” To build ‘negative’ video segments, we apply a length-16 window
on the video sequence between two consecutive keystroke frames. Finally, since the curated
positive and negative labeled data will contain noise, we apply multiple techniques during
the model training to identify/suppress noisy labels (discussed in §3.6.3).

At inference time, the trained binary classifier will scan through the entire video sequence,
each time taking 16 consecutive frames as the input, and output a probability score. Thus
near a keystroke frame, multiple video segments will have high probability values for ‘pos-
itive.” We use a peak detection method to identify the video segment where the keystroke

frame is in the center.

DNN-based keystroke classifier. For this multi-class classifier, we use ResNeXt-
101 [211], a well-known 3D-CNN architecture for video-based classification tasks. The train-
ing pipeline is similar to that of gesture recogition [103] — we apply transfer learning from a
public teacher model (ResNeXt-101 pre-trained on the Jester dataset [133]). Our classifier
takes as input a video sequence of 16 frames, and outputs a label out of the 29 classes (‘a’-‘z’,
space, comma, period).

We build its training dataset using the high confidence labeled data (identified by §3.6.1).
For each keystroke with a high confidence label I, we build a video sequence of 16 frames (8
before and 7 frames after), and label this segment with [. To reduce training complexity, we

crop each video frame uniformly to only include the area around the hands/keyboard/table

(56 %56 pixels). Like the above, the keystroke frame is in the center of the video segment.
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3.6.3 Noise-aware model training

Since the training data for both DNN models can be noisy, we apply three kinds of noise-

aware training techniques [12, 183] to suppress their impact on the trained models.

Preventing overfitting. = We apply Mixup [225, 226] to mitigate overfitting in our 3D-
CNN models, which applies data augmentation like interpolation to smooth the decision
boundary between classes. Under our input configuration, we achieve this by linearly inter-
polating two random training inputs (i.e., blending each pair of video frames in two video

segments) and their labels (in terms of their one hot vector representations).

Identifying trusted samples. DNN models are known to have memorization effect
[183, 218, 92, 12], where noisy labels take longer to learn than clean labels and thus have
higher loss during early training stages. We leverage this effect to emphasize learning on
small-loss training samples (which are likely to have clean labels), by giving these samples

with larger weights in the overall training loss computation.

Self-correcting noisy samples. The above technique can identify trusted samples and
some untrusted (noisy) samples. Instead of discarding those noisy samples, we apply the
concept of label refurbishing [168] to correct them using the knowledge that the current model
has learnt. Specifically, noisy labels are refurbished as a linear combination of their actual
model inference result and their noisy label. Here we adopt dynamic bootstrapping [12] to
adapt the weight of the combination based on the training loss. As such, noisy labels receive
more supervision from the model while the model itself learns more from cleaner samples.
In our experiments, we find that all three techniques are beneficial when training the
keystroke detector, while the first techique is already sufficient to train a high-performance

DNN classifier, possibly because we only use high conficence labels as its training data.
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3.7 Experimental evaluation

We evaluate our video based attacks using real-world user studies under a diverse set of
conditions. All studies were approved by our Institutional Review Board (IRB info ommited

for anonymity). In this section, we organize our experiments and their results by four groups:

e Attack performance under different scenarios, including environments (indoor/outdoor,
varying attack distances and blockages), keyboard device (visible/invisible keyboards,
varying size and layout), and content typed (§3.7.2);

e Attack performace across 16 different users, who have different typing behaviors
and abilities (§3.7.3);

e Contributions of individual components (§3.7.4);

e Attack complexity in terms of computing time (§3.7.5).

3.7.1 Ezxperiment setup

Target (or victim) configuration. In each experiment, we ask our study participants
to sit naturally in front of a table and place a keyboard device at their comfortable position.
By default, we ask them to type email sentences (about 500 words) randomly selected from
the Enron corporate email dataset [44]. For a fair evaluation, we ask each user to correct
any typing errors using the backspace key, so that the final content matches the chosen data.
As such, the actual keystroke data covers 26 letters, space, comma, period, backspace, and
any other characters that they wrongly pressed and later corrected using backspace.

We ask our participants to type on customized iPad keyboards instead of wearable key-
boards (except one study using a portable physical keyboard to demonstrate the attack
effectiveness against various typing devices). This is because: (1) the less satisfied user
experience of wearable typing at this moment. For example, VR typing has noticeable lag

and low display resolution of keyboard while requiring users to be able to touchtype [195];
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tapping-based keyboards have slow typing speed, low accuracy and/or significant training
requirements. By using a iPad keyboard, we can emulate the ultimate wearable keyboard
typing experience; (2) currently wearable keyboards are lack of customization support. Our
customized iPad keyboards allow us to emulate advanced wearable keyboards where users
can use different keyboard layouts and even type with a physically invisible keyboard.

We do not apply any restriction to our participants except that the table and the keyboard
device stay stationary during each study. Our participants are free to move and leave the
seat during the study. In fact, to encourage natural movements, in our indoor experiments

we placed a cart of snacks nearby, which they need to leave the chair to reach, and many

did so.

Attacker configuration. We consider an attacker who uses their smartphone camera
to record the keystroke video. We experiment with three iPhone models (iPhone X, 13Pro,
13Pro max) where the recorded video is consistently set to 1280 x 720p at 60fps. This is
also the common camera setting for today’s phones. Since our attack implementation uses
Mediapipe to extract handpose data, the attacker needs to position the phone such that
both hands are visible and that Mediapipe is working. This is done using the real-time hand
tracking API provided by Mediapipe [135]. In general, we find that the camera needs to be
10° above the keyboard. As such, the camera height will increase gracefully with the attack
distance.

The attacker runs spell correction to further polish the recovered content. We build a
fully automated spell correction using Google Doc’s built-in function. While Google does
not provide an API for this, we develop a browser automation script using the Selenium
library [177] to access the function. We query it at different levels of granularity (paragraph,

sentence, phrase and word) to maximize correction effectiveness.

Evaluation metrics. We evaluate the effectiveness of the attack by comparing the

typed and recovered content at the character, word and semantic levels, and the accuracy of
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recognizing individual keys (precision/recall).

e Character error rate (CER): We compute CER as the total Levenshtein Distance
between the typed and recovered content divided by the number of characters in the
typed content. The Levenshtein Distance between two strings [108] measures the min-
imum number of character-level operations (insertions, deletions and substitutions) to
convert one string into another.

e Word error rate (WER): This is similar to CER except calculated at the word level.
We use a public NLP tool [63] to compute WER, which applies dynamic string alignment
to match words. We note that WER is a highly strict metric since one incorrect character
is counted as a word error even when the word is comprehensible given the context.

e Semantic content similarity (Similarity): We evaluate the semantic similarity be-
tween the typed and recovered content using CopyLeaks [46], a commercial tool for
detecting plagiarised and paraphrased content. It reports a similarity score between
0-100% that accounts identical, minor changes and related meaning between any two
documents. The similarity score is generally higher than 1-WER by capturing seman-
tic correlation in words/sentences. However, we find that when WER is high (>50%),
CopyLeaks produces a similarity score (much) smaller than 1-WER.

e Per-key precision and recall: Finally, we also compute the precision and recall of

each character typed by the target to analyze the recovery rate for each indiviudal key.

In §3.7.3 we also study the effectiveness of recovering websites typed during the study, in

terms of top-k accuracy.

3.7.2  Performance under different scenarios

We begin by a set of experiments to understand the feasibility of launching the proposed at-

tack under different scenarios, exploring the impact of physical environment, attack distance,
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Distance Height CER WER Similarity

(m) (m) (%) (%) (%)
Indoor, visible keyboard (iPad)

0.8 0.3 1.1 6.0 98.8
1.8 0.6 1.1 5.2 98.0
2.4 0.6 0.3 1.8 99.4
3.0 1.1 0.4 2.0 99.4
Indoor, invisible keyboard, no visual cue

1.8 0.6 0.5 2.6 99.6
2.4 0.6 1.1 3.8 98.0
3.0 1.1 1.0 4.0 99.2

Table 3.2: Attack performance in an indoor environment at different attack distances.
The camera height (2nd column) refers to the relative distance above the keyboard.

keyboard device/layout, typed content, and attack observation window. For consistency, we

invited a single participant to run all the experiments.

Scenario #1: indoor lounge, varying attack distance. @ We consider typical indoor
public spaces like a lounge or cafe, where the target sits by a table and uses an 12inch iPad’s
on-screen keyboard to type corporate emails (from the Enron email dataset). We set four
iPhone cameras at 0.8, 1.8, 2.4 and 3 meters away from the target. The camera heights
are 0.3, 0.64, 0.64 and 1.09 meters above the target’s keyboard. As mentioned earlier, the
camera needs to be 10° higher than the keyboard for Mediapipe to function, thus the height
increases with the attack distance. We use the camera’s built-in optical zoom-in (1x for
0.8m, 2x for 1.8m and 3x for 2.4 and 3m) to capture the keystroke videos (60fps, 720p).
Table 3.2 summarizes the attack performance in terms of CER, WER and Similarity at
the four attack distances, after the target has typed 28 email sentences (501 words, 10.9
minutes). Across the content recovered from the four attack videos, the CER is consistently
low (0.3-1.1%), while the WER varies between 1.8% and 6.0%. This variance is mostly caused
by the difference among the four videos. But more importantly, the semantic similarity

between the typed and recovered content is consistently high (;98%).

Scenario #2: indoor lounge, invisible keyboard. Next, we consider a more “ex-
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treme” case where the keyboard device itself is invisible to the attacker, e.g., the target uses
a VR/AR system to view the keyboard in their own VR world and type directly on the table
surface. We emulate this scenario using the well-known green screen method — covering the
table with green cloth, changing the iPad’s screen display to green hue, recording the attack
video, and then keying out green colors. This allows us to remove the keyboard completely
from the video while preserving the participant’s hands. An example frame is shown in
Figure 3.1 (d). Table 3.2 summarizes the attack performance. The mean CER, WER and
similarity are 0.8 + 0.3%, 3.4 4+ 0.6% and 98.9 + 0.7% across the three distances. This
result confirms that our attack does not rely on any knowledge of the keyboard or any visual

cue of the keystrokes on the keyboard.

Scenario #3: indoor, blockage by passing pedestrians. In public spaces, passing
pedestrians can block the attacker’s view of the target from time to time. Using local
measurements, we find that each blockage lasts roughly 0.2s or 12 consecutive video frames.
Thus we emulate on a given video the effect of P=>5 and 10 passing pedestrians per minute,
each blocking 12 consecutive video frames. The blockage instances are randomly distributed
over time but do not overlap with each other. The chosen P values represent one passing
pedstrian every 12 and 6 seconds, respectively, which correspond to very busy environments.
Table 3.3 summarizes the attack performance, in terms of mean and std for CER, WER, and
Similarity, since we run 5 experiments per P value. We see that while blockage by pedstrians
increases CER and WER, our attack can still recover most of the content at a high seminatic
similarity.

Scenario #4: outdoor, long-distance, through-glass attack. We also consider
scenarios where the target is working in an outdoor courtyard, while the attacker records a
video at a distance longer than the indoor scenarios. Specifically, we position a smartphone
inside a nearby building’s second floor, behind the glass, to record the target’s typing. Here

the target cannot observe the attacker (see Figure 3.6). The smartphone’s camera is roughly
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# Human Passing CER WER Similarity

per minute (%) (%) (%)
0 1.1 6.0 98.8
5 58+0.3 15.7+1.6 929+ 2.1
10 9.84+0.5 221+1.0 849 +1.5

Table 3.3: Attack performance when passing pedestrians block the attacker’s view of
the target from time to time.

- |cfi¥piﬂg'in the gu_r_ S §
Figure 3.6: The exprimental setup of our long-range, through-glass attack. The at-

tacker video-tapes the victim’s hands, by placing a smartphone camera with a budget
macro lens inside a nearby building’s 2nd floor, behind the glass.

12 meters away from the target. We attach a budget macro lens (less than 60 USD) to
the camera to help zoom-in onto the target’s hands. Despite the complex lighting condition
(sunlight, glass reflections and shadows), our long-range attack is still effective — recovering
82.4% of typed words and achieving a high semantic similarity of 87% (see Table 3.4). In
parallel, we also set up another smartphone camera in the courtyard (4.5 meters away from
the target), which is able to recover 96.8% of typed words accurately. Comparing the two
videos (of the same typing session), we find that the 12m/through glass video appears more
bland or dull, which likely affected the overall inference quality.

Scenario #5: Varying keyboard type, size and layout. We are interested in
understanding how our attack performs when the target uses different typing devices or
keyboard layouts. We ask our participant to type on three different portable keyboards:

12.9-inch iPad, 11-inch iPad, and a bluetooth folding keyboard purchased from Amazon.
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Attack condition Distance CER WER Similarity

m (%) (%) (%)
Outdoor, open space 4.5 0.9 3.2 96.0
Outdoor, through-glass 12.0 5.2 17.6 87.2

Table 3.4: Attack performance in long-range outdoor scenario.

Typing Device Dimension CER WER Sim.

(mm) (%) (%) (%)
iPad Pro 12.9 inch 281x 215 1.1 6.0 98.8
iPad Pro 11inch 248 x 179 1.8 6.0 95.9
Foldable keyboard 210 x 85 0.9 4.2 98.8
iPad, secret layout 281x 215 2.4 6.6 96.4

Table 3.5: Attack performance on different typing devices.

The first two are touchscreen keyboards and the third one is a more compact, rubberish
keyboard. Results in Table 3.5 show that the attack is highly effective for all three keyboards.

We also explore the impact of keyboard layout on the attack. We emulate the case where
the target uses a secret layout that is significantly different from the default QWERTY
layout: we change the ‘a’ key in the QWERTY layout to ‘z’, ‘b’ to ‘a’, ‘¢’ to ‘b’, ..., ‘2" to ‘y’.
Since it takes a lot of practice to type well on a new layout, we let the participant type on the
original layout, but modify the content to be typed to emulate the layout change (e.g., the
target inputs ‘bme’ instead of ‘and’ in the QWERTY layout to emulate typing ‘and’ using
the new layout). The attack result is shown in the last row of Table 3.5, which is similar to

the rest of the table. This shows that our attack is effective against customized layout.

Scenario #5: Varying content type and length. Finally, we examine attack per-
formance when the target types different types of content. Beside corporate emails, we also
consider machine learning paper abstracts (numerous technical terms), a Shakespearean play
(Coriolanus) with numerous medieval period phrases, and medical patents (numerous med-

ical terms). Table 3.6 summarizes, for each experiment, the content type and length (# of
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Content Length Recovered Content

#Words #Sen. Dur. CER WER Sim.
(min) (%) (%) (%)

Paper Abstract 696 37 167 23 1.4 905
Shakespeare'sPlay 732 26 145 18 98 920
Medical Patent 708 36 182 07 65 973
""""""""""""""""""""""""" 654 40 139 11 55 991
Corporate Emails 501 28 109 11 6.0 98.8

199 10 43 28 131 945

Table 3.6: Attack performance when the target types content of different kinds and
lengths. For corporate emails, the participant typed 40 sentences. We then shortened
the video to match 28 and 10 typed sentences, respectively.

words, # of sentences and video duration). Our attack remains highly effective across the
four very different types of content. Furthermore, even by observing just 10 email sentences
(199 words, 4.3 minutes of observation), our attack can successfully recover 87% of the typed

words and achieve a high similarity score (94.5%).

3.7.83 Performance across different users

Next, we examine our attack performance on different individuals, exploring the impact of
typing styles and behaviors. We recruited 16 participants (P0-P15) locally (mean age=24.4
years, std=6.4 years; 6 females, 10 males). For consistency, we use the same 12.9in iPad as
the typing device. The camera is placed roughly 0.8 meters away from the keyboard, 0.25-0.4
meters above the keyboard. The actual camera placement is chosen to obtain a stable result
in Mediapipe (using its real-time API), which varies slightly across the 16 participants since
they have different typing gestures. The typed content is a set of emails chosen from the
Enron email dataset [44] (=~ 500 words). Across the 16 participants, the (active) typing time
is 10.7 + 2.5 minutes. In addition to the emails, the participants typed 25 websites randomly

extracted from the top-1000 websites in [127].

68



Email Website

CPM CER WER Sim. Top-1 Top-3

(%) (%) (%)  Acc.(%)  Acc.(%)

PO 169 0.7 3.4 99.6 100.0 100.0
P1 292 1.1 6.0 98.8 96.0 100.0
P2 284 2.3 8.4 97.2 96.0 100.0
P3 319 3.6 1.2 94.8 50.0 62.5
P4 291 5.0 12.1 93.5 100.0 100.0
P5 329 5.8 16.5 90.4 88.0 96.0
P6 313 52 14.9 87.6 92.0 100.0
P7 276 51 20.0 84.0 92.0 96.0
P8 342 8.0 25.5 83.4 96.0 100.0
P9 344 6.9 17.8 79.9 96.0 96.0
P10 331 11.6 32.9 71.0 92.0 100.0
P11 379 12.3 44.8 62.8 100.0 100.0
P12 308 13.6 35.5 59.0 68.0 76.0
P13 415 22.8 62.7 14.8 76.0 88.0
P14 198 1.0 3.6 97.4 96.0 100.0
P15 322 3.9 15.2 91.0 96.0 100.0

Table 3.7: Attack performance for all 16 participants (P0-15). The CPM column refers
to their typing speed.

Observed typing behaviors.  Our 16 typists display different typing behaviors. First,
the number of fingers used varies — 13 participants use multiple fingers per hand while 3 use
only two index fingers. The detailed finger usage is in Table A.1 in Appendix. Second, the
typing speed varies largely between 169 character-per-minute (CPM) and 415 CPM. Finally,
6 participants exhibit multi-touch behaviors, where they press the next key without releasing

the current one, e.g., while the index finger is still pressing ‘t’, the pinky presses ‘a’.

Failed Mediapipe cases. We find that Mediapipe functions reasonably with some
occassional flickers, except for 2 participants (P14 and P15). For both, Mediapipe failed to
produce consistent results, where the detected fingers shift largely across frames. This is
likely because these two users have very long, thin fingers. Instead of removing them from
our evaluation, we apply the marker-assisted 2D tracking (see §3.5.5) by placing color tapes

on their nails (except for the thumbs) and run our attack.
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Overall attack performance. Table 3.7 summarized the attack results for all 16
participants. Our attack can effectively recover the typed corporate emails. The mean CER,
WER and similarity are 6.8% + 5.8%, 20.7% =+ 16.2% and 81.6% =+ 21.7% between the
inferred sentences and the ground truth. The attack performance does vary largely across
the participants. For 10 out of 16 participants (P0-9), our attack achieves a low CER (0.7%-
8%) and a high semantic similarity (> 80% for 10 participants, > 90% for 6 participants).
For the two non-Mediapipe users (P14, P15), the accuracy is also high. We provide some
samples of recovered and original text in Figure A.2 in Appendix, at difference CER values
(3.8% — 11.8%).

Our attack can also effectively recover websites typed during the attack window. Given
the recovered text, we compute the edit distance to each website of the top-1000 websites to
compute top-k accuracy. Across all 16 participants and websites tested, the top-1 accuracy

is 89.6% = 13.7%, and the top-3 accuracy is 94.7% =+ 10.7%.

Three less effective cases: P11-13. Our attack is less effective on P11, P12 and P13.

After a deeper study, we identified their unique behaviors that affect the attack performance.

e P13: multi-touch, high speed typing — Typing at a blasting speed of 415CPM, P13 used
multi-touches constantly and the finger motion was much weaker than others. It is hard

to detect and recognize these very subtle keystrokes.

e P12: fake presses and 2-hand presses — P12 exhibited frequent hesitation-retraction,
i.e. press down towards a key, hesitate and then retract the finger(s) before hitting the
key. The motion of these “fake” keypresses matches that of real keypresses. Also P12
often presses keys using both hands simultaneously (i.e., multi-touch by 2 hands). Our
current attack design does not consider this case.

e P11: subtle thumb presses — For P11, another high speed typist at 379CPM, our attack
missed ‘space’ keystrokes more often than other users. This is because P11 typed ‘space’

with a thumb so subtel that there is very little motion at the non-thumb fingers. This
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Characters Avg. # Avg. Freq. Precision Recall

appear. (%) (%) (%)
Space 500 16.6 94+ 5 93+8
et 258 8.5 97+ 3 95+ 4
a,o,inrs 173 5.7 96 + 4 95+ 4
ILh,d cumyg 76 2.5 934+£5 91+10
w,f,p,b,v 38 1.3 91412 90+9
k.q, %]z 5 0.2 92+14 61426

Table 3.8: Character-level precision and recall for all participants, bucketized by # of
appearances of the character in the content.

contributed to the fast typing speed but also misled our attack.

Impact of character frequencies. @ We examine the inference accuracy on the character
level. We found that characters that are frequently used in the typed content are more
accurately inferred. This is because they appear more often in the high confidence training
data. Table 3.8 lists the character-level precision and recall, where we group characters in 6
buckets based on the number of appearances in the typed content (>500, >200, >100, >50,
>25, <25). We report the mean + std for both precision and recall across the characters
in each bucket. While the frequency does affect the inference result, we only see visible
degradation at the last bucket whose average frequency is 0.2% and only appeared 5 times

in the content in average.

3.7.4  Contributions of different components

To understand how each component contributes to the attack, we conduct an ablation study
on P3 and P9, who display different performance levels. Table 3.9 lists P3’s result. P9’s
result is in Table A.2 in Appendix and follows the same trend. For a fair comparison, all the
reported results were obtained after running the same automatic spell correction function.
These results show that the unsupervised inference on handpose data is highly sensitive to

hand tracking noise. By selecting high confidence labels to train DNN detector and classifier,

71



Unsup. DNN  Label  DNN Noise CER WER Sim.
Infer  Detector Filter Classifier Train (%) (%) (%)

4 225 594 91
v v 16.2 46.0 47.4
4 v v v 5.0 16.1 887
4 4 v 4 83 235 785
4 v v 4 v 3.6 11.2 948

Table 3.9: Contribution of each design component, tested on P3.

our attack reduces the CER from 22.5% to 3.6%, and boosts the semantic similarity from

9.1% to 94.8%. We can also clearly see the contribution of individual components.

3.7.5 Attack complezity

We test our attack pipeline on a server with a Intel Xeon Silver 4214 CPU and a NVIDIA
TITAN RTX GPU. For a 12-min attack video (500 words), it takes 40 minutes to produce
the final spell-corrected content. Specifically, the unsupervised inference takes 9.8 min (dom-
inated by HMM’s EM optimization), the DNN detector takes 10.3 min (8.3 min spent on
model training), the DNN classifier takes 10.2 min (9.8 min spent on model training), and
finally the automatic spell check (GSpell) takes 8.8 min. Here we exclude the Mediapipe

extraction time since it can be done in real-time while recording the video.

3.8 Conclusion

This work describes our experiences developing a vision-based keystroke inference attack
against wearable keyboard users. Our results show such attacks can succeed in realistic sce-
narios, and users working in public settings should take precautions to protect their privacy
from potential attackers. Beyond checking nearby areas for suspicious sensors and micro-
phones, users should consider physical screens that block external line of sight to their hands

while typing. This is likely the easiest and most effective defense against these attacks. Other
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potential defenses include modifying the wearable keyboards to emit specialized lights onto
the user’s hands to obfuscate the attacker’s observation, or dynamically varying the wear-
able keyboard layout, or including “false” typing content to break the attacker’s inference
pipeline.

We also note limitations and caveats to the proposed attack. First, our study found that
today’s hand-tracking tools were unable to accurately track fingers at high speed. Future
improvements in hand-tracking might overcome this challenge and lead to simpler systems
for vision-based keystroke inference. Second, our self-supervised approach still requires data
of valid keystrokes for a particular key to be recognized by the eventual DNN models. Keys
that appear very infrequently in the video will have noisier curated training data, and less
accurate recognition. Note that their infrequency means these errors will have lower impact
on overall inference of typed text.

Finally, our experiments assumed traditional typing sessions in stationary settings. Our
results may not hold for hybrid input methods that augment keystroke typing with either
predictive text or voice-based input, or in active settings, e.g. a moving train or airplane

experiencing turbulence.
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CHAPTER 4
ON-ARM ELECTRICAL MUSCLE STIMULATION FOR USER
AUTHENTICATION

While Chapter 2 and 3 focus on protecting content privacy (related to speech and typing), in
this chapter we turn our attention to identity privacy and its impact on user authentication.
Today, biometric authentication is widely used — our face, voice and fingerprints are being
used to identify us. However, these (static) biometrics can also be captured by surrounding
sensors, and once leaked to attackers, they can no longer be trusted. In this chapter, we
propose an alternative form of user authentication using electrical muscle stimulation which

is robust against data leakage.

4.1 Introduction

Biometric authentication is a technique that identifies an individual by their unique biological
characteristics, such as their iris [206], fingerprints [128], or even one’s voice [33]. To identify
their users, these interactive systems compare a previously stored biometric key to incoming,
typically real-time, biometric data of the user wishing to authenticate. Compared to tra-
ditional password or PIN based systems, biometric authentication offers significantly better
usability as it does not require users to memorize passwords or PINs. As such, biometric
authentication is getting widely adopted, replacing passwords in many contexts [185].
However, the key feature of biometric authentication is typically also its key flaw: once the
biometric data is compromised (e.g., stolen in database breaches or recorded by an external
attacker), there is nothing the user can do to securely re-use their own data. For example, if
someone steals a user’s fingerprints, this user can never trust a fingerprint-based interactive
system. Unfortunately, these threats are not theoretical and many biometric systems have

been breached. For instance, the biggest known biometric data breach involved a database
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of 27.8M records, including fingerprints and faces [85].

To tackle this shortcoming, researchers turned to interactive systems that feature a
challenge-response as a form of active biometric authentication. One example is Velody [109],
which challenges a user by vibrating her palm and measuring the user’s unique vibration-
response. The advantage of these systems is that, if the stored challenge-response pairs are
breached, the system can quickly recover by simply asking the user to submit responses
to a new set of challenges. As such, researchers seek to find more modalities that afford
challenge-response biometric authentication.

In this work, we propose and explore a novel modality for active biometrics: electrical
muscle stimulation (EMS). To understand and evaluate the potential of EMS as a biometrics
system for interactive applications, we engineered a prototype that performs user authenti-
cation via EMS. Our system, which we call ElectricAuth, stimulates the wearer’s forearm
muscles with an EMS-based challenge, i.e., a 1.2s long sequence of electrical impulses on four
of the user’s muscles. Then, it measures the user’s involuntary movements that result from
this EMS challenge. In Figure 4.1, we illustrate our system with the example of authenti-
cating a user in VR. Here, ElectricAuth uses the VR headset’s hand tracking to observe the
response of the user’s muscles to the EMS-challenge as their individual finger muscles are
actuated.

ElectricAuth makes three key contributions in the design of EMS-based biometric au-
thentication.

First, ElectricAuth authenticates users by leveraging what is typically seen as the biggest
disadvantage of EMS: intersubject variability, i.e., the same electrical stimulation results in
different movements in different users because everybody’s physiology is different [101, 52,
58, 42, 140]. This unique response to EMS across users is well-known and well-documented in
the early HCI works that pioneered the use of EMS in interactive devices, for instance: “(..)

stimulation level differed between users and was clearly dependent on the muscle and fat level
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Figure 4.1: We propose a novel modality for authentication: electrical muscle stim-
ulation (EMS). To explore it, we created an interactive system that (a) stimulates
the user’s forearm muscles with electrical impulses (i.e., using one of 68M possible
EMS challenges); (b) measures the user’s involuntary finger movements, which are
unique because everybody’s physiology is different; (c) verifies this response using an
authentication model, and immediately eliminates this challenge, making our system
secure against data breaches and replay attacks as it never reuses the same challenge.
We demonstrate it here using the example of (d) authenticating a VR user without
passwords or PINs.

and thickness of the arm” (from Kruijff et al. [106]) and, similarly, “(...) levels according to
individual variations” (from PossessedHand [192]). In fact, researchers in the field of muscle-
biomechanics and physiology demonstrated how this uniqueness arises from multiple factors,
such as differences in muscle contractility [75], muscle elasticity [199], muscle viscosity [51],
the limb’s mass and shape [146], skin conductance [112], bioimpedance [47, 176] and even
nerve conduction [3]. All these differences add up to create individual responses to the same
stimulus, which our system uses as the key feature to authenticate a user.

Second, ElectricAuth generates a very large pool of challenges by exploring an under-
utilized property of EMS: muscles respond differently depending on their current state of
contraction, which can be altered by varying the timing between two impulses. Using four
muscles, six impulses and seven time gaps, ElectricAuth encodes one of 68M possible chal-
lenges in 1.2s. As such, ElectricAuth is robust against data breaches and replay attacks
because it never reuses the same challenge twice in authentications — ElectricAuth rejects

replay of recorded responses to any previously used challenges, and can quickly recover from
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leak /breach of either authentication model or stored challenge-response pairs by asking the
user to register responses to a new set of challenges (like registering new one-time passwords).

Finally, we evaluated our prototype of ElectricAuth by means of four different evaluations,
each shining light on a different facet of our research question: (1) in our user studies, we
found that ElectricAuth offers accurate user verification and resists three common biometric
attacks: impersonation, replay and synthesis attacks; (2) in our exploratory longitudinal
study, we found that ElectricAuth’s pre-trained authentication model performed stably over
21 days against various muscle conditions (fatigue, humidity, etc.) that were absent from the
training data; (3) in our technical evaluation we showed that ElectricAuth, after receiving
a response, can verify the user in 3ms on laptop’s CPU and 35ms on a small embedded
device; we also confirmed the use of depth camera as an alternative motion tracking modality
(since our prototype uses IMUs); and, (4) we generated synthetic impersonator responses to
test ElectricAuth’s robustness against impersonation attacks at scales larger than our user

studies.

4.2 Related work

This work builds on the fields of wearables, electrical muscle stimulation, and biometrics.

4.2.1 FElectrical muscle stimulation

Electrical muscle stimulation (EMS) is a technique from medical rehabilitation [188] that in-
duces involuntary movements by delivering electrical impulses to the user’s muscles. This is
typically achieved by non-invasive methods such as attaching pairs of electrodes to the user’s
skin (e.g., on top of the muscles that control finger movement, located in the forearm). Elec-
trode pairs are typically driven using safe and medical compliant muscle stimulators [102].
The range of motion of an induced muscle contraction depends on several key factors.

Even in the very first interactive use of EMS in HCI, by Kruijff et al. [106] in 2006, the po-
7



tential causes of EMS’ intersubject-variability were discussed: “(..) stimulation level differed
between users and was clearly dependent on the muscle and fat level and thickness of the arm
(...)". Similarly, in PossessedHand [192], Tamaki et al. also found “(...) stimulation levels
according to individual variations”. In fact, researchers in the fields of muscle-biomechanics
and physiology have been investigating precisely which factors drive a muscle’s unique re-
sponse to electrical impulses, including: the location of the electrodes [192, 167]; the electrical
waveform characteristics, such as frequency and amplitude of the impulses [192, 167, 106];
the target muscle’s contractility [75], i.e., the ability of muscle fibers to shorten; muscle
elasticity [80, 199], i.e., the ability of the elastic tissue present in the muscle fibers to return
to its original length when a tensile force is removed; muscle viscosity [51], i.e., the internal
bio-lubrication of the muscle inhibits the muscle from reacting too quickly to protect against
stretch injuries; the limb’s mass and shape [52, 58, 146, 42, 36]; skin conductance affects
non-constant current EMS devices [112, 106], bioimpedance [47, 176]; and, even nerve con-
duction [3, 186], i.e., the speed of nerve signal transmission. However, it is not possible to
precisely determine how much each factor weighs in the final variability, as these are tied
together in complex non-linear ways, and this is still an open research question in muscle
physiology. More importantly, all the aforementioned factors are relevant to our proposed
technique since these vary-across users. Typically, a combination of these explains the inter-
subject variability seen in EMS-based interactive systems, which is why researchers report
long periods of calibration [192, 189, 117, 120] and even specifically mention differences across
users [106, 192].

Recently, researchers started to engineer interactive devices based on EMS. These tend to
fall into two broad categories: (1) haptic devices that increase immersion/realism of virtual
environments, and (2) interactive devices that facilitate information access via propriocep-
tion. As far as interactive devices that increase immersion, EMS has been used to render

forces in mobile devices [116], virtual reality [117, 120] or augmented reality [121, 64]. As a
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means of general information access, EMS has been especially used for haptic training (e.g.,
learning a musical instrument [192], operating a tool the user is not familiar with [119]) or
eyes-free communication (e.g., communicating walking directions via leg stimulation [189],
communicating a state of a variable via wrist movements [118]).

Unlike these interactive systems that use EMS as a form of force feedback or as an
information channel, we explore EMS in a new direction: leveraging user’s unique muscular

responses to EMS as a form of active biometric authentication.

4.2.2  Biometric authentication

Biometric authentication verifies an individual by their unique biological characteristics.
To verify a user’s identity, a biometric authentication system compares a previously stored
biometric key from a particular user to incoming, typically real-time, biometric data of the
user wishing to authenticate. Compared to traditional password or PIN based methods,
biometric authentication offers significantly better usability by not requiring the user to
memorize passwords or PINs.

Existing biometric systems can be categorized into two types: passive and active biomet-

rics.

Passive biometrics. Passive biometrics rely on physiological characteristics that nat-
urally occur in users, which can be either static or dynamic. Static data, e.g., finger-
prints [81], handprints [72], facial and eye features [128, 206, 152, 4], is often used for au-
thentication. Biometrics based on dynamic data recognize patterns that vary over time,
e.g., heartbeats [87], gait [190], mouse movements [94], keystrokes [194], speech features [19],
body movements [157, 145], pulse-response [166] and bioimpedance [82, 176]. Compared to
static data, these display greater complexity and are harder to model.

Passive biometrics are vulnerable to data thefts and replay attacks as reported by nu-

merous incidents and studies [150, 208, 214, 207, 29, 100, 60]. This is because the identity
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(also known as “key”) associated with each user is physically “hard-coded” and then used
repeatedly for all authentications. Thus after a key has been compromised (e.g., stolen from
a database), an adversary can bypass authentication until the key is replaced. Finally, there
is a small number of available biological traits per user that act as suitable keys, e.g., once all

ten fingerprints are compromised, this user can never again rely on fingerprint authentication.

Active biometrics via challenge-response. Active biometrics leverage a user’s physi-
ological response to a given stimulus (also known as “challenge”) injected by the interactive
device. The assumption is that each user’s response to a given challenge is unique. Thus,
each challenge-response is effectively a biometric password. Examples of challenge-response
biometrics include leveraging: the palm’s response to vibrations [109], reflexive eye behaviors
in response to visual stimuli [182], or even EEG responses [114]. These systems authenti-
cate implicitly so the user does not need to consciously follow the challenge, e.g., the palm
vibrates and the user is authenticated [109].

Compared to passive biometrics, active systems are more robust against data thefts and
replay attacks. This is because each user can potentially generate many challenges, each
triggering a different response. The system uses a new challenge in each authentication
session, preventing attackers from using previously observed responses to breach it.

Lastly, while many challenge-response authentication systems leverage the user’s move-
ment (e.g., gaze [165] or wrist shakes [155]), these require explicit action from the user.
Unlike these, our novel exploration of EMS-based authentication provides the advantages of
movement-based challenge-response while automatically delivering the challenge and eliciting

the user’s involuntary response.
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4.3 Implementation

To help readers replicate our design, we provide the necessary technical details. Furthermore,
to accelerate replication, we provide source code and training scripts!. Here, we describe
in detail the prototype we implemented for our user studies, which is based on sensing the
user’s movements using inertial measurement units (IMUs). However, this is just one possible
configuration for our concept. As depicted in Figure 4.1, other tracking systems, such as

optical tracking [204, 147], are likely feasible alternatives.

IMU sensors
4 \

\ v

\‘Q>\ ”r
electrodes \M

Figure 4.2: IMU-based version of our EMS authentication system, which we used for
our user studies.

&

4.83.1 System overview

ElectricAuth consists of three components: (1) a medically-compliant EMS device that
delivers EMS challenges to the user, (2) a motion sensor that captures the actuated limb’s
movements, such as IMUs or depth cameras, and (3) a trained machine learning model
that classifies the user’s movements and performs authentication. Figure 4.2 depicts one
concrete implementation of our system using EMS and IMUs attached to a user’s forearm,

which we used for our user studies.

1. http://sandlab.cs.uchicago.edu/electricauth
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1. EMS hardware.

EMS stimulator: For delivering EMS impulses we use the Hasomed Rehastim, a medical
compliant device with eight individually controllable channels. This device has often been
used in interactive systems based on EMS [122, 120, 121]. To control the EMS stimulation,
our software sends serial commands via USB using the Hasomed’s Science Protocol [76].

These impulses have a latency of <lms.

Customized EMS sleeve: As with any device based on EMS, we start by calibrating
the electrode placement for each user at her registration session. Our calibration aims at
targeting four muscles on the user’s forearm that actuate finger and wrist rotation. At the
anterior forearm we stimulate two muscle groups: (1) primarily the flexor carpi radialis and
partially the flexor digitorum profundus; and, (2) the flexor pollicus longus. At the posterior
forearm we stimulate two muscle groups: (1) primarily the extensor digitorum and partially
the extensor digiti minimi, extensor pollicis brevis & longus; and, (2) the extensor indicis.
As is typical with EMS-based systems, these electrode positions are adjusted for each user
during the registration session to ensure comfort. Because each user has a different muscular
anatomy and body shape, the resulting electrode locations are different across different users.
After calibration, the resulting electrode layout for a particular user is fixed by making an
EMS-electrode sleeve (fabric with electrodes stitched to it) that this user wears any time they
use ElectricAuth. Moreover, the sleeve becomes part of each user’s own challenge definition,
i.e., an attacker trying to impersonate a particular user will require obtaining or copying the
user’s sleeve, which we later validate in our studies by actually providing the impersonators
with the EMS sleeves of the legitimate users.
EMS parameters: Our EMS stimuli on all electrode locations are the same: single-
shot square-impulses with an intensity of 10mA and a pulse-width of 200us. We chose this
configuration for two reasons. First, we configured EMS impulses to generate small and

subtle finger movements rather than large conspicuous movements typical of most existing
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EMS research, because this enables more practical authentication scenarios. While these
smaller movements are harder to recognize, our results suggest that our authentication model
can accurately track these (see Section 4.7). Second, we opted to make all impulses uniform
to shine light in the fact that intersubject variability in EMS arises from factors external to
EMS waveform characteristics.

Our EMS challenges are constructed by sequencing these standardized pulses to one of
the four channels the user’s forearm is connected to. For instance, one can construct a
challenge with a sequence of six impulses, each followed by a resting period. We detail the

engineering of our pulse sequences in Section 4.3.2.

2. Motion sensing.

We utilized a set of five 9-DOF inertial measurement units, attached to the fingers via a 3D
printed ring (NXP Precision 9DoF, comprised of the FXOS8700 3-Axis accelerometer and
magnetometer and the FXAS21002 3-axis gyroscope). These sample the fingers’ acceleration
and rotation at 50Hz (post-sample interpolated to 100Hz) with a precision of +4g at 14-bit for
acceleration and +250°/s at 16-bit for rotations; note that we do not use the magnetometer.
These IMUs are sampled by a ATSAMD21G18 ARM Cortex M0 48 MHz processor, via a
TCA9548A 12C Multiplexer. Finally, our sensing board relays the IMU data via serial over
USB to our software.

While attaching IMUs to each finger has been shown to be a reliable way to capture hand
pose [84, 55], we believe many alternative tracking systems are possible to realize EMS-based
authentication, such as depth cameras [181, 204], RGB cameras [34, 180], and others [98].
We provide a short evaluation that confirmed the use of depth cameras as an alternative

tracking system in Section 4.9.

3. Authentication software and pipeline.
The software component of ElectricAuth, written in Python, handles all the interactions

between EMS device, motion sensing, model training and real-time authentication. The
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Figure 4.3: Interactive pipeline for the registration (registering a new user) and au-
thentication phase (interactive use in runtime). User response can be caputured using
a motion capturing device, e.g., IMUs and cameras (not shown). In this system, the
EMS device and electrodes are wearable; the motion capturing device is either wear-
able or placed near the user; while the authentication model can be remote.

pipeline of ElectricAuth, which is depicted in Figure 4.3, is comprised of two phases: (a)
registration and (b) authentication.

In the registration phase, marked by solid lines in Figure 4.3, registering a new user
(after calibration) is as follows: (1) a set of n EMS challenges are sent one at a time; (2)
the user’s movements in response to each challenge are recorded; (3) these responses are
used to train a machine learning-based authentication model for this user. The number of
challenge-response recorded per user is the primary factor that dictates the total time the

system needs for registering a single user (we detail this in Section 4.4).
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In the authentication phase, marked by dashed lines in Figure 4.3, verifying a user’s
identity in run-time is as follows: (i) one random EMS challenge belong to the claimed
identity is chosen, deleted immediately from the database, and sent to the user via EMS; (ii)
the user’s movements in response to the challenge are recorded; (iii) the motion responses are
fed into the trained authentication model of the claimed identity; (iv) the system determines

whether this user is legitimate (i.e., being the claimed identity) or not.

4.3.2  Engineering EMS-based challenges

As our system is the first that explores EMS for authentication, we dedicated a significant
part of our exploration in understanding how to increase the challenge pool using EMS; a
large challenge pool is what makes a challenge-response based authentication system robust
against data breaches and replay attacks. Naively, one can stimulate the user’s muscles with
individually configurable pulses; however, this (1) requires more calibration time and (2)
does not reveal the mechanisms that explain these individual responses. Therefore, we kept
purposely all EMS impulses uniform for all users of our system; this grants us more confidence
in interpreting the unique responses as originating from the physiological differences between
users. Yet, this introduces a challenge when it comes to diversifying the challenge pool.

One straightforward solution (adopted by many existing works on challenge-response
biometrics [109, 182, 114]) is to sequence stimuli but separate them by a fixed time gap. If
we were to adopt this as well, the maximum number of EMS challenges would be S L where
S is the number of unique stimuli in the system and L is the number of stimuli in each
challenge. For example, a sequence of six EMS impulses over four possible EMS channels,
with a fixed rest period between each impulse, results in 45 = 4,096 challenges. We were
interested in whether we could dramatically surpass this approach.

To significantly increase our challenge pool, we explored a rather unused property of

human muscles that causes them to respond differently to EMS depending on their current
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state of contraction. We call this temporal dependency.

Temporal dependency. We empirically found, in our preliminary pilots, that a subject’s
response to an EMS stimulus is affected by the previous stimulus in the same challenge, and
the impact depends on the time gap between them (represented as 7).

Figure 4.4 shows two example traces of a finger’s acceleration when we stimulate the
user’s muscles with a sequence of two stimuli (A and B) but vary the time gap between
A and B (i.e., 7 = 0.1s and 7 = 0.17s). The measured acceleration displays different
characteristics when we vary 7. The strongest candidate for a physiological explanation is
that muscle contractility and elasticity vary with muscle length [198, 70], and the response
to a stimulus depends on the muscle lengths at the time of stimulation. Thus, depending on
the gap between A and B, the subject’s unique contractility [75] and elasticity [80, 199] will
lead to different responses.

The use of temporal dependency affords a large EMS challenge pool by varying the time
gaps between consecutive stimuli. Assuming they all produce distinguishable responses, the
number of unique challenges (of length L) is upper bounded by SL . 7PL=1 where T is
the number of distinct time gaps. For our ElectricAuth prototype, we utilize S = 4 EMS
channels and 7" = 7 different time gaps (7 = %s, %s, ...,3—708), which in early pilots we
found to lead to sufficiently different movement outcomes. The maximum number of unique
challenges is 112 (L=2), 87,808 (L=4) or 68,841,472 (68M) (L=6), compared to 16 (L=2),
256 (L=4) or 4,096 (L=6) when we do not vary the time gap.

Further increasing the challenge pool. Encoding longer challenges is another way
to expand the challenge pool. With S = 4 stimulus locations and T' = 7 time gaps, sending
L = 8 pulses (<2s) increases the pool size to 53,971,714, 048 (48 X 77). Also it is possible
to add more electrodes or customize EMS impulses to further diversify the pool.

Checking for uniqueness. Ideally, every challenge-response authentication in the pool is

unique. However, in practice this might not be the case given the granularity and sensitivity
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Figure 4.4: An example of how a response changes when the time gap between two
EMS stimuli varies: we vary the time gap from 0.1s (blue curve) to 0.17s (orange
curve).

of motion sensors. To enforce uniqueness, ElectricAuth can apply a verification step during
user registration. Specifically, after generating new challenges for a user at the registration
phase, it collects the corresponding responses and checks the similarity across these responses
and previously registered responses (e.g., computing the mean square error (MSE) between
raw responses). If a new challenge is identified as a previously registered challenge, this new

challenge is removed.

4.4 User authentication model

We now present the design of ElectricAuth’s user authentication model. ElectricAuth requires
a trained authentication model per legitimate user, which is used to verify whether a test
subject is indeed that user. To do so, the model takes as input the response to a given
challenge designed for the legitimate user, and outputs whether the test subject is legitimate.
Our authentication model was designed with two objectives in mind: (1) minimize the
amount of samples collected from the user (i.e., reducing registration overhead) and (2)

resist common attacks (e.g., impersonation and replay attacks) and data breaches.

4.4.1  Overview

Initially, we explored implementing our model using specific features of the user’s IMU data

in response to particular EMS challenges (so called feature-engineering). However, we quickly
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realized a major downside of this approach: as the response data we capture in real-time
from the IMUs is complex (thirty concurrent data streams: 5 x 3 axes of acceleration and
5 x 3 axes of rotation), simple feature extraction might not capture the full expressivity of
the data. Therefore, after experimenting with this approach, we turned to neural network
based models.

We implemented a robust authentication model that, for each registered user, integrates
two deep neural network (DNN) models to resist both impersonation and replay attacks.
Specifically, authentication starts with (1) an unsupervised anomaly detector, which
verifies whether a response was produced by the user the model belongs to (i.e., the legitimate
user); this step prevents impersonation attacks, in which a different user attempts to gain
identity of the legitimate user. If a response passes the anomaly detector, it then enters (2)
a challenge classifier, which detects and rejects replay attacks by verifying whether the
response is the reaction to the challenge used in the current authentication session.

Both models are trained using only the challenge-response pairs of this legitimate user
collected during registration. When the user (re)registers a new set of challenges, we retrain
both models from scratch using the new data. This also enables ElectricAuth to recover

from data and model breaches.

4.4.2  Detailed model design

1. Verifying user via unsupervised anomaly detection.

We implement user verification as unsupervised anomaly detection [31], where the detection
model is trained on only the legitimate user’s responses collected during registration. At run
time, the model verifies whether an input response was likely originated by the legitimate
user. This anomaly-based detector leverages the fact that responses from other users will
display characteristics different from those of the legitimate user. Thus the model is designed

to produce normal output when the input response comes from its legitimate user, but
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Figure 4.5: Authentication starts with an anomaly detection, which verifies if a re-
sponse came from the legitimate user that the model belongs to (P1 in this example).
(a) The anomaly score is the MSE of the input and model-reconstructed responses.
We illustrate how our anomaly detector correctly: (b) identifies P1 (legitimate user)
with a low MSE and (c) rejects P2 (impersonator) with a high MSE.

abnormal output when the input comes from any other user. This design prioritizes generality
as the model is trained without requiring knowledge on other users.

For our prototype, we apply a reconstruction error based anomaly detection system [158].
Specifically, we use variational autoencoder (VAE) [56], a DNN architecture well-known for
automatically capturing complex patterns in target data. As shown in Figure 4.5, each
VAE starts from an encoder to extract latent features from each input response, followed
by a decoder to reconstruct the response from these features. It then computes the mean
squared error (MSE) between the input and reconstructed responses, and outputs it as the
anomaly score of the input. Ideally, the anomaly score will be low when the input response
comes from the legitimate user and high when the input comes from a different user. Thus,
the system can configure a threshold on the anomaly score, where a value larger than the

threshold indicates the test subject is not the legitimate user (i.e., the user verification
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Figure 4.6: Sample responses of a P1’s challenge (with L=6 impulses) and imperson-
ators’ responses (P2, P3, P4 and P5) to the same challenge. Each row is a sensor
channel and each column is one data sample. Here we show one second of responses.
When tested on P1’s anomaly detection model, the corresponding anomaly scores for
P1-5 are 0.70, 5.03, 9.44, 8.81 and 7.50, respectively. In this case, the model can easily
detect impersonators.

fails). In ElectricAuth, we choose the threshold during model training to reach a desired
false rejection rate (i.e., the probability that the model rejects the legitimate user’s input
responses).

For our implementation, we train our VAE using each legitimate user’s responses to all
the chosen challenges collected during registration. The data aggregation (across challenges)
creates a reasonable amount of data to train the VAE successfully. We consider a common
VAE architecture [62], where the encoder contains two dense layers of 400 and 200 neurons,
respectively, and the decoder contains two dense layers of 400 and 3600 neurons, respectively,
to match the input size.

To illustrate the effectiveness of our model, we plot in Figure 4.5b-c the input and recon-
structed responses of a legitimate user (here, P1 of our user study) and a different participant
P2 (also from our user study), respectively, using the model trained for P1. For the sake of
visual clarity, we only plot the responses from only one accelerometer axis. Both responses
are not used for model training. We see that P1’s response is well-approximated by the
model-reconstructed response; in fact, with a very low MSE of 0.057. On the other hand,
P2’s response (when tested on P1’s model), produces a large MSE of 0.604, around 10-fold

higher than the MSE of the legitimate user (P1).
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Figure 4.6 shows the responses (collected by the IMUs) of five subjects (P1-5) to a
challenge designed for P1 (the legitimate user in this case). When tested on P1’s anomaly
detection model, the anomaly scores for these responses are 0.70, 5.03, 9.44, 8.81 and 7.50,

respectively. Thus P1’s model easily rejects P2-5 as impersonators.

2. Verifying challenge via challenge classifier.

Next in the authentication pipeline, ElectricAuth verifies whether the input response matches
the challenge used in the current session. As mentioned earlier, this is designed to resist
replay attacks, where an attacker, after obtaining a copy of the legitimate user’s responses
to previously used challenges, replays one of these responses to bypass authentication.

ElectricAuth implements challenge verification by training a classifier: given an input
response, it determines the corresponding challenge. If the identified challenge matches the
challenge used in the current authentication session, authentication is granted; otherwise,
rejected. Moreover, the classifier also detects when the input response comes from any
challenge not used to train the classifier, because the classifier will output a low confidence
score.

Our implementation uses a Convolutional Neural Network (CNN) for this classification
task [151]. It contains four convolutional and two dense layers. Each convolutional layer
employs 64 filters sized 5 to extract information from the input. The information is then
fed into the two dense layers containing 128 and 112 neurons, respectively. At the end, a
softmax function is applied to the output to produce a probability distribution over potential
challenges. We train our CNN using the same training data used in training the above

anomaly detector, except that we now label each response by its corresponding challenge.

4.5 Contributions, benefits and limitations

Our main contribution is that we explore EMS in a new direction, i.e., leveraging EMS’s
intersubject variability as a novel modality for active biometric authentication.
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ElectricAuth inherits the advantages of both biometric and password authentication: (1)
As with any biometric authentication device, ElectricAuth does not require memorization or
cognitive effort — this makes our system suited for a wide range of users, including those with
cognitive impairments; (2) Unlike passive biometrics (such as fingerprints), ElectricAuth’s
challenge-response structure makes it secure against data breaches and replay attacks; Lastly,
(3) ElectricAuth leverages temporal dependency to create a very large set of challenges — in
this way, ElectricAuth can dispose a challenge anytime like a one-time password.

On the flipside, ElectricAuth is subject to several limitations: (1) Like any solution based
on electrical muscle stimulation, ElectricAuth requires some initial adjustments of the elec-
trodes (during registration) that ensure pain-free operation, and also periodic re-gelling of
adhesive electrodes to prevent electrodes from fatigue and eventually affecting the authen-
tication accuracy; (2) ElectricAuth requires user’s hands to be free while authenticating,
making it more suitable for hands-free applications; (3) As with existing biometric devices,
ElectricAuth requires initial registration. Specifically, each challenge needs to be registered
in advance; Lastly, (4) while a single EMS impulse can be very short (e.g., 200us) to achieve
very high accuracy, we expanded our sequence to 1.2 seconds of muscle stimulation, as such
ElectricAuth takes ~1300ms to authenticate a user in runtime. While this is certainly fast
enough for most applications, it is longer than some passive approaches, such as fingerprint

recognition.

4.6 Overview of evaluations

We evaluated our concept of using EMS for authentication by means of four different eval-
uations, each shining light on a different facet of our research question. All studies were
approved by our Institutional Review Board (IRB no. omitted for anonymity). To aid the
reader in understanding the different validations we performed, we present an overview of

our evaluations with a preview of their respective results:
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I. User studies. = We evaluated the feasibility of EMS as an active biometric with three
experiments and 13 participants. We found that that ElectricAuth resists three common
attacks: (1) impersonations attacks, in which participants played impersonators against
each legitimate user (attack success rate or false acceptance rate: 0.17%); (2) replay attacks,
in which participants mimic the movements of the legitimate user from videos (success rate:
0.00%), or replay a perfect record of response to any used challenges directly into the IMUs
(success rate: 0.00%); and, (3) synthesis attacks, in which we synthesized data from the

participants’ data to attack their authentication models (success rate: 0.2-2.5%).

II. Exploratory longitudinal study. @ We conducted a longitudinal study over 24 days
and for two participants, to examine ElectricAuth’s authentication model over time and
against various muscle conditions (fatigue, humidity, etc.). We found that an authentication
model, trained using the first three days and tested over the next 21 days, performed very

stable over time and on muscle conditions unseen during training (false rejection rate ~2%,

with a SD around 3%).

ITI. Technical evaluation. A technical in which we measured ElectricAuth’s latency,
model training time, and the feasibility of using depth cameras as an alternative motion

tracking modality.

IV. Testing model robustness at scale, using synthetic data. We applied a
data-driven approach to better understand how our system might scale to larger numbers
of users that is simply impractical to test in the laboratory. To realize this, we employed
the user study data to train deep generative models that produce synthetic impersonator
responses, and used these data to further evaluate ElectricAuth. We found that, across all
the data-driven experiments and for all legitimate users, no generated response was accepted

by ElectricAuth (attack success rate: 0).
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4.7 User studies

To evaluate the feasibility of EMS as an active biometric we conducted a user study, with
three sub-experiments, which allowed us to understand: (1) authentication accuracy,
in which we evaluated the accuracy of our system; (2) impersonation attack, in which
we evaluated its robustness against attackers trying to impersonate legitimate users; and,
(3) replay attack and synthesis attack, in which we evaluated its robustness against
three replay attacks (human mimicry, record-replay, breach-replay) and one online synthesis
attack.

In total, we collected 70,000+ wrist and finger movements as responses to EMS challenges
(stimulation patterns). We analyzed the performance of ElectricAuth using four standard
metrics, typically employed to assess a system’s authentication performance: (1) False re-
jection rate (FRR), which measures how often a legitimate user is mistakenly denied, at
a specific threshold; (2) False acceptance rate (FAR), which measures how often an
illegitimate user is mistakenly authorized, at a specific threshold; (3) Equal error rate
(EER), the rate at which the measured FRR equals the measured FAR for a certain thresh-
old; and, (4) Receiver operator characteristic curve (ROC curve), which describes

the relationship between FRR and FAR as a curve, by varying its threshold.

4.7.1 Ezperiment#1: authentication accuracy

The goal of our first study was to understand the authentication accuracy of our system.
Furthermore, as we were interested in the impact of the length of the EMS challenges on its
performance, we recorded participants’ movements to three sets of challenges, based on their
number of impulses L = 1,2,6 (referred to as length-1, -2, and -6 challenges, respectively).
For each challenge set we stimulated participants’ forearms and recorded finger movements

using IMUs.
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Participants. We recruited 13 participants from our institution (mean age= 24 years,
SD= 3 years; mean weight= 66.3 kg, SD= 13.3 kg; mean height= 171.2 ¢m, SD= 8.2 ¢m; 7

females, 6 males). Participants were compensated with 50 USD for their time.

Apparatus. Participants wore our system on their left forearm. This included the EMS
and IMU components, which were fitted by an experimenter. To ensure participants’ comfort
with EMS, we calibrated it so that all electrode channels operated pain-free. To ensure that
all target muscles were correctly stimulated (see Implementation for details), we gradually
increased the intensity during calibration, following calibration process similar to [23]. If
a participant felt any discomfort before reaching the target intensity, we moved to another
electrode position. To minimize fatigue, participants rested their elbow on a resting base.

After calibration, we recorded each participant’s exact electrode locations by making
a custom sleeve with marked positions. These 13 sleeves were later used in Experiment
#2, where we examined impersonation attacks (i.e., each impersonator wore the sleeve of a
legitimate user to attack our authentication system).

During the study, participants did not receive any specific instruction, since we wanted

them to react naturally to the EMS impulses.

EMS challenges. The EMS challenges in our study were configured as previously
described, i.e., a challenge was comprised of a sequence of single-shot square-impulses with
an intensity of 10mA and a pulse-width of 200us; these sequences were of length-1, -2 or
-6. In between each pair of impulses we included a time gap. Each gap was one of seven
possible durations (%s, %s, e %s, 3708); thus, the recording duration of a length-1, -2, and
-6 challenges were 0.6s, 0.8s and 1.2s, respectively. While length-1 challenges were collected
in this experiment, these were only used for an analysis in Experiment#2 (anomaly detector
performance).

Procedure. To test whether ElectricAuth correctly authenticates our 13 participants, we

first registered each participant. Our system did this automatically: (1) a participant feels
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an EMS challenge, (2) their forearm muscles react involuntarily, and (3) our system records
the response. We repeated this process 10 times per challenge. These ten responses were
shuffled to remove potential sequence effects. These responses were then randomly divided
into a training set (eight responses) and a testing set (two responses). Then, our system
took these eight responses (for all challenges) and trained the anomaly detector and challenge
classifier for each participant. As cross-validation, we repeated this process to produce 10
authentication models per participant and reported the average test results of these models
in all our subsequent experiments.

For length-1 and -2 challenges, we tested the full set of challenges (a total of four for
length-1 and 112 for length-2). For length-6 challenges, we were forced to test only a subset,
since the full set includes 68,841,472 challenges, which would be fatiguing for participants.
Therefore, we randomly chose 115 challenges from the full set.

In total, each participant performed 2310 trials: 40 trials of the four length-1 challenges
(10 repetitions); 1120 trials of the 112 length-2 challenges (10 repetitions); and, 1150 trials

of the 115 length-6 challenges subset (10 repetitions).

Results: overall authentication accuracy. We first examine the accuracy of the
end-to-end authentication model, which depends on the accuracy of both the anomaly de-
tection model and the challenge classification model. We defined overall accuracy as the
probability that a legitimate response successfully passed the two-step authentication. Note
that the accuracy is dependent on the anomaly threshold used by ElectricAuth’s authenti-
cation model. During model training, we configured the threshold to reach a planned false
rejection rate (FRR). Note that the threshold is determined using just the training data
(without the knowledge of any run-time testing data). Ideally, the run-time measured FRR
(i.e., 1—accuracy) should equal to the planned FRR.

For each of the 13 registered participants, Table 4.1 summarizes the measured FRR (i.e.,

= l—accuracy) aggregating the results across all 115 challenges (of length 6). Here we
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planned FRR P7 2.5 5.0

participant 2% 5% P8 2.3 5.5
P1 23 61 PO 32 58
Pk 21 55 PO 22 50
""""""" P8 21 49 P11 23 50
""""""" P4 17 54 P12 28 55
""""""" P5 26 48 P13 26 54
""""""" P6 27 62 AVG(SD)  2.4(0.4) 5.4(0.4)

Table 4.1: The measured false rejection rate (FRR, %) for all registered participants
(P1-P13) closely matched the planned FRR. The measured FRR was calculated for
each participant using their test responses to 115 length-6 challenges.

100 99.89 (SD=0.19) 99.78 (SD=0.50)
%)

@ 50

3

3 0

© complete set of length-2 subset of length-6

Figure 4.7: ElectricAuth’s challenge classification accuracy for length-2 and length-6
challenges.

reported the results for planned FRR of 2% and 5%. We see that the measured FRR closely
matched the planned FRR. Across all the participants, the mean measured FRR is 2.4%
(SD of 0.4%) and 5.4% (SD of 0.4%), respectively, matching the two planned FRR values
(2% and 5%).

Results: challenge classification accuracy. Digging deeper into the accuracy of
our system, we turn to evaluate the accuracy of challenge classification model (as it is the
main component protecting against replay attacks). Our accuracy findings are depicted in
Figure 4.7. For length-2 challenges (complete set, i.e., 112 of them) the average accuracy
is 99.89% (SD=0.19% across users). And for length-6 subset of challenges we found an
accuracy of 99.78% (SD=0.50%). These results also show that the challenges (full set of

length-2, subset of length-6) are unique across each other.
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4.7.2  Ezxperiment#2: impersonation attacks

In this user study, we measured our system’s ability to resist impersonation attacks.

Participants.  For this study, we invited all 13 participants from Study#1. Participants
were briefed that they would play an attacker trying to impersonate other participants.

Participants were compensated with 50 USD for their time.

Procedure & apparatus. For each target participant, we applied their customized chal-
lenges (used in Experiment #1) to the other 12 participants (as impersonators) and collected
their responses. Impersonators were asked to wear the sleeve fabricated for each target par-
ticipant in Experiment #1. These sleeves grant the impersonator with the exact electrode
positions of the legitimate user. We also tested cases where impersonators wear their own
sleeves and other participants’ sleeves and found that wearing the target participant’s sleeve
leads to the most effective attack; thus we focused on it.

In total, each participant performed 3240 trials: 480 trials of the length-1 challenges (10
repetitions per challenge, impersonated 12 other participants); 2760 trials of the length-6
challenges subset (2 repetitions per challenge, impersonated 12 other participants).

Impersonating someone else by using their electrode placement does not guarantee com-
fortable use, i.e., we did not adjust electrodes to preserve the legitimate participant’s place-
ment. While no participant felt uncomfortable with length-1 challenges, there was some
discomfort on a few length-6 trials (3.8% of the total); anytime a participant voiced discom-

fort, we stopped the stimulation and discarded this trial.

Results: performance of anomaly detector. To deepen our understanding of in-
tersubject variability and the anomaly detection model performance, we first compared the
responses to a single stimulus (or length-1 challenge), submitted by each target participant
in Experiment#1 and the 12 impersonators in this experiment. We fed these responses to
the target participant’s anomaly detection model and recorded their anomaly scores. For the

sake of visual clarity, we normalized these anomaly score values by the target participant’s
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Figure 4.8: Normalized reconstruction error for the responses to each participant’s
length-1 challenges, submitted by both the legitimate user and the 12 impersonators.
For visual clarity, we capped the value at 10.

average anomaly score value (see Figure 4.8).

We found that our anomaly detector for each participant is well-trained and can distin-
guish impersonators from the legitimate participant. This is clear as Figure 4.8 depicts a
large separation between the legitimate participant and the impersonators. It also confirms

EMS intersubject variability.

Results: robustness against impersonation attack. We examined the end-to-end
success rate of impersonation attacks against each participant, using the attack data collected
on length-1 challenges (complete set) and length-6 challenges (the 115 subset).

Figure 4.9(a) depicts the false acceptance rate (aggregated across 13 participants’ models
since they are consistent) against length-1 and length-6 challenges, for the planned FRR of
2% and 5%, respectively. With length-1 challenges (4 challenges), the impersonation at-
tack failed. With length-6 challenges, the attack exhibited a very low success rate, only
0.83% (SD=1.14%) at planned FRR=2% and 0.17% (SD=0.32%) at planned FRR=5%.
Again this suggests that our system is robust against impersonation attacks. Figure 4.9(b)
shows the ROC curves under impersonation attacks with length-6 challenges, where Electri-

cAuth achieves an EER of 1.31%.
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Figure 4.9: ElectricAuth’s robustness against impersonation attacks.

4.7.8  Ezxperiment#3: replay and synthesis attacks

In this user study, we measured ElectricAuth’s robustness against replay attacks and syn-
thesis attacks, both trying to engineer a response to bypass authentication after obtaining
some knowledge on the legitimate user’s responses.

We considered three replay attacks, and one synthesis attack, ranging in increased attack

complexity:

e (1) human mimicry, where the attacker video-tapes and studies a participant’s re-
sponses and then physically mimics the responses without wearing any EMS;

e (2) record-replay, where the attacker compromises the IMUs so that they can perfectly
record the target participant’s response to challenges in previous authentication sessions,
then during a new authentication session (i.e., a new challenge), the attacker selects a

previous recorded response and directly feeds it to the IMUs;

e (3) breach-replay, where the attacker breaches the database or the model to recover
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stored challenge-response data, and feeds one response to the IMU’s circuit; here Elec-
tricAuth reacts to the breach by asking users to re-register using new challenges and
retraining the models;

e (4) online synthesis, where the attacker compromises both EMS and IMUs to record
both the challenge and the response in previous sessions; then at run-time, the attacker
searches through these records and attempts to synthesize and submit in real-time an en-
gineered response to the current challenge. For these attacks, we evaluated ElectricAuth

using the false acceptance rate (FAR) and the ROC curve.

Participants. We recruited five participants to perform the human mimicry attack:
three from our previous study (chosen at random) and two new participants from our local
institution (ages: 25 & 22 years old; weights: 55 & 99 kg; heights: 177 & 180 ¢m; one female

and one male). Participants were compensated with 50 USD for their time.

Procedure. In the human mimicry attack, we asked participants to study 23 videos of
finger movements of a target participant. Each video was a recording of one single response to
a length-6 challenge. Participants were allowed to study these videos as many times as they
intended and in slow-motion (recorded at 240 fps, with clear and unobstructed view of the
finger movements). Once confident and ready, participants were asked to mimic these finger
movements while wearing only the IMU component of our system, in their best attempt
to impersonate the target participant. Furthermore, as reference, we also asked the target
participant that had partaken in Experiment#1 to self-mimic 23 of his own EMS responses

after observing and studying them.

Results: robustness against human mimicry. We found that none of the study
participants was able to fool our system by mimicking the target participant’s responses.
Note that these participants were allowed to view the videos in slow motion and as many
times as they want. The FAR was 0 for a FRR > 2%. This confirms our intuition that the

EMS movements are indeed involuntary and incredibly hard to voluntarily replicate.
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Results: robustness against record-replay attack. For this we utilized data from
Experiment#1. Even assuming perfect recording on the side of the attacker (i.e., their
recording channel has access to IMUs without any noise or sample rate issues), we found our
system to be robust against these attacks. In particular, for length-6 challenges, the FAR
(against any of the 115 challenges) was less than 0.0014% across all 13 participants when
FRR > 2%. This FAR is significantly smaller than the challenge misclassification rate of our

authentication model (0.2%, see Experiment#1).

Results: robustness against breach-replay attack. Again we utilized data from
Experiment#1. For each participant, we randomly split the 115 challenges (and their re-
sponses) into two equal sets (A and B). We assume that the attacker, via data breach, obtains
the dataset A and uses them to launch replay attacks against ElectricAuth. At the same
time, ElectricAuth reacts to the data breach by asking users to re-register via a set of new
challenges (i.e., dataset B) and retraining the authentication models using dataset B. Like
the above, we found our system to be robust against these replay attacks — the FAR was
less than 0.0098% when FRR > 2%. Moreover, both the anomaly detector and challenge

classifier components in the model were able to reject the attack responses.

Results: robustness against online synthesis. = We evaluated the success rate of an
online synthesis attack, using the data from Experiment#1. We assume the attacker has
access to the EMS and IMUs without sample rate or noise issues, which is in itself very
unlikely. The idea behind a synthesis attack is that the adversary records both challenges
and their responses, and segments these into chunks, as in ”this impulse at electrode 1,
moves this finger by this much”, and so forth. We referred to this approach as the simple
synthesis attack. A more advanced attack would capture the impact of temporal dependency
by segmenting responses into per pair-stimuli chunks, as in "these two impulses at electrodes
1 and 2, move these fingers by this much”). After segmenting the responses, the attacker

will observe each incoming impulse of a new challenge and inject a response into the IMUs in
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real-time. Note that even assuming best hardware and knowledge, assembling this response
will always have some latency.

Figure 4.10(a) plots the FAR of online synthesis attacks considering three latency values,
assuming the attacker has observed R=50 challenge-response pairs and the planned FRR is
set to 5%. Even under the extreme attack case (zero latency, which is physically impossible),
the attack success rate is low (i.e., FAR=2.2% and 7.5% for simple and advanced attacks,
respectively). When the synthesis latency reaches 20ms, which still depicts an unlikely
extremely fast response, the FAR drops to 0.1-0.2%. The same applies when we raised R to

75 (i.e., the advanced attack’s success rate is only 0.25% for latency=20ms).

Results: ROC and EER. Finally, Figure 4.10(b) plots the ROC results for all the replay
attacks and synthesis attacks (with latency =20ms). We see that ElectricAuth achieves
noticeable EERs only for the synthesis attacks (1.48% for simple synthesis and 1.59% for
advanced synthesis). These results show that ElectricAuth is robust against replay and

synthesis attacks, even those extreme ones.

4.8 Exploratory longitudinal study

We conducted an exploratory longitudinal study to examine ElectricAuth over time and
against various environment and muscle conditions. Specifically, we performed fixed-model-
over-time tests, which depicts how an authentication model trained using the first three
days of data will perform over time and under muscle conditions (e.g., humidity, fatigue,
etc.) and other non-predictable environmental factors that were not present in the training
data;

Participants.  Due to Covid-19, only two co-authors participated in this study (ages: 25

& 24 years old; weights: 70 & 54kg; heights 170 & 163¢m; one male and one female).

Procedure. In the day prior to the start of the 24-day period, we conducted an initial

calibration session (following the same method and apparatus described in Experiment #1).
103



@ false acceptance rate (FAR) under different replay
and synthesis attacks at a planned FRR of 5%

10
7.47

2.23 2.46

0.87
0 0.00 0.00 0.00 - mmm 072 - 0.16

human  record = breach |§toency10ms 20ms  Oms 10ms 20ms
mimic  replay replay  gynthesis (simple)  synthesis (advanced)

false accept
rate (%)

®

ROC curves under different replay and synthesis attacks

- 100 = record replay
.&’__,‘,\? breach replay
ol === _human mimicry

o 50 ) .
3 = === simple synthesis (20ms)
Ne I = advanced synthesis (20ms)

0
0 20 40 60 80 100

false accept rate (%)

Figure 4.10: ElectricAuth’s robustness against different replay and synthesis attacks.
For online synthesis, the attacker had perfect records on responses to 50 challenges.
Here ElectricAuth operates on length-6 challenges.

Then, we followed with 24 days of data collection. We collected data once a day. For each
participant, we randomly chose 115 length-6 challenges to collect user responses.

For this study, we used fabric sleeves with embedded EMS electrodes at the precalibrated
positions for each participant, following a design similar to [101]. Each day, participants were
asked to wear their custom electrode-sleeves (depicting their calibrated locations). Partici-
pants fitted the sleeve by themselves prior to the trials by aligning markings on the sleeve
with their elbow and top of wrist. If the electrode pads were dry, they re-gelled it using
conductive gel. Then, they recorded their response to the 115 challenges every day. For each

challenge, they collected more than 6 responses per day. After the trials, they removed the

sleeve until the next day.

Conditions. To explore the impact of environmental and physiological variations, we

conducted data collection under combinations of three conditions: (1) time of the day (morn-

104



@ P1's false rejection rate (FRR) under each condition @ P2's false rejection rate (FRR) under each condition mean FRR
across days

L 10 10 10
S~
“;__"Q\\i 5 5 5

0]
4% 128 126 Py iy 150 164 225 141 By 144 189 152 187
27 um i s o o2 uim I — 0

AM  PM night dry damp normal fatigued AM  PM night dry damp normal fatigued P1 P2
time humidity fatigue time humidity fatigue

Figure 4.11: Results of fixed-model-over-time tests. (a) and (b) shows for both par-
ticipants, our system is stable under various conditions; (c) our system is stable over
time (21 days) for both participants.

ing/afternoon/late); (2) environment humidity (dry/damp); and (3) muscle fatigue (nor-
mal/fatigued). We randomly chose one combination per day, and each combination was
tested at least twice during the study. In the damp condition, participants were asked to
stay in their bathroom with the humidity at over 80% and temperature over 29 °C' for more
than 20 minutes right before the data collection. For dry condition, participants stayed in
an air-conditioned room of humidity 55% and temperature 24°C'. To test our system right
after the muscles started to fatigue, participants were asked to do a routine of intense fore-
arm muscle training (dumbbell wrist flexion and extension) for a minimum of 15 minutes
before collecting data.

During the days in which we tested ElectricAuth under normal muscle conditions, par-
ticipants still performed their forearm muscle training but after the data collection session.

This allowed us to study if extended muscle exercise would affect the system performance.

Training the authentication model.  For each participant, we used data collected in
the first three days to train the authentication model (the anomaly detector and challenge
classifier). For both participants, the training data were collected under the same (dry, pre-
workout) condition. The rest of the data (21 days) were used for testing our authentication
models. The testing data contained conditions both seen or unseen in the training data. We
excluded day 10 and 11 for participant 1 due to need for replenishing the sticky gel on the

electrodes, i.e., waiting for gel supply.
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For all the trained models, we configured the anomaly detection thresholds to achieve a
planned FRR of 2%. As discussed before, such configuration is set using only the training

data without the knowledge of any testing data.

Results: fixed-model-over-time tests.  To understand the impact of a specific condi-
tion (time of the day, environment humidity or muscle fatigue), Fig. 4.11(a)(b) shows the
measured false rejection rate (FRR) under each condition. For both participants, the mea-
sured FRRs are reasonably consistent across conditions and closely match the planned FRR
(2%). But more importantly, while our authentication models are trained only under the
combination of dry and pre-workout conditions, they remain accurate under other conditions
not seen during training. This provides initial evidence on the generality of ElectricAuth.
For both participants, we also plot the mean FRRs over time in Fig. 4.11(c). We see
that the FRR is stable over time, (mean=2.01%, SD=3.13%) for participant 1 and (mean
= 1.76%, SD=2.90%) for participant 2. No significant performance degradation over time
was found for both participants. These results suggest that ElectricAuth remains relatively

stable on a monthly scale.

4.9 Technical evaluation

We deepened our understanding of how future interactive systems might be built based on
EMS authentication by measuring system latency, training time, and the feasibility of depth

cameras as an alternative tracking modality.

4.9.1 Authentication latency

To measure ElectricAuth’s inference latency (i.e., time needed to make a decision in run-
time) and the model training, we utilized the data from the participants of Experiment#1,
i.e., 115 length-6 challenges, eight response records per challenge for training, two response

records for testing.
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Run-time inference latency. As we probed the future of EMS-based authentication,
we were interested in understanding how ElectricAuth would perform on smaller platforms,
such as laptops or even embedded devices. As such, we ran our system on a MacBook Pro
with a Intel Core 19-9880H CPU and on a Nvidia Jetson Nano embedded device (measuring
70 x 45 mm). Our results show that our system can authenticate a user in 3ms on laptop’s
CPU and 35ms on a small embedded device. This result suggests our approach is feasible

for quick authentications and even available on mobile or wearable devices.

Training latency.  Our results demonstrate that it took 35s (33s for anomaly detector;
2s for the challenge classifier) to train the complete model on a Nvidia Titan RTX GPU and

542s on a laptop’s CPU (501s for anomaly detector; 41s for the challenge classifier).

4.9.2 Using camera to capture finger movements

While we used IMUs to capture finger movements in our user study, we believe these move-
ments can also be captured via other modalities, such as depth cameras, a common platform
for hand pose estimation [181, 204]. To test our belief, we carried out a simple feasibility
experiment. Here, we swapped out IMU sensors with a RGB-D camera (Intel RealSense
D435), which operates at 640x480 resolution and 30 frames per second. The camera was
placed in front of the participant with a distance of 50cm.

Following the same procedure of Experiment#1, we recorded, via the depth camera, the
responses to our 115 length-6 challenges on one participant. We then used an available hand
gesture recognition model (from [104]) as our challenge verification model.

We found that the challenge classification accuracy for this simple feasibility experiment
was 99.57% using the depth image. We also measure a 0.00% success rate of a record-replay

attack against this participant’s model.
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4.10 Using synthetic data to test attacks at scale

Our user study demonstrated that ElectricAuth was accurate in verifying each of the 13
participants and robust against any attacks in that scale. However, gaining insight into
how ElectricAuth would perform in larger deployments (e.g., 100’s of users) is impractical
by means of user studies at an early stage. To shed light into this, we explore a data-
driven approach to evaluate ElectricAuth’s robustness against impersonation attacks using

synthetic data.

Procedure. We followed the recent approach of generating synthetic data by train-
ing deep generative models, which is shown to produce diverse and natural data (e.g., ob-
jects [174], human faces [228, 7], faces with emotions [123], and physiological data including
ECG, EEG, and so forth [79]) beyond the training set. Specifically, we used the Pixel CNN++
model [174], a state-of-the-art deep generative model for images (since we treat each response
as an image). Following [174], we trained a generative model for each legitimate user in our
experiment #2 (see Section 4.7.2), using the impersonator responses collected for this user
(12 subjects and 115 challenges), conditioned on the challenge. Once trained, the generator
produces random, natural variations of the training data, emulating responses of potential
impersonators beyond our user study. We validated each generator using the well-known
negative log likelihood (NLL), which produced results on par with (and often slightly better
than) those reported by [174] on object/face images. This indicated that our trained gener-
ators are able to learn and follow the actual data distribution rather than overfitting to the

training data.

Results: robustness against synthetic impersonators. For each of the 13 users
in our experiment #2, we used the corresponding generator to produce 1075 impersonator
responses against this user. These include 100 synthetic impersonators for each of 5 randomly
selected challenges, and 5 additional impersonators for each of 115 challenges. We then tested

these impersonator responses on ElectricAuth’s authentication model for this user (i.e., the
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same authentication model used in our experiment #2). All impersonator responses were
rejected (i.e., 0% FAR at 5% FRR). This result aligns with our user study results, and sheds

lights on ElectricAuth’s robustness against impersonation attacks at larger scales.

4.11 Conclusions, applications & future work

We proposed, implemented and evaluated the use of electrical muscle stimulation (EMS)
as a novel modality for active biometrics. We engineered an interactive system, which we
called ElectricAuth, that stimulates the user’s forearm muscles with a sequence of electrical
impulses (i.e., an EMS challenge) and measures the user’s involuntary finger movements (i.e.,
response to the challenge). The key idea behind ElectricAuth is that it leveraged EMS’s
intersubject variability, i.e., the same electrical stimulation results in different movements
in different users because everybody’s physiology is unique (e.g., differences in bone and
muscular structure, skin resistance and composition, etc.). Moreover, we demonstrated that
ElectricAuth is secure against data breaches and replay attacks, as it never reuses the same
challenge twice in authentications — the key property that allowed ElectricAuth to achieve
this is that in just one second of stimulation our system was able to encode one of 68M

possible challenges.

4.11.1 Potential applications

We believe that ElectricAuth is applicable to a range of interactive scenarios in which users
authenticate without needing to memorize passwords or PINs. We believe this is of special
interest for devices that natively offer motion tracking or finger tracking, such as for virtual
reality (which we illustrated in Figure 4.1 using the Oculus Quest), smartwatch-based in-
teraction [129, 203, 229] or even leveraging a smartphone’s built in IMUs. Furthermore, we
believe our approach is of particular interest for accessibility scenarios, such as authentica-

tion for users with motor-impairments (e.g., spinal cord injury, arguably the most impactful
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application of EMS in the medical domain [156]) but with intact musculature.

4.11.2  Future work

We believe this first exploration of EMS for user authentication provides fertile grounds for
exploring subsequent challenges and opportunities: (1) while we have shown ElectricAuth
worked well on the full set of 112 length-2 challenges and a subset of 115 length-6 challenges,
growing the size of a challenge might enable new applications, as such, research is needed
to demonstrate that this approach works across an even larger set of challenges and over
a longer time period; (2) while ElectricAuth worked well on the 13 participants from our
user studies, more physiological research is needed to deepen understanding of EMS’s in-
tersubject variability; (3) while ElectricAuth worked well on the controlled wrist posture,
more investigation is required to understand its performance under other postures and their
impacts; lastly, (4) as new EMS systems emerge from the medical domain (e.g., higher res-
olution electrode arrays [96, 101, 160], implanted devices [159], and so forth), a system like
ElectricAuth will likely improve in wearability and performance, which will require further

investigations.
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CHAPTER 5
CONCLUSION

In this dissertation, we explore protecting users against intrusive sensing. We propose, design
and prototype low-cost wearables that users can carry and turn on/off to prevent their
private information from being extracted by unauthorized parties. My research produces
three distinct wearables for protecting speech, typing content and identity privacy. In this
chapter, we summarize the contribution of this dissertation, and discuss the insights learned

and future directions for this emerging field.

5.1 Summary of contributions

Speech content privacy. In Chapter 2, we engineer a wearable microphone jammer as
a bracelet, which disables surrounding microphones, including hidden ones. Our evaluation
demonstrates that (1) our wearable largely outperforms existing jammers in coverage; (2) it
remains effective even if the microphones are hidden and covered by various materials; and,

(3) our user study participants feel that our wearable protects their speech privacy.

Typing content privacy. In Chapter 3, we study privacy threats against wearable
keyboards where the keyboard and its layout are invisible in the physical world. We develop a
new, more sophisticated attack that can successfully infer wearable keyboard typing content
using just a RGB camera. We demonstrate that wearable keyboard typing is still under

threat of keystroke inference attacks and additional protection methods are needed.

Identity privacy. In Chapter 4, we develop a wearable-based authentication method
using muscle stimulation, which is robust against data breaches and replay attacks. Our
evaluation results demonstrate that our system: (1) authenticates accurately and resists
three common attacks: impersonation, replay and synthesis attacks; (2) performs stably over
time, against various conditions; (3) runs with low latency and various tracking modalities.
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5.2 Discussions

We discuss three key insights we learned throughout the studies in this dissertation.

Human body is a double-edged sword for privacy protection. My research
shows that human body can be leveraged to improve protection strength and robustness. In
particular, we leverage natural body movements to increase our wearable jammer’s protection
coverage (Chapter 2), and each user’s unique finger movements triggered by EMS signals to
identify the user (Chapter 4).

On the other hand, human body is also a source for leaking our private information. We
demonstrate in Chapter 3 that by observing a user’s typing finger movements, attackers can
recover the typed content. In our earlier work [230], we also show that our natural body

movements can leak our location inside a building to an attacker outside the property.

Privacy protection is a cat-and-mouse game.  As shown in Chapter 3, a seemingly
effective protection against existing attacks is eventually defeated by a more advanced adver-
sary. This suggests the need to continuously evaluate (and update) any privacy protection
system against evolving attackers.

We follow this principle in the development of our proposed wearable microphone jam-
mer and EMS authentication system. In Chapter 2, to maximize the jammer’s coverage
and robustness, we opt to use a ring layout and build the jammer in the form of a bracelet.
We experimentally show that our jammer is robust against advanced countermeasures, such
as covering microphone with a variety of materials and post-processing and denoising the
recording using state-of-the-art DNN models. In Chapter 4, to design a biometric authen-
tication system that is breach-resistant, we examine the effectiveness of our system against
various advanced countermeasures, including impersonation, replay and synthesis attacks.
We also create a synthetic dataset to evaluate our system using data beyond those collected

by our user studies.

The use of DNN models is a key factor in the design of privacy protection. In
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Chapter 4, we use DNNs to extract useful features from complex human finger movements,
where we show features extracted by DNNs outperform traditional hand-craft features by a
large margin. Without the help of DNNs, the authentication accuracy could suffer signifi-
cantly. On the other side, advances in DNNs also enables new attacks as we illustrated in
Chapter 3. Further development of privacy protection tools should consider both the inte-
gration of DNN models into the design and the evaluation against advanced attacks enabled

by DNN models.

5.3 Future directions

We sketch an outline of future directions in the filed of wearable-based privacy protection.

Protecting privacy of other content / behavior categories. = While this dissertation
explores the two major modalities we use to produce content, there are other ones worth
further study. Examples include: (1) hand writing; (2) sign language; (3) lip movements
during speech. Beyond content (what we are) and identity (who we are) privacy, building
wearables for behavior (how we are / where we are) privacy protection are also important

and worth further investigation.

Protecting against intrusive identification. In Chapter 4, we study the impact of
intrusive sensing on biometric authentication where the attacker records a user’s biometric
data and then bypasses the authentication system by replaying the recorded data. On the
other hand, intrusive sensing also poses another significant threat where the attacker wants to
identify the target using the recorded biometric, such as face and voice. Future wearables can
be built to dynamically change one’s identity appearance in the physical world by applying

time-varying obfuscation signals.
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APPENDIX A
TYPING PRIVACY THREATS AGAINST WEARABLE
KEYBOARDS

Thumb

Keystroke
Non-Thumb |
Keystroke L

0.0 0.5 1.0 1.5 2.0
Peak Prominence

Figure A.1: Distribution of negative acceleration’s peak prominence for thumb-based
and non-thumb keystrokes.
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Lefthand  Righthand Mult

Touch
PO I I No
P1 TI,MR,P I,M,R P No
P2 [ I No
P3 I, M,R I, M Yes
P4 I I No
P5 I, M,R T,1,MR No
P6 I, M,R, P TI,MR,P Yes
pP7 I,M,R 1, M, R No
P8 LM R P T1,M,R,P Yes
P9 ,M,R P L, M, R No
P10 I, M,R I,M,R Yes
P11 TI,MR,P I,M,R P Yes
P12 I, M,R I, M,R No
P13 LM R P TI,M,R,P Yes
P14 I, M I,M,R No
P15 LM,RP T,1,M,R No

Table A.1: Typing behaviors of our 16 participants. We refer to each hand’s fingers
by Thumb(T), Index(I), Middle(M), Ring(R) and Pinky(P)).

Unsup. DNN  Label DNN Noise CER WER Sim.
Infer  Detector Filter Classifier Train (%) (%) (%)

4 263 67.0 0.0
v v 237 612 18.38
4 v 4 v 149 452 501
4 v v v 108 346 73.0
4 v v v 4 6.9 178 79.9

Table A.2: The contribution of each component of the pipeline tested on P9
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Ground Truth
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badges at the entrance to the
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measures we have recently employed
we will b e checking employee
badges at the entrance to the
ballroom

once we know exactly what contracts once we know exactly what 0
we are looking at we can fine tune contracts we are looking at we can

the calculation fine tune the calculation

each trader will be us ed to manage each trader will be asked to 3.8
their individual position and manage their individual position
profitability goals for the and profitability goals for the
simulation n simulation

traders will be managing their traders will be managing their 5.5
individual booms and associates individual books and associated

product products

the acatt ached draft is fairly the attached draft is fairly 6.3
legalistic in tone legalistic in tone

the lle ongoing uncertainty about the ongoing uncertainty about our 7.1
our future coupled with the future coupled with the constant
contestant media scrutiny makes the media scrutiny makes this

situation difficult for all of uw situation difficult for all of us

hbur message will be scanned an nd your message will be scanned and 7.6
hec ed for viruses prior to checked for viruses prior to

requested release requested release

i attach a letter of intent ent i attach a letter of intent which 9.9
w ich i1 hope covers all the i hope covers all the points we
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os one of the enhanced sec rit as one of the enhanced security 11.8

Figure A.2: Examples of the final recovered text compared to the ground truth text.
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