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ABSTRACT

The security of data at rest—widely understood as FDE or Full Drive Encryption—is an
important concern among several in modern computer systems. These concerns exist in
contention over a set of finite resources. For instance: a device that is battery-constrained
must remain within its energy budget which may change over time, e.g. when a device enters
“battery-saver mode”; regardless, this device must meet certain performance guarantees
or the user experience will suffer; above all, the data on the device must be secure from
adversaries; and the device has a finite amount of drive space available. At any given moment
we trade battery life for performance, performance for security, security for drive space, and
so on. Unfortunately, designing a FDE system that can navigate such treacherous tradeoffs
efficiently, effectively, and with respect to performance and security guarantees is entirely
non-trivial. This dissertation explores this space of tradeoffs and how we might optimize for
one concern without violating another given kernel and/or user space in-context invariants
that might shift over time.

Full drive encryption is especially important for mobile devices because they contain
large quantities of sensitive data yet are easily lost or stolen. As this research demonstrates,
the standard approach to FDE—the AES block cipher in XTS mode—is 3-5x slower than
unencrypted storage. Authenticated encryption based on stream ciphers is already used as a
faster alternative to AES in other contexts, such as HI'TPS, but the conventional wisdom is
that stream ciphers are unsuitable for FDE. Used naively in drive encryption, stream ciphers
are vulnerable to attacks, and mitigating these attacks with on-drive metadata is generally
believed to ruin performance.

We address the difficulty of using stream ciphers for FDE with StrongBox, a stream
cipher based FDE layer that is a drop-in replacement for dm-crypt, the standard Linux
FDE module based on AES-XTS. StrongBox introduces a system design and on-drive data
structures that exploit certain properties of filesystems to avoid costly rekeying penalties and
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a counter stored in trusted hardware to protect against attacks. We implement StrongBox
and SwitchCrypt on an ARM big.LITTLE mobile processor and test its performance under
multiple popular production filesystems.

We push the envelope further with SwitchCrypt, a software mechanism that allows us to
move beyond merely making stream ciphers available for FDE. SwitchCrypt enables practical
navigation of the tradeoff space made by balancing competing security and latency require-
ments via cipher switching in space or time. Our key insight in achieving low-overhead
switching is to leverage the overwrite-averse, append-mostly behavior of underlying solid-
state storage to trade throughput for reduced energy use and/or certain security properties.
Similar to StrongBox, we implement SwitchCrypt on an ARM big. LITTLE mobile processor
and test its performance under the popular F2FS LFS. We provide empirical results demon-
strating the conditions under which different switching strategies are optimal through the
exploration of three cases studies.

Finally, with HASCHK, we consider the same stream cipher based cryptographic primi-
tives in an alternative domain: data in motion rather than at rest. Specifically: securing data
downloads over the internet. Such downloads come with many risks, including the chance
that the resource has been corrupted, or that an attacker has replaced your desired resource
with a compromised version. The de facto standard for addressing this risk is the use of
checksums coupled with a secure transport layer; users download a resource, compute its
checksum, and compare that with an authoritative checksum. Problems with this approach
include (1) user apathy—for most users, calculating and verifying the checksum is too te-
dious; and (2) co-hosting—an attacker who compromises a resource can trivially compromise
a checksum hosted on the same system. The co-hosting problem remains despite advance-
ments in tools that automate checksum verification and generation. In this dissertation we
propose HASCHK, a resource verification protocol expanding on de facto checksum-based

integrity protections to defeat co-hosting while automating the tedious parts of checksum

xii



verification to secure “data in motion” over the internet.

StrongBox, SwitchCrypt, and HASCHK together demonstrate that security is indeed
a paramount concern and valid dimension with which to tradeoff alongside other tier-one
concerns. We show that these tradeoffs are possible without compromising data security or

requiring egregious performance sacrifices, all while staying within a shifting energy budget.
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CHAPTER 1
INTRODUCTION

1.1 Thesis Statement

With this research into filesystem, device driver, and hardware Flash Translation Layer
(FTL) based Full Disk Encryption (FDE) schemes for “data at rest”, we primarily consider:
(1) the established wisdom in the crypto community that stream ciphers are unsuitable
for FDE and (2) exploring the tradeoff space made between total energy use, filesystem
performance, and reasonable security guarantees when comparing specific cipher configu-
rations. In the first case, we develop and implement a secure approach to FDE based on
stream ciphers, the proliferation of secure hardware, and the characteristics of Log-Structured
Filesystems (LFS). In the second case, we implement a dozen stream ciphers—each exposing
several knobs—and demonstrate navigating our tradeoff space via runtime cipher switching
while maintaining reasonable security guarantees. We then present a formal analysis of our
system’s security guarantees. Finally, we consider data authenticity schemes using some
of the same cryptographic primitives but in the context of “data in motion” through the
development and implementation of a resource verification protocol expanding on de facto
checksum-based integrity protections to defeat co-hosting while automating the tedious parts

of checksum verification.

1.2 Contributions

1.2.1 StrongBox

StrongBox is a novel scheme for securing data at rest and is a drop-in replacement for
AES-XTS-backed FDE such as dm-crypt [60]. StrongBox uses a fast stream cipher for
confidentiality and performance with integrity preserving Message Authentication Codes [66]

1



and a secure, persistent hardware counter to ensure integrity and counter the weaknesses
inherent in stream cipher based FDE. With StrongBox’s, we present a system design enabling

the first confidential, high-performance drive encryption scheme based on stream ciphers.

1.2.2  SwitchCrypt

SwitchCrypt is software mechanism that navigates the tradeoff space made by balancing
competing security and latency requirements via cipher switching in space or time and
represents a vastly improved FDE approach based on StrongBox. SwitchCrypt addresses the
reality that optimizing for performance often conflicts with other key concerns like energy
usage and desired security properties. SwitchCrypt leverages the behavior of underlying
solid-state storage to trade between throughput, energy use, and desirable security properties

of various ciphers. This is accomplished dynamically and at run time.

1.2.3 HASCHK

HASCHK is a resource verification protocol expanding on de facto checksum-based integrity
protections to defeat co-hosting while automating the tedious parts of checksum verification.
HASCHK mitigates the authenticity risks of data in motion; in this instance: downloading
resources over the internet. We find our approach is more effective than existing mitigation

methods, significantly raises the bar for the attacker, and is deployable at scale.



CHAPTER 2
BACKGROUND AND RELATED WORK

Some of the most popular cryptosystems offering a confidentiality guarantee for data at
rest employ a symmetric encryption scheme known as a Tweakable Enciphering Scheme
(TES) [17, 86]. There have been numerous TES-based constructions securing data at rest [17,
42, 105], including the well known XEX-based XTS operating mode of AES [98] explored
earlier in this work. Almost all TES constructions and the storage management systems
that implement them use one or more block ciphers as their primary primitive [17, 90].
Our StrongBox implementation borrows from the design of these systems. One in par-
ticular is dm-crypt, a Linux framework employing a LinuxDeviceMapper to provide a virtual
block interface for physical block devices. Dm-crypt provides an implementation of the
AES-XTS algorithm among others and is used widely in the Linux ecosystem [6, 60]. The
algorithms provided by dm-crypt all employ block ciphers [60]. Instead of a block cipher,
however, StrongBox uses a stream cipher to provide the same confidentiality guarantee and
consistent or better 1/O performance. Further unlike dm-crypt and other similar virtual-
ization frameworks, StrongBox’s ciphering operations do not require sector level tweaks,
depending on the implementation. With StrongBox, several physical blocks consisting of
one or more sectors are considered as discrete logical units, i.e., nuggets and flakes.
Substituting a block cipher for a stream cipher forms the core of several contributions to
the state-of-the-art [17, 90]. Chakraborty et al. proposed STES—a stream cipher based low
cost scheme for securing stored data [17]. STES is a novel TES which can be implemented
compactly with low overall power consumption. It combines a stream cipher and a universal
hash function via XOR and is targeting low cost FPGAs to provide confidentiality of data on
USBs and SD cards. Our StrongBox, on the other hand, is not a TES and does not directly
implement a TES. StrongBox combines a stream cipher with nonce “tweak” and nugget

data via XOR and is targeting any configuration employing a well-behaved Log-structured
3



Filesystem (LFS) at some level to provide confidentiality of data.

Offering a transparent cryptographic layer at the block device level has been proposed
numerous times [47]. Production implementations include storage management systems
like dm-crypt. Specifically, Hein et al. proposed the Secure Block Device (SBD) [47]—an
ARM TrustZone secure world transparent filesystem encryption layer optimized for ANDIX
OS and implemented and evaluated using the Linux Network Block Device (NBD) driver.
StrongBox is also implemented and evaluated using the NBD, but is not limited to one
specific operating system. Further unlike StrongBox, SBD is not explicitly designed for use
outside of the ARM TrustZone secure world. Contrarily, StrongBox was designed to be used
on any system that provides a subset of functionality provided by a Trusted Platform Module
(TPM) and/or Trusted Execution Environment (TEE). Specifically, StrongBox requires the
availability of a dedicated hardware protected secure monotonic counter to prevent rollback
attacks and ensure the freshness of StrongBox. The primary design goal of StrongBox is to
achieve provide higher performance than the industry standard AES-XTS algorithm utilizing
a stream cipher.

StrongBox’s design is only possible because of the availability of hardware support for
security, which has been a major thrust of research efforts [33, 48, 58, 100, 104, 112],
and is now available in almost all commercial mobile processors [40, 53, 79, 97]. Our
implementation makes use of the replay protected memory block on eMMC devices [31,
79], but it could be reimplemented using any hardware that supports persistent, monotonic
counters.

The combination of trusted hardware and monotonic counters enables new security mech-
anisms. For example, van Dijk et al. use this combination allow clients to securly store data
on an untrusted server [29]. Like StrongBox, their approach relies on trusted hardware
(TPM specifically [40]), logs, and monotonic counters. The van Dijk et al. approach, how-

ever, uses existing secure storage and is not concerned with storage speed. StrongBox uses



these same mechanisms along with novel metadata layout and system design to solve a
different problem: providing higher performance than AES-XTS based approaches.

Achieving on-drive data integrity protection through the use of checksums has been used
by filesystems and many other storage management systems. Examples include ZFS [75]
and others [47]. As we explore later with HASCHK, checksums also form the backbone of
authenticity protections for objects downloaded over the internet. For our implementation
of StrongBox, we used the Merkle Tree library offered by SBD to manage our in-memory
checksum verification. A proper implementation of StrongBox need not use the SDB SHA-
256 Merkle Tree library. It was chosen for convenience.

Further, trading off security for energy, performance, and other concerns is not a new
research area [38, 41, 57, 64, 109-111]. Goodman et al. introduced selectively decreasing
the security of some data to save energy [38]. However, their approach is designed for
communication and only considered iteration/round count, thus it did not anticipate the need
for SwitchCrypt’s generic interface, switching strategies, or quantification framework. Wolter
and Reinecke study approaches to quantifying security in several contexts [109]. This study
anticipates the value of dynamically switching ciphers but proposes no mechanisms to enable
this in FDE. Similarly, companies like LastPass and Google have explored performance-
security tradeoffs. Google’s Adiantum uses a reduced-round version of ChaCha in exchange
for performance [22]. While not an FDE solution, LastPass has dealt with scaling the number
of iterations of PBKDF#2, trading performance for security during login sessions [106].

Finally, we examine prior approaches to guaranteeing resource integrity over the internet.

We then highlight some drawbacks to these approaches and how HASCHK differs.

Anti-malware software, heuristics, and blacklists. Anti-malware software is a heuristic-
based program designed for the specific purpose of detecting and removing various kinds of

malware. However, updates to anti-malware definitions often lag behind or occur in re-



sponse to the release of crippling malware. For example, during the 2017 compromise of
the HandBrake distribution mirror, users who first ran the compromised HandBrake image
through VirusTotal—a web service that will run a resource through several dozen popular
anti-malware products—received a report claiming no infections were detected despite the
presence of the Proton malware [44]. In the 2012 compromise of SourceForge’s CDN; the
malicious changes to the phpmyAdmin image do not appear as malware to anti-malware
software [77].

Similarly, all modern browsers employ heuristic and blacklist-based detection and pre-
vention schemes in an attempt to protect users from malicious content on the internet. The
warnings generated by browser-based heuristics and blacklists are also reactive rather than
proactive; hence, they are generally ineffective at detecting active or novel attacks on the
integrity of the resources downloaded over the internet.

On the other hand, HASCHK relies on no heuristics or blacklists and is not anti-malware
software. HASCHK is a protocol for automating checksum verification of resources. This
ensures download integrity—that a user is receiving the expected resource a provider is

advertising—mnot that the expected resource is not malware.

Link Fingerprints and Subresource Integrity. The Link Fingerprints (LF) draft de-
scribes an early HTML hyperlinks and URI based resource integrity verification scheme
that “provides a backward-compatible technique for resource providers to ensure that the
resource originally referenced is the same as the resource retrieved by an end user.” [63].
The World Wide Web Consortium’s (W3C) Subresource Integrity (SRI) describes a similar
HTML-based scheme designed exclusively with CDNs and web assets in mind.

Like HASCHK, both LF and SRI employ cryptographic digests to ensure no changes of
any kind have been made to a resource [3]. Unlike HASCHK, LF and SRI apply only to

resources referenced by script and link HTML elements; HASCHK, on the other hand, can



ensure the integrity of any arbitrary resource downloaded over the internet, even outside of
HTML web pages and browser software. Further, the checksums contained in the HTML
source must be accurate for SRI to work. If the system behind the CDN is compromised,
the attacker can alter the HTTML and inject a malicious checksum or even strip checksums
from the HTML entirely. With HASCHK, however, an attacker would additionally have
to compromise the separate backend system that advertises the provider’s resources, thus

raising the bar.

Content-MD5 Header. The Content-MD5 header field is a deprecated email and HT'TP
header that delivers a checksum similar to those used by Subresource Integrity. It was
removed from the HTTP/1.1 specification because of the inconsistent implementation of
partial response handling between vendors [34]. Further, the header could be easily stripped
off or modified by proxies and other intermediaries [70]. HASCHK exhibits none of these

weaknesses.

Deterministic Build Systems and Binary Transparency. A deterministic build system
is one that, when given the same source, will deterministically output the same binary on
every run. For example, many packages in Debian [83] and Arch Linux can be rebuilt
from source to yield an identical byte for byte result [82], allowing for verification of the
Integration and perhaps Development supply chain phases (see Table 5.1). Further, using a
merkle tree [65] or similar construction, an additional chain of trust can be established that
allows for public verification of the Deployment, Maintenance, and Retirement supply chain
phases. Companies such as Mozilla refer to the latter as “Binary Transparency.”

Like HASCHK, binary transparency establishes a public verification scheme that allows
third party consumers access to a listing of source updates advertised by a provider [91].

Consumers can leverage deterministic build systems and Binary Transparency together to



ensure their software is the same software deployed to every other system. Unlike HASCHK,
binary transparency only allows a user to verify the integrity of source updates to binaries;
our protocol allows a user to verify the integrity of any arbitrary resource while specifically

addressing co-hosting.

Stickler and Cherubini et al. Stickler [56] by Levy et al. is an automated JavaScript-
based stand-in for SRI for protecting the integrity of web application files hosted on CDNs.
Stickler does not require any modifications to the client (i.e., a frontend), instead delivering
a bootloader to load and verify resources signed before the fact. However, as it was designed
to stand-in for SRI, Stickler inherits some of SRI’s limitations. Specifically: Stickler was
not designed to protect arbitrary resource downloads and, if the publisher’s server is com-
promised, Stickler’s bootloader can be stripped out of the initial HTTP response altogether.
Something like this is not possible with HASCHK.

The automated checksum verification approach described by Cherubini et al. [18], also
based on SRI, is similarly vulnerable to (and relies upon) co-hosting. Cherubini’s browser
extension works by both looking for embedded checksums in download links (SRI) and ex-
tracting hexadecimal strings that look like checksums directly from the HTML source. An
attacker, after compromising the resource file, need only modify the provider’s HTML file
to inject a corrupted “integrity” attribute containing a checksum matching that corrupted
resource, causing Cherubini’s extension to misreport the dangerous download as safe [18].
Additionally, Cherubini’s extension: (1) does not alert users when corresponding authorita-
tive checksums are not found, which means an attacker can simply strip all checksums from
the server response to pass off compromised resources to users; (2) considers a download
“safe” so long as any checksum found on the page matches it, which means an attacker can
just inject the compromised checksum somewhere in the HTML source alongside the legit-

imate checksum to similarly pass off compromised resources to users; (3) does not support



direct downloads, i.e., when a user enters a resource’s URI into the browser manually rather

than click a hyperlink. None of this is a problem for HASCHK.



CHAPTER 3
STRONGBOX: USING STREAM CIPHERS FOR HIGH
PERFORMANCE FULL DRIVE ENCRYPTION

3.1 Motivation

Full drive encryption (FDE)! is an essential technique for protecting the privacy of data
at rest. For mobile devices, maintaining data privacy is especially important as these de-
vices contain sensitive personal and financial data yet are easily lost or stolen. The current
standard for securing data at rest is to use the AES cipher in XTS mode [78, 98]. Unfortu-
nately, employing AES-XTS increases read /write latency by 3-5x compared to unencrypted
storage.

It is well known that authenticated encryption using stream ciphers—such as ChaCha20 [11]—
is faster than using AES (see Fig. 3.1). Indeed, Google made the case for stream ciphers
over AES, switching HT'TPS connections on Chrome for Android to use a stream cipher for
better performance [101]. Stream ciphers are not used for FDE, however, for two reasons:
(1) confidentiality and (2) performance. First, when applied naively to stored data, stream
ciphers are trivially vulnerable to attacks—including many-time pad and rollback attacks—
that reveal the plaintext by overwriting a secure storage location with the same key. Second,
it has been assumed that adding the meta-data required to resist these attacks would ruin
the stream cipher’s performance advantage. Thus, the conventional wisdom is that FDE
necessarily incurs the overhead of AES-XTS or a similar primitive.

We argue that two technological shifts in mobile device hardware overturn this conven-
tional wisdom, enabling confidential, high-performance storage with stream ciphers. First,
these devices commonly employ solid-state storage with Flash Translation Layers (FTL),

which operate similarly to Log-structured File Systems (LFS) [54, 55, 88]. Second, mobile

1. The common term is full disk encryption, but this work targets SSDs, so we use drive.
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devices now support trusted hardware, such as Trusted Execution Environments (TEE) [59,
97] and secure storage areas [31]. FTLs and LFSes are used to limit sector/cell overwrites,
hence extending the life of the drive. Most writes simply appended to a log, reducing the
occurrence of overwrites and the chance for attacks. The presence of secure hardware means
that drive encryption modules have access to persistent, monotonically increasing counters
that can be used to prevent rollback attacks when overwrites do occur.

Given these trends, we propose StrongBox, a new method for securing data at rest.
StrongBox is a drop-in replacement for AES-XTS-backed FDE such as dm-crypt [60]; i.e.,
it requires no interface changes. The primary challenge is that even with a FTL or LFS
running above an SSD, filesystem blocks will occasionally be overwritten; e.g., by segment
cleaning or garbage collection. StrongBox overcomes this challenge by using a fast stream
cipher for confidentiality and performance with integrity preserving Message Authentication
Codes [66] or “MAC tags” and a secure, persistent hardware counter to ensure integrity
and prevent attacks. StrongBoz’s main contribution is a system design enabling the first
confidential, high- performance drive encryption scheme based on a stream cipher.

We demonstrate StrongBox’s effectiveness on a mobile ARM big.LITTLE system—a
Samsung Exynos Octa 5—running Ubuntu Trusty 14.04 LTS, kernel 3.10.58. We use ChaCha20 [11]
as our stream cipher, Poly1305 [10] as our MAC algorithm, and the eMMC Replay Protected
Memory Block partition to store a secure counter [31]. As StrongBox requires no change to
any existing interfaces, we benchmark it on two of the most popular LFSes: NILFS [54] and
F2FS [55]. We compare the performance of these LFSes on top of AES-XTS (via dm-crypt)
and StrongBox. Additionally, we compare the performance of AES-XTS encrypted Ext4

filesystems with StrongBox and F2FS. Our results show:

o Improved read performance: StrongBox provides decreased read latencies across all
tested filesystems in the majority of benchmarks when compared to dm-crypt; e.g.,
under F2FS; StrongBox provides as much as a 2.36x (1.72x average) speedup over

11



AES-XTS.

e Fquivalent write performance: despite having to maintain more metadata than FDE
schemes based on AES-XTS, StrongBox achieves near parity or provides an improve-
ment in observed write latencies in the majority of benchmarks; e.g., under F2FS,

StrongBox provides an average 1.27x speedup over AES-XTS.

StrongBox achieves these performance gains while providing a stronger integrity guar-
antee than AES-XTS. Whereas XTS mode only hopes to randomize plaintext when the
ciphertext is altered [98], StrongBox provides the security of standard authenticated encryp-

tion. In addition, StrongBox’s implementation is available open-source.?

3.1.1 Performance Potential

We demonstrate the potential performance win from switching to a stream cipher by com-
paring AES-XTS to ChaCha20+ Poly1305. We use an Exynos Octa processor with an ARM
big. LITTLE architecture—the same processor used in the Samsung Galaxy line of phones.
We encrypt and then decrypt 250MB of randomly generated bits 3 times and take the me-
dian time for each of encryption and decryption. Fig. 3.1 shows the distinct advantage of

the stream cipher over AES—a consistent 2.7x reduction in run time.

0o Aes—xts [ cChaCha+ Poly1305
50

25

Time (s)

EncrypDecrypt

Figure 3.1: AES-XTS and ChaCha20+Poly1305 Comparison.

2. https://github.com/Xunnamius/strongbox-switchcrypt
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3.1.2  Append-mostly Filesystems

Of course, stream ciphers are not designed to encrypt data at rest. If we naively implement
block device encryption with a stream cipher, overwriting the same memory location with the
same key would trivially allow an attacker to recover the secret key. Thus we believe stream
ciphers are best suited for encrypting block devices backing Log-structured File Systems
(LFSes), as these filesystems are designed to append data to the end of a log rather than
overwrite data. In practice, some overwrites occur; e.g., in metadata, but they are small in
number during normal execution.

To demonstrate this fact, we write SO0MB of random data directly to the backing store
using four different file systems: Ext4, LogF'S, NILFS, and F2FS. We count the number of
total writes to the underlying block device and the number of times data is overwritten for
each file system.

Table 3.1: File System Overwrite Behavior

File System Total Write Ops Overwrites

ext4 16,756 10,787
LogFS 4,244 32
NILFS 4,199 24
F2FS 2.107 2

Table 3.1 shows the data for this experiment. Ext4 has the highest number of writes, but
many of those are small writes for book-keeping purposes. Ext4 also has the largest number
of overwrites. Almost 65% of the writes are to a previously written location in the backing

store. In contrast, all three Log-structured file systems have very few overwrites.

3.1.8 Threat Model

A stream cipher can be more than twice as fast as AES-XTS while providing the same
confidentiality guarantee. The problem is that a stream cipher is not secure if the same key

is used to overwrite the same storage location. Fortunately, F'TLs and LFSes rarely overwrite
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the same location.

We cannot, however, ignore the fact that overwrites do occur. While Table 3.1 shows
overwrites are rare during normal operation, we know they will occur when garbage collecting
the LF'S. Thus, we will need some metadata to track writes and ensure that data is handled
securely if overwrites occur. Therefore, we recognize three key challenges to replacing AES

with a stream cipher for FDE:

e Tracking writes to the block device to ensure that the same location is never overwritten

with the same key.

e Ensuring that the metadata that tracks writes is secure and is not subject to leaks or

rollback attacks.

e Accomplishing the above efficiently so that we maintain the performance advantage of

the stream cipher.

The key to StrongBox is using a secure, persistent counter supported in modern mobile
hardware; e.g., for limiting password attempts. This counter can track writes, and thus
versions of the encrypted data. If an attacker tried to roll back the file system to overwrite
the same location with the same key, our StrongBox detects that the local version number
is out of sync with the global version number stored in the secure counter. In that case,
StrongBox refuses to initialize and the attack fails. The use of the hardware-supported secure
counter significantly raises the bar when it comes to rollback attacks, requiring a costly and
non-discrete physical attack on the hardware itself to be effective. The actual structure of the
metadata required to track writes and maintain integrity is significantly more complicated
than simply implementing a counter and is the subject of the next section.

An additional challenge is that of crash recovery. StrongBox relies on the overlying
filesystem to manage data recovery in the event of a crash that leaves user data in an

inconsistent state. StrongBox handles metadata recovery after a crash by giving the root
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Figure 3.2: Overview of the StrongBox construction.

user the option to accept the current metadata state as the new consistent state, i.e., “force
mounting”. This allows the root user to mount the filesystem and access data after an
unexpected shutdown. An attacker might try to take advantage of this feature by modifying
the backing store, forcing an inconsistent state, and hoping the root user will ignore it
and force mount the system anyway. StrongBox defends against this attack by preventing
force mounts when metadata state is wildly inconsistent with the global version counter.
Otherwise, the root user is warned if they attempt a force mount. Thus, attacking StrongBox
by forcing a crash can only be successful if the attacker also has root permission, in which

case security is already compromised. Crash recovery is also detailed in the next section.

3.2 System Design

StrongBox acts as a translation layer sitting between the drive and the operating system. It

provides confidentiality and integrity guarantees while minimizing performance loss due to
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metadata management overhead. StrongBox accomplishes this by leveraging the speed of
stream ciphers over the AES block cipher and taking advantage of the append-mostly nature
of Log-structured Filesystems (LF'S) and modern Flash Translation Layers (FTL) [20].

Hence, there are several locations where StrongBox could be implemented in the sys-
tem stack. StrongBox could be integrated into an LFS kernel module itself—e.g., F2FS—
specifically leveraging the flexibility of the Virtual Filesystem Switch (VFS). StrongBox could
be implemented as an actual block device, or virtual block device layered atop a physical
block device; the latter is where we chose to implement our prototype. StrongBox could
even be implemented within the SSD drive controller’s FTL, which handles scatter gather,
garbage collection, wear-leveling, etc.

Fig. 3.2 illustrates StrongBox’s design. StrongBox’s metadata is encapsulated in four
components: an in-memory Merkle Tree and two drive-backed byte arrays—the Keycount
Store and the Transaction Journal—and a persistent monotonic counter we implement with
the Replay Protected Memory Block or RPMB. All four are integrated into the Cryptographic
Driver, which handles data encryption, verification, and decryption during interactions with
the underlying backing store. These interactions take place while fulfilling high-level 1/O
requests received from the LF'S. The Device Controller handles low-level I/O between Strong-
Box and the backing store.

The rest of this section describes the components referenced in Fig. 3.2. Specifically:
we first describe the backing store and StrongBox’s layout for data and metadata. This
is followed by an exploration of the cryptographic driver and how it interacts with that
metadata, the role of the device controller, an overview of rekeying in the backing store, and

further considerations to ensure confidentiality in the case of rollbacks and related attacks.
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BODY

Figure 3.3: Layout of StrongBox’s backing storage.

3.2.1 Backing Store Function and Layout

The backing store is the storage media on which StrongBox operates. Fig. 3.3 illustrates
StrongBox’s layout on this store.

In the body section of the backing store layout, end-user data is partitioned into a series
of same-size logical blocks. These are distinct from the concept of physical drive blocks, which
are collections of one or more drive sectors. To make this distinction clear, we refer to these
wider logical blocks as nuggets, marked NUG in the Body section of Fig. 3.3. Hence, a
nugget consists of one or more physical drive blocks, depending on its configured size. Each
nugget is subdivided into a constant number of sub-blocks we refer to as flakes.

The reason for these nugget/flake divisions are two-fold:

1. To track, detect, and handle overwrites and

2. To limit the maximum length of any plaintexts operated on by the cryptographic driver,

decreasing the overhead incurred per I/O operation and per overwrite.

Considering the first item, we are required to keep track of writes so that we may detect
when an overwrite occurs. Flakes are key to this tracking. When a request comes in to

17



write to one or more flakes in a nugget, StrongBox marks the affected flakes as “flagged”.
Here, “flagged” implies that another write to some portion of that flake would constitute an
overwrite. If a new request comes in to write to one or more of those same flakes another
time, StrongBox triggers a “rekeying” procedure over the entire nugget to safely overwrite the
old data in those flakes. This rekeying procedure is necessarily time consuming, ballooning
the overhead of overwrites translated by StrongBox.

Considering the second item, nugget size here governs the granularity of rekeying while
flake size governs granularity when identifying overwrites. A larger nugget size will increase
the penalty incurred with rekeying (you are re-encrypting a larger number of bytes) while
a smaller nugget size will increase the quantity of nuggets needing to be rekeyed when
an overwrite is detected as well as increase the amount of metadata stored on drive and in
memory. On the other hand, a larger flake size will increase the number of times an incoming
write is seen as an overwrite, with a non-optimal nugget-sized flake requiring a rekeying on
every write. A smaller flake size will increase the amount of metadata stored on drive and
in memory.

The size and structure of that metadata is described in greater detail throughout the rest
of this section.

The head section of the backing store layout contains the metadata written to drive
during StrongBox’s initialization. These headers govern StrongBox’s operation and are, in

order:
1. VERSION, 4 bytes; specifies the StrongBox version originally used to initialize the
backing store
2. SALT, 16 bytes; the salt used in part to derive the global master secret
3. MTRH, 32 bytes; the hash of the Merkle Tree root

4. TPMGLOBALVER, 8 bytes; the monotonic global version count, parity in hardware-

supported secure storage
18



5. VERIFICATION, 32 bytes; used to determine if the key derived from a password is

correct
6. NUMNUGGETS, 4 bytes; the number of nuggets contained by the backing store
7. FLAKESPERNUGGET, 4 bytes; the number of flakes/nugget
8. FLAKESIZE, 4 bytes; the size of each flake, in bytes

9. INITTALIZED, 1 byte; used to determine if the backing store has been properly ini-

tialized

10. REKEYING, 4 bytes; the index of the nugget in need of rekeying if there is a pending

rekeying procedure

After the headers, two byte arrays are stored in the Head section: one of N 8-byte integer
keycounts and one of N [P/8]-byte transaction journal entries, where N is the number of
nuggets and P is the number of flakes per nugget.

Finally, the Rekeying Journal is stored at the end of the Head section. The rekeying
journal is where nuggets and their associated metadata are transiently written, enabling
StrongBox to resume rekeying in the event that it is interrupted during the rekeying proce-

dure.

Metadata-aware Cryptographic Driver

The cryptographic driver coordinates StrongBox’s disparate components. Its primary func-
tion is to map incoming reads and writes to their proper destinations in the backing store,
applying our chosen stream cipher and message authentication code to encrypt, verify, and
decrypt data on the fly with consideration for metadata management.

When a read request is received, it is first partitioned into affected nuggets; e.g., a read
that spans two nuggets is partitioned in half. For each nugget affected, we calculate which

flakes are touched by the request. We then verify the contents of those flakes. If all the flakes
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Algorithm 1 StrongBox handling an incoming read request.

Require: The read request is over a contiguous segment of the backing store
Require: /, ¢ <+ read requested length
Require: N« master secret
Require: n;,4c,; < first nugget index to be read
1: data < empty
2: while ¢ # 0 do
kninde:ﬂ A GenK@ynugget (nindez, N)
Fetch nugget keycount ny. from Keycount Store.
Calculate indices touched by request: frirst, fiast
N flakedat — ReadFlakes(ffirsta ey flast)
for fcurrent = ffirst to flast do
kfcurrem — GenKeyflake(knmdew ’ fcurremﬁ nkc)

ta’gfcurrent A GenMac(k.fcurrent ) nflakedat [fcu?“rent])
Verify tagy..,..... in Merkle Tree.
> (*) denotes requested subset of nugget data

11: data < data + Decrypt(+*n fiakedat, Ky gen > Tke)

1

12: 04— { — || * nfiakedat]
13: Nindex < Nindex T 1
14: return data > Fulfill the read request

Ensure: |data| <= ¢
Ensure: { =0

are valid, whatever subset of data that was requested by the user is decrypted and returned.
Algorithm 1 details StrongBox’s read operation.

Like reads, when a write request is received, the request is first partitioned with respect
to affected nuggets. For each affected nugget, we calculate which flakes are touched by the
request and then check if any of those flakes are marked as flagged in the transaction journal.
If one or more of them have been marked flagged, we trigger rekeying for this specific nugget
(see: Algorithm 3) and end there. Otherwise, we mark these touched flakes as flagged in
the transaction journal. We then iterate over these touched flakes. For the first and last
flakes touched by the write request, we execute an internal read request (see: Algorithm 1)
to both obtain the flake data and verify that data with the Merkle Tree. We then overwrite
every touched flake with the data from the requested operation, update the Merkle Tree to
reflect this change, encrypt and write out the new flake data, and commit all corresponding

metadata. Algorithm 2 details StrongBox’s write operation.
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Algorithm 2 StrongBox handling an incoming write request.

Require: The write request is to a contiguous segment of the backing store
Require: ¢, ¢ <+ write requested length

Require: N« master secret

Require: data < cleartext data to be written
Require: n;,4e, < first nugget index to be affected

1: Increment secure counter: by 2 if we recovered from a crash, else 1

2: while ¢ # 0 do

3: Calculate indices touched by request: frirst, fiast

4: if Transaction Journal entries for frirst, ..., flast 7 0 then
5: Trigger rekeying procedure (see: Algorithm 3).
6: continue
7 Set Transaction Journal entries for frirst, ..., flast to 1
8: k'rLde — GenKeynugget (nindexa N)
9: Fetch nugget keycount ng. from Keycount Store.
10: for fcurrent = ffirst to flast do
11: N flakedat — empty
12: if fcurrent == ffirst”fcurrent == flast then
13: Nflakedat < CryptedRead(FSIZE, X, NindexQfof fset)
14: N flakedat — Encrypt(nflakedata knmdem ) nkc)
15: kfcurrent « GenKeyflake(kn,;ndm ) fcurrent7 nkc)
16: 009 crrrens < GenMac(ky,,, ..., M flakedat)
17: Update new tagy,,,.,.,. in Merkle Tree.
18: WriteFlake(fcurrent; nflakedat)
19: > (*) denotes requested subset of nugget data if applicable
20: 00— H *nﬂakedatH
21: Nindex < Nindex T 1

22: Update and commit metadata and headers
Ensure: /=0

Transaction Journal

An overwrite breaks the security guarantee offered by any stream cipher. To prevent this
failure, StrongBox tracks incoming write requests to prevent overwrites. This tracking is
done with the transaction journal, featured in Fig. 3.2.

The transaction journal consists of N [P/8]-byte bit vectors where N is the number
of nuggets and P is the number of flakes per nugget. A bit vector v contains at least P
bits v = {bg, b1, b2,...,bp_1,...}, with extra bits ignored. Each vector is associated with a
nugget and each bit with a flake belonging to that nugget. When an incoming write request
occurs, the corresponding bit vector is updated (set to 1) to reflect the new flagged state of

those flakes.
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The transaction journal is referenced during each write request, where it is updated
to reflect the state of the nugget and checked to ensure the operation does not constitute
an overwrite. If the operation does constitute an overwrite, StrongBox triggers a rekeying

procedure for the entire nugget before safely completing the request.

Merkle Tree

Tracking writes with the transaction journal may stymie a passive attacker by preventing
explicit overwrites, but a sufficiently motivated active attacker could resort to all manner
of cut-and-paste tactics with nuggets, flakes, and even blocks and sectors. If, for example,
an attacker purposefully zeroed-out the transaction journal entry pertaining to a specific
nugget in some out-of-band manner—such as when StrongBox is shut down and then later re-
initialized with the same backing store—StrongBox would consider any successive incoming
writes as if the nugget were in a completely clean state, even though it actually is not. This
attack would force StrongBox to make compromising overwrites. To prevent such attacks,
we must ensure that the backing store is always in a valid state. More concretely: we must
provide an integrity guarantee on top of a confidentiality guarantee.

StrongBox uses our chosen Message Authentication Code (MAC) generating algorithm
and each flake’s unique key to generate a per-flake MAC tag (“MACed”). The purpose of
this tag is to authenticate flake data and confirm that it has not been tampered with. Each
tag is then appended to the Merkle Tree along with StrongBox’s metadata.

The transaction journal entries are handled specially in that the bit vectors are MACed
and the result is appended to the Merkle Tree. This is done to save space.

The Merkle Tree then ties the integrity of any single flake to the integrity of the system
as a whole such that if the former fails, 7.e., there is a MAC tag mismatch for any particular

flake, the latter immediately and obviously fails.
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Keycount Store

To prevent a many-time pad attack, each nugget is assigned its own form of nonce we refer
to as a keycount. The keycount store in Fig. 3.2 represents a byte-array containing N 8-
byte integer keycounts indexed to each nugget. Along with acting as the per-nugget nonce
consumed by the stream cipher, the keycount is used to derive the per-flake unique subkeys

used in MAC tag generation.

3.2.2  Rekeying Procedure

When a write request would constitute an overwrite, StrongBox will trigger a rekeying process
instead of executing the write normally. This rekeying process allows the write to proceed
without causing a catastrophic confidentiality violation.

When rekeying begins, the nugget in question is loaded into memory and decrypted. The
target data is written into its proper offset in this decrypted nugget. The nugget is then
encrypted, this time with a different nonce (keycount + 1), and written to the backing store,

replacing the outdated nugget data. See: Algorithm 3.

3.2.8 Defending Against Rollback Attacks

To prevent StrongBox from making overwrites, the status of each flake is tracked and over-
writes trigger a rekeying procedure. Tracking flake status alone is not enough, however.
An attacker could take a snapshot of the backing store in its current state and then easily
rollback to a previously valid state. At this point, the attacker could have StrongBox make
writes that it does not recognize as overwrites.

With AES-XTS, the threat posed by rolling the backing store to a previously valid state
is outside of its threat model. Despite this, data confidentiality guaranteed by AES-XTS
holds in the event of a rollback, even if integrity is violated.

StrongBox uses a monotonic global version counter to detect rollbacks. When a rollback
23



Algorithm 3 StrongBox rekeying process.

Require: The original write applied to a contiguous backing store segment
Require: ¢ < write requested length
Require: N+ master secret
Require: data < cleartext data to be written
Require: n;,q4.. < nugget rekeying target
> Read in and decrypt the entire nugget
Nnuggetdat < CTyptedRead(NSIZE, R, Nipdey)
Calculate indices touched by request: frirst, flast
Write data into Nyyggetdar at proper offset with length ¢
Set Transaction Journal entries for frirse, ..., flast to 1
knindez A GenKeynugget(nindeza N)
Fetch nugget keycount ng. from Keycount Store. Increment it by one.
Npuggetdat < Encrypt(nnuggetdah kni"dew , nkc)
Commit nyyggetdat 10 the backing store

> Iterate over all flakes in the nugget
9: for all flakes feyrrent IN Nynder dO
10: kfcuTrent — GenKeyflake (knindez ) fcurrenta nkc)

11: Copy fcurrent data from Nnpuggetdat — N flakedat
12: tagy.,, ... < GenMac(ky,,,,...s N flakedat)

13: Update new tagy,, .., .,.. in Merkle Tree.

14: Update and commit metadata and headers

is detected, StrongBox will refuse to initialize unless forced, using root permission. Whenever
a write request is completed, this global version counter is committed to the backing store,

committed to secure hardware, and updated in the in-memory Merkle Tree.

3.2.4  Recovering from Inconsistent State

If StrongBox is interrupted during operation, the backing store—consisting of user data and
StrongBox metadata—will be left in an inconsistent state. StrongBox relies on the overlying
filesystem e.g., F2FS to manage user-data recovery, which is what these filesystems are
designed to do and do well. We detail how StrongBox handles its own inconsistent metadata.

Let ¢ be the value of the on-chip monotonic global version counter and d be the value of

the on-drive global version counter header (TPMGLOBALVER). Consider the following:

e ¢ == d and MTRH is consistent: StrongBox is operating normally and will mount

without issue.
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o c<dorc==d but MTRH is inconsistent: Since the global version counter is updated
before any write, this case cannot be reached unless the backing store was manipulated

by an attacker. So, StrongBox will refuse to initialize and cannot be force mounted.

e ¢ > d+ 1: Since the global version counter is updated once per write, this case cannot
be reached unless the backing store was rolled back or otherwise manipulated by an
attacker. In this case, the root user is warned and StrongBox will refuse to initialize
and cannot be force mounted unless the MTRH is consistent. We allow the root user
to force mount here if the root user initiated the rollback themselves, such as when

recovering from a drive backup.

e ¢ == d+ 1: In this case, StrongBox likely crashed during a write, perhaps during an
attempted rekeying. If the rekeying journal is empty or the system cannot complete
the rekeying and/or bring the MTRH into a consistent state, the root user is warned

and allowed to force mount. Otherwise, StrongBox will not initialize.

For subsequent rekeying efforts in the latter two cases, rather than incrementing the
corresponding keystore counters by 1 during rekeying, they will be incremented by 2. This
is done to prevent potential reuse of any derived nugget keys that might have been in use
right before StrongBox crashed.

When StrongBox can detect tampering, it will not initialize. When StrongBox cannot
distinguish between tampering and crash, it offers the root user a choice to force mount.
Thus, an attacker could force a crash and use root access to force mount. We assume,

however, that if an attacker has root access to a device, its security is already compromised.

3.3 Implementation

Our implementation of StrongBox is comprised of 5000 lines of C code. StrongBox uses

OpenSSL version 1.0.2 and LibSodium version 1.0.12 for its ChaCha20, Argon2, Blake2, and
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AES-XTS implementations, likewise implemented in C. The SHA-256 Merkle Tree implemen-
tation is borrowed from the Secure Block Device library [47]. StrongBox’s implementation
is available as open-source.3

To reduce the complexity of the experimental setup, establish a fair baseline, and allow
StrongBox to run in user space, we use a BUSE [2] virtual block device. BUSE is a thin
(200 LOC) wrapper around the standard Linux Network Block Device (NBD), which allows
a machine to serve requests for reads and writes to virtual block devices exposed via domain
socket. We built StrongBox on top of BUSE/NBD because a simple block device in user

space allows for quick experimentation and rapid prototyping. It is not required for a proper

implementation.

3.3.1 Deriing Subkeys

The cryptographic driver requires a shared master secret. The derivation of this master
secret is implementation specific and has no impact on performance as it is completed during
StrongBox’s initialization. Our implementation uses the Argon2 KDF to derive a master
secret from a given password with an acceptable time-memory trade-off.

To assign each nugget its own unique keystream, that nugget requires a unique key and
associated nonce. We derive these nugget subkeys from the master secret during StrongBox’s
initialization. To guarantee the backing store’s integrity, each flake is tagged with a MAC.
We use Poly1305, accepting a 32-byte one-time key and a plaintext of arbitrary length to

generate tags. These one-time flake subkeys are derived from their respective nugget subkeys.

3.8.2 A Secure, Persistent, Monotonic Counter

Our target platform uses an embedded Multi-Media Card (eMMC) as a backing store. In

addition to boot and user data partitions, the eMMC standard includes a secure storage

3. https://github.com/Xunnamius/strongbox-switchcrypt
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partition called a Replay Protected Memory Block (RPMB) [31]. The RPMB partition’s
size is configurable to be at most 16MB (32MB on some Samsung devices) [79]. All read and
write commands issued to the RPMB must be authenticated by a key burned into write-once
storage (typically eFUSE) during some one-time, secure initialization process.

To implement rollback protection on top of the RPMB, the key for authenticating RPMB
commands can be contained in TEE sealed storage or derived from the TPM. For this im-
plementation, StrongBox requires interaction with TPM/TEE secure storage only at mount
time, where the authentication key can be retrieved and cached for the duration of Strong-
Box’s lifetime. With the cached key on hand, our implementation makes traditional [OCTL
calls to read and write global version counter data to the RPMB eMMC partition, enforcing
the invariant that it only increase monotonically.

Our design is not dependent on the eMMC standard, however. Trusted hardware mech-
anisms other than the eMMC RPMB partition, including TPMs, support secure, persistent
storage and/or monotonic counters directly. These can be adapted for use with StrongBox
just as well.

There are two practical concerns we must address while implementing the secure counter:
wear and performance overhead. Wear is a concern because the counter is implemented in
non-volatile storage. The RPMB implements all the same wear protection mechanisms that
are used to store user-data [31]. Additionally, StrongBox writes to the global version counter
once per write to user-data. Given that the eMMC implements the same wear protection
for the RPMB and user data, and that the ratio of writes to these areas is 1:1, we expect
StrongBox places no additional wear burden on the hardware. Further, with the JEDEC
spec suggesting RPMB implementations use more durable and faster single-level NAND
flash cells rather than cheaper and slower multi-level NAND flash cells [31, 79], the RPMB
partition will likely outlive and outperform the user-data portion of the eMMC.

In terms of performance overhead, updating the global version counter requires making
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one 64-bit authenticated write per user-data write. As user-data writes are almost always
substantially larger, we see no significant overhead from the using the RPMB to store the

secure counter.

3.3.83 LFS Garbage Collection

An LFS attempts to write to a drive sequentially in an append-only fashion, as if writing to
a log. This requires large amounts of contiguous space, called segments. Since any backing
store is necessarily finite, an LF'S can only append so much data before it runs out of space.
When this occurs, the LFS triggers a segment cleaning algorithm to erase outdated data and
compress the remainder of the log into as few segments as possible [55, 88]. This procedure
is known more broadly as garbage collection [55].

In the context of StrongBox, garbage collection could potentially incur high overhead.
The procedure itself would, with its every write, require a rekeying of any affected nuggets.
Worse, every proceeding write would appear to StrongBox as if it were an overwrite, since
there is no way for StrongBox to know that the LF'S triggered garbage collection internally.

In practice, modern production LFSes are optimized to perform garbage collection as
few times as possible [55]. Further, they often perform garbage collection in a background
thread that triggers when the filesystem is idle and only perform expensive on-demand
garbage collection when the backing store is nearing capacity [54, 55]. We leave garbage
collection turned on for all of our tests and see no substantial performance degradation from

this process because it is scheduled not to interfere with user 1/0.

3.3.4 Overhead

StrongBox stores metadata on the drive it is encrypting (see Fig. 3.3). This metadata
should be small compared to the user data. Our implementation uses 4KB flakes, 256

flakes /nugget, and 1024 nuggets per GB of user data. Given the flake and nugget overhead,
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this configuration requires just over 40KB of metadata per 1 GB of user data. There is an
additional, single static header that requires just over 200 bytes. Thus StrongBox’s overhead

in terms of storage is less than one hundredth of a percent.

3.4 Evaluation

3.4.1 FExperimental Setup

We implement a prototype of StrongBox on a Hardkernel Odroid XU3 ARM big. LITTLE
system (Samsung Exynosb422 A15 and A7 quad core CPUs, 2Gbyte LPDDR3 RAM at
933 MHz, eMMC5.0 HS400 backing store) running Ubuntu Trusty 14.04 LTS, kernel version
3.10.58. The maximum theoretical memory bandwidth for this model is 14.9GB/s. Observed

maximum memory bandwidth is 4.5GB/s.

3.4.2 FExperimental Methodology

In this section we seek to answer three questions:

1. What is StrongBox’s overhead when compared to dm-crypt AES-XTS?

2. How does StrongBox under an LFS (i.e., F2FS) configuration compare to the popular

dm-crypt under Ext4 configuration?

3. Where does StrongBox derive its performance gains? Implementation? Choice of

cipher?

To evaluate StrongBox’s performance, we measure the latency (seconds/milliseconds per
operation) of both sequential and random read and write I/O operations across four different
standard Linux filesystems: NILFS2, F2FS, Ext4 in ordered journaling mode, and Ext4 in

full journaling mode. The I/O operations are performed using file sizes between 4KB and
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40MB. These files were populated with random data. The experiments are performed using
a 1GB standard Linux ramdisk (tmpfs) as the ultimate backing store.

For sequential F2FS specifically, we include latency measurements dealing with a file size
2.5x the size of available DRAM, i.e., 5GB, supported by a distinct tmpfs backing store
swapped into memory.

Ext4’s default is ordered journaling mode (data=ordered), where metadata is committed
to the filesystem’s journal while the actual data is written through to the main filesystem.
Given a crash, the filesystem uses the journal to avoid damage and recover to a consistent
state. Full journaling mode (data=journal) journals both metadata and the filesystem’s
actual data—essentially a double write-back for each write operation. Given a crash, the
journal can replay entire I/O events so that both the filesystem and its data can be recovered.
We include both modes of Ext4 to further explore the impact of frequent overwrites against
StrongBox.

The experiment consists of reading and writing each file in its entirety 30 times sequen-
tially, and then reading and writing random portions of each file 30 times. In both cases,
the same amount of data is read and written per file. The median latency is taken per result
set. We chose 30 read/write operations (10 read/write operations repeated three times each)
to handle potential variation. The Linux page cache is dropped before every read opera-
tion, each file is opened in synchronous I/O mode via 0_SYNC, and we rely on non-buffered
read() /write () system calls. A high-level I/O size of 128KB was used for all read and write
calls that hit the filesystems; however, the I/O requests being made at the block device layer
varied between 4KB and 128KB depending on the filesystem under test.

The experiment is repeated on each filesystem in three different configurations:

1. unencrypted: Filesystem mounted atop a BUSE virtual block device set up to immedi-
ately pass through any incoming I/O requests straight to the backing store. We use this

as the baseline measurement of the filesystem’s performance without any encryption.
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2. StrongBoz: Filesystem mounted atop a BUSE virtual block device provided by our

StrongBox implementation to perform full drive encryption.

3. dm-crypt: Filesystem mounted atop a Device Mapper [80] higher-level virtual block
device provided by dm-crypt to perform full drive encryption, which itself is mounted
atop a BUSE virtual block device with pass through behavior identical to the device
used in the baseline configuration. dm-crypt was configured to use AES-XTS as its

full drive encryption algorithm. All other parameters were left at their default values.

Fig. 3.4 compares StrongBox to dm-crypt under the F2FS filesystem. The gamut of
result sets over different filesystems can be seen in Fig. 3.5. Fig. 3.6 compares Ext4 with

dm-crypt to F2FS with StrongBox.

3.4.83 StrongBox Read Performance

Fig. 3.4 shows the performance of StrongBox in comparison to dm-crypt, both mounted with
the F2FS filesystem. We see StrongBox improves on the performance of dm-crypt’s AES-XTS
implementation across sequential and random read operations on all file sizes. Specifically,
2.36x (53.05m/22.48m) for sequential 5GB, 2.07x (2.09s/1.00s) for sequential 40MB, 2.08 x
(267.34ms/128.22ms) for sequential 5MB, 1.85x (28.30ms/15.33ms) for sequential 512KB,
and 1.03x (0.95ms/0.86ms) for sequential 4KB.

Fig. 3.5 provides an expanded performance profile for StrongBox, testing a gamut of
filesystems broken down by workload file size. For sequential reads across all filesystems
and file sizes, StrongBox outperforms dm-crypt. This is true even on the non-LFS Ext4
filesystems. Specifically, we see read performance improvements over dm-crypt AES-XTS
for 40MB sequential reads of 2.02x (2.15s/1.06s) for NILFS, 2.07x (2.09s/1.00s) for F2FS,
2.09x (2.11s/1.01s) for Ext4 in ordered journaling mode, and 2.06x (2.11s/1.02s) for Ext4 in
full journaling mode. For smaller file sizes, the performance improvement is less pronounced.

For 4KB reads we see 1.28x (1.62ms/1.26ms) for NILFS, 1.03x (0.88ms/0.86ms) for F2FS,
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1.04x (0.95ms/0.92ms) for Ext4 in ordered journaling mode, and 1.07x (0.97ms/0.91ms)
for Ext4 in full journaling mode. When it comes to random reads, we see virtually identical
results save for 4KB reads, where dm-crypt proved slightly more performant under the NILFS

LFS at 1.12x (1.73ms/1.54ms). This behavior is not observed with the more modern F2FS.

3.4.4 StrongBox Write Performance

Fig. 3.4 shows the performance of StrongBox in comparison to dm-crypt under the modern
F2FS LFS broken down by workload file size. Similar to read performance under the F2FS,
we see StrongBox improves on the performance of dm-crypt’s AES-XTS implementation
across sequential and random write operations on all file sizes. Hence, StrongBox under F2FS
is holistically faster than dm-crypt under F2FS. Specifically, 1.55x (1.80h/1.16h) for sequen-
tial 5GB, 1.33x (3.19s/2.39s) for sequential 40MB, 1.21x (412.51ms/341.56ms) for sequen-
tial 5MB, 1.15% (65.23ms/56.63ms) for sequential 512KB, and 1.19x (30.30ms/25.46ms) for
sequential 4KB.

Fig. 3.5 provides an expanded performance profile for StrongBox, testing a gamut of
filesystems broken down by workload file size. Unlike read performance, write performance
under certain filesystems is more of a mixed bag. For 40MB sequential writes, StrongBox
outperforms dm-crypt’s AES-XTS implementation by 1.33x (3.19s/2.39s) for F2FS and
1.18x (4.39s/3.74s) for NILFS. When it comes to Ext4, StrongBox’s write performance
drops precipitously with a 3.6x slowdown for both ordered journaling and full journaling
modes (respectively: 12.64s/3.51s, 24.89s/6.88s). For non-LF'S 4KB writes, the performance
degradation is even more pronounced with a 8.09x (118.48ms/14.65ms) slowdown for ordered
journaling and 14.5x (143.15ms/9.87ms) slowdown for full journaling.

This slowdown occurs in Ext4 because, while writes in StrongBox from non-LF'S filesys-
tems have a metadata overhead that is comparable to that of forward writes in an LFS

filesystem, Ext4 is not an append-only or append-mostly filesystem. This means that, at
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any time, Ext4 will initiate one or more overwrites anywhere on the drive (see Table 3.1).
As described in Section 3.2, overwrites once detected trigger the rekeying process, which is
a relatively expensive operation. Multiple overwrites compound this expense further. This
makes Ext4 and other filesystems that do not exhibit at least append-mostly behavior un-
suitable for use with StrongBox. We include it in our result set regardless to illustrate the
drastic performance impact of frequent overwrites on StrongBox.

For both sequential and random 4KB writes among the LFSes, the performance improve-
ment over dm-crypt’s AES-XTS implementation for LFSes deflates. For the more modern
F2FS atop StrongBox, there is a 1.19x (30.30ms/25.46ms) improvement. For the older
NILFS filesystem atop StrongBox, there is a 2.38x (27.19ms/11.44ms) slowdown. This is
where we begin to see the overhead associated with tracking writes and detecting overwrites
potentially becoming problematic, though the overhead is negligible depending on choice of
LFS and workload characteristics.

These results show that StrongBox is sensitive to the behavior of the LF'S that is mounted
atop it, and that any practical use of StrongBox would require an extra profiling step to
determine which LFS works best with a specific workload. With the correct selection of LFS,
such as F2FS for workloads dominated by small write operations, potential slowdowns when
compared to mounting that same filesystem over dm-crypt’s AES-XTS can be effectively

mitigated.

3.4.5  On Replacing dm-crypt and Fxt4

Fig. 3.6 describes the performance benefit of using StrongBox with F2FS over the popu-
lar dm-crypt with Ext4 in ordered journaling mode combination for both sequential and
random read and write operations of various sizes. Other than 4KB and 512KB write op-
erations, which are instances where baseline F2FS without StrongBox is simply slower than

baseline Ext4 without dm-crypt, StrongBox with F2FS outperforms dm-crypt’s AES-XTS
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implementation with Ext4.

These results show that configurations taking advantage of the popular combination of
dm-crypt, AES-XTS, and Ext4 could see a significant improvement in read performance
without a degradation in write performance except in cases where small (< 512K B) writes
dominate the workload.

Note, however, that several implicit assumptions exist in our design. For one, we presume
there is ample memory at hand to house the Merkle Tree and all other data abstractions used
by StrongBox. Efficient memory use was not a goal of our implementation of StrongBox.
In an implementation aiming to be production ready, much more memory efficient data
structures would be utilized.

It is also for this reason that populating the Merkle Tree necessitates a rather lengthy
mounting process. In our tests, a 1GB backing store on the odroid system can take as long

as 15 seconds to mount.

3.4.6  Performance in StrongBox: ChaCha20 vs AES

Fig. 3.5 and Fig. 3.4 give strong evidence for our general performance improvement over
dm-crypt not being an artifact of filesystem choice. Excluding Ext4 as a non-LF'S filesystem
under which to run StrongBox, our tests show that StrongBox outperforms dm-crypt under
an LFS filesystem in the vast majority of outcomes.

We then test to see if our general performance improvement can be attributed to the use
of a stream cipher over a block cipher. dm-crypt implements AES in XT'S mode to provide
full drive encryption functionality. Fig. 3.7 describes the relationship between ChaCha20,
the cipher of choice for our implementation of StrongBox, and the AES cipher. Swapping
out ChaCha20 for AES-CTR resulted in slowdowns of up to 1.33x for reads and 1.15x for
writes across all configurations, as described in Fig. 3.7.

Finally, we test to see if our general performance improvement can be attributed to our
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implementation of StrongBox rather than our choice of stream cipher. We test this by im-
plementing AES in XTS mode on top of StrongBox using OpenSSL EVP (see: Fig. 3.7).
StrongBox using OpenSSL AES-XTS experiences slowdowns of up to 1.33x for reads and
1.6x for writes compared to StrongBox using ChaCha20 (sequential, 40MB). Interestingly,
while significantly less performant, this slowdown is not entirely egregious, and suggests that
perhaps there are parts of the dm-crypt code base that would benefit from further optimiza-
tion; however, it is possible that necessary choices to harden StrongBox for a production
environment could slow it down as well.

Considering hardware support for dedicated AES instructions, Fig. 3.7 shows Strong-
Box with AES-CTR outperforms AES-XTS. Therefore, StrongBox should still outperform

dmerypt where AES hardware support is available.

3.4.7 Qwverhead with a Full Drive

During I/O operations under an appropriate choice of LFS, we have shown that full drive
encryption provided by StrongBox outperforms full drive encryption provided by dm-crypt.
However, this is not necessarily the case when the backing store becomes full and the LFS
is forced to cope with an inability to write forward as efficiently.

In the case of the F2FS LFS, upon approaching capacity and being unable to perform
garbage collection effectively, it resorts to writing blocks out to where ever it can find free
space in the backing store [55]. It does this instead of trying to maintain an append-only
guarantee. This method of executing writes is similar to how a typical non-LFS filesystem
operates. When this happens, the F2FS aggressively causes overwrites in StrongBox, which
has a drastic impact on performance.

Fig. 3.8 shows the impact of these (sequential) overwrites. Read operation performance
remains faster on a full StrongBox backing store compared to dm-crypt. This is not the case

with writes. Compared to StrongBox under non-full conditions, 40MB sequential writes were
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Table 3.2: Attacks on StrongBox and their results

Attack

|

Result

|

Explanation

Nugget user data in backing
store is mutated out-of-band
online

StrongBox Immediately fails
with exception on successive 10
request

The MTRH is inconsistent

Header metadata in backing
store is mutated out-of-band
online, making the MTRH

inconsistent

StrongBox Immediately fails
with exception on successive 10
request

The MTRH is inconsistent

Backing store is rolled back to a
previously consistent state while
online

StrongBox Immediately fails
with exception on successive 10
request

TPMGLOBALVER and RPMB
secure counter out of sync

Backing store is rolled back to a
previously consistent state while
offline, RPMB secure counter
wildly out of sync

StrongBox refuses to mount;
allows for force mount with root
access

TPMGLOBALVER and RPMB

secure counter out of sync

MTRH made inconsistent by
mutating backing store
out-of-band while offline, RPMB
secure counter in sync

StrongBox refuses to mount

TPMGLOBALVER and RPMB
secure counter are in sync, yet
illegal data manipulation
occurred

slowed by 2.8 as StrongBox approached maximum capacity.

3.4.8 Threat Analysis

Table 3.2 lists possible attacks and their results. It can be inferred from these results and

StrongBox’s design that StrongBox addresses its threat model and maintains confidentiality

and integrity guarantees.
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StrongBox vs dm-crypt AES-XTS: F2FS Test
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(a) Sequential I/O expanded F2FS result set.
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(b) Random I/0O expanded F2FS result set.

Figure 3.4: Test of the F2FS LFS mounted atop both dm-crypt and StrongBox; median
latency of different sized whole file read and write operations normalized to unencrypted
access. By harmonic mean, StrongBox is 1.72x faster than dm-crypt for sequential reads

and 1.27x faster for sequential writes.
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StrongBox Four Filesystems Test
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Figure 3.5: Comparison of four filesystems running on top of StrongBox performance is
normalized to the same file system running on dm-crypt. Points below the line signify
StrongBox outperforming dm-crypt. Points above the line signify dm-crypt outperforming
StrongBox.
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StrongBox F2FS vs dm-crypt AES-XTS Ext4-OJ
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(b) Random I/O F2FS vs Ext4 result set.

Figure 3.6: Comparison of Ext4 on dm-crypt and F2FS on StrongBox. Results are normal-
ized to unencrypted Ext4 performance. Unecrypted F2FS results are shown for reference.
Points below the line are outperforming unencrypted Ext4. Points above the line are under-
performing compared to unencrypted Ext4.
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ChaCha20 vs AES: StrongBox F2FS Sequential Test
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Figure 3.7: Comparison of AES in XTS and CTR modes versus ChaCha20 in StrongBox;
median latency of different sized whole file sequential read and write operations normalized
to ChaCha20 (default cipher in StrongBox). Points below the line signify AES outperforming
ChaCha20. Points above the line signify ChaCha20 outperforming AES.

Near-Full Drive F2FS Test
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Figure 3.8: Comparison of F2FS baseline, atop dm-crypt, and atop StrongBox. All con-
figurations are initialized with a near-full backing store; median latency of different sized

whole file read and write operations normalized to dm-crypt.

Points below the line are

outperforming dm-crypt. Points above the line are underperforming compared to dm-crypt.
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CHAPTER 4
SWITCHCRYPT: NAVIGATING TRADEOFFS IN STREAM
CIPHER BASED FULL DRIVE ENCRYPTION

4.1 Motivation

The state of the art for securing data at rest, such as the contents of a laptop’s SSD, is Full
Drive Encryption (FDE). Traditional FDE employs a single cryptographic cipher to encrypt,
decrypt, and authenticate drive contents on the fly. Unfortunately, encryption introduces
overhead that drastically impacts system performance and total energy consumption. Hence,
modern storage systems must carefully balance these competing concerns. On the one hand,
stronger security guarantees come with increased latency and threaten to balloon energy
consumption. On the other, capping total energy consumption requires tolerating increased
latency or weaker security guarantees.

FDE implementations such as dm-crypt [6, 60] for Linux and BitLocker for Windows
balance these concerns with respect to some generic “common case” workload, but this
approach often fails to deliver an optimal outcome for specific workloads. Google’s Android
OS is a good example. Android supported FDE with the release of Android 3.0, yet it was
not enabled by default until Android 6.0 [23]. Two years prior, Google attempted to roll out
FDE by default on Android 5.0 but had to backtrack. In a statement to Engadget, Google
blamed “’performance issues on some partner devices’ ... for the backtracking” [92]. At the
same time, AnandTech reported a “62.9% drop in random read performance, a 50.5% drop
in random write performance, and a staggering 80.7% drop in sequential read performance”
versus Android 5.0 unencrypted storage for various workloads [49].

FDE’s impact on drive performance and energy efficiency depends on a multitude of
choices. Paramount among them is the choice of cipher, as different ciphers expose different

performance and energy efficiency characteristics. In this way, cipher choice can be viewed
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as a key configuration parameter for FDE systems. The benefits of choosing one cipher over
another might include: 1) improved performance (i.e., overall reduction in FDE overhead),
2) reduced energy use, 3) more useful security guarantees, and 4) the ability to encrypt
devices that would otherwise be too slow or energy-inefficient to support FDE.

However, the standard cipher choice for FDE is the slow AES block cipher (AES-XTS) [73,
78, 98]. With StrongBox, we introduced a method for using ciphers other than AES-XTS
for FDE; specifically, the high performance ChaCha20 stream cipher [11, 26]. More recent
work—such as Google’s HBSH (hash, block cipher, stream cipher, hash) and Adiantum [22]—
brings stream cipher based FDE to devices that do not or cannot support hardware accel-
erated AES. Hence, it has been demonstrated that using stream ciphers for FDE is both
desirable in a variety of contexts and feasible at industry scale.

With this research, we explore the rich configuration space of stream ciphers beyond the
narrow scope of previous work. Fach cipher comes with a variety of performance, energy
efficiency, and security properties in the FDE context. These ciphers include ChaCha vari-
ants with different round counts (e.g., ChaCha8 and ChaChal2) [11], ciphers with stronger
security guarantees versus more robust adversaries (e.g., Freestyle [7]), and other ciphers like
SalsaX [12], AES in counter mode (AES-CTR) [102], Rabbit [15], Sosemanuk [8], etc. Given
this variety, the cipher configuration providing the least latency overhead is almost always
different than the configuration providing the most desirable security properties, and both
may differ from the configuration using the least energy or preserving the most free space
on the encrypted drive.

Further, while cipher choice might be configured statically at compile or boot time with
respect to some common case in traditional FDE, such configurations cannot dynamically
adapt to changes that arise while the system is running. Examples include changes in resource
availability, runtime environment, desired security properties, and respecting changing OS

energy budgets.
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Hence, any static common-case FDE configuration will sacrifice one concern for another,
even when it is not optimal to do so for a given workload. But what if a system could

dynamically transition into a more desirable configuration given runtime changes?

Our Contributions

To realize the goal of dynamically adjusting storage tradeoffs at runtime, we:

e Define a scheme to quantify the usefulness of each cipher based on key security proper-
ties relevant to FDE in context. Using this scheme, we define a tradeoff space of cipher
configurations over competing concerns: total energy use, desirable security proper-
ties, read and write performance (latency), total writable space on the drive, and how

quickly the contents of the drive can converge to a single encryption configuration.

e Introduce a novel design substantively expanding prior FDE work by wholly decoupling

cipher implementations from the encryption process.

e Develop the idea of cipher switching using switching strategies to “re-cipher” storage
units dynamically, allowing us to tradeoff different performance and security properties

of various configurations at runtime.

Unifying these contributions, we present SwitchCrypt: a software system that navigates
the tradeoff space made by balancing competing security and latency requirements via cipher
switching in space and time. We implement SwitchCrypt and three switching strategies—
Forward, Selective, and Mirrored—to dynamically transition the system between configu-
rations using our generic cipher interface. We then study the utility of cipher switching
through three case studies where latency, energy, and desired security properties change over
time.

In one study, where we require the filesystem to react to a shrinking energy budget by
switching ciphers, we find that SwitchCrypt achieves up to a 3.3x total energy use reduc-

tion compared to prior static approaches that only use the Freestyle stream cipher without
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switching. In another case, where we allow the user to manually switch between ChaCha20
and Freestyle stream ciphers dynamically, we achieve a 3.1x to 4.8x reduction to read latency
and 1.6x to 2.8x reduction to write latency compared to prior static approaches.

We make the SwitchCrypt source publicly available open sourcel.

4.1.1  Ezample: Filesystem Reacts to “Battery Saver”

Suppose we have an ARM-based ultra-low-voltage netbook provided to us by our employer.
As this is an enterprise device, our employer requires that 1) our drive is fully encrypted
at all times and 2) our encrypted data is constantly backed up to an offsite system. The
industry standard in full drive encryption is AES-XTS, so we initialize our drive with it.
Given these requirements, three primary concerns present themselves.

First, it is well known that FDE using AES-XTS adds significant latency and power
overhead to I/O operations, especially on mobile and battery-constrained devices [23, 49,
92]. To keep our drive encrypted at all times with AES-XTS means we must accept this hit
to performance and battery life. Worse, if our device does not support hardware accelerated
AES, performance can be degraded even further; I/O latency can be as high as 3-5x [26].
Hardware accelerated AES is hardly ubiquitous, and the existence of myriad devices that
do not support it cannot simply be ignored, hence Google’s investment in Adiantum—an
FDE solution for “the next billion users” of low-cost devices without support for hardware
accelerated AES [22].

Second, AES-XTS is designed to mitigate threats to drive data “at rest,” which assumes
an attacker cannot access snapshots of our encrypted data nor manipulate our data without
those manipulations being immediately obvious to us. With access to multiple snapshots of a
drive’s AES-XTS-encrypted contents, an attacker can passively glean information about the

plaintext over time by contrasting those snapshots, leading to confidentiality violations in

1. https://github.com/Xunnamius/strongbox-switcherypt
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some situations [86, 98]. Similarly, an attacker that can manipulate encrypted bits without
drawing our attention will corrupt any eventual plaintext, violating data integrity and, in
the worst case, influencing the behavior of software. Unfortunately, in real life, data rarely
remains “at rest” in these ways. In our example, our employer requires we back up the
contents of our drive to some offsite backup service; this service will receive periodic snapshots
of the encrypted state of our drive, violating our “at rest” invariant. These backups occur at
a layer above the drive controller, meaning any encryption happening at the FTL or below
is irrelevant.

Third, our system is battery constrained, placing a cap on our energy budget that can
change at any moment as we transition from line power to battery power and back. Our
system should respond to these changing requirements without violating any other concerns.

To alleviate the performance concern, we can choose a stream cipher like ChaCha20
rather than the AES-XTS block cipher. Using StrongBox, an encryption driver built for
ChaCha20-based FDE, we can achieve on average a 1.7x speedup and a commensurate
reduction in energy use [26].

When it comes to the security concern, StrongBox solves both the snapshot and integrity
problems by 1) never writing data encrypted with the same key to the same location and 2)
tracking drive state using a Merkle tree and monotonic counter supported by trusted hard-
ware to prevent rollbacks. This ensures data manipulations cannot occur and guarantees
confidentiality even when snapshots are compared regardless of the stream cipher used. Un-
fortunately, restoring from a backup necessitates a forced rollback of drive state, potentially
opening us back up to confidentiality-violating snapshot comparison attacks [26].

To truly address the security concern requires a cipher with an additional security prop-
erty: ciphertext randomization. Without ciphertext randomization, an attacker can map
plaintexts to their ciphertext counterparts during snapshot comparison, especially if they

can predict what might be written to certain drive regions. However, with ciphertext ran-
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domization, a cipher will output a different “random” ciphertext even when given the same
key, nonce, and plaintext; this means, even after a forced rollback of system state and/or
legitimate restoration from a backup, comparing future writes is no longer violates confi-
dentiality because each snapshot will always consist of different ciphertext regardless of the
plaintext being encrypted or the state of the drive. Using Freestyle [7], a ChaCha20-based
stream cipher that supports ciphertext randomization, we can guarantee data confidentiality
in this way. So, we switch from StrongBox to an encryption driver that supports Freestyle.

Unfortunately, like AES-XTS, Freestyle has significant overhead compared to the original
ChaCha20. In exchange for stronger security properties, Freestyle is up to 1.6x slower than
ChaCha20, uses more energy, has a higher initialization cost, and expands the ciphertext
which reduces total writeable drive space [7].

Further complicating matters is our final concern: a constrained energy budget. Our
example system is battery constrained. Even if we accepted trading off performance, drive
space, and energy for security in some situations, in other situations we might prioritize
reducing total energy use. For example, when we trigger “battery saver” mode, we expect
our device to conserve as much energy as possible. It would be ideal if our device could pause
backups and the encryption driver could switch from the ciphertext-randomizing Freestyle
configuration back to our high performance energy-efficient ChaCha20 configuration when
conserving energy is a top priority, and then switch back to the Freestyle configuration when
we connect to a charger and backups are eventually resumed.

In this dissertation we present SwitchCrypt, a device mapper that can trade off between
these two configurations and others without compromising security or performance or requir-
ing the device be restarted. With prior work, the user must select a static operating point
in the energy-security-latency space at initialization time and hope it is optimal across all
workloads and cases. If they choose the Freestyle configuration, their device will be slower

and battery hungry even when they are not backing up. If they choose the more performant
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ChaCha20 configuration, they risk confidentiality-violating snapshot comparison attacks.
SwitchCrypt solves this problem by encrypting data with the high performance ChaCha20
when the battery is low and switching to Freestyle when plugged in and syncing with the

backup service resumes.

4.1.2 Key Challenges

To trade off between different cipher configurations, we must address three key challenges.
First, we must determine what cipher configurations are most desirable in which contexts
and why. This requires we quantify the desirable properties of these configurations. Second,
we must have some way to encrypt independent storage units with any one of these configu-
rations. This requires we decouple cipher implementations from the encryption process used
in prior work. Third, we need to determine when to re-encrypt those units, which configu-
ration to use, and where to store the output, all with minimal overhead. This requires we
implement efficient cipher switching strategies.

Quantifying the properties traded off between configurations. To obtain a space
of configurations that we might reason about, it is necessary to compare certain properties
of stream ciphers useful in the FDE context. However, different ciphers have a wide range
of security properties, performance profiles, and output characteristics, including those that
randomize their outputs and those with non-length-preserving outputs—:u.e., the cipher out-
puts more data than it takes in. To address this, we propose a framework for quantitative
cipher comparison in the FDE context; we use this framework to define our configurations.

Decoupling ciphers from the encryption process. To flexibly switch between con-
figurations in SwitchCrypt requires a generic cipher interface. This is challenging given the
variety of inputs required by various stream ciphers, the existence of non-length-preserving
ciphers, and other differences. We achieve the required generality by defining independent

storage units called nuggets; we borrow this terminology from prior work (see [26]) to easily
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differentiate our logical blocks (nuggets) from physical drive and other storage blocks. And
since they are independent, we can use our interface to select any configuration to encrypt
or decrypt any nugget at any point.

Implementing efficient switching strategies. Finally, to determine when to switch
a nugget’s cipher and to where we commit the output, we implement a series of high-level
policies we call cipher switching strategies. These strategies leverage our generic cipher in-
terface and flexible drive layout to selectively “re-cipher” groups of nuggets, whereby the key
and the cipher used to encrypt/decrypt a nugget are switched at runtime. These strategies
allow SwitchCrypt to move from one configuration point to another or even settle on optimal
configurations wholly unachievable with prior work. The challenge here is to accomplish this

while minimizing overhead.

4.2 System Design

4.2.1  SwitchCrypt Overview

SwitchCrypt consists of a Generic Stream Cipher Interface and Cryptographic Driver and sits
between a Log-structured File System (LFS) on the OS, and the underlying drive (backing
storage) and device controller (e.g. Flash Translation Layer). This is illustrated in Fig. 4.1,
which provides an overview of the SwitchCrypt system design.

The drive itself is divided into a HEAD section and BODY section upon initialization,
illustrated in Fig. 4.2. The HEAD consists of metadata headers written during initial-
ization [26] along with the Keycount Store, Transaction Journal, Rekeying Journal, and
Per-Nugget Metadata, each drive-backed. These components are used by the Cryptographic
Driver together with the Cipher Switching Strategy implementations to enable efficient per-
unit cipher switching.

The BODY consists of a series independent same-size logical units called nuggets. A
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Figure 4.1: Overview of the SwitchCrypt construction.

nugget consists of one or more contiguous physical drive blocks. Each nugget is coupled with
metadata in the HEAD indicating which cipher was used to encrypt the nugget along with
any additional ciphertext output; the latter allows us to treat any non-length-preserving
ciphers as if they were length-preserving. SwitchCrypt uses the Keycount Store and Trans-
action Journal components along with our nugget layout to 1) track, detect, and handle
overwrites, 2) limit the maximum length of any plaintext input to ciphers, thus amortizing
the overhead incurred during encryption, and 3) independently and efficiently switch the
cipher used to encrypt individual nuggets.

StrongBox demonstrated how to make nugget-based drive organization secure using a

single stream cipher, ChaCha20, to handle overwrites, prevent rollback attacks, and limit
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BODY

Figure 4.2: Layout of SwitchCrypt’s drive layout.

plaintext length [26]. However, StrongBox’s was not designed envisioning the utility in trad-
ing off between concerns at the filesystem or device-mapper level, dynamic cipher switching,
or protecting against attacks on data “in motion;” the remainder of this section details the
novel components that enable this functionality. Specifically: how we quantify the prop-
erties traded off between configurations (§4.2.2), the Generic Stream Cipher Interface and
Per-Nugget Metadata components (§4.2.3) which decouple cipher implementations from the
encryption process, and our Cipher Switching Strategy implementations (§4.2.4) used to

efficiently encrypt nuggets with different ciphers.

4.2.2  Quantifying Cipher Security Properties

To reason about when to trade off between the ciphers evaluated in this work, we must have
a way to compare ciphers’ utility in the context of SwitchCrypt FDE. However, different
ciphers have a wide range of security properties, performance profiles, and output character-

istics. To address this need, we propose a novel evaluation framework (see: Table 4.1). Our
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framework classifies stream ciphers according to three quantitative features: relative round
count, ciphertext randomization, and ciphertext expansion. Taken together, these features

reveal a rich tradeoff space of cipher configurations optimizing for different combinations of

concerns.

Cipher Rounds Randomization Expansion
ChaChag8 0 0 1
ChaChal2 0.5 0 1
ChaCha20 1 0 1
Salsa8 0 0 1
Salsal2 0.5 0 1
Salsa20 1 0 1
HC128 0 0 1
HC256 1 0 1
Freestyle (F) 0 2 0
Freestyle (B) 0.5 2.5 0
Freestyle (S) 1 3 0

Table 4.1: Our framework for classifying stream ciphers according to three ideal features:
relative round count, ciphertext randomization, and ciphertext expansion.

Relative Rounds (Rounds)

The ciphers we examine in this work are all constructed around the notion of rounds, where
a higher number of rounds (and possibly longer key) is positively correlated with a higher
resistance to brute force given no fatal related-key or other attacks [62]. Hence, this feature
represents how many rounds a cipher executes relative to other implementations of the same
algorithm. For instance: ChaCha8 is a reduced-round version of ChaChal2, which is a
reduced-round version of ChaCha20, all using the ChaCha algorithm [11, 62].

We limit our analysis to groups of three implementations, each using a different number
of rounds. In the case of HC-128 and HC-256, we limit our analysis to a group of two
implementations. Scores range from 0 (least number of rounds considered) to 1 (greatest

number of rounds considered).
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Ciphertext Randomization (Randomization)

A cipher with ciphertext randomization generates different ciphertexts non-deterministically
given the same key, nonce, and plaintext. This makes it much more difficult to execute
chosen-ciphertext attacks (CCA), key re-installation attacks, XOR-based cryptanalysis and
other comparison attacks, and other confidentiality-violating schemes where the ciphertext is
in full control of the adversary [7]. This property is useful in cases where we cannot prevent
the same key, nonce, and plaintext from being reused, such as with data “in motion” (see the
motivational example in Section 4.1). Ciphers without this property—such as ChaCha20 on
which prior work is based—are trivially broken when key-nonce-plaintext 3-tuples are reused.
In StrongBox, this is referred to as an “overwrite condition” or simply “overwrite” [26].
Though there are many ways to achieve ciphertext randomization, the ciphers included
in our analysis implement it using a random number of rounds for each block of the message
where the exact number of rounds are unknown to the receiver a priori [7]. In determining
the minimum and maximum number of rounds used per block in this non-deterministic mode
of operation, we can customize the computational burden an attacker must bear by choosing
lower or higher minimums and maximums. Hence, this is not a binary feature; scores range
from 0 (no ciphertext randomization) to 1 (lowest minimum and maximum rounds per block)

to 3 (highest minimum and maximum rounds per block).

Ciphertext Expansion (Expansion)

A cipher that exhibits ciphertext expansion is non-length-preserving: it outputs more or less

ciphertext than was originally input as plaintext. This can cause major problems in the

FDE context. For instance, cryptosystems that rely on AES-XTS (e.g. Linux’s dm-crypt,

Microsoft’s BitLocker, Apple’s FileVault) or ChaCha (e.g. StrongBox, Google’s Adiantum)

have storage layouts that hold length-preserving output as an invariant, making ciphers

that do not exhibit this property incompatible with their implementations; yet, ciphertext
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expansion is often (but not always) a necessary side-effect of ciphertext randomization.
The ciphers included in our analysis that exhibit ciphertext expansion have an overhead
of around 1.56% per plaintext message block [7]. Even a single byte of additional ciphertext
vs plaintext would make a cipher inappropriate for use with prior work. Hence, this is a
binary feature in that a cipher either outputs ciphertext of the same length as its plaintext
input or it does not. A cipher scores either a 0 if it is not length-preserving in this way or

a 1 if the ciphertext is always the same length as the plaintext.

4.2.83  Generic Stream Cipher Interface

One of the goals of SwitchCrypt is that we might use any stream cipher regardless of its
implementation details. Yet this is entirely non-trivial. There are many cipher implementa-
tions that we might use with SwitchCrypt, each with unique input requirements and output
considerations. For instance, Salsa and Chacha implementations require a certain IV and
key size and handle plaintext input through successive invocations of a single state update
function [35]. Using OpenSSL’s AES implementation in CTR mode requires manually track-
ing the counter state and individual ciphertext blocks are retrieved though corresponding
function invocations. Freestyle’s reference implementation requires we calculate the extra
space necessary per nugget (due to ciphertext expansion) along with configuration-dependent
minimum and maximum rounds-per-block, hash interval, and pepper bits [7]. HC-128 and
other ciphers have similarly disparate requirements.

Unlike prior work, SwitchCrypt must be able to encrypt and decrypt arbitrary nuggets
with any of these ciphers at any moment with low overhead and without tight coupling to
any specific implementation detail. Hence, there is a need for an interface that completely
decouples cipher implementations from the encryption/decryption process. Our novel cipher
interface allows any stream cipher to be integrated into SwitchCrypt without modifications

to third-party code, enabling normally incompatible ciphers to encrypt and decrypt arbitrary
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nuggets. The ability for disparate cipher implementations to co-exist forms the foundation
for SwitchCrypt’s ability to switch the system between different cipher configurations in our
tradeoff space efficiently and effectively.

To facilitate this, the Generic Stream Cipher Interface presents the cryptographic driver
with a single unified encryption/decryption model. SwitchCrypt receives I/O requests from
the operating system at the block device level like any other device-mapper. These requests
come in the form of either reads or writes. When a read request is received, the OS hands
SwitchCrypt an offset and a length and expects a response with plaintext of that specific
length starting at that specific offset taken from the beginning of storage (i.e. the BODY
section; see Fig. 4.2). When a write request is received, the OS hands SwitchCrypt an offset,
a length, and a buffer of plaintext and expects that plaintext to be encrypted and committed
to storage such that the plaintext is later retrievable given that same offset and length in a
future read request. These requests can either be handled together by a single function or

handled individually as distinct read and write operations, each with different tradeoffs.

1. xor_interface
xor_interface executes independently of SwitchCrypt internals and treats encryption
and decryption as the same operation. Implementations receive an integer offset F', an
integer length L, a key buffer K corresponding to the current nugget, and an empty
L-length XOR buffer. SwitchCrypt expects the XOR buffer to be populated with L
bytes of keystream output from some stream cipher seeked to offset F' with respect
to key K. The length of the key buffer will always be exactly what the cipher im-
plementation expects, alleviating the burden of key management; similarly, the XOR
buffer will be XOR-ed with the appropriate portion of nugget contents automatically,

alleviating the burden of drive access and other tedious calculations.

2. read_interface and write_interface
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Unlike xor_interface, encryption and decryption are distinct concerns at this ab-
straction level.

read_interface handles decryption during reads.

write_interface handles encryption during writes. Implementations receive full ac-
cess to SwitchCrypt internals, giving wrapper code complete control over the encryp-
tion and decryption process and allowing implementers to bypass parts of the nugget-
based drive layout abstraction (i.e. BODY) if necessary. This comes at the cost of
1) significantly increased code complexity, as the implementer must perform certain
I/O manually, distinguish between independent nuggets on the drive, determine what
to encrypt or decrypt at what offset and when, when to commit which metadata and
where and 2) potential performance implications, since SwitchCrypt must account for
not having absolute control over its internal data structures during function invocation.
For a cipher like Freestyle, configurations with lower minimum and maximum rounds
per block may see a performance improvement here, while configurations with higher

minimum and maximum rounds per block may see reduced performance.

4.2.4  Cipher Suitching Strategies

The Generic Stream Cipher Interface allows many differently ciphered nuggets to co-exist

on the same drive. However, at any moment, there is only a single active cipher configura-

tion (henceforth active configuration). The active configuration is used to encrypt nugget

contents. When a cipher switch is triggered, a different configuration becomes the active

configuration. At this point, SwitchCrypt must determine when to re-cipher a nugget and

where to store the output on the drive. “Re-ciphering” here means using an inactive con-

figuration to decrypt a nugget’s contents and using the active configuration to re-cipher it.

Depending on the use case, it may make the most sense to re-cipher a nugget immediately,

or eventually, or to maintain several areas of differently-ciphered nuggets concurrently.
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A naive approach would switch every nugget in BODY to the active configuration im-
mediately, but the latency and energy cost would be unacceptable. Hence, a more strategic
approach is necessary. We satisfy this need with our cipher switching strategies. These
novel strategies allow for nuggets to be re-ciphered in a variety of cases with minimal impact
on performance and battery life and without compromising security. This is thanks to the
nugget-based drive layout, which limits the churn of cipher switching operations to relatively
small regions of ciphertext on the drive.

Determining when to target a nugget for re-ciphering we call temporal switching, for
which we propose the Forward switching strategy. Determining where—in which storage
region and across which nuggets—to output ciphertext we call spatial switching, for which

we propose the Mirrored and Selective switching strategies.

Forward Switching Strategy. When a nugget is encountered during I/O that was
encrypted using something other than the active configuration, the Forward strategy dictates
that this nugget be re-ciphered immediately. If a particular nugget encrypted with an inactive
configuration is never encountered during I/O, it is never re-ciphered and remains on the
drive in its original state. In this way, the Forward strategy represents a form of temporal
cipher switching.

Rather than re-cipher the entire drive every time the active configuration changes, this
strategy limits the performance impact of cipher switching to individual nuggets. The ex-
pense of re-ciphering is paid only once, after which the nugget is accessed normally during
I/O until the active configuration is switched again.

There are several forms the Forward strategy might take. The default and most intuitive
is 0-forward, in which SwitchCrypt immediately transitions individual nuggets encountered
during I/O to the active configuration if they are not using it. Over time, if various 1/O

operations end up touching every nugget in the drive, the encrypted contents of every nugget
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will become decryptable with the currently active configuration.

The Forward strategy might also take the form of N-forward, where SwitchCrypt at-
tempts to take advantage of spatial sequential locality to transition whole sets of nuggets
into the active configuration. We can trivially expand the forward strategy to encompass the
entire drive by selecting N equal to the total number of nuggets managed by SwitchCrypt.
This would have the overhead of re-ciphering large swaths of the drive upon every 1/O op-
eration where a nugget encrypted with the inactive configuration is encountered. Of course,
this has the same dire implications for performance as simply re-initializing the entire system

or encrypted container with the new cipher.

Selective Switching Strategy. When SwitchCrypt is initialized with the Selective
strategy, the drive is partitioned into C' regions where C represents the total number of
available ciphers in the system; each regions’ nuggets are encrypted by each of the C ciphers
respectively. For instance, were SwitchCrypt initialized using two ciphers (C' = 2), the drive
would be partitioned in half; all nuggets in the first region would be encrypted with the first
cipher while all nuggets in the second would be encrypted with the other.

When using this strategy, the active cipher determines which partition we “select” for
I/O operations. Hence, unlike the Forward strategy, which schedules individual nuggets to
be re-ciphered at some point in time after the active configuration is switched, the Selective
strategy allows the wider system to indicate where on the drive a read or write operation
should occur. In this way, the Selective strategy represents a form of spatial cipher switching
where different regions of the drive can store differently-ciphered nuggets independently and
concurrently. A user could take advantage of this to, for instance, set up regions with differ-
ent security properties and performance characteristics, managing them as distinct virtual

drives or transparently reading/writing bytes to different security regions on the same drive.
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‘ Strategy ‘ Convergence | Waste | Performance

Faster reads
and writes
unless
switching
Faster reads;
slower writes
Faster reads
and writes

Forward Slower None

Mirrored | Nearly instant | High

Selective Slower High

Table 4.2: A summary comparison between the three cipher switching strategies.

Mirrored Switching Strategy. Similar to the Selective strategy, when SwitchCrypt
is initialized with the Mirrored strategy, the drive is partitioned into C' regions where C'
represents the total number of available ciphers in the system; each regions’ nuggets are
encrypted by each of the C ciphers respectively.

However, unlike the Selective strategy, all write operations that hit one region are mir-
rored into the other regions immediately, so all regions of the drive will always be in a
consistent state and always share the same data. The active configuration determines where
a read operation should occur. In this way, the Mirrored strategy represents a form of spatial
cipher switching because we are switching which configuration we are using to read in data.
A user could take advantage of this along with SSD TRIM or deletion operations provided
by the filesystem to delete other regions, thus quickly and securely converging the drive
to a single configuration without losing any data or suffering the egregious performance or

battery penalty that comes with re-ciphering every nugget.

Comparing Cipher Switching Strategies

Table 4.2 summarizes the higher level tradeoffs between the three cipher switching strategies.
Convergence. Depending on the use case, the ability to quickly converge the entire

drive to a single cipher configuration without losing data is very useful (see: Section 4.5).
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The Forward strategy is slow to converge compared to Mirrored since, in the worse case,
every nugget on the drive will require re-ciphering. The Selective strategy is similarly slow
to converge since entire regions of nuggets must be moved and re-ciphered to prevent data
loss; those regions could be destroyed without moving data around using TRIM or similar
SSD functionality too, which would be very fast, but unlike Mirrored some data would be
lost forever.

Waste. Unlike the other two strategies, using the Forward strategy does not reduce the
total usable space on the drive by the end-user, ciphertext expansion notwithstanding. We

refer to this as *

‘waste”. The Forward strategy is not wasteful in this way because it allows
differently-ciphered nuggets to co-exist contiguously on the drive without special partitions.
Since the Mirrored and Selective strategies require partitioning the drive into some number
of regions—where the writeable size reported back to the OS is some function of region
size—there is a necessary reduction in usable space.

Performance. The Selective and Mirrored strategies can read data from the drive with
low overhead, reaching performance parity with prior work, because they never have to deal
with on-demand re-ciphering. This is because switching ciphers using these two strategies
amounts to offsetting the read index so that it lands in the proper BODY partition on the
drive, which has little overhead. The Forward strategy also reads with low overhead except
in the case where a nugget was not encrypted with the active configuration. This triggers re-
ciphering on-demand, which can be costly if the workload constantly touches unique nuggets
and is small enough that cost is not amortized.

The Selective strategy also writes with low overhead because, like with reads, an index
offset is the only requirement. The Mirrored strategy, on the other hand, can be up to two
times slower for writes (when C' = 2) compared to baseline. Each additional region (C' > 2)
compounds the write penalty depending on the workload. This is because each write is

mirrored across all regions. As with reads, the Forward strategy writes with low overhead
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except in the case where a nugget was not encrypted with the active configuration. This
triggers re-ciphering on-demand, which can be costly if the workload touches unique nuggets

and is small enough that cost is not amortized.

With these tradeoffs in mind: Mirrored is ideal when the drive must converge quickly,
write performance is not a primary concern, and drive space is abundant; Selective is ideal
when different data should be encrypted differently and drive space is abundant; and Forward
is ideal when some subset of nuggets should be encrypted differently without wasting drive

space. See Section 4.5 for specific scenarios that demonstrate these differences in practice.

Threat Model for Cipher Switching Strategies

The primary concern facing any FDE solution is that of confidentiality. An adversary should
not be able to reveal any information about encrypted plaintext without the proper key.
As with prior work, encryption is achieved via a binary additive approach: cipher output
(keystream) is combined with plaintext nugget contents using XOR, with metadata to track
writes and ensure that pad reuse never occurs during overwrites and that the system can
recover from crashes into a secure state. Another concern is data integrity: an adversary
should not be able to tamper with ciphertext and it go unnoticed. Nugget integrity is
tracked by an in-memory Merkle tree. See the threat model addressed by Dickens et al. [26]
for further details.

Switching strategies add an additional security concern not addressed by prior work:
even if we initiate a “cipher switch,” there may still be data on the drive that was encrypted
with an inactive configuration. Is this a problem? For the Forward strategy, this implies
data may at any time be encrypted using the “least desirable cipher”. For the Mirrored and
Selective strategies, the drive is partitioned into regions where nuggets are guaranteed to

be encrypted with each cipher, including the “least desirable cipher”. However, in terms of
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confidentiality, the confidentiality guarantee of SwitchCrypt can be reduced to the individual

confidentiality guarantees of the available ciphers used to encrypt nuggets.

4.2.5 Putting It All Together

We revisit the motivating example from Section 4.1, where we are using Freestyle to ensure
secure backups. Initially, I/O requests come down from the LFS and are received by the
cryptographic driver, which divides the request based on which nuggets it touches. For each
nugget, the per-nugget metadata is consulted to determine with which cipher the nugget is
encrypted. If it is encrypted with the active cipher configuration (Freestyle), which must be
true if we have not initiated a cipher switch, the write is handled similarly to prior work:
encrypted data is read in from the drive, the merkle tree and monotonic counter are consulted
to ensure the integrity of encrypted data, the transaction journal is consulted during write
operations so that overwrites are handled and pad reuse violations are avoided, and then the
keycount store is consulted to derive the nugget’s unique encryption key from some master
secret. Finally, using the Generic Stream Cipher Interface, we call out to the Freestyle,
allowing SwitchCrypt to encrypts/decrypts the nugget’s contents and commit any updates
back to storage. All the while, the drive’s Freestyle-encrypted contents are being uploaded
up to our enterprise backup service every so often.

When the device enters “battery saver” mode, drive backups are paused, the energy
monitoring software downclocks the CPU, and the OS signals to SwitchCrypt that a more
energy-efficient cipher (ChaCha20) should be used until we return to a non-curtailed energy
budget. SwitchCrypt sets ChaCha20 as the active cipher configuration. Now, when the
cryptographic driver divides I/O requests into each affected nugget, the per-nugget metadata
shows SwitchCrypt that each nugget is encrypted using a cipher that is not the active
configuration. This triggers the re-ciphering code path. Since we are using the Forward

switching strategy in this example, nugget data is immediately decrypted by calling out
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to the inactive configuration through the Generic Stream Cipher Interface, after which the
nugget is re-ciphered by calling out to the active configuration. Finally, the cryptographic
driver manages encrypting/decrypting data and updating the merkle tree and monotonic
counter, transaction journal, and keycount store as the I/O operation and related metadata
is committed to the drive afterwards.

Now, thanks to SwitchCrypt, the system can adapt to changing requirements beyond the

capability of prior work. See Section 4.5 for specifics.

4.3 Implementation

Our SwitchCrypt implementation consists of 9,491 lines of C code; our test suite consists of
6,077 lines of C code. All together, our solution is comprised of 15,568 lines of C code. Our
implementation is also publicly available open-sourcel.

SwitchCrypt uses OpenSSL version 1.1.0h and LibSodium version 1.0.12 for its AES-XTS
and AES-CTR implementations. Open source ARM NEON optimized implementations of
ChaCha are provided by Floodyberry [35]. The Freestyle cipher reference implementation is
from the original Freestyle paper [7]. The eSTREAM Profile 1 cipher implementations are
from the open source libestream cryptographic library [61] by Lucas Clemente Vella. The
Merkle Tree implementation is from the Secure Block Device [47].

We implement SwitchCrypt on top of the BUSE [2] virtual block device, using it as
our mock device controller. BUSE is a thin (200 LoC) wrapper around the standard Linux
Network Block Device (NBD). BUSE allows an operating system to transact block I/O
requests to and from virtual block devices exposed via domain socket.

For experimental purposes, our implementation makes the choice of ciphers binary: either
the system wants SwitchCrypt to access the backing store using the active cipher or the

inactive cipher. However, there is no technical limitation preventing various different nuggets

encrypted with three, four, or more unique ciphers.
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We use POSIX message queues to indicate intent to switch. A production-ready im-
plementation would be greatly simplified by adding an “intent” parameter to the POSIX
read() and write() system calls, allowing SwitchCrypt to more exactly map individual I/O
operations to specific areas of the backing store when spatially switching. We simulate this
with IPC. This is especially important when considering the selective switching strategy; a
production-ready implementation supporting selective switching would need to differentiate
between metadata operations belonging to the filesystem (should be mirrored across all re-
gions) and actual end-user data (should be selectively read from and written to nuggets in
specific regions).

Further, to operate securely, SwitchCrypt must be seeded with random data initially
rather than have the backing store consist of all zeroes. This is a one-time cost paid during
initialization and has no tangible effect on performance. SSDs that support TRIM or similar
quick secure deletion operations can accomplish this with minimal wear.

Finally, as the Freestyle cipher is highly configurable, we implement it in three different
configurations: a “fast” mode with parameters
FreestyleFast (R,in=8, Rmaz=20, Hr=4, [-=8), a “balanced” mode with parameters
FreestyleBalanced (R,,;n=12, Rmaes=28, H;=2, [-=10), and a “strong” mode with pa-
rameters FreestyleStrong(R,,;n=20, Rmax=36, Hr=1, [o=12).

Thanks to Freestyle’s output randomization (see Section 4.2), we can skip the overhead
of tracking, detecting, and handling overwrites when nuggets are using it, offsetting the 1.6x

to 3.2x performance loss of using Freestyle versus ChaCha20 [7].

4.3.1 Implementing Cipher Switching

A naive implementation is trivial (e.g., execute the chosen strategy on every 1/O operation),
this navigation must occur with acceptable overhead by preserving performance wherever

possible. Our cryptographic driver provides such a mechanism, tying together cipher switch-
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ing strategies.

In the cases of Mirrored and Selective switching, we use offset to determine in which area
of the backing store receives 1/0O.

In the case of Forward switching, it is tempting to implement it such that a nugget
is completely re-ciphered during I/O every time its metadata indicates that it was previ-
ously encrypted using a non-active cipher. However, such a naive implementation can have
disastrous effects on performance.

First, a nugget is considered pristine if it has not had any data written into it yet.
SwitchCrypt determines if a nugget is pristine by checking the state of the transaction journal
for that nugget. All nuggets start out pristine with metadata indicating that they are to be
encrypted and decrypted by the initially active cipher. This is true even if the nugget has not
been written to yet. This means, on read and write operations after a different cipher becomes
the active cipher configuration using a naively implemented forward switching strategy, every
write operation will trigger a re-keying, which carries significant overhead.

Our solution was to divide forward switching into soft re-ciphering and hard re-ciphering.
During soft re-ciphering, only the nugget’s metadata is changed to indicate that the nugget
can be encrypted and decrypted with the newly active cipher configuration but without
actually re-ciphering the nugget data itself. This keeps the nugget in its pristine condition,
preserving SwitchCrypt’s ability to write data into it without triggering a costly re-keying
operation every time. On the other hand, during hard re-cipher, the nugget’s metadata is
changed to match the active cipher configuration and the nugget data is encrypted using the
new cipher.

When using forward switching other that O-forward, i.e., N-forward where N > 0, only
read operations are allowed to trigger hard re-ciphering for nuggets other than the currently
active nugget. This is still not enough to preserve our performance advantage, however,

as I/O operations can span multiple nuggets, and attempting to take advantage of spatial
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locality after interacting with every nugget is counterproductive. Hence, only the last nugget
touched by a read operation will trigger the more aggressive N-forward behavior if N > 0.
These considerations have the effect of 1) preserving our performance advantage and 2)
allowing more aggressive N-forward behavior (where N > 0) to take advantage of spatial

locality during read-heavy workloads to result in a further performance advantage (see:

Section 4.4).

4.4 FEvaluation

We implement SwitchCrypt and our experiments on a Hardkernel Odroid XU3 ARM big. LITTLE
system with Samsung Exynos 5422 A15/A7 heterogeneous multi-processing quad core CPUs

at maximum clock speed, 2 gigabyte LPDDR3 RAM at 933 MHz, and an eMMC5.0 HS400
backing store running Ubuntu Trusty 14.04.6 LTS, kernel version 3.10.106. Energy moni-
toring was provided by the Odroid’s integrated INA-231 power sensors polled every =~ 260
milliseconds (not including noise/overhead).

We evaluate SwitchCrypt using a Linux RAM disk (tmpfs). The maximum theoretical
memory bandwidth for this Odroid model is 14.9GB/s. Our observed maximum memory
bandwidth is 4.5GB/s. Using a RAM disk focuses the evaluation on the performance differ-
ences due to different ciphers.

In each experiment below, we evaluate SwitchCrypt on two high level workloads: sequen-
tial and random I/O. In both workloads, a number of bytes are written and then read (either
4KB, 512KB, 5MB, 40MB) 10 times. Each workload is repeated three times for a total of
240 tests per cipher (720 runs per cipher pair/ratios, explained below); 30 results per byte
size, 120 results per workload. Results are accumulated and the median is taken for each
byte size.

When evaluating switching strategies, a finer breakdown in workloads is made using a

pre-selected pair of ciphers we call the primary cipher configuration and secondary cipher
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configuration. SwitchCrypt is initialized at the primary configuration. Once we trigger a ci-
pher switch, SwitchCrypt moves towards the secondary configuration via switching strategy.

The cipher switch is triggered according to a certain ratio of I/O operations. For example:
given 10 40MB read-write operations, we may write and then read back 40MB 3 times using
the primary cipher, initiate a cipher switch, and then write and then read back (write-read)
40MB 7 times. This would be a 3:7 ratio. It follows that there are three ratios we use to
evaluate SwitchCrypt’s performance in this regard: 7:3, 5:5, and 3:7. Respectively, that is 7
file write-read operation in the primary cipher for every 3 file write-read operations in the
secondary cipher (7:3), 7 file write-read operation in the primary cipher for every other file
write-read operation in the secondary cipher (5:5), and 3 file write-read operations in the
primary cipher for every 7 file write-read operation in the secondary cipher (3:7).

To reason about the desirability of cipher configurations, we define the security vector,
R+R, as a vector consisting of a configuration’s relative rounds (Rounds) quantification
and its ciphertext randomization (Randomization) quantification defined in Section 4.2. We
define the norm over this vector as the sum of its components. Hence, we consider a cipher
configuration “stronger” if it has higher ciphertext randomization and uses more rounds, i.e.
has a higher normed R+R.

All experiments are performed with basic Linux I/O commands, bypassing system caching,.

In this section we answer the following questions:

1. What shape does the cipher configuration tradeoff space take under our workloads?

(§4.4.1)

2. Can SwitchCrypt achieve dynamic security /energy tradeoffs by reaching configuration

points not accessible with prior work? (§4.4.2)

3. What is the performance and storage overhead of each cipher switching strategy?

(§4.4.3)

66



4.4.1 Switching Strategies Under Various Workloads

Baseline Cipher I/O Performance
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Figure 4.3: Median sequential and random write and then read performance baseline.

Fig. 4.3 shows the normalized relative round count and ciphertext randomization (normed
R+R vector) versus median normalized latency tradeoff between different stream cipher
configurations for our sequential and random I/O workloads. Trends for median hold when
looking at tail latencies as well. Each line represents one workload: 4KB, 512KB, 5MB,
and 40MB respectively (see legend). Each symbol represents one of our ciphers: ChaChas,
ChaCha20, Freestyle Fast, Freestyle Balanced, and Freestyle Strong. Of the ciphers we
tested, those with higher round counts and higher ciphertext randomization scores resulted
in higher overall latency and increased energy use for 1/O operations. The relationship
between these concerns is not always linear, however, which exposes a rich tradeoff space.

Besides the 4KB workload, the shape of each workload follows a similar trend, hence we
will focus on 40MB and 4KB workloads going forward. Due to the overhead of metadata
management and the fast completion time of the 4KB workloads (i.e., little time for amor-

tization of overhead), ChaCha8 and ChaCha20 take longer to complete than Freestyle Fast.
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This advantage is not enough to make Freestyle Balanced or Secure workloads complete

faster than the ChaCha variants, however.

Though ChaChag8 is faster than ChaCha20, there is some variability in our timing setup
when capturing extremely fast events occurring close together in time. This is why ChaChag

sometimes appears with higher latency than ChaCha20 for normalized 4KB workloads.
ChaChag is not slower than ChaCha20.
4.4.2  Reaching Between Static Configuration Points

Forward Switching I/O Ratio Performance
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Figure 4.4: Median sequential and random write and then read back performance comparison
of Forward switching to baseline. Each cluster of 3 dots between configurations represents
the 7:3, 5:5, and 3:7 primary-vs-secondary 1/0 ratios described in the text.

Fig. 4.4 shows the normalized relative round count and ciphertext randomization (normed
R+R vector) versus median normalized latency tradeoff between different stream ciphers for
our sequential and random I/O workloads with cipher switching using the Forward strat-
egy. After a certain number of write-read I/O operations, a cipher switch is initiated and
SwitchCrypt begins using the secondary cipher to encrypt and decrypt data. For each pair
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of ciphers, this is repeated three times: once at every ratio point between our static config-
uration points (i.e., 7:3, 5:5, and 3:7 described above).

The point of this experiment is to determine if SwitchCrypt can effectively transition the
drive between ciphers without devastating performance. For the 40MB, 5MB, and 512KB
workloads (40MB is shown), we see that SwitchCrypt can achieve dynamic security/energy
tradeoffs reaching points not accessible with prior work, all with minimal overhead.

Again, due to the overhead of metadata management for non-Freestyle ciphers (see Sec-
tion 4.3) and the fast completion time of the 4KB workloads preventing SwitchCrypt from
taking advantage of amortization, ChaCha8 and ChaCha20 take longer to complete than
Freestyle Fast for 4KB reads. We also see very high latency for ratios between Freestyle Fast
and Freestyle Strong cipher configurations. This is because Freestyle is not length-preserving,
so extra write operations must be performed, and the algorithm itself is generally much slower
than the ChaCha variants (see Fig. 4.3). Doubly invoking Freestyle in a ratio configuration
means these penalties are paid more often.

Fig. 4.5 show the performance of the Mirrored and Selective strategies with the same
configuration of ratios as Fig. 4.4.

For the 40MB, 5MB, and 512KB workloads (40MB is shown), we see that Mirrored and
Selective read workloads and the Selective write workload achieve parity with the Forward
strategy experiments. This makes sense, as most of the overhead for Selective and Mirrored
reads is determining which part of the drive to commit data to. The same applies to Selective
writes. For the 4KB Mirrored and Selective read workloads and the Selective write workload,
we see behavior similar to that in Fig. 4.4, as expected.

Mirrored writes across all workloads are very slow. This is to be expected, since the
data is being mirrored across all areas of the drive. In our experiments, the drive can be
considered partitioned in half. This overhead is most egregious for the 4KB Mirrored write

workload. This makes Selective preferable to Mirrored. However, it is a tradeoff; Selective
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Mirrored/Selective Switching I/O Ratio Performance

—— Baseline ® Mirrored @ Selective
m C8 A C20 ¢ FF e FB e FS

40M Mirrored Reads  40M Selective Reads

(§

4K Selective Reads

D
&)

A T

40M Mirrored Writes 40M Selective Writes

gﬁ (%)
0+ | moooiE”
4K Mirrored Writes 4K Selective Writes
1 & ] &
g
3 0 @a% R | 46%%
0 1 0 1
R+R (norm) R+R (norm)

Figure 4.5: Median sequential and random write and then read back performance comparison
of Mirrored and Selective switching strategies to baseline.

cannot quickly converge the drive to a single cipher configuration or survive the loss of an

entire region.

4.4.8  Cipher Switching Overhead

We calculate that Forward switching has average overhead at 0.08x/0.10x for 40MB, 5MB
and 512KB read/write workloads compared to baseline 1/O, demonstrating SwitchCrypt’s
amortization of cipher switching costs. Average overhead is

0.38x/0.44x for 4KB read/write workloads when SwitchCrypt is unable to amortize cost.

There is no spatial overhead with the Forward switching strategy.

Similarly, we calculate that Selective switching has average overhead at 0x/0.3x for
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40MB, 5MB and 512KB read/write workloads compared to baseline I/O. Average over-
head is 0.22x/0.71x for 4KB read/write workloads. Spatial overhead in our experiment was
half of all writable space on the drive.

Finally, we calculate that Mirrored switching has average overhead at 0.25x/0.61x for
40MB, 5MB and 512KB read/write workloads compared to baseline 1/O, with high write
latency due to mirroring. Average overhead is 0.55x/0.77x for 4KB read/write workloads.
Spatial overhead in our experiment was half of all writable space on the drive.

These overhead numbers are the penalty paid for the additional flexibility of being able
to reach configurations points that are unachievable without SwitchCrypt. SwitchCrypt’s
design keeps these overheads acceptably low in practice, achieving the desired goal of flexibly

navigating latency /security tradeoffs for FDE.

4.4.4  Reuvisiting Our Threat Model

The incorporation of cipher switching requires considering each attack in the context of each
strategy and novel attacks on mixed-cipher nugget states. Table 4.3 lists possible attacks
and their results. SwitchCrypt addresses its threat model and maintains confidentiality and

integrity guarantees.

4.5 Case Studies

In this section, we provide three case studies demonstrating the practical utility of cipher
switching. We cover a wide range of situations, highlighting concerns like meeting latency
goals (§4.5.3), trading off security and writable space (§4.5.2), and keeping within an energy
budget (§4.5.1). We also demonstrate the utility of both temporal and spatial switching

strategies, exploring the range of conditions under which certain strategies are optimal.
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Table 4.3: Attacks on SwitchCrypt and their results

Attack

|

Result

|

Explanation

Nugget data in drive is mutated
out-of-band online

SwitchCrypt immediately fails
with exception on successive 10
request

Regardless of switching strategy,
Merkle Tree check fails on

read-in

Header/cipher metadata in drive
is mutated out-of-band online

SwitchCrypt immediately fails
with exception on successive 10
request

Regardless of switching strategy,
Merkle Tree check fails on
read-in

drive is rolled back to a
previously consistent state while
online

SwitchCrypt immediately fails
with exception on successive 10
request

Regardless of switching strategy,
secure monotonic counter is out
of sync with the system

drive is rolled back to a
previously consistent state while
offline, secure counter wildly out
of sync

SwitchCrypt refuses to mount;
allows for force mount with root
access

Regardless of switching strategy,
secure monotonic counter is out
of sync with the system

Merkle Tree made inconsistent
by mutating drive out-of-band
while offline, secure counter in
sync

SwitchCrypt refuses to mount

Secure monotonic counter is in
sync with the system, yet illegal
data manipulation occurred

Nugget accessed out-of-band in
mixed-cipher drive

Nugget’s cipher may not match
active configuration

Worst case, the nugget data is
available encrypted with the
lowest R+R cipher in the system

4.5.1 Balancing Security Goals with a Hard Energy Cap

Here we revisit the motivating example from Section 4.1. It illustrates that, because la-
tency and energy use are correlated among the ciphers we examined, we can exploit that to
save battery life when necessary while maintaining confidentiality when uploading encrypted
backups to our enterprise solution.

To simulate 1/O activity, we begin randomly writing 10 40MB files using the Freestyle
Balanced cipher configuration over the course of approximately 120-125 seconds. After 5
seconds, the device enters “battery saver” mode, also pausing backup uploads. We simulate
this event by 1) underclocking the cores to their lowest frequencies and 2) using taskset to
transition the SwitchCrypt processes to the energy-efficient LITTLE cores. After this event,
we complete the remaining workload using the ChaCha8 cipher. We repeat this experiment
three times.

In Fig. 4.6, we see time versus energy used. At 0 seconds, we begin writing. At 5 seconds,
the “battery saver” event occurs, causing the system to be underclocked. At 120 seconds,
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Battery Saver Use Case: Energy-Security Tradeoff vs Strict Energy Budget
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Figure 4.6: Median sequential write total energy use with respect to time with respect to
time.

the system will die. If we blow past our energy ceiling, the system will die.

Our goal is to complete I/O before the device dies. We have three cipher configuration
choices. 1) Favor security even when backups are paused and use Freestyle Balanced exclu-
sively. Our results show that the device will die before I/O completes. 2) Favor low energy
use even when backups are being uploaded and use ChaCha8 exclusively. Our results show
that the device will finish writing early, but we cannot safely upload backups when nuggets
are encrypted using ChaCha8. Finally, we have 3) favor security and use Freestyle Balanced
when uploading backups, and switch to ChaCha8 when the system enters the low power
state. Our results show that, while the system uses slightly more power in the short term,
we stay within our energy budget and finish before the devices dies. Further, when we get
our device to a charger, SwitchCrypt can converge nuggets back to Freestyle Balanced and
resume uploading backups.

On average, using Forward cipher switching resulted in a 3.3x total energy use reduction
compared to exclusively using Freestyle Balanced, allowing us to remain within our energy
budget. We note, however, that the energy savings is not the point of this experiment.
Rather, the lesson learned is that SwitchCrypt enables the system to move to the right point
in the energy /security tradeoff space so that the current task can still be accomplished before

the battery is drained and without compromising backup security at any point.
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4.5.2  Variable Security Regions

This usecase illustrates utility of spatial Selective switching to achieve a performance win
over prior work where the entire drive is encrypted with a single cipher. We demonstrate
Variable Security Regions (VSR), where we can choose to encrypt select files or portions of
files with different keys and ciphers below the filesystem level.

Storing classified materials, corporate secrets, etc. require the highest level of discretion,
yet sensitive information like this can appear within a (much) larger amount of data that
we value less. But if only a small percentage of the data needs the strongest encryption,
then only a small percentage of the data should have that associated overhead. In this
scenario, a user wants to indicate one or more regions of a file are more sensitive than the
others. For example, perhaps banking transaction information is littered throughout a PDF;
perhaps passwords and other sensitive information exists within several much larger files.
Using prior techniques, either all the data would be stored with high overhead, the critical
data would be stored without the mandated cipher type, or the data would have to be split
among separate files requiring potentially complex and error-prone management schemes.
SwitchCrypt VSRs allows us to sidestep these issues.

We begin by with 10 5MB and 4KB write-read operations to two SwitchCrypt instances:
one using ChaCha8 (C8) and the other using Freestyle Strong (FS). These results represent
I/O without cipher switching where 100% of the data is stored with either high overhead (F'S)
or using an inappropriate cipher (C8). We then use a third SwitchCrypt instance initialized
with Selective switching and write-read with a 7:3 ratio of ChaChag versus Freestyle Balanced
[/O operations. Here, 30% of the data is considered sensitive. We repeat this experiment
three times.

In Fig. 4.7, we see the sequential read and write performance of 4KB and 5MB workloads
when nuggets are encrypted exclusively with ChaCha8 or Freestyle Balanced. Between them,

we see Selective switching 7:3 ratio I/O results.

74



VSR Use Case: ChaCha8 vs Freestyle Strong Sequential 4KB, 5MB Performance
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Figure 4.7: Median sequential read and write performance comparison of 4KB, 5MB 1/0
with 7-to-3 ratio, ChaCha8 vs Freestyle Strong (respectively).

Our goal is to use VSRs to keep our sensitive data at the mandated security level while
keeping the performance and battery life benefits of using a fast cipher for the majority of I/O
operations. Using SwitchCrypt Selective switching versus prior work results in a reduction
of 3.1x to 4.8x for read latency and 1.6x to 2.8x for write latency, all without compromising

the security needs of the most sensitive data.

4.5.83 Responding to End-of-Life Slowdown in SSDs

This usecase illustrates using temporal Forward switching to offset the debilitating decline
in performance when SSDs reach end-of-life (EoL) [45]. We demonstrate the utility of such a
system to dynamically stay within a strict latency budget while meeting minimum security
requirements, which is not possible using prior work.

Due to garbage collection and wear-leveling requirements of SSDs, as free space becomes
constrained, I/O performance drops precipitously [45]. With prior work, our strict latency
ceiling is violated. However, if SwitchCrypt is made aware when the drive is in such a state,
we can offset some of the performance loss by switching the ciphers of high traffic nuggets
to the fastest acceptable cipher available using Forward switching.

We begin by writing 10 40MB files to SwitchCrypt per each cipher as a baseline. We then
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introduce a delay into SwitchCrypt I/O of 20ms, simulating drive slowdown, and repeat the

experiment three times.

SSD EoL Use Case: Latency-Security Tradeoff vs Goals
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Figure 4.8: Median sequential and random 40MB read and write performance comparison:
baseline versus simulated faulty block device.

In Fig. 4.8, we see the sequential and random read and write performance of a 40MB
workload when nuggets are encrypted exclusively with our choice ciphers. While the latency
ceiling and security floor have not changed, we see increased latency in the delayed workloads.

Our goal is to remain under the latency ceiling while remaining above the security floor.
Thanks to Forward switching, accesses to highly trafficked areas of the drive can remain

performant even during drive end-of-life.
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CHAPTER 5
HASCHK: TRADING OFF BUILD PROCESS COMPLEXITY
FOR RESOURCE SECURITY

5.1 Motivation

In 2010, through compromising legitimate applications available on trusted vendor websites,
nation-state actors launched the Havex malware, targeting aviation, defense, pharmaceuti-
cal, and other companies in Europe and the United States [46, 71]. In 2012, attackers com-
promised an official phpMyAdmin download mirror hosted by reputable software provider
SourceForge. The backdoored version of the popular database frontend was downloaded by
hundreds of users, potentially allowing attackers to gain access to private customer data [76,
77]. In 2016, attackers broke into the Linux Mint distribution server and replaced a legit-
imate Mint ISO with one containing a backdoor, infecting hundreds of machines with the
malware [5, 96]. Over a four day period in 2017, users of the popular HandBrake open source
video transcoder on Mac/OSX were made aware that, along with their expected video soft-
ware, they may have also downloaded a trojan that was uploading their sensitive data to a
remote server [44]. HandBrake developers recommended users perform checksum verification
to determine if their install was compromised [43].

Clearly, downloading resources over the internet (TCP/IP) comes with considerable risk.
This risk can be divided into three broad concerns: response authentication, communication
confidentiality, and resource integrity. Response authentication allows us to determine if
a response received indeed originates from its purported source through, for instance, the
adoption of a Public Key Infrastructure (PKI) scheme [19]. Communication confidentiality
allows us to keep the data transacted between two or more parties private through some
form of encryption, such as AES [25]. Finally, resource integrity allows us to verify that the

data we are receiving is the data we are expecting to receive.
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When it comes to response authentication and communication confidentiality concerns on
the internet, the state-of-the-art in attack mitigation is Transport Layer Security (TLS) and
its Hyper Text Transfer Protocol (HTTP)/PKI based implementation, HTTPS [14, 19, 27,
28, 84]. Assuming well behaved certificate authorities and modern browsing software, TLS
and related protocols, when properly deployed, mitigate myriad attacks on authentication
and confidentiality.

However, as a communication protocol, TLS only guarantees the integrity of each end-to-
end communication via message authentication code (MAC) [28]. But protected encrypted
communications mean nothing if the contents of those communications are corrupted before
the fact. Hence, attacks against the integrity of resources at the application layer (rather
than the transport layer) are outside the threat model addressed by TLS and HTTPS [28,
84].

Attacks on resource integrity can be considered a subset of Supply Chain Attacks (SCA).
Rather than attack an entity directly, SCAs are the compromise of an entity’s software
source code (or any product) via cyber attack, insider threat, upstream asset compromise,
trusted hardware/vendor compromise, or other attack on one or more phases of the software
development life cycle [74]. These attacks are hard to detect, even harder to prevent, and
have the goal of infecting and exploiting targets and victims by abusing the trust between
consumer and reputable software vendor [72].

Ensuring the integrity of resources exchanged over the internet despite SCAs and other
active attacks is a hard and well studied problem [1, 3, 16, 18, 19, 34, 56, 63, 70, 84]. The
de facto standard for addressing this risk in the generic case is using checksums coupled
with some secure transport medium like TLS/HTTPS. Checksums in this context are cryp-
tographic digests generated by a cryptographic hashing function [87] run over the resource’s
file contents. When a user downloads a file from some source, they are expected to run

the same cryptographic hashing function over their version of the resource to yield a local
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checksum and then match it with a checksum given to them by some trusted authority.

However, checksums come up short as a solution to the resource integrity problem. Fore-
most is a well-understood but harsh reality: user apathy. Most users will not be incon-
venienced with manually calculating checksums for the resources they download [18, 32];
moreover, most users will not take the time to understand how checksums and integrity
verification work [18, 50, 95]. While detailing how they gained unauthorized access to the
servers, one of the hackers behind the 2016 breach of Linux Mint’s distribution system went
so far as to comment (in respect to checksums): “Who the [expletive| checks those any-
way?” [107]. Hardly unique to checksums, designers of security schemes from HTTPS to
PGP to Google Chrome dangerous download warnings have found user apathy a difficult
problem space to navigate [4, 13, 18, 30, 51, 69, 81, 93, 103, 108|.

Even if a user feels the urge to manually calculate and verify a resource’s checksum, they
must search for a corresponding “authoritative checksum” to compare against. As there is
no standard storage or retrieval methods for checksums, they could be stored anywhere, or
even in multiple different locations that must then be kept consistent [18]; users are not
guaranteed to find an authoritative checksum, even if they are published online somewhere,
even if they appear on the same page as the resource they are trying to protect. If users do
manage to find the authoritative checksum manually and also recognize the checksums are
different, the user is then expected to “do the right thing,” whatever that happens to be in
context.

A major contributor to this confusion is the tradeoff made by co-hosting a resource and
its authoritative checksum on the same distribution system, e.g., a web page hosting both a
hyperlink pointing to a resource and that resource’s authoritative checksum together. While
cost-effective for the provider and less confusing for the user, an attacker that compromises
a system hosting both a resource and its checksum together can mutate both, rendering

the checksum irrelevant [56]. This is true for automated checksum verification solutions
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as well [18]. The co-hosting problem was demonstrated by the 2016 hack of Linux Mint’s
distribution server [5, 96].

For these reasons, checksums as they are typically deployed are not very effective at
guaranteeing resource integrity, even if automatic verification by web clients is attempted.
Recognizing this, some corporations and large entities rely instead on approaches like digital
signature verification, code signing, and Binary Transparency [19, 91]. These roll-your-
own solutions, often proprietary, have been deployed successfully to mitigate resource in-
tegrity attacks in mature software package ecosystems like Debian/apt and Red Hat/yum
and walled-garden app stores like Google Play, Apple App Store, and the Microsoft Store.

Unfortunately, not all resources available on the internet are acquired through mature
software package ecosystems with built-in PKI support. In the United States for instance,
most internet users download software directly from websites or other locations [18, 89].
Moreover, such schemes are not compatible with one another and cannot scale to secure
arbitrary resources on the internet without significant cost and implementation/deployment
effort.

This work addresses these problems by proposing HASCHK, a novel protocol for veri-
fying the integrity of arbitrary resources downloaded over the internet that is a complete
replacement for typical checksum-based schemes, significantly raises the bar for the attacker,
and can be implemented in more than just browser software. To overcome the challenges
posed by user apathy and co-hosting, HASCHK is implemented in two parts: a backend
for resource providers and a frontend for resource consumers—i.e., (end) users. Providers
use a high availability backend to advertise which resources they provide for download. To
defeat co-hosting, this backend exists separately from the system offering those resources.
To account for user apathy, the frontend client automatically computes a (non-authoritative)
checksum identifying the resource, queries the backend using that checksum, and mitigates

the threat to the user in the case where the download is deemed compromised. Hence,
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HASCHK consists of both the protocol by which these pieces communicate and their imple-
mentation.

We approach these problems with four key concerns in mind. (1) HASCHK frontends
must provide security guarantees transparently without adding any extra user burden in
the common case. Here, an optimal implementation avoids relying on the user to overcome
apathy in the interest of security while accounting for the tendency of some users to click
through security warnings so as to not be inconvenienced. The former is achieved through
automation and the latter through careful design. (2) HASCHK must be low effort for
providers to integrate and deploy in concert with the resource(s) they are meant to protect.
There must be no requirement to configure a secondary system solely dedicated to hosting
checksums. (3) The protocol is not tightly coupled with any particular high availability
system. (4) Neither application, website source code changes, user-facing server, nor web
infrastructure modifications are necessary for providers to deploy HASCHK.

To demonstrate the general applicability of our protocol, we implement a frontend Google
Chrome extension and two different high availability backends: one based on the public
Domain Name System (DNS) [67, 68] via Google DNS [52] and another based on the Ring
OpenDHT network [37, 85] via a custom Representational State Transfer (REST) API. Of
course, these HASCHK components of our implementation should be considered proof-of-
concept.

We evaluate the security, performance impact, scalability, and deployment overhead of our
implementation using a publicly available patched HotCRP instance. While not a panacea,
we show that our implementation is capable of detecting real-world resource compromises,
even when the server is under the attacker’s control. Additionally, we find no practical
obstacles to efficient deployment at scale or to security outside of those imposed by the
Chrome V2 Extension API.

In summary, our primary contributions are:
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First, we propose a practical automated approach to ensuring the integrity of arbitrary
downloads. Our protocol requires no modifications to web standards/infrastructure or source
code, does not employ unreliable heuristics, does not expect checksums to be co-hosted on
the same page as do other automated approaches, and can be transparently implemented.
Further, our protocol can be used by more than just browsers; HASCHK can protect down-
loads in FTP clients, wget/curl clients, and other software.

Second, we present our proof-of-concept implementation, a Google Chrome extension,
and demonstrate our protocol’s effectiveness empirically. We show that our implementation
is capable of detecting resource compromises when the server is under the attacker’s con-
trol, thus significantly raising the bar for an attacker. We additionally make our frontend
implementation and OpenDHT JSON API available open source (see chapter A).

Third, we evaluate our implementation and find marginal integration and deployment
overhead with no practical obstacles to scalability or security outside those imposed by the
Chrome API. To the best of our knowledge, this is the first approach that is not susceptible
to the pitfalls of co-hosting. Hence, we conclude that HASCHK is more effective at detecting

resource integrity attacks than manual checksum verification and prior automated schemes.

5.1.1 Resource Integrity SCAs

Modern software requires a complex globally distributed supply chain and development
ecosystem for organizations and other providers to design, develop, deploy, and maintain
products efficiently [72]. Such a globally distributed ecosystem necessitates integration
with potentially many third party entities, be they specialty driver manufacturers, external
content distribution network (CDN) providers, third party database management software,
download mirrors, etc.

Critically, reliance on third parties, while often cost-effective and feature-rich, also in-

creases the risk of a security compromise at some point in the supply chain [56, 72]. These
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Concept | Design | Development | Integration | Deployment | Maintenance | Retirement
X X X X v v v

Table 5.1: The generic software engineering supply chain.

types of compromises are known as Supply Chain Attacks (SCA). In the context of software
development, SCAs are the compromise of an entity’s software source code via cyber attack,
insider threat, upstream asset/package management compromise, trusted hardware/vendor
compromise, or some other attack on one or more phases of the software development life
cycle or “supply chain” to infect an unsuspecting end user [74].

Every year, major SCAs become more frequent and their fallout more widely felt [72,
74]. Whether major or minor, SCAs are hard to detect, even harder to prevent, and have
the goal of infecting and exploiting victims by violating the trust between consumer and
reputable software vendor.

Table 5.1 details the phases of a generic software development supply chain. For the pur-
poses of this research, we focus exclusively on SCAs targeting the deployment, maintenance,

and retirement phases.

5.1.2 Real World Motivations

Here, we select four relatively recent real-world attacks we believe most effectively articulate
the threat posed by resource integrity SCAs and how HASCHK might have been used to
more effectively mitigate fallout. We examine each attack, noting the critical points of failure

in their checksum-based resource security models.

Case 1: PhpMyAdmin. For an unspecified amount of time circa 2012, a compromised
download mirror in SourceForge’s official HT'TPS-protected CDN was distributing a ma-
licious version of the popular database administration software phpMyAdmin [24]. The

administrator of the mirror in question confirmed the attack was due to a vulnerability not
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shared by SourceForge’s other mirrors [76].

Attackers mutated the software image, injecting files that would allow any attacker aware
of their existence to remotely execute arbitrary PHP code on the victim’s system [77]. Source-
Forge estimates approximately 400 unique users downloaded this corrupted version of php-
MyAdmin before the mirror was disconnected from their CDN, potentially allowing attackers
access to the private customer data of any number of organizations [76].

While the attackers were able to penetrate a mirror in SourceForge’s CDN, the official ph-
pMyAdmin website was entirely unaffected; the authoritative checksums listed on the site’s
download page were similarly unaffected [76]. Hence, a user who was sufficiently motivated,
had sufficient technical knowledge of checksums and how to calculate them, and was also
privy to the location of the correct checksum for the official phpMyAdmin image might have
noticed the discrepancy between the two digests. Clearly, a non-trivial number of users do

not meet these criteria. This attack demonstrates the problem of user apathy.

Case 2: Linux Mint. In 2016, the Linux Mint team discovered an intrusion into their offi-
cial HTTPS-protected distribution server [96]. Attackers mutated download links originally
pointing to the Linux Mint 17.3 Cinnamon edition ISO, redirecting unsuspecting users to a
separate system hosting a custom Mint ISO compiled with the IRC-based Linux backdoor
malware Tsunami [5]. The attack affected hundreds of the downloads during that day, with
the attackers claiming that a “few hundred” Linux Mint installs were explicitly under their
control. The primary motivation behind the intrusion was the construction of a botnet [107].
The authoritative checksum displayed on the official website was also mutated to corroborate
the backdoored ISO [107], illustrating the co-hosting problem.

Storing the checksum elsewhere may have prevented mutations on the checksum; still, as
demonstrated by the first case, such an effort is not itself a solution. Hosting a checksum on

a secondary system is not very useful if users downloading the resource protected by that
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checksum cannot find it or are not actually checking it against a manual calculation.

Case 3: Havex. As part of a widespread espionage campaign beginning in 2010, Russian
Intelligence Services targeted the industrial control systems of numerous aviation, national
defense, critical infrastructure, pharmaceutical, petrochemical, and other companies and
organizations with the Havex remote access trojan [46, 71]. The attack was carried out in
phases whereby innocuous software images hosted on disparate legitimate vendor websites
were targeted for replacement with versions infected with the Havex malware [71]. The goal
here, as is the case with all SCAs, was to infect victims indirectly by having the Havex
malware bundled into opaque software dependencies, e.g., a hardware driver or internal
communication application.

It is estimated that Havex successfully impacted hundreds or even thousands of corpora-
tions and organizations—mostly in United States and Europe [71]. The motivation behind
the Havex malware was intelligence exfiltration and espionage [46]. How many of these ven-
dors employed checksums and other mitigations as part of their software release cycle is not
well reported, though investigators note said vendors’ distribution mechanisms were inse-
cure [71]; however, an automated resource verification method could have helped mitigate

the delivery of compromised software to users.

Case 4: HandBrake. In May of 2017, users of HandBrake, a popular open source video
transcoder for Mac/OSX, were made aware that they may have downloaded and installed
a trojan riding atop their transcoding software. Attackers breached an HTTPS-protected
HandBrake download mirror, replacing the legitimate software with a version containing
a novel variant of the Proton malware [44]. The number of users potentially affected is
unreported.

The goal of the attack was the exfiltration of victims’ sensitive data, including decrypted
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keychains, private keys, browser password databases, 1Password/Lastpass vaults, decrypted
files, and victims’ personal videos and other media [44]. The HandBrake developers recom-
mended users perform manual checksum verification to determine if their installation media
was compromised [43].

Despite the attackers mutating the HandBrake binary, the authoritative checksums listed
on the official HandBrake download page were reportedly left untouched [43]. Further, the
developers of HandBrake store their authoritative checksums both on their official website
and in their official GitHub repository [43]. A sufficiently knowledgeable, sufficiently moti-
vated user might have noticed the discrepancy between their calculated checksum and the
authoritative checksum listed on the download page.

Suppose, however, that the attackers had managed to mutate the checksums on the
official website. Then there would be a discrepancy between the “authoritative” checksums
on the official site and the “authoritative” checksums in the GitHub repository—that is if
users are even aware that a second set of checksums are available at all. Which are the
actual authoritative checksums? On top of requiring the technical knowledge, a user in this
confusing situation is then expected to “do the right thing,” whatever that happens to be

in context.

5.2 Protocol Design

In this section, we describe the components of the HASCHK protocol, step through each in

detail, and then introduce our proof-of-concept implementation of these components.

5.2.1 Participants

Provider. The provider is the entity in control of both the server and backend with the

goal of ensuring the integrity of resources downloaded from their system.
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HASCHK Frontend. The frontend is responsible for calculating the Uniform Resource
Name (URN) and Backend Domain (BD) of the resource downloaded from the server. Af-
terwards, the frontend queries the backend using this URN and, if an integrity violation is

detected, quarantines the resource and warns the user.

Server. The server is a distribution system (hopefully) controlled by the provider that hosts
resources for download. It can be internal or external, a single server or many, first-party or

third-party.

HASCHK Backend. The backend is responsible for advertising a queryable listing of
URNs that HASCHK frontends can use to judge the legitimacy of downloads. It is a high
availability system that is wholly separate from the server (not co-hosted) and controlled by

the provider.

5.2.2  Protocol Overview

Fig. 5.1 gives a high level overview of the HASCHK protocol. Initially, when a user finishes
downloading a resource from the provider’s server, the frontend runs the resource’s contents
through the SHA-256 hashing function, yielding a 256-bit digest. Any hashing function can
be used so long as it is pre-image and collision resistant [87]. This digest is used to con-
struct a hash-based Uniform Resource Name [99] (URN) uniquely identifying the resource.
Additionally, a Backend Domain (BD) is derived from the domain name of the server. The
frontend uses the BD in an implementation-dependent manner to locate and query the back-
end, checking for the existence of the constructed URN and essentially asking: “s this a
compromised resource?” 1f the URN is found, a negative response is returned indicating
a verified resource. If the URN is not found, a positive response is returned indicating a

compromised resource.
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Figure 5.1: A high level overview of the (generic) automated checksum verification process
beginning when a user downloads a resource.

If the query returns a positive response: (1) the user should be warned pursuant to
the recommendations of Akhawe et al [4] (avoid warning fatigue, be invisible), Cherubini et
al [18] (simple non-technical language, secure default action), Modic et al [69] (issue warnings
from a position of authority), and others; (2) the download should be deleted, renamed, or
otherwise made inaccessible/quarantined by default; and (3) the user should still be allowed
to “click through” and override the warning and the default quarantine behavior, though
ideally this should be less convenient than the default action [18].

If the query returns a negative response, the frontend should indicate this inconspicuously
to mitigate the threat of warning/popup fatigue [4, 18] and habituation [94]. For example,
our frontend implementation simply changes its icon when downloads are successfully verified
and only issues popup warnings when compromised downloads are positively identified.

To prevent false positives, integrity checking is skipped if the backend’s location is un-
resolvable or HASCHK is not properly deployed. Determining when this is the case is

implementation-dependent. To prevent false-negatives, when HASCHK is properly deployed
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and a URN is not found during lookup, the backend response will always be interpreted as

positive. As a result, it is not possible to only secure “some” resources on a server.

Deriving the Backend Domain (BD)

Before we can communicate with a provider’s backend, we require some scheme to locate it.
We refer to this scheme as deriving the Backend Domain (BD). The BD is some identifier
that allows the frontend to locate the backend. For our Domain Name System (DNS) based
implementation (below), the BD is the Third-Level Subdomain (3LD) or Second-Level Do-

main (2LD) based on the server URI’s host subcomponent [9] and are queried in that order.

Example 1: an FTP frontend (e.g., Filezilla, Transmit, et cetera) downloading a resource
from an FTP server at ftps://un:pw@ftp.examplel.com:8080/some/resource has a host

subcomponent of ftp.examplel.com and a BD of ftp.examplel.com or examplel.com.

Example 2: a browser frontend (e.g., Lynx, Google Chrome, Internet Explorer, et cetera)
downloading a resource at https://s4.1.cdn.example2.com/fl from a hyperlink on the
page
https://dl.app.example3.com/index/page has a host subcomponent of
dl.app.example3.com (not s4.1l.cdn.ezample2.com) and a BD of app.example3.com

or example3.com.

It is important that the right BD is derived to ensure correct operation of the protocol.
This concern is implementation-dependent. Specifically, in the case of the browser frontend
in example 2 (above), the BD is not derived from the resource’s URI directly but from the
URI of the HTML page containing the hyperlink pointing to that resource. This prevents

an adversary from trivially fooling HASCHK by, for instance, replacing
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https://s4.1.cdn.example?2.com with a hyperlink pointing to https://attacker.com and
hosting a conforming HASCHK backend that would cause the frontend to respond with a
false negative.

Further, depending on the implementation, a frontend or backend may not be using URIs
and DNS to transact information over the internet at all. An example of this is a purely
Distributed Hash Table (DHT) based backend. In such a case, any derivation algorithm (or
no derivation at all, e.g., the BD is hardcoded) can be used as long as correct operation of

the protocol is ensured.

Constructing Uniform Resource Names (URN)

To ensure the integrity of arbitrary resources, we require some method to uniquely and
durably identify those resources. We accomplish this through the adoption of the informal
IETF draft for the construction of hash-based Uniform Resource Names (URNs) [99], which
the frontend follows when calculating URNs for each resource downloaded. Through what-
ever implementation-specific method, the backend must “advertise” or allow lookups against
a set of expected URNs corresponding to the resources hosted on the provider’s server, even
if those resources have unstable access paths or URIs; e.g., , when resources are hosted
externally, on download mirrors, on CDNs, et cetera. This requirement is satisfied by im-
plementations combining URNs with the BD, thus durably associating the URNs calculated
in the frontend with the URNs advertised by a provider’s backend regardless of where the
corresponding resources are hosted on the provider’s server.

Since the backend advertising URNs is never co-hosted alongside the system that dis-
tributes the corresponding resources—Ilike a web or FTP server—HASCHK retains the ability
to protect users from dangerous downloads even when the system distributing the resource has
been completely compromised. This is not true of prior approaches to automated checksum

verification of arbitrary resources [18].
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5.3 Implementation

We implement a proof-of-concept HASCHK frontend as a Google Chrome extension. To
demonstrate the general applicability of our approach, our frontend currently works with
two backends: (1) directly with DNS via Google’s JSON API for DNS over HTTPS (DoH)
and (2) indirectly with DHT (Ring OpenDHT) via a local Representational State Transfer
(REST) API we designed to mimic the response syntax of Google’s DoH JSON API. Other
candidate backends include storage clusters, relational and non-relational databases, and any
high availability key-value store.

Our extension operates following the high level overview in Fig. 5.1 with some key
implementation-specific functionality that we explore in the remainder of this subsection.
After the user initiates a download either directly (e.g., typing a URI manually) or by
following a hyperlink, our extension, having observed the initial web request, associates that
request with the new download item. The original request may have directly triggered the
download or the download may have been triggered after one or more redirections. Our ex-
tension derives the correct BD in both cases (see below). At this point, if the backend does
not exist or does not conform to the protocol, the protocol terminates. Otherwise, after the
download completes, a URN is calculated and combined with the BD to make a final query
to the backend. In effect, this query asks: is this resource compromised? If the response to
the query is negative (i.e., a DNS TXT record or DHT data value), the extension considers
the resource validated. On the other hand, if the response to the query is positive (i.e., no
record found or bad data value returned), the extension considers the resource compromised,
deletes the resource file, and warns the user.

In keeping with UX suggestions of prior work, our extension is virtually transparent to
end users in the common case that a download is successfully verified by a provider’s backend
or when HASCHK has not been properly deployed by a provider. However, in the relatively

uncommon case that a resource is deemed compromised, the extension will delete the file
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and alert the user with the primary option to “dismiss” the alert, mimicking Chrome’s own
highly effective dangerous download warning [51]. Specifically: the user has the option of
clicking through the warning via a low-key secondary interface where they can force the
extension to ignore the compromised nature of the resource the next time it is downloaded,
forcing the user to trigger the download again. This inconvenience, favoring users’ security
over choice, is in keeping with the recommendations of prior work regarding security warning
UX (see Section 5.1).

As no JavaScript OpenDHT client implementation exists, we developed a REST API to
facilitate communication between our extension and the Ring OpenDHT network via HTTP
and JSON. In a production implementation, a JavaScript OpenDHT client would be baked
directly into the extension.

Deploying the DNS backend is as simple as adding certain TXT records to our DNS zone.
This is a straightforward operation. Similarly, deploying the DHT backend requires adding
certain key-value pairs to the OpenDHT network, which is trivial. Moreover, both DNS and
DHT backends are performant and highly available. The Ring OpenDHT network is also
free to use. In the case of DNS, the vast majority of web-facing providers and IT teams are
already using it, already pay for their own DNS zones, and are already quite familiar with
configuring and managing them. Hence, no exotic secondary backend system is required
for providers with web servers. Additionally, we argue updating the URNs stored by these
backends automatically—by integrating a URN calculation and record insertion/update step
into a modern development toolchain or resource deployment pipeline—is relatively low-effort
and straightforward for providers.

No application or website source code changes, costly user-facing server or web infrastruc-
ture customizations, or modifications to web standards are needed to enable our extension to

protect a provider’s resources. Given a production-ready implementation of our frontend—

coupled with the near ubiquitous adoption of DNS—HASCHK (with a DNS backend) could
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be deployed immediately by interested providers.

5.3.1 URNs, BDs, and Fallthrough in Google Chrome

BD derivation in the browser is non-trivial. Users can initiate downloads through clicking
links inside and outside the browser (e.g., in an email application), through asynchronous
JavaScript, and by entering URIs into the browser manually. To catch these and other
edge cases, we implement our extension using the WebRequest API [39], which allows us to
monitor all navigation events, collate redirects into an interrogable chain of requests, and
associate new download items with the URI where they were originally initiated.

To query the backend, we: (1) BASE32 encode the resource’s URN. (2) Divide the 112-
character result into two 56-character strings C1 and C2. (3) We calculate the BD, which
is either the 3LD and 2LD from details.originUrl. We choose by issuing up to two
queries of the form AL.BD, where the Application Label (AL) is the constant string haschk,
looking for a response containing the value 0K. We first query the 3LD as BD and, if we do
not receive the proper response there, query the 2LD as BD. If the proper response is not
received from either query, the extension assumes HASCHK has not been properly deployed
and terminates. (4) Otherwise, concatenating C1, C2, AL, and BD, we issue a query of the
form C1.C2.AL.BD, again looking for a response containing 0K (negative) or that the query
was not found (positive).

To handle redirection, we use Chrome’s Web Request API to associate redirected requests
with one another. The originating request’s origin at the top of this chain is used to
derive the BD using the details.originUrl and details.documentUrl properties (also
avoiding iframe issues). This prevents an adversary from trivially fooling HASCHK by
replacing a legitimate hyperlink with a malicious one. A naive implementation might use
the DownloadItem.referrer property to derive the BD, since it should be populated with

the originating URL. Unfortunately, this property can be manipulated with one or more
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redirections causing the BD to point into the attacker’s DNS zone. If the attacker properly
deploys a HASCHK backend, they could then trivially force false negatives.

Keeping a chain of associated requests also allows us to implement “fallthrough” func-
tionality where, if the original request at the head of the chain has not deployed HASCHK,
the extension can walk the chain, checking each point of redirection for a proper HASCHK
deployment. This ensures URL shorteners and other redirection services do not trigger false

positives.

5.4 Evaluation

5.4.1 Security Goals and Threat Model

The goal of HASCHK is to ensure the integrity of arbitrary resources downloaded over the in-
ternet, even in the case where the system hosting those resources is completely compromised.
Given a HASCHK-aware client and a resource provider with a conforming backend, the user
must be automatically warned whenever what they are downloading does not match a corre-
sponding authoritative checksum. Given proper deployment, HASCHK should, to whatever
extent possible, operate without issuing false negatives, i.e., compromised resources that do
not trigger a warning, or false positives, i.e., benign resources that do trigger a warning.

We consider the following entities: (1) a HASCHK-aware client as the frontend, (2)
a server (or servers) as the distribution system hosting the resource, and (3) a separate
high availability system implementing HASCHK as the backend. Specifically, we consider
a generic frontend that might be any web-facing software, such as FileZilla, and a browser
frontend such as Google Chrome or Mozilla Firefox.

For a generic frontend, we assume the adversary can make the server respond to a resource
request with any resource, including a compromised version of a resource. We also assume

the adversary can tamper with any other server response, including adding, removing, or
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manipulating one or more checksums if they appear.

For a browser frontend and web server, we contemplate two scenarios. From either an
existing tab/window or a new one, the user (1) directly enters the resource URI into the
browser, initiating a direct download or (2) navigates to an HTML file (web page) on the
server containing a hyperlink pointing to the resource. The user clicks this hyperlink to
download the resource. This resource is hosted on the same server as the web page or
externally on a third party server such as a CDN. Both are valid deployments in the context
of HASCHK. We assume the adversary can manipulate the resource and web page wherever
they are stored. The adversary may: (1) compromise the resource, (2) modify the hyperlink
to point to a compromised resource anywhere on the internet, and/or (3) add, remove, or
manipulate any checksums that appear on the web page or elsewhere.

Hence, we do not trust the integrity of the server’s responses in any scenario. We do,
however, trust the integrity and authenticity of the backend’s responses. Further, we ex-
pect the backend to be highly available. In Section 5.4, we go over the implications of a
compromised backend.

As an aside, we consider here the standard non-HASCHK case where the resource is
co-hosted alongside a web page containing both a hyperlink pointing to the resource and
an authoritative checksum corresponding to the resource. As demonstrated throughout this
work, when a server co-hosting resources and checksums is compromised, it is trivial to ma-
nipulate both checksum and resource, rendering all forms of checksum verification irrelevant.

Assuming proper deployment, it is the goal of HASCHK to ensure this is never the case.

5.4.2  Security and Performance

To empirically evaluate our implementation, we launch a lightly modified version of the
popular open source research submission and peer review software, Hot CRP (version 2.102;

see chapter A). Our modifications allow anyone visiting the site to interactively corrupt
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submissions and manipulate relevant DNS entries at will.

For our evaluation, we upload 10 different PDFs to our HotCRP instance. Upon their
upload, HotCRP calculates and displays the unique checksum (a SHA-256 digest) of each
PDEFE. After each PDF is uploaded, we immediately download it and manually calculate a
checksum locally, matching each to the checksum displayed by the HotCRP software. Next,
we utilize the custom functionality we patched into HotCRP to populate our DNS backend
with each file’s expected URN.

After installing the frontend into our Google Chrome browser, we again download each
file. For each observed download, our extension indicates a “safe” judgement. We then utilize
our patched functionality to add junk data onto the end of each of the uploaded PDFs,; thus
corrupting them. We also modified HotCRP so that it updates the displayed checksums to
match their now-corrupted counterparts.

Once again, we download each file. Our extension reports an “unsafe” judgement (a true
positive) for each corrupted PDF file. Calculating the local checksum and checking it against
the value reported by our HotCRP instance leads to a match (a false negative; i.e., , the
result of co-hosting), defeating prior approaches to both manual and automated checksum
verification.

We run this experiment three times, each with different sets of PDFs and using both the
DNS and DHT based backends. We observe consistent results.

Finally, we utilize our patched functionality to test a “redirection” attack where the
hyperlink pointing to the correct PDF is replaced with a hyperlink to a dummy mal-
ware file hosted in a distinct malicious DNS zone with conforming HASCHK deployment.
When an unsuspecting user clicks such a link, they expect to download the PDF document
from HotCRP but are instead navigated to a PHP script that redirects the request one or
more times before landing on the dummy malware file. This process corrupts Chrome’s

DownloadItem.referrer property. Even in this case, our implementation correctly flags
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this download as suspicious as the download begins, successfully warning the user.

While evaluating our implementation, we observe no additional network load or CPU
usage with the extension loaded into Chrome. Measurements are taken using the Chrome
developer tools. Intuitively, this makes sense given the lightweight nature of the crypto-
graphic operations involved.

We also consider the implications of a compromised backend, such as if an attacker
tampers with the provider’s DNS server or its response. Since we trust the integrity and
authenticity of responses from the backend, this is ultimately outside our threat model.
However, in the case of a compromised DNS zone by itself, at worst the attacker can perpet-
uate a denial of service attack by triggering false positives. Without compromising both the
backend and the distribution server, the attacker still cannot deliver compromised resources
to users. Further, we argue a provider has much bigger problems if their DNS zone or other

backend is compromised.

5.4.8 Scalability and Deployment

As HASCHK assumes a high availability backend, we conclude that the scalability of HASCHK
can be reduced to the scalability of its backend. We are aware of no other obstacles to scal-
ability beyond those inherited from the underlying backend system.

Obviously, our DNS backend relies on DNS [67]. DNS was not originally designed to
transport or store relatively large amounts of data, but the content of our DNS TXT records
are very small (usually two bytes or less). Further, the URNs queryable via DNS request
are exactly 112 characters, i.e., the length of a BASE32 encoded URN, and are divided into
two 53 character labels, conforming to DNS label length limits [68].

We are also unaware of any practical limitation on the number of resource records a DNS
zone file can support. A DNS server can host tens of thousands of resource records in their

backend file [67, 68]. Moreover, several working groups have considered using DNS as a
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storage medium for checksums/hash output, so the concept is not novel. Examples include
securitytxt [36] and DKIM [21].

Additionally, using DNS as a backend does not add to the danger of amplification and
other reflection attacks on DNS; these are generic DNS issues addressable at other layers of
the protocol.

With the HotCRP demo, our entire resource deployment scheme consists of (1) the
addition of a new TXT entry to our DNS backend and (2) a new value published to our DHT
backend during the paper (resource) submission process. We argue updating DNS record
(or DHT value) during the resource deployment process is simple enough for developers and
providers to implement and presents no significant burden to deployment. For reference, we
implement the functionality that automatically adds (and updates) the DNS TXT records
advertising the URNs of papers uploaded to our HotCRP instance in under 10 lines of

JavaScript.

5.4.4  Limitations

While still effective, our extension would be even more effective if Chrome/Chromium or
the more general WebExtensions API allowed for an explicit onComplete event hook in the
downloads API. This hook would fire immediately before a file download completes and
the file becomes executable, i.e., has its .crdownload or .download extension removed.
The hook would consume a Promise/AsyncFunction that kept the download in its fully-
downloaded but non-complete state until said Promise completed. Ideally, this would allow
an extension to alter a download’s DangerType property after some computation, prompting
Chrome to handle alerting the user using its Dangerous Download UX [51], which would have
the advantage of communicating intent through the browser’s familiar and authoritative Ul
and prevent the corrupted download from becoming immediately executable. Unfortunately,

the closest the Chrome WebExtensions API comes to allowing DangerType mutations is the
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acceptDanger method on the downloads API, but it is not suitable for our purposes because
it can only be called after the download completes while leaving the file in an accessible and
executable state until the method is eventually called.

Redirection services, like URI shortening apps, might still lead to false positives even
with the fallthrough functionality if a domain on the request chain has deployed HASCHK.
We view this as a rare scenario, and it does not violate HASCHK’s security guarantees.
Further, our extension does not work for PDF's and other downloads handled directly by the
browser. And, given the topology of the webrequest API, iframes and similar elements may
require special consideration beyond examining details.documentUrl.

Additionally, not all servers/backends on the internet use DNS, and our extension does
not support downloads made that bypass DNS. In future work, our DHT backend would
be able to handle such downloads. Further, our extension keeps 1000 requests in memory
so that they can be mapped to download items later in time. This might be vulnerable to

attacks involving excessive redirection and overflow.
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CHAPTER 6
CONCLUSION

The conventional wisdom is that securing data at rest requires one must pay the high perfor-
mance overhead of encryption with AES is XT'S mode. This work shows that technological
trends overturn this conventional wisdom: log-structured file systems and hardware support
for secure counters make it practical to use a stream cipher to secure data at rest. We demon-
strate this practicality through our implementation of StrongBox which uses the ChaCha20
stream cipher and the Poly1305 MAC to provide secure storage and can be used as a drop-in
replacement for dm-crypt.

Our empirical results show that under F2FS—a modern, industrial-strength Log-structured
file system—StrongBox provides upwards of 2x improvement on read performance and av-
erage 1.27x improvement on write performance compared to dm-crypt. Further, our results
show that F2FS plus StrongBox provides a higher performance replacement for Ext4 backed
with dm-crypt. We make our implementation of StrongBox available open source so that oth-
ers can extend it or compare to it.! Our hope is that this work motivates further exploration
of fast stream ciphers as replacements for AES-XTS for securing data at rest.

Further, this work advocates for a more flexible approach to FDE where the storage
system can dynamically adjust the tradeoffs between security and latency /energy. To support
this vision of agile encryption, we proposed an interface that allows multiple stream ciphers
with different input and output characteristics to be composed in a generic manner. We
have identified three strategies for using this interface to switch ciphers dynamically and
with low overhead. We have also proposed a quantification framework for determining when
to use one cipher over another. Our case studies show how different strategies can be used
to optimize for different goals in practice. We believe that agile encryption will become

increasingly important as successful systems are increasingly required to balance conflicting

1. https://github.com/Xunnamius/strongbox-switchcrypt
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operational requirements. We hope that this work inspires further research in achieving this
balance. Our work is publicly available open-sourcel.

When it comes to data in motion—specifically, downloading arbitrary resources over the
internet—it is indeed a risky endeavor. Resource integrity and other Supply Chain Attacks
are becoming more frequent and their impact more widely felt. In this work, we showed that
the de facto standard for protecting the integrity of arbitrary resources on the internet—the
use of checksums—is insufficient and often ineffective. We presented HASCHK, a practical
resource verification protocol that automates the tedious parts of checksum verification while
leveraging pre-existing high availability systems to ensure resources and their checksums are
not vulnerable to co-hosting. Further, we demonstrated the effectiveness and practicality of
our approach versus real-world resource integrity attacks in a production application.

The results of our final evaluation show that our approach is more effective than check-
sums and prior work mitigating integrity attacks for arbitrary resources on the internet.
Further, we show HASCHK is capable of guarding against a variety of attacks, is deployable
at scale for providers that already maintain a DNS presence, and can be deployed with-
out fear of adversely affecting the user experience of clients that are not HASCHK-aware.
Though not a panacea, we believe our protocol significantly raises the bar for the attacker.

We intend to continue developing our extension and we make it available to a wide audience

(see chapter A).

6.1 Future Work

As it stands now, our StrongBox and SwitchCrypt implementations are single threaded. The
cryptographic systems we compared to StrongBox and SwitchCrypt and all multi-threaded,
perhaps making our performance wins more significant. What performance gains (i.e. more
slack) might be available if we parallelize portions of StrongBox and SwitchCrypt source?

Examples include: 1) given that nuggets are all independent agents, new switching strategies
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might be developed that leverage any speedups in parallelizing the encryption and decryption
processes and 2) garbage collection and cipher switching can happen in background worker
threads and could even leverage a scheduler and 3) StrongBox and SwitchCrypt could be
integrated into F2FS directly, sharing its threading/scheduling model in a production im-
plementation; currently, StrongBox and SwitchCrypt are implemented on top of the BUSE

emulation device.
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CHAPTER A
CODE AVAILABILITY

This appendix provides links for the StrongBox, SwitchCrypt, and HASCHK source code.
The two libraries/APIs that StrongBox and SwitchCrypt rely on are additionally provided.
Note that resource locations, URLs, frameworks, interfaces, etc. will likely change overtime,
while this text remains static.

We also make our HASCHK frontend and DHT backend components available open
source for the benefit of the community. We also make publicly available our evaluation
environment: a patched HotCRP instance.

You can find instructions on how to build, test, and modify the StrongBox source in
the provided README documentation linked below. Our hope is that this work motivates
further exploration of resource integrity and other SCA mitigation strategies and leads to

further progress on more exotic FDE schemes.

Table A.1: Provides URLs for the products yielded and/or used by this research. The first
four URIs refer to repositories on GitHub.

Project Source Language URI

StrongBox Source C Xunnamius/strongbox-switchcrypt
SwitchCrypt Source C Xunnamius/strongbox-switcherypt
SBD MT Source C TAIK /secure-block-device
BUSE Source C/Shell acozzette/BUSE

HASCHK Source | JavaScript/Shell | https://haschk.dev
HotCRP Testbed | PHP/C/Shell | https://hoterp.haschk.dev
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