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ABSTRACT

With recommendation systems playing an increasingly pivotal role in guiding user decisions on-

line, their impact on user engagement cannot be overstated. Recent studies show that a significant

amount of content—30% of all traffic on Amazon’s website, 60% of the videos on YouTube, and

75% of the viewed movies on Netflix came from suggestions made by recommendation algorithms.

As users become more reliant on these systems, they expect higher quality recommendations that

are tailored to their individual preferences. To meet this demand, a Deep Recommendation Sys-

tem (DRS), which is a neural network-based recommendation algorithm, must increase the size

of its embedding vector tables (EV tables) to encode richer semantic relationships between in-

put features. This has led to a tripling of EV table sizes every two years (1.5× annual growth).

Consequently, the space management of EV tables becomes challenging: many real-world EV

tables contain billions of embedding vectors that require tens of TBs of memory capacity. Such

DRAM-heavy architectures account for significant operational costs for DRS users measured in

millions of dollars—nearly 80% of all AI-related deployments in Meta’s data centers in 2020 di-

rectly supported DRSs. A natural solution to this problem is by moving the large EV tables to the

backend/secondary storage (i.e., SSDs). However, it can introduce performance instability, partic-

ularly for large-scale DRSs tasked with meeting stringent microsecond-scale tail latency Service

Level Objectives (SLOs). The current trend of microservices and machine learning deployment

further exacerbates these challenges, with tail-latency SLOs expected to become even tighter over

time. Additionally, achieving SSDs with deterministic latency remains challenging due to the un-

predictable behavior of internal activities such as garbage collection, wear leveling, and internal

buffer-flush.

The storage industry and research community have dedicated significant efforts to address the

issue of unpredictable latency in SSDs. Various approaches, including white-box, gray-box, and

black-box techniques, have been proposed to mitigate this challenge. While each approach of-

fers unique advantages and trade-offs, the optimal evolution of the storage stack to accommodate
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the evolving needs of deep recommendation systems remains a critical area of exploration. In

this dissertation, we seek to answer the question: How should the storage stack evolve to meet

the growing demands for low and predictable latencies and cost-efficiency in the context of the

burgeoning usage of deep recommendation systems? To support this statement, we develop a set

of solutions each delving into distinct facets of improving storage supports mechanisms for deep

recommendation systems.

We start developing our solutions from the inference layer of the deep recommendation sys-

tem, where the performance variance originates. This layer is critical as it directly impacts the

user experience by determining the relevance and accuracy of the recommendations provided. By

focusing on optimizing this foundational layer, we aim to enhance the overall performance and effi-

ciency of the recommendation system. To realize this goal, we built EVSTORE: A caching system

that exploits groupability pattern between items for scaling and enabling cost-efficient recommen-

dation system deployment. EVSTORE’s main contributions lie in EVSTORE’s 3-layer “L1-to-L3”

caching design (EVCache, EVMix, and EVProx). We have fully integrated EVSTORE within

Facebook (Meta)’s DLRM, including various implementation-level optimizations and offline sup-

porting tools (≈9 KLOC) that are released publicly. Our evaluation based on real production DRS

traces shows that EVSTORE can reduce the average and p90 latency by up to 23% and 27% respec-

tively, while increasing the throughput by 4× at only 0.2% accuracy reduction. Collectively, fully

optimized EVSTORE implementation can achieve a 94% reduction of the DRS memory footprint.

These memory savings correspond to hundreds of millions of dollars for a large cloud provider.

Although EVSTORE’s caching layers facilitate a performant and cost-efficient deployment of

deep recommendation systems, its reliance on SSDs as backend storage can introduce performance

instability due to unpredictable internal SSD activities such as garbage collection (GC), wear lev-

eling, and buffer-flush. These background activities can disrupt user I/O requests and lead to tail

latencies. For instance, GCs alone can cause up to a 60× increase in latency, easily violating SLOs.

To tackle this challenge, we developed HEIMDALL: an accurate and efficient I/O admission policy

xv



for flash storage empowered by an extensive ML pipeline. We make domain-specific innovations in

various ML stages by introducing accurate period-based labeling, 3-stage noise filtering, in-depth

feature engineering, and fine-grained tuning, which together improve the decision accuracy from

67% up to 93%. We perform various deployment optimizations to reach a sub-µs inference latency

and a small, 28KB, memory overhead. With 500 unbiased random experiments derived from pro-

duction traces, we show HEIMDALL delivers 15-35% lower average I/O latency compared to the

state of the art and up to 2× faster to a baseline. HEIMDALL is ready for user-level, in-kernel, and

distributed deployments.

With HEIMDALL tackling the tail latency issue, we target further enhancements in SSD perfor-

mance stability by improving the read latency. Our solution, TINFETCH, presents a Tiny Neural

Network Prefetcher that utilizes an adaptive heuristic method to understand complex I/O streams

and leverages a pretrained neural network to predict future LBA accesses. Evaluated on various

production and synthetic traces, TINFETCH achieves a 3% to 27% improvement in hit rate com-

pared to other prefetchers. Moreover, it has the highest performance score, hit rate per storage

bandwidth load, surpassing the best state-of-the-art heuristic- and learning-based prefetchers by

1.5x and 2.6x respectively. Additionally, the low-overhead and optimized implementation of TIN-

FETCH on a C/C++ language is capable of achieving inference latency in sub-µs on a consumer-

level CPU node.
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CHAPTER 1

INTRODUCTION

With recommendation systems now deeply integrated into modern online platforms, guiding users

in their decision-making processes, their importance cannot be overstated. These systems employ

a complex algorithm that plays a crucial role in influencing user engagement by presenting person-

alized advertisements, ranking news articles, suggesting products, and others. Research shows that

a substantial portion of content consumed on major platforms like Amazon, YouTube, and Netflix

originates from recommendations made by these algorithms.

Despite the effectiveness of deep recommendation systems (DRSs) in delivering high-quality

recommendations, they encounter challenges in handling sparse categorical input features. For

instance, Facebook’s post recommendation platform often struggles with managing numerous cat-

egorical features, each potentially encompassing millions or billions of categories. To simplify the

complexity of deep neural networks (DNNs), sparse categorical data is typically converted into

dense vectors through embedding vector tables (EV tables). However, this conversion reduces

DNN complexity while posing challenges in space management and incurring significant opera-

tional costs associated with memory-intensive architectures.

The demand for enhanced recommendation accuracy necessitates larger EV tables to encode

richer semantic relationships. However, current state-of-the-art DRSs are ill-equipped to handle

the exponential growth in EV table sizes. Although some open-source DRS platforms store full

EV tables in DRAM, this approach presents drawbacks, including reduced resource utilization and

increased operational costs. Consequently, there is growing interest in migrating large EV tables

to SSDs as backend storage, prompting recent research to focus on optimizing backend storage

for EV table lookups. However, existing storage solutions face limitations in adoption due to the

requirement for customized devices such as custom SSDs or FPGA implementations.

While incorporating off-the-shelf SSDs to reduce DRAM footprints may seem cost-effective,

it can introduce performance instability, particularly for large-scale DRSs tasked with meeting
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stringent microsecond-scale tail latency Service Level Objectives (SLOs). Moreover, the current

trend of microservices and Machine Learning deployment exacerbates these challenges, with tail-

latency SLOs are expected to become even tighter over time. Additionally, achieving SSDs with

deterministic latency remains challenging due to the unpredictable behavior of internal activities

such as garbage collection, wear leveling, and internal buffer-flush.

The storage industry and research community have dedicated significant efforts to address the

issue of unpredictable latency in SSDs. Various approaches, including white-box, gray-box, and

black-box techniques, have been proposed to mitigate this challenge. While each approach offers

unique advantages and trade-offs, the optimal evolution of the storage stack to accommodate the

evolving needs of recommendation systems remains a critical area of exploration.

1.1 Thesis Statement

In this dissertation, we seek to answer the question: How should the storage stack evolve to meet

the growing demands for low and predictable latencies and cost-efficiency in the context of the

burgeoning usage of deep recommendation systems? In particular, we make the following thesis

statement:

Enhancing the performance predictability and cost-efficiency of deep recommendation

systems require the optimization of fundamental storage supports such as caching, I/O ad-

mission, and prefetching techniques, while seamlessly integrating efficient machine learning

methods to bolster the adaptability and learning capability of the storage system in handling

the ever-changing workload patterns.

To support this statement, the dissertation is structured into three main parts, each delving into

distinct facets of building storage supports for deep recommendation systems. In the first segment

(Chapter 2), we delve into innovative techniques and designs aimed at architecting an efficient

EV table lookup system. This system capitalizes on both structural regularity in inference opera-

tions and domain-specific approximations to bolster the performance and cost-efficiency of hybrid
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storage systems. In the second part (Chapter 3), we think further to design the next-generation

machine learning-based I/O admission system to improve the performance predictability of SSD

devices when being used as the secondary storage for storing the EV table. In the third part (Chap-

ter 4), we discuss our prefetching solution to enhance the performance of the secondary storage

system. In summary, this dissertation will cover the following systems we built:

• EVSTORE: A caching system that exploits groupability pattern between items for scaling and

enabling cost-efficient deep recommendation system deployment.

• HEIMDALL: A machine learning-based I/O admission policy which combines a simple yet pow-

erful neural network model to proactively and deterministically redirect I/O when the device is

busy.

• TINFETCH: A “tiny” neural-network block-I/O prefetcher which leverages an adaptive heuristic

and machine learning methods to further improve SSD’s performance.

For the rest of the chapter, we will briefly introduce the scalability and predictability challenge

of deep recommendation system (Section 1.2), then develop multiple storage supports, including

caching support (Section 1.3.1), I/O admission support (Section 1.3.2), and prefetching support

(Section 1.3.3). In Section 1.4, we summarize the contributions of this dissertation. In Section 1.5,

we introduce the outline for the rest of the dissertation.

1.2 Motivation

Recommendation systems are used prominently across modern online services to help people make

decisions. They capture user behavior and preferences to display personalized advertisements

[138, 139], rank news [38, 92], and recommend products [318]. The impact of recommendation

systems on user engagement is tremendous. Recent studies show that a significant amount of

content—30% of all traffic on Amazon’s website, 60% of the videos on YouTube, and 75% of the

viewed movies on Netflix came from suggestions made by recommendation algorithms [32, 35,

288, 341].
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Deep recommendation systems (DRSs) are widely used to deliver high-quality recommenda-

tions [139, 371], but tackling categorical (“sparse”) input features is their Achilles’ heel. Modern

DRSs, such as Facebook’s post recommendation systems [139], often contain hundreds or thou-

sands of categorical features (e.g., users, posts, or pages), each of which can contain millions or

even tens of billions of possible categories. To make the complexity of the deep neural network

(DNN) tractable, sparse categorical data is usually converted to (“dense”) vectors of numbers be-

fore being fed to the model. The most popular conversion is via embedding vector tables, or “EV

tables” for short.

EV tables are large and growing. Today’s recommendation models have enormous feature

sets to capture complex user behavior and preferences [85, 92, 139, 374, 379, 380]. Each categori-

cal feature could assume 107–1010 different possible values [146, 268, 371], implying that billions

of embedding vectors are needed in practice to represent every unique feature. A billion embed-

ding vectors (rows) with 400 dimensions (columns) [205, 247, 376] of fp32 type (cell size) would

easily occupy 1.5 TB of memory. Furthermore, industry’s insatiable appetite for improved recom-

mendation accuracy demands more rows, extra columns, and larger vectors (cells) to encode richer

semantic relationships. Thus, the models are growing rapidly—the sizes are tripling every two

years (1.5× annual growth), following Moore’s Law [55, 161]. Such DRAM-heavy architectures

account for significant operational costs for DRS users measured in millions of dollars—nearly

80% of all AI-related deployments in Meta’s data centers in 2020 directly supported DRSs [139].

DRS pipelines are up against a scaling wall. Crucially, all trends point to the continued

burgeoning of DRS system sizes. Recent projections predict that EV table sizes will imminently

be dozens of TB for some companies [55], flirting with the limits of even the greatest memory

capacity cloud instances available1. To continue scaling DRS, a different approach is required.

Unfortunately, the state-of-the-art DRSs are simply not equipped to handle the exponential

growth of EV table sizes. Open-source DRSs platforms like Meta’s DLRM [254] and Google’s

1. At the time of writing, high-memory instances top out at 24 TiB (AWS), and 12TiB (Azure/Google Cloud).
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DCN [320, 321], for example, store the full EV tables in DRAM and lack support for responding to

lookups from backend storage when memory is exhausted. This brings several downsides. When

the entire memory is mostly occupied by EV tables of a specific DRS model, the server is not

able to run other DRSs concurrently, potentially reducing resource utilization of the server and the

overall throughput of the recommendation service. Furthermore, storing the entire EV tables in

memory is costly as the price of DRAM keeps increasing, especially due to shortages in global

supply [43]. A natural solution to this problem is by moving the large EV tables to the SSDs as the

backend storage. There are recent publications in this space that focus on optimizing the backend

storage for EV table lookups [110, 317, 331]. While existing storage solutions advance the state

of the art, their adoption is limited due to the need for customized devices (e.g., custom SSDs or

FPGA implementations).

The performance instability of SSD devices. Incorporating off-the-shelf SSDs to reduce

DRAM footprints may seem like the most cost-effective option [238], but it can introduce perfor-

mance instability. This becomes particularly problematic for large-scale Deep Recommendation

Systems (DRSs) tasked with serving billions of users [92, 254, 295] while maintaining low latency

to meet strict microsecond-scale tail latency Service Level Objectives (SLOs) [153, 165, 364].

Adding to this challenge is the current trend of microservices and Machine Learning deployment,

where these already stringent tail-latency SLOs are expected to become even tighter over time

[151, 166, 237]. Recent studies highlight the difficulty in achieving SSDs with deterministic la-

tency [23, 62, 100, 269] due to the non-deterministic behavior of SSD’s internal activities such as

the garbage collection (GC), wear leveling, and internal buffer-flush [21, 112, 348]. These back-

ground activities will disturb users’ I/O requests and cause tail latencies. For instance, GCs can

cause up to 60x latency increase [211] which can easily violate the SLOs.

The storage industry and the community are aware of this problem and have devoted a vast

amount of research to address the issue of unpredictable latency in SSDs. One approach, referred

to as the “white-box” method, involves restructuring the internal architecture of the device [88,
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159, 163, 175, 225, 308, 336, 349]. While this approach is powerful, it may not be widely adopted

by SSD vendors due to various constraints. Another strategy, known as the “gray-box” approach,

suggests making partial modifications at the device level alongside changes at the operating system

or application level [179, 181, 182, 286, 365, 369]. However, the success of this solution largely

depends on the willingness of vendors to modify the device interface, which may pose challenges

in implementation. Lastly, “black-box” techniques aim to conceal unpredictability without altering

the underlying hardware or its level of abstraction. Some of these techniques focus on optimizing

file systems or storage applications for SSD usage [90, 177, 183, 192, 198, 252, 297, 337, 342],

while others rely on speculative execution [8, 19], which introduces additional I/Os and latency

due to waiting times.

All of the observations above point out that storage systems are now faced with significant

challenges in supporting the ever-growing demands of recommendation systems. Not only must

they efficiently manage the vast amounts of data generated by these systems, but they must also

ensure low latency, high availability, and cost-effectiveness. Therefore, there is an opportunity

to create innovative storage systems that can seamlessly integrate with recommendation systems,

providing scalable and reliable storage solutions while also optimizing performance and resource

utilization. These storage systems supports should be capable of dynamically adapting to fluctuat-

ing workloads and evolving requirements, thereby enhancing the overall deployment efficiency of

recommendation systems.

1.3 Contributions

Our analysis underscores the significant challenge of addressing performance instability within

our storage infrastructure to meet the escalating demands of recommendation systems. Recogniz-

ing the complexity inherent in modern storage architectures, we have developed a suite of storage

support mechanisms, each targeting different layers of optimization. In this section, we first intro-

duce our caching layer support to provide a performant and cost-efficient deep recommendation
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system deployment (Section 1.3.1), then describe our machine learning-based I/O admission sup-

port designed to cut performance variability “at the source” (Section 1.3.2), and finally detail how

we further enhance SSD’s performance with our block-I/O prefetcher support which leverages

an adaptive heuristic and machine learning methods to predict intricate block I/O stream patterns

(Section 1.3.3).

1.3.1 Caching Support with EVSTORE

We start developing our solutions from the inference layer of the Deep Recommendation Sys-

tem, where the performance variance originates. This layer is critical as it directly impacts the

user experience by determining the relevance and accuracy of the recommendations provided. By

focusing on optimizing this foundational layer, we aim to enhance the overall performance and

efficiency of the recommendation system. Our approach begins by addressing fundamental ques-

tions specific to the DRS platform itself: How can we reframe this challenge within the context of

the DRS platform? Is it feasible to integrate a novel caching layer within the DRS platform, one

that operates seamlessly with a commodity storage backend? Can the caching layer be optimized

specifically for EV access patterns? To address these questions, we built EVSTORE: a novel EV

table caching layer in DRS inference pipelines that exploits available DRAM and the structure of

EV lookups to optimize end-to-end DRS inference latency. EVSTORE’s main contributions lie in

EVSTORE’s 3-layer “L1-to-L3” caching design (EVCache, EVMix, and EVProx):

(L1) EVCache: We built a caching layer (EVCache) where EV tables are stored as key-values

in the DRS memory and backend storage. We harness an all-or-nothing EV access property: an

inference will query a set of keys to all of the EV tables, hence a cache miss on just one of the keys

will make the entire inference slow. State-of-the-art cache replacement algorithms do not fit this

lookup pattern. Hence, we introduce the concept of groupability and extend existing algorithms

with “group scores” to rank keys that are likely accessed together and retain them in the cache,

which in turn increases the chances of getting a “perfect-hit” where all of them simultaneously can
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be found in memory.

(L2) EVMix: To accommodate diverse latency and accuracy tradeoffs, we delegate some space

from the L1 into an L2 segment that stores lower precision (16, 8, or 4 bits instead of 32-bit

floating point) embedding values. For instance, whereas the first layer stores 32-bit floating point

values (fp32), the second layer can store lower precisions (e.g., in 16, 8, or 4 bits). We call this

combination of L1 and L2 as EVMix, a mixed-precision caching. This brings several advantages:

allowing more key-value pairs to be cached, increasing hit rates, accelerating inferences, and

boosting throughput in trade for a minor loss of accuracy.

(L3) EVProx: Finally, we leverage another unique characteristic of embedding values: The

value for a key that is not in the cache can be replaced by a surrogate key whose value is “approxi-

mately similar” to the original key’s value. We add a key-to-key caching layer (L3) that maps each

key to a surrogate key with a similar embedding value. Furthermore, we choose surrogates that are

likely to reside in the L1/L2 cache to help alleviate accesses to the backend storage. To the best

of our knowledge, the closeness of embedding keys, computed using well-established statistical

methods for similarity analysis [96, 221, 273], has not been previously used for DRS performance

optimization.

We have fully integrated EVSTORE within Facebook (Meta)’s DLRM [254], including various

implementation-level optimizations and offline supporting tools (≈9 KLOC) that are released pub-

licly [11]. Our evaluation based on real production DRS traces shows that EVSTORE can reduce

the average and p90 latency by up to 23% and 27% respectively, while increasing the throughput

by 4× at only 0.2% accuracy reduction. Collectively, fully optimized EVSTORE implementation

can achieve a 94% reduction of the DRS memory footprint. These memory savings correspond to

hundreds of millions of dollars for a large cloud provider [209].
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1.3.2 I/O Admission Support with HEIMDALL

Although EVSTORE’s caching layers provide a performant and cost-efficient recommendation sys-

tem deployment, its reliance on SSDs as the backend storage can introduce performance instability

due to the unpredictable SSD’s internal activities such as garbage collection (GC), wear leveling,

and buffer-flush. These background activities will disturb users’ I/O requests and cause tail laten-

cies. For instance, GCs can cause up to 60x latency increase which can easily violate the SLOs.

To make our solution both effective and generic, we turn to extensive machine learning ex-

ploration to build an efficient and accurate I/O admission method. In the last 2+ years, we have

built HEIMDALL, an extensive machine learning pipeline designed for an important storage sub-

domain: the I/O admission policy for flash storage. Here, the storage system needs to decide for

every I/O whether to admit it to the underlying storage device or reroute it to other devices (§3.2).

As highlighted in the last row of Table 3.1, HEIMDALL’s pipeline covers more machine learning

approaches compared to the state of the art. For each method, we must apply it in a careful, metic-

ulous, and domain-specific way that improves the accuracy and performance of the I/O admission

policy. Every decision must be justifiable and understandable, in terms of how they improve the

model’s accuracy and deployment performance.

On accuracy (§3.3), we make domain-specific innovations related to I/O admission policy in

various ML stages. We justify how supervised learning, such as a neural network, suits well for fast

admission decisions. To help our supervised learning, we show the limitation of simple labeling

methods that are based on latency cutoffs and introduce a more accurate period-based labeling

method. Further, we introduce a 3-stage noise filtering using a domain-specific understanding

of how device-specific features and characteristics, such as device-level caches, retries, and error

check-and-correction (ECC), can lead to noisy data. With cleaner data, we perform in-depth feature

engineering where we show that even in its sub-steps like feature scaling, there are many scaling

options, such as normalization and standardization, that need to be evaluated. Finally, we perform

fine-grained tuning of our neural network parameters to determine the optimal number of layers
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and neurons, as well as the appropriate activation and output functions to choose among various

options to balance between accuracy and inference overhead.

On deployment performance (§3.4), we perform various levels of optimization, from Python-

to-C++ conversion, gcc-flag usage, to quantization, in order to reduce inference time from a naive

45,000µs to sub-µs latency. This is very important as we target real-world storage systems such as

the Linux block layer and Ceph [326]. We also provide joint/group inference with various efficient

models capable of making a single inference for multiple I/Os. This lean design leads to negligible

memory and CPU overhead.

We built HEIMDALL in ≈21 KLOC (§3.5), providing three levels of integration: user-level

storage (for fast and large-scale evaluation), Linux kernel (for mimicking real deployments), and

Ceph-Rados (for distributed storage settings). Our comprehensive evaluation (§3.6) uses 2 TB of

real-world I/O traces and generates 11 TB of intermediate data for all the experiments. We eval-

uate our model unbiasedly with 500 random experiments, demonstrating that HEIMDALL delivers

15-35% lower average latency compared to popular algorithms, such as hedging and advanced

admission heuristic and ML models [142, 307], and up to 2× faster to a baseline.

Behind this optimal performance is HEIMDALL’s impressive accuracy improvement, from a

raw average accuracy of 67% up to 93%. We also compare HEIMDALL with AutoML and show

that the 16 models generated by AutoML have 22% lower accuracy than HEIMDALL, showing that

meticulous design and fine-tuning still win for our problem domain. We also show that AutoML

models are too heavyweight and impractical for our deployment scenarios.

1.3.3 Prefetching Support with TINFETCH

Given that the tail latency is handled by HEIMDALL, we can still further improve the performance

stability of the secondary storage (SSD/HHD) by utilizing prefetching methods. In the contem-

porary landscape of high-performance servers tailored for data centers and the demanding field

of AI/ML training, the dependence on solid-state drives (SSDs) and spinning disks (HDDs) as
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secondary storage devices takes center stage. The integral role played by these storage devices in

dictating the overall system performance accentuates the need to address and minimize their I/O

latency, especially in a hybrid storage system [176]. Caching and prefetching emerge as prevalent

strategies to mitigate the high access latency of storage devices. Caching involves using faster but

less dense memory to store frequently accessed data [189, 298]. Prefetching [77], whether imple-

mented in software within the operating system [213, 249, 378] or directly within the SSD/HDD

firmware [343], is introduced as a crucial technique for reducing latency by fetching data from

their original storage in slower memory to cache before they are needed.

Typical block-level cache prefetchers operate by receiving input in the form of logical block

address (LBA) sequences, represented as integer numbers. These prefetchers predict the LBA of

the data that is likely to be accessed shortly and decide on whether to prefetch it or not. Efficient

prefetcher design encounters two primary challenges. First, real-world applications demonstrate

complex LBA access sequences due to random accesses from diverse users or applications, which

are common in modern large-scale storage systems [63, 217]. Second, the precision of prefetchers

is vital for their effectiveness. Inaccurate prefetchers result in inefficient use of I/O bandwidth

and cache space [144]. Consequently, the development of effective prefetchers holds significant

importance for storage systems.

Prefetchers are mostly heuristics going back 1-2 decades ago [91, 104, 152, 167, 197, 223,

258, 259, 266, 282, 299, 338, 382] where they heavily rely on predefined rules to prefetch data

based on Logical Block Address (LBA) access sequences. However, they struggle with adapting

to complex real-world scenarios due to their rigid pattern detection technique. For example, the

read-ahead prefetcher [114, 193] is restricted to prefetch the next data item within a file for faster

sequential accesses. To address this limitation, various learning-based methods are developed [83,

325, 335], including recent Long Short-Term Memory (LSTM) techniques like DeepPrefetcher

[124] and Delta LSTM [80], which model the LBA delta (difference between successive access

requests) and cover a broader range of LBAs. However, these methods ignore internal temporal
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correlation during concurrent accesses, leading to limited performance. More advanced prefetchers

[140, 357] capable of learning complex I/O access patterns are often hard to deploy due to their

computational cost. Accurately predicting future I/O accesses remains challenging, especially in

real-world applications where sequential I/Os are mixed with random requests from multiple users

performing independent tasks simultaneously. The transformation of straightforward accesses on

the application side into seemingly random accesses on the SSD level adds complexity to the

prediction challenge [71].

In this work, we take the following position: an ideal solution should be the combination of an

efficient heuristic approach and an accurate learning-based method that can dynamically adjust

its aggressiveness to minimize cache pollution. Moreover, an efficient prefetcher can be deployed

into the production system with negligible computation and space overhead. Unfortunately, ex-

isting prefetching algorithms fall short for several reasons. First, they are designed to only utilize

either the heuristic (pattern-based) approach or the complex learning-based method. Second, the

deployment of the learning-based methods is complicated due to their intricate environment set

up for enabling the continuous training pipeline. Finally, they cannot quickly adapt to temporal

changes in page access patterns which results in over-polluting the cache when being optimistic

and under-utilizing the cache as a result of being pessimistic.

To this end, we propose TINFETCH, a Tiny Neural Network for block prefetching via pre-

cise address separation and suffix prediction. Unlike existing prefetching algorithms that rely on

detecting and learning specific LBA delta patterns, TINFETCH works by employing an adaptive

heuristic method to disentangle complex interleaved I/O streams and using a pretrained Neural

Network model to predict future LBA access based on the suffixes. Specifically, TINFETCH di-

vides the prefetching algorithm into two modules to form a cohesive hybrid solution, the adaptive

(heuristic) module and the predictive (learning-based) module. First, the adaptive module focuses

on disentangling the random accesses and tuning the prefetching aggressiveness. While the dis-

entanglement makes TINFETCH resilient to short-term irregularities in access patterns (e.g., due

12



to multi-threading), the aggressiveness tuning helps it to minimize cache pollution. Second, the

predictive module focuses on predicting the future LBA access with the assistance of a small pre-

trained model. This design enables TINFETCH to be deployed in any storage system without the

necessity of a pre-installed ML/AI pipeline, often requiring GPU or TPU (Tensor Processing Unit).

We evaluate TINFETCH against practical real-time prefetching algorithms (Stride, Read-ahead,

Markov Chain) and various state-of-the-art algorithms (SGDP [357], Leap [235], Pythia [67], Delta

LSTM [80]) on real production traces from three major companies (Alibaba [40], Microsoft [25],

and Tencent [33]) and FIO-generated [12] traces. The result shows that TINFETCH achieves a 3%

to 27% improvement in hit rate compared to state-of-the-art heuristics and ML-based prefetchers.

Additionally, it has the highest hit rate per storage bandwidth load of 0.21, surpassing the best

state-of-the-art learning-based and heuristic-based prefetchers by 2.6x and 1.5x respectively. Fur-

thermore, our multi-dimensional evaluation shows that TINFETCH strikes a remarkable balance

between a high hit rate and minimal storage bandwidth load, outperforming the second-best by

10% in hit rate. We provide a low-overhead, practical implementation of TINFETCH on a C/C++

language that is optimized for production deployment which achieves inference latency in sub-µs,

tested on 2.6 GHz Intel Core i9.

1.4 Contributions

Overall, this dissertation makes the following contributions:

• We introduce a full-stack storage supports, from novel caching layer at application level to

low-level OS/SSD firmware for cutting tail latency and block-level prefetching. And we

demonstrate its superior performance through extensive evaluations over a wide range of

storage/data workloads and comparisons with many state-of-the-art works.

• We introduce a novel caching abstraction to harness an all-or-nothing EV access property:

an inference will query a set of keys to all of the EV tables, hence a cache miss on just one of
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the keys will make the entire inference slow. We advocate a groupability concept to extend

existing algorithms with “group scores” to rank keys that are likely accessed together and

retain them in the cache, which in turn increases the chances of getting a “perfect-hit” where

all of them simultaneously can be found in memory.

• We design and implement a 3-layer EV table lookup system that harnesses both structural

regularity in inference operations and domain-specific approximations to provide optimized

caching for Deep Recommendation System deployment.

• We perform an extensive exploration of machine learning pipeline to build HEIMDALL, a

robust I/O admission and redirection policy for flash storage. We provide three levels of

integration, for user-level storage (for fast and large-scale evaluation), Linux kernel (for

mimicking real deployments), and Ceph-Rados (for distributed storage settings).

• We make domain-specific innovations related to I/O admission policy in various ML stages.

We justify the use of supervised-learning such as a neural network to perform I/O admission

decision. We show the limitation of simple labeling methods that are based on latency cutoffs

and introduce a more accurate period-based labeling method. Further, we introduce a 3-

stage noise filtering using domain-specific understanding of how device-specific features and

characteristics such as device-level caches, retries, and error check-and-correction (ECC) can

lead to noisy data.

• We develop TINFETCH, a hybrid prefetcher that combines the effectiveness of heuristic

methods and the learning capability of a Neural Network model. To the best of our knowl-

edge, TINFETCH is the first prefetching solution that pioneers the use of a pretrained model

and a precise address separation method for disentangling interleaved I/O streams.

• We introduce storage bandwidth load as an important metric for effectively evaluating prefetch-

ing algorithms, given its agnostic nature towards cache size and caching algorithms. This
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metric, when combined with the hit rate, provides a comprehensive assessment of both cache

pollution and storage bandwidth utilization.

1.5 Thesis Organization

The remainder of this dissertation is structured as follows: Chapter 2 delves into the designs and

evaluation of our EVSTORE caching solution. In Chapter 3, we present our solution to mitigate the

tail latency problem in SSD with HEIMDALL. Chapter 4 discusses our TINFETCH prefetching so-

lution to enhance the performance of the secondary storage system. Chapter 5 provides a summary

of other contributions. Lastly, Chapter 6 outlines potential future work, leading to the conclusion

in Chapter 7.
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CHAPTER 2

EVSTORE: STORAGE AND CACHING CAPABILITIES FOR SCALING

EMBEDDING TABLES IN DEEP RECOMMENDATION SYSTEMS

2.1 Overview

Recommendation systems are used prominently across modern online services to help people make

decisions. They capture user behavior and preferences to display personalized advertisements

[138, 139], rank news [38, 92], and recommend products [318]. The impact of recommendation

systems on user engagement is tremendous. Recent studies show that a significant amount of

content—30% of all traffic on Amazon’s website, 60% of the videos on YouTube, and 75% of the

viewed movies on Netflix came from suggestions made by recommendation algorithms [32, 35,

288, 341].

In the age of Deep Learning, Deep Recommendation Systems (DRSs) are widely used to de-

liver high-quality recommendations [139, 371], but tackling categorical (“sparse”) input features

is their Achilles’ heel. Modern DRSs, such as Facebook’s post recommendation systems [139],

often contain hundreds or thousands of categorical features (e.g., users, posts, or pages), each of

which can contain millions or even tens of billions of possible categories. To make the complex-

ity of the deep neural network (DNN) tractable, sparse categorical data is usually converted to

(“dense”) vectors of numbers before being fed to the model. The most popular conversion is via

embedding vector tables, or “EV tables” for short (section 2.2).

By reducing the DNN complexity, EV tables sacrifice space for faster computation, and thus

require significant memory. Consequently, the space management of EV tables becomes challeng-

ing: many real-world EV tables contain billions of embedding vectors [146, 318] that require tens

of TBs of memory capacity. Such DRAM-heavy architectures account for significant operational

costs for DRS users measured in millions of dollars—nearly 80% of all AI-related deployments in

Facebook’s data centers in 2020 directly supported DRSs [139]. Additionally, industry’s insatiable
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appetite for improved recommendation accuracy is driving the rapid growth of EV tables in DRS.

As users become more reliant on these systems, they expect higher quality recommendations that

are tailored to their individual preferences. To meet this demand, recommendation systems must

be able to encode richer semantic relationships, which requires larger EV tables. This has led to a

tripling of EV table sizes every two years (1.5× annual growth) [55, 161].

Unfortunately, the state-of-the-art DRSs are simply not equipped to handle the exponential

growth of EV table sizes. Open-source DRSs platforms like Facebook’s DLRM [254] and Google’s

DCN [320, 321], for example, store the full EV tables in DRAM and lack support for responding to

lookups from backend storage when memory is exhausted. This brings several downsides. When

the entire memory is mostly occupied by EV tables of a specific DRS model, the server is not

able to run other DRSs concurrently, potentially reducing resource utilization of the server and the

overall throughput of the recommendation service. Furthermore, storing the entire EV tables in

memory is costly as the price of DRAM keeps increasing, especially due to shortages in global

supply [43]. A natural solution to this problem is by moving the large EV tables to the backend

storage (SSDs or HDDs). There are recent publications in this space that focus on optimizing the

backend storage for EV table lookups but not that many [110, 317, 331]. While existing storage

solutions advance the state of the art, their adoption is limited due to the need for customized

devices (e.g., custom SSDs or FPGA implementations).

In this work, we take a different approach: How should we revisit this problem from the context

of the DRS platform itself? Can we add a novel caching layer within the DRS platform (that works

on commodity storage backend)? Can the caching layer be optimized specifically for EV access

patterns? To address these questions, we built EVSTORE: a novel EV table caching layer in DRS

inference pipelines that exploits available DRAM and the structure of EV lookups to optimize

end-to-end DRS inference latency. EVSTORE’s main contributions lie in EVSTORE’s 3-layer

“L1-to-L3” caching design (EVCache, EVMix, and EVProx):

(L1) EVCache: We built a caching layer (EVCache) where EV tables are stored as key-values
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in the DRS memory and backend storage. We harness an all-or-nothing EV access property: an

inference will query a set of keys to all of the EV tables, hence a cache miss on just one of the keys

will make the entire inference slow. State-of-the-art cache replacement algorithms do not fit this

lookup pattern. Hence, we introduce the concept of groupability and extend existing algorithms

with “group scores” to rank keys that are likely accessed together and retain them in the cache,

which in turn increases the chances of getting a “perfect-hit” where all of them simultaneously can

be found in memory.

(L2) EVMix: To accommodate diverse latency and accuracy tradeoffs, we delegate some space

from the L1 into an “L2” segment that stores lower precision (16, 8, or 4 bits instead of 32-bit

floating point) embedding values. For instance, whereas the first layer stores 32-bit floating point

values (fp32), the second layer can store lower precisions (e.g., in 16, 8, or 4 bits). We call this

combination of L1 and L2 as EVMix, a mixed-precision caching. This brings several advantages:

allowing more key-value pairs to be cached, increasing hit rates, accelerating inferences, and

boosting throughput in trade for a minor loss of accuracy.

(L3) EVProx: Finally, we leverage another unique characteristic of embedding values: The

value for a key that is not in the cache can be replaced by a surrogate key whose value is “approxi-

mately similar” to the original key’s value. We add a key-to-key caching layer (L3) that maps each

key to a surrogate key with a similar embedding value. Furthermore, we choose surrogates that are

likely to reside in the L1/L2 cache to help alleviate accesses to the backend storage. To the best

of our knowledge, the closeness of embedding keys, computed using well-established statistical

methods for similarity analysis [96, 221, 273], has not been previously used for DRS performance

optimization.

We have fully integrated EVSTORE within Facebook (Meta)’s DLRM [254], including various

implementation-level optimizations and offline supporting tools (≈9 KLOC) that are released pub-

licly [11]. Our evaluation based on real production DRS traces shows that EVSTORE can reduce

the average and p90 latency by up to 23% and 27% respectively, while increasing the throughput
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Figure 2.1: DRS and EV Tables (section 2.2). EV tables are used to accurately translate the

sparse categorical data into dense vectors of numbers by revealing hidden relationships between

input features. These dense vectors can then be combined with other dense features before being

fed into the DNN model to obtain the inference result.

by 4× at only 0.2% accuracy reduction. Collectively, fully optimized EVSTORE implementation

can achieve a 94% reduction of the DRS memory footprint. These memory savings correspond to

hundreds of millions of dollars for a large cloud provider [209].

2.2 Background and Motivation

Consider a system asked to make product recommendations related to the query “food that

kitty likes”. After processing the natural language string with standard NLP methods like

tokenization and stemming [168, 316], the system is provided with a set of sparse (categorical)

and dense (numerical) input features. These features include high-dimensional representations of

the words in the sentence from the NLP engine, as well as supplemental information, such as user

attributes and location (Figure 2.1).

Deep recommendation systems (DRS) are recommendation engines that leverage deep neu-

ral networks (DNNs). Unfortunately, sparse categorical data, in particular those resulting from

processing text data, are a poor match for the DNNs due to the unwieldy space and time complex-

ity they impose during training. Instead, input data is usually condensed before being consumed

by the DNNs—sparse text data, for instance, undergoes word embedding into lower-dimensional

vector space.

Embedding vectors (EV) are the most popular method for densifying sparse input features for

the DRS, effectively translating sparse categorical data into dense vectors of numbers [57]. Inter-
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Figure 2.2: EV table structure and lookup (section 2.2). An example of EV tables A–Z in a

DRS. Each EV table represents the conversion for a single type of categorical feature. A lookup

involves finding a key in each of the N tables (N = 26 if the DRS model has 26 categorical features

which correspond to EV table A–Z).

nally, the translation is done by means of an EV table in memory that simply returns the appropriate

vector value, say (0.7,−0.1,0.3), corresponding to a given key, say ’kitty’, as illustrated in Fig-

ure 2.2. By reducing the dimensionality of the data, EV tables also reveal hidden relationships

between inputs. For example, note that “kitty” and “cat” are practically synonyms in EV table

A in Figure 2.2 because of the proximity of the corresponding embedding vectors. The DNN it-

self need not recognize the synonymy of “kitty” and “cat”: since similar words cluster together

in the embedding space, the queries “food that kitty likes” and “food that cat likes”

will produce comparable results.

EV tables are crucial components of a DRS, so let us consider their structure and anatomy in

more detail. Internally, each row in an EV table consists of a “key” index and a number of columns

of floating point values representing the embedding vector corresponding to the key. Under NLP

word embedding, for instance, the key may be a dictionary word like “cat”. The key could also

represent a more complex category, such as the hash of a compound string. The embedding vector

columns are the values for latent features or dimensions. Each cell is typically a 32-bit floating

point number (fp32). The cells are initialized as random values and gradually updated via back-

ward propagation during training towards higher fidelity embedding vectors. The number of latent

features is a design decision: more dimensions increase the lookup precision at the expense of

larger tables.
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A DRS lookup is the top-level inference query. Because each EV table represents the con-

version for a single type of categorical feature, such as word-embedding within an NLP model,

a single inference may involve dozens of different EV tables, each with potentially millions of

rows [205, 247, 376]. In Figure 2.2, for example, 26 different EV tables must be consulted for a

single inference. We denote DRS lookups by:

lookup(A1,B4,C6,..,Z9),

where the number in the subscript represents a key in the table. For instance, B4 refers to key

number 4 in Table B.

EV tables are large and growing. Today’s recommendation models have enormous feature

sets to capture complex user behavior and preferences [85, 92, 139, 374, 379, 380]. Each cat-

egorical feature could assume 107–1010 different possible values [146, 268, 371], implying that

billions of embedding vectors are needed in practice to represent every unique feature. A billion

embedding vectors (rows) with 400 dimensions (columns) [205, 247, 376] of fp32 type (cell size)

would easily occupy 1.5 TB of memory. Furthermore, industry’s insatiable appetite for improved

recommendation accuracy demands more rows, extra columns, and larger vectors (cells) to en-

code richer semantic relationships. Thus, the models are growing rapidly—the sizes are tripling

every two years (1.5× annual growth), following Moore’s Law [55, 161], while the underlying

DRAM-hungry DRS implementations already weigh heavily in company budgets [139].

DRS pipelines are up against a scaling wall. Crucially, all trends point to the continued

burgeoning of DRS system sizes. Recent projections predict that EV table sizes will imminently

be dozens of TB for some companies [55], flirting with the limits of even the greatest memory

capacity cloud instances available1. To continue scaling DRS, a different approach is required.

1. At the time of writing, high-memory instances top out at 24 TiB (AWS), and 12TiB (Azure/Google Cloud).
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Figure 2.3: EVSTORE design overview (section 2.3). EVSTORE is composed of EV-

Cache (L1), an EV table caching layer with various cache replacement options; L2, a sec-

ond caching layer which stores lower precision embedding such as fp8 to enables EVMix,

(subsection 2.3.2+section 2.5); and EVProx (L3), an embedding approximation layer that caches

mapping to surrogate keys (subsection 2.3.3+section 2.6). The lookup(A1,B4,C6,..,Z9) will lead

to B4 hit in L1, C6 hit in L2, Z9 “hit” in L3 as it is replaced with the value from a surrogate key A7,

and A1 miss that will incur a disk access.

2.3 EVSTORE Design Overview

We present EVSTORE, a rethinking of DRS pipelines to accommodate large EV tables. With

EVSTORE, EV tables are no longer required to completely fit in memory, allowing operators

to grow their DRSs or improve inference throughput by packing multiple DRS pipelines among

machines without running into rigid memory size constraints of individual machines. To the best

of our knowledge, EVSTORE is the first system that adds powerful caching capabilities within a

real-world DRS pipeline, including various implementation-level optimizations. There are three

key components to the EVSTORE design, depicted in Figure 2.3:

1. EVCache provides the first level of caching (“L1”) with various cache replacement options

that are specifically tailored to handle EV lookup patterns.

2. EVMix adds support for multi-tier caching layer (“L1+L2”) with mixed precisions (e.g., 32,

16, 8, and 4 bit) across different layers to provide better performance.

3. EVProx accelerates lookups via a novel “L3” layer that caches approximate embedding to

opportunistically replace a missing key with a surrogate key that is likely to reside in L1 or
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L2.

2.3.1 EVCache

By adding a caching layer for EV lookups to the DRS pipeline, the cache replacement policy

begins to dominate the performance of the lookup workload. Cache replacement algorithms

have primarily been designed for items with independent request patterns (such as key-value

stores), or where accesses concern ranges of consecutive memory (such as virtual memory and

storage systems). Unlike traditional caches, however, DRS lookups exhibit the aforementioned

“all-or-nothing” property when accessing cached EV tables. That is, for every inference re-

quest, the key-value lookup must be done across all constituent EV tables at the same time, e.g.

lookup(A1,B4,C6,..,Z9)—a cache miss for just one of the keys (e.g., A1) will make the entire

inference slow. This uncompromising attribute stems from the neural network (NN) architecture:

the output value from each EV table is a portion of the input vector into the NN, without which the

NN yields ill-defined results.

We evaluated both popular and state-of-the-art caching algorithms (LRU, LFU, ARC, CAR,

Cacheus, ClockPro [61, 199, 240, 281]) against DRS workloads with the all-or-nothing property

and found their performance to leave an opportunity for improvement (subsection 2.4.1). We no-

ticed that existing cache algorithms could be infused with a novel notion of “groupability”. That is,

EV-friendly algorithms ought to consider the fact that keys are accessed as a group in EV lookups.

In a departure from ordinary caching systems, the input into our EVCache layer involves multiple

keys at once as a group, rather than just a single key. With grouped keys, the objective of our

caching system is then to maximize the chance of getting a “perfect hit” where all of the keys are

found in the cache (subsection 2.4.2). We then also speak of perfect hit rate instead of just hit rate

for single key lookups.

To demonstrate the flexibility of the groupability notion, we extended three popular algorithms

(LFU, CAR, and ARC) into EV-LFU, EV-CAR, and EV-ARC, respectively (subsection 2.4.3).
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These three EVCache variants have different implementations and characteristics that offer adapt-

ability and choices in handling a variety of DRS workloads. For example, EV-CAR and EV-ARC

both adapt well to EV-based and classical individual lookups in that it bolsters perfect hit rates

without sacrificing the individual hit rates, whereas EV-LFU is highly optimized for DRS work-

loads at the expense of lower individual hit rates. Maximizing the perfect hit rate poses an interest-

ing algorithmic question: what simple online heuristics can factor in groupability without undue

computational overhead? We detail our approach in Section 2.4.2.

2.3.2 EVMix: Mixed-Precision Caching

Another family of approaches for increasing cache performance, besides improving the replace-

ment policy, is to conduct domain-specific packing, either through lossless or lossy compression

of values [50, 150, 310]. To balance EVSTORE’s all-important latency goal with recommendation

accuracy, we delegate some space from the L1 into an “L2” segment that stores lower precision

embedding values. We call this combination of L1 and L2 as EVMix, a mixed-precision caching.

Moreover, the two cache tiers will have different sizes and data precision but run the same cache

replacement policy. Recalling that EV are stored as 32-bit floating point values (fp32), there is

an opportunity to lower the resolution of the floating point value to 4, 8, or 16 bits—allowing the

cache to keep more values in memory in exchange for a minor reduction in accuracy. For instance,

whereas the first layer (L1) stores 32-bit floating point values (fp32), the second layer (L2) can

store lower precisions (e.g., in 16, 8, or 4 bits). Users can adjust the resolution and size to balance

the desired accuracy and performance. EVMix uses fast coding optimizations that harness the

specifics of embedding vector management, detailed in Section 2.5.

2.3.3 EVProx: Approximate Embedding

Another unique characteristic of embeddings that differentiates them from typical key-value data:

embedding vectors reside in relatively smooth (high-dimensional) metric spaces with well-defined
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distances between vectors. Thus, building on ideas from nearest-neighbor clustering, the original

value of a key may be approximated by the “similar” value of a nearby neighbor. That the neighbors

have comparable values stem from an empirical smoothness property called the embedding value

similarity [149]. While such clustering techniques are popular for analyzing and reducing the

complexity of high-dimensional data, we are not aware of any work that exploits them explicitly

for performance optimization.

Using these ideas, we propose another layer, EVProx, that allows a key-value cache miss to be

replaced by a surrogate key whose value is likely to be cached in L1/L2, hence avoiding a lookup

to the backend storage. Without this L3, if a key is not available in L1 and L2, slow disk access

would be needed. Accordingly, L3 can be viewed as a key-to-key caching layer that maps a key to a

surrogate key with a similar embedding value. For example, in Figure 2.3, the key Z9 is a miss on

L1 and L2. Before going to the disk, we check L3 and find that A7 is the surrogate key of Z9. Since

A7 is already stored in L1, the disk access is prevented. Furthermore, since having a key-to-key

caching requires much less space compared to caching the whole embedding value, EVProx needs

minimal space and will only occupy a small percentage (≤ 5%) of the total cache size. Section 2.6

further describes the challenges of implementing the L3. For instance, for every key, how do we

establish the appropriate surrogate keys? Also, which key is more likely to reside in L1/L2?

2.3.4 Implementation and Integration

Our final contribution is in the implementation and integration of EVSTORE in a real DRS plat-

form, specifically the Facebook DLRM framework [254]. We explored various implementa-

tions along several dimensions including supporting various storage backends (RocksDB[20],

SQLite[37], CORTX [42], and UNIX files [311]). We then embedded a new caching layer in-

side the DLRM through two approaches: via the tensor library and via the EVCache layer with our

optimized data structures. We also migrated our Python implementation to C++ to better support

mixed precision, harness multithreading, and optimize data reuse with the help of dynamic memory
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Figure 2.4: Individual vs. perfect hit rates (subsection 2.4.1). Existing algorithms have high

individual hit rates (solid bars), but relatively low perfect hit rates (striped bars) across various

cache sizes.

allocation and pointer manipulations. We added ≈7 KLOC to the Facebook DLRM and ≈2 KLOC

of offline tools for benchmarking EVCache algorithms and EVProx approximate embeddings.

2.4 EVCache (L1)

In this section, we evaluate the performance of different caching algorithms on EV lookup work-

loads (subsection 2.4.1), describe how we apply our groupability principle to improve the perfect

hit rates of these algorithms (subsection 2.4.2), and demonstrate how the principle can be adopted

across various caching policies (subsection 2.4.3).

2.4.1 The Importance of Perfect Hits

The caching literature is replete with algorithms, from the basic policies (such as LRU, CLOCK,

and LFU [95, 199, 257, 311]) to the more dynamic/adaptive variants (such as LIRS [158], CAR

[61], ARC [240], ClockLIRS [158], and ClockPro [157]), and finally the machine-learning based

ones (such as Cacheus [281] and LeCAR [315]). To understand how they relate to our problem

domain, we evaluate the performance of these algorithms on EV lookup workloads. Recall that to

serve a single inference request with N sparse features, the DRS must convert those sparse features

to N dense features by doing EV lookups to N different EV tables. Any cache miss on one of the
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EV tables requires access to the backend storage (e.g., SSD and HDD) which generally is orders

of magnitude slower than memory access, thus slowing down the entire inference.

To quantify caching performance, we use two metrics. First, the individual hit rate, the typical

metric used when evaluating caching algorithms, concerns the ratio of key-value lookups that are

found in memory, regardless of how many embedding tables are used in a single inference. Next,

the perfect hit rate is the ratio of how often all N keys (from a single inference request) are found

in the memory, a scenario where no data needs to be fetched from the disk before running pass

forward phase in DRS pipeline.

Figure 2.4 shows the results when we have N = 26 using the Criteo dataset [28] (details in the

evaluation section). Here we only show 5 algorithms for readability. For the individual hit rate

(solid bars), as expected, the algorithms can reach 60–90% hit rate (vertical axis) when the cache

size is 0.5–20% of the size of all the tables (horizontal axis). However, the perfect hit rate is signif-

icantly lower, ranging only from 1% to 50% (the striped bars), mainly because existing algorithms

do not take into account the group-based access pattern. Moreover, as the cache size increases,

the individual hit rate tends to increase in a lower rate than the perfect hit. This demonstrates that

while current algorithms may be effective at finding individual items in the cache, they are less

effective at finding all items in a set.

2.4.2 Replacement Policy Extension

While traditional cache lookups rely on one key per lookup, EVCache operates on multiple keys

for every single inference (we call them “grouped keys”). Fortunately, in a DRS the cardinality

of the group is fixed (e.g., 26 keys whose values will be supplied to a constant number of features

in the neural network model). EVCache introduces the concept of “groupability” into embedding

cache management by adding a scoring metric groupScore for every key in the cache. Keys with

high scores will remain in the cache while those with lower scores will likely be evicted. Therefore,

we need a caching algorithm that prioritizes embeddings with high group scores over the ones with
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low group scores, hence increasing the perfect hit. Below we describe how EVCache works from

the perspectives of four fundamental caching operations: cache lookup, state update, insertion, and

eviction.

Cache lookup: An inference will trigger a grouped-keys lookup, e.g. lookup(A1,B4,..,Z9).

EVCache will calculate the total cache hits among the 26 individual key lookups. Let’s suppose,

20 out of the 26 are cache hits. EVCache will memorize the group score of 20 and use it in the

next caching operations.

Cache state update: For every key with a cache hit, e.g. B4, its value stored in the cache will be

read and prepared to be supplied to the neural network. EVCache will then update the B4’s group

score in the cache with the max of the current and the new score. For example, if key B4 is a hit and

its current group score is 15, then EVCache will update B4’s score to 20 (the memorized score).

The detail on the “max-based” group scoring and other scoring methods are covered at the end of

this section.

Cache insertion: For every key with a cache miss, EVCache looks up the value from the

backend storage and inserts the key-value to the cache with a score value of 20 (the memorized

score). If the cache is full, EVCache needs to evict some key-values from the cache, even if they

have higher scores than the scores of the to-be-inserted keys. This is because decades of caching

research have shown that recency (introduced by the newly inserted keys) is an important factor in

caching performance [95, 157, 158, 257].

Cache eviction: The key-values in the cache are sorted based on the group scores. EVCache

by default evicts keys with the lowest group scores. Note that within one group score, there could

be any arbitrary number of keys. Since eviction will happen frequently, we must use the appropriate

data structure to avoid any bottleneck and minimize the overhead. Thus, we pick an unordered set

data structure to store those keys efficiently. Specifically, there is one unordered set per group

score. This data structure gives minimum overhead during eviction because it has an O(1) runtime.
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Summary: We keep our “max-based” group scoring method relatively simple for two reasons:

it is computationally cheap while giving the best perfect-hit rate improvement compared to other

scoring methods we tried, including average, sum, median, static, and dynamic-based ones. Score

calculation based on average, sum, and median will not only increase the metadata size but also the

computational cost. We also tried an incremental update with a static increase of x (e.g., x = 1) but

struggled to define an optimal value of x in a dynamic workload. Furthermore, since every newly

inserted key has the same value of x, highly groupable keys may readily be evicted soon after they

are inserted. Defining a dynamic value of x likely requires a more complex implementation—some

of the approaches we tried decreased the perfect hit rate by 50% despite being 30× slower.

Overall, our groupability concept targets the relationships between cached embedding data

that were requested at the same time. Harnessing relationships between items have been exten-

sively explored in the cache literature, ranging from long-standing observations about the relative

recency of requested data [66, 95], tenuring highly-frequent items [199], exploiting other data

attributes [64, 65, 66], and even learning request histories through non-linear machine-learning

approaches [302]. To the best of our knowledge, the systems literature has not before consid-

ered caches where requests arrive together as a set of items. Under such a model, the relationship

between items in the same set adds a dimension to the analysis that transcends the traditional dy-

namical notions of frequency and recency that abound in the cache literature. Our intuition is to

strongly inform cache eviction by providing fate sharing of friends through a scoring function–

to have items that are accessed together reinforce, or abate, the scores of one another. The next

section shows how we integrated the scoring extension (as part of the groupability concept) into

popular cache replacement policies.

EVCache Pseudocode

---------------------------------------------------------------------------------------

Global variable:

struct EVData = an embedding vector data struct

List<EVData> ArrCachedEV = Array to cache EVData.

EVData[] funcRequest(List<string> keys[]):
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EVData[] arrEVData = []

int aggHit = funcGetAggHit(keys[])

/** Update data in the ArrCachedEV **/

for each k in keys:

if (k in ArrCachedEV):

/** A HIT **/

/** Update position of the key in the ArrCachedEV **/

currEVData = funcUpdate(k, aggHit)

else:

/** A MISS **/

currEVData = funcFetchData(k)

funcInsert(currEVData, aggHit)

endif

/** Insert a new page to arrEVData **/

arrEVData.append(currEVData)

endfor

return arrEVData

int funcGetAggHit(List<string> keys[]):

int aggHit = 0

for each k in keys:

if (k in ArrCachedEV):

aggHit ++

endif

endfor

return aggHit

void funcUpdate(String key, int aggHit):

/** Use aggHit to update position of the data. The higher the aggHit, the more

secure the position. We will use funcGetEVData() to get the EV-data based on the

given key. **/

return EVData

void funcInsert(EVData newEVData, int aggHit):

if (ArrCachedEV is full):

funcEvict()

endif

/** Insert the newEVData to ArrCachedEV. Use the aggHit to position the data. The

higher the aggHit, the more secure the position. **/

void funcEvict():

/** Evict the Least Groupable data at ArrCachedEV **/

EVData funcGetEVData(List ArrCachedEV, string key,

int _aggHit):

/** Find the requested embedding data at ArrCachedEV[] based on the given key. If

the _aggHit > data’s aggHit, we will replace it with the _aggHit. **/

return EVData

EVData funcFetchData(string key):

/** Get the embedding data from secondary storage based on the given key **/
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return EVData

---------------------------------------------------------------------------------------

2.4.3 EVCache Variants

To show generality, we implemented our extension to three popular (base) algorithms: LFU [199],

CAR [61], and ARC [240]. Our three EVCache variants (EV-LFU, EV-CAR, and EV-ARC) have

different implementations and characteristics. The main differentiator is how the base algorithms

could accommodate group scores into their data positioning mechanism which also influences

their eviction policy. In the interest of space, we will not describe the base algorithms in detail

(interested readers can refer to our code [11]).

1. EV-LFU: This algorithm is the modified version of the Least Frequently Used (LFU) cache

replacement policy. We replace the default frequency counter in LFU [199] with a group score.

This means that upon a cache miss, EV-LFU will evict the cached item with the lowest group score.

If there are multiple items with the same group score, EV-LFU will evict the least recently inserted

item. The group score used in EV-LFU has a maximum value (e.g., 26 in our main experiment),

which ensures that the scores of items in the cache do not become too large over time. When most

of the cached items reach the maximum score, recently cached keys with lower group scores start

to face higher eviction pressure. To avoid class imbalance, EV-LFU implements a flushing mech-

anism with a tunable knob. Specifically, if the number of maxScoreKey (key with maximum group

score) is higher than the “maxScoreKeyCapacity” (e.g., 20%), EV-LFU will reduce the population

of the maxScoreKey by X% (where X can be adjusted dynamically).

Furthermore, both LFU and EV-LFU are categorized as stack algorithms which makes them

free of Belady anomaly. Specifically, in a stack algorithm, the items evicted by a larger cache will

be a subset of those evicted by a smaller cache if both were to see the same request sequence—a

property known as cache inclusion—independently of those cache sizes. Conveniently, the hit rate

of stack algorithms increases monotonically with cache size [283], which provides a further degree

of robustness to EV-LFU in practical settings.
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EV-LFU Algorithm

---------------------------------------------------------------------------------------

Global variable:

struct EVData {string key, float[] value, int aggHit } = mbedding vector struct.

int cacheSize = capacity of the cache.

int maxAggHit = The upper limit of aggHit value.

List<EVData> ArrCachedEV = Array to cache EVData.

int nPerfectPage = The number of perfectPages.

float flushingRate = The ratio of perfectPage to delete during the flushing.

float perfectPageCapacity = The threshold to initiate the flushing phase.

Initialization:

flushingRate = 0.1

perfectPageCapacity = 0.9

EVData funcUpdate(string key, int aggHit):

EVData currEVData = funcGetEVData(key)

if (currEVData.aggHit < aggHit) then

currEVData = funcSetAggHit(currEVData, aggHit)

endif

return currEVData

void funcInsert(EVData newEVData, int aggHit):

if (nPerfectPage >= perfectPageCapacity * cacheSize):

funcFlushPerfectPages()

else if (ArrCachedEV is full):

funcEvict()

endif

newEVData = funcSetAggHit(newEVData, aggHit)

ArrCachedEV.insert(newEVData)

void funcFlushPerfectPages():

for(int i = 0; i < flushingRate * nPerfectPage; i++):

/** Evict the least recent perfectPage.**/

endfor

nPerfectPage -= flushingRate * nPerfectPage

EVData funcSetAggHit(EVData currEVData, int aggHit):

if (aggHit == maxAggHit):

nPerfectPage ++

endif

currEVData.aggHit = aggHit

return currEVData

void funcEvict():

/** Evict the least recently used data at ArrCachedEV, similar to LFU’s method **/

---------------------------------------------------------------------------------------

2. EV-ARC: ARC [240] is an adaptive algorithm designed to recognize access recency and

frequency by dividing the cache into two lists: R-list (recency-based) and F-list (frequency-
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based). R-list holds items accessed once while F-list keeps items accessed more than once

since admission. To dynamically adjust the size of the probationary segment (R-list) and the

protected segment (F-list), ARC uses information about recently evicted cache items (stored as

R-ghost and F-ghost lists). For EV-ARC, we add group score as a metadata to every cached item.

We then modify the F-list to use EV-LFU’s counting, eviction policy, and flushing mechanisms.

The difference is that cached items flushed from the F-list will be transferred to the tail of the

R-list. The ghost cache size will be adjusted so that the number of the cached pages in R-list

and R-ghost is equal to the number of the cached page in the F-list and F-ghost.

EV-ARC Algorithm

---------------------------------------------------------------------------------------

Global variable:

struct EVData { string key, float[] value, int aggHit} = Embedding vector struct.

int cacheSize = capacity of the cache.

int maxAggHit = The upper limit of aggHit value.

List<EVData> listRecentEV = recency List

List<EVData> listFrequentEV = frequency List

int nPerfectPage = The number of perfectPages.

float flushingRate = The ratio of perfectPage to delete during the flushing.

float perfectPageCapacity = The threshold to initiate the flushing phase.

Initialization:

flushingRate = 0.1

perfectPageCapacity = 0.95

EVData funcUpdate(string key, int aggHit):

/** Check whether the "key" exists at the recency or frequency list. **/

if ( listRecentEV.contains(key) ):

return funcGetEVData(listRecentEV, key, aggHit)

else if ( listFrequentEV.contains(key) ):

return funcGetEVData(listFrequentEV, key, aggHit)

else:

/** This is a MISS, must insert a new page. **/

return funcInsert(key, aggHit)

endif

void funcInsert(EVData newEVData, int aggHit):

if (nPerfectPage at frequencyList >=

perfectPageCapacity * cacheSize):

funcFlushPerfectPages()

/** This function will insert the "newEVData" and its aggHit to the recency/

frequency list based on various conditions (such as recencyTarget value). However,

we didn’t change any of those behaviors. Also, the minimum frequency counter might

be updated, similar to the EV-LFU case. **/
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return newEVData

void funcFlushPerfectPages():

for(int i = 0; i < flushingRate * nPerfectPage; i++):

/** Evict the least recent perfectPage.**/

endfor

nPerfectPage -= flushingRate * nPerfectPage

void funcEvict():

/** Depends on the recencyTarget, the eviction could happen at listRecentEV or

listFrequentEV. To evict the data at listRecentEV, it will remove the least

recently used data. If the eviction is performed at listFrequentEV, it will find

the group of data that has smallest "counter" and evict the least recently used

within that group. **/

---------------------------------------------------------------------------------------

3. EV-CAR: CAR [61] is an algorithm that combines ARC and the popular CLOCK second-

chance algorithm. For EV-CAR, we modify the reference bit, R variable, so that it will store the

group score instead of just storing 0 or 1. During the eviction phase, the CLOCK hand will only

evict the cached item that has R = 0, otherwise, it will be challenged by the incoming key. If the

incoming key’s group score is larger than the current item (pointed by the CLOCK hand), EV-

CAR will not evict that item, but give a second chance to the current item by setting its R to 0.

EV-CAR also modifies the CLOCK mechanism by introducing a “progressive decrement” method

which allows the R value to be decreased regardless of the group score of that item. This method

guarantees the CLOCK hand to find an item to evict within a single rotation (O(n) complexity

where n is the number of items in the cache). In a cache hit, EV-CAR applies max-based scoring

(subsection 2.4.2) which replaces the current group score if the new score is bigger.

EV-CAR Algorithm

---------------------------------------------------------------------------------------

Global variable:

int recencyTarget = the maximum page that should be stored at clockRecentEV.

int decPartitionSize = cacheSize/maxAggHit; which is the number of pages need to

be checked before increasing the decrementRate.

struct EVData {
string key, float[] value, boolean referenced, int aggHit

} = The struct of embedding vector.

CLOCK<EVData> clockRecentEV = recency CLOCK

CLOCK<EVData> clockFrequentEV = frequency CLOCK
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EVData funcUpdate(string key, int aggHit):

/** Check whether the "key" exists at the recency or frequency clock. **/

if ( clockRecentEV.contains(key) ):

return funcGetEVData(clockRecentEV, key, aggHit)

else if ( clockFrequentEV.contains(key) ):

return funcGetEVData(clockFrequentEV, key, aggHit)

else:

/** This is a MISS, must insert a new page **/

return funcInsert(key, aggHit)

endif

EVData funcInsert(string key, int aggHit):

EVData newEVData = funcFetchData(key)

if ( cache is full):

funcReplace(aggHit)

endif

/** This function will insert the "newEVData" to the recency clock data structure

and might adjust the recencyTarget (which will define the size of recency and

frequency clock) based on various conditions. However, we didn’t change any of

those behaviors. The noteworthy difference is that EV-LFU adds aggHit value to

the page’s metadata when inserting a new page to the cache. **/

return newEVData

void funcReplace(int aggHit)

/** This is the Eviction phase where the clock "hand" is trying to find the

least-groupable page to evict. **/

int counter = 0;

int decrementRate = 1;

while (true):

if ( clockRecentEV.size > recencyTarget):

/** Get the data pointed by the "hand" **/

EVData data = clockFrequentEV.getFirstData()

/** If data.referenced bit is 1, the data will be moved to clockFrequentEV.

Otherwise, it will be removed from the clockRecentEV and then break the

loop. This is the same as the original mechanism at CAR policy **/

else:

/** Get the data pointed by the "hand" **/

EVData data = clockFrequentEV.getFirstData()

if (data.referenced):

if (data.aggHit <= aggHit):

data.reference = false

else if (data.aggHit-decrementRate <= 0):

/** Progressive Decrement Phase **/

data.aggHit -= decrementRate;

counter++;

if (counter >= decPartitionSize):

decrementRate++;

counter = 0;

endif

/** advance the hand to the next page **/

endif

else:

35



funcEvict(clockFrequentEV);

break;

endif

endif

endwhile

void funcEvict(CLOCK<EVData> clockData):

/** Evict the data pointed by "hand" at clockData. **/

EVData funcGetEVData(CLOCK<EVData> clockData, string key,

int aggHit):

EVData currEVData = clockEV.get(key)

if (currEVData.aggHit < aggHit):

currEVData.aggHit = aggHit

endif

return currEVData

---------------------------------------------------------------------------------------

2.5 EVMix (L2)

To make our caching layer more versatile in addressing various latency and accuracy tradeoffs,

we introduce EVMix, a multi-tier mixed-precision EV caching system. In this section, we first

describe the advantages of EVMix (subsection 2.5.1), its design (subsection 2.5.2), and the bit

coding optimizations (subsection 2.5.3).

2.5.1 Advantages of Mixed Precisions

An embedding vector is stored as floating point values. In most systems such as DLRM [254] and

DCN [320], the default precision is fp32 (32 bits). However, EVMix caching layer can store those

values in a lower precision format such as in 16, 8, or even 4 bits depending on the target accuracy.

EVMix can bring several advantages. (a) Faster inference latency. By accessing smaller bit

representations, we can improve the average EV lookup latency by 15%, which is significant be-

cause EV lookup can cover 40% of the end-to-end inference latency. (b) More cached items and

higher cache hits. With lower precisions, we can cache more embeddings (e.g., 8x more cached

items when the 32 bit EV is converted to 4 bit), and by implication, the cache hits will be higher,

which in turn increases the throughput of the caching layer. (c) Configurability via multiple layers.
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With multi-tier caching, one can adjust the size and the precision of the first level cache and the

second level cache based on the latency-accuracy tradeoffs to make caching more versatile. (more

in the evaluation section).

2.5.2 Multi-Tier, Mixed-Precision Design

As shown earlier in Figure 2.3, EVMix is the combination of L1 and L2 which collectively forms

a mixed-precision caching. Each tier runs the same cache replacement policy. L1 stores high or

medium precision data (e.g., 32 or 16 bit) and L2 stores lower precision data relative to L1’s. (e.g.,

4 bit). Users can adjust the precision of L1 and L2 and their sizes based on the performance-

accuracy tradeoffs. The size proportion of L1/L2 is fully adjustable. If L1 and L2 have the same

memory size, the L2 can carry at least 2× more items (due to the lower precision storage). Upon a

cache miss on L1, we try to get a lower-precision data from L2. If we also get a miss in L2, we will

fetch the raw data from the backend storage and put their representations to either L1 or L2 based

on the group score. To minimize the accuracy loss associated with using EVMix, the popular items

are stored in L1 while the less popular ones are packed in L2. Our L1/L2 placement algorithm also

ensures that the items are not redundantly stored.

Furthermore, to maximize performance, we implement EVMix in C++ which utilizes multi-

threading capabilities to parallelize any atomic operations in both layers. To simplify the logic and

to reduce the context switching, we design the thread organization in such a way that the task for

L2’s threads is triggered and managed by L1’s thread. In addition, we only implement event-driven

paradigm on specific tasks that require heavy I/O and computation such as reading from files and

binary decoding operations. Finally, we utilize a confined memory sharing to capture the results

from all threads concurrently with minimum blocking.
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2.5.3 Bit Coding Optimization

As part of the process above, EVMix stores the embedding data in an encoded format (4, 8, 16, or

32 bit) and continuously decodes the cached data on every cache hit. The decoded data will be fed

to the neural network model in the subsequent phase of the DRS pipeline. To further improve the

performance of EVMix, the decoding process must be optimized, especially for the 16, 8, and 4

bit format since there is no default (standardized) floating-point binary format for them.

As EVSTORE is built specifically for caching embedding vector data, it exploits the fact that

the values of these vectors range only from -1 to 1, rather than an arbitrary range of values. More-

over, the typical value distribution is a Gaussian bell-shaped curve where the occurrence/frequency

is most highly concentrated near 0. Therefore, to make the most efficient use of each bit, we design

the coding procedure to better represent this “dense region” of values. We design the coding pro-

cedure for simplicity to ensure that decoding remains computationally cheap and does not become

a bottleneck in our caching systems.

The scheme works as follows. (a) 16 bit: We store the value as an unsigned short. The mapping

is straightforward, the smallest-positive EV value will be mapped to 0, while the biggest-positive

EV value to 65534. We utilize the last digit as our sign bit to cheaply differentiate the positive

and negative embedding. Specifically, if the last digit is odd, the value is considered negative, and

if the last digit is even, the value is considered positive. The decoding phase will convert each

value into a corresponding floating-point value proportionally. (b) 8 bit: In this case, we can only

store values ranging from 0 to 255. Similar to the 16 bit, we map the embedding value linearly.

The -1 is mapped to 0; the +1 is mapped to 254; and, everything that falls in between will be

mapped proportionally (e.g., 0.23 is mapped to 156). As a result, we use 255 values out of 256

which consists of 127 values covering the negative EV, another 127 covering the positive EV, and

1 value that is mapped into 0. (c) 4 bit: Although 4 bit can represent 16 values, but we only use 15

values (7 positives, 7 negatives, and a zero mapped value) to cover the EV range. Most of the value

mappings are focused near 0. Specifically, we pick -0.0625 to 0.0625 as the dense region range
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in a manner similar to Posit’s [262] 4-bit mapping. Overall, our encoding mechanism only uses

static dictionary mapping and basic operators (XOR and mod) which result in a negligible (<1%)

CPU overhead.

We further explored Posits library (C++) which is specifically designed to encode embed-

ding values and quantize machine learning weights for lower precision. Despite having a well-

researched encoding design that better preserves near-zero values, the library induces costly over-

head due to its custom binary operations—compared to our encoding design, the Posit library is

3× slower. Given that the decoding operation will be done on every single value retrieval, we

decided to use our simple encoding design as described above.

2.6 EVProx (L3)

Recall from subsection 2.3.3 that our caching capabilities are built from the unique characteris-

tics of EV lookup workloads. In EV lookup workloads, a value of a key can be replaced by a

surrogate key’s value that is “approximately similar” to the original key’s value. The embedding

value similarity [149] is calculated through cosine and Euclidean vector distances [96, 221, 273].

These well-established statistical methods are popular for analyzing and reducing the complexity

of high-dimensional data. However, we are not aware of works leveraging them explicitly for per-

formance optimization. Thus, we adopt the approximate embedding concept in our last caching

layer, EVProx, allowing a key-value cache miss to be replaced by another similar (and popular)

surrogate key whose value is likely to reside in L1/L2, thus preventing a lookup to the backend

storage. Furthermore, we populate the L3 with the downgraded keys from both L1 and L2 in order

to better retain the warm keys in the cache.

Our design ensures heavy non-blocking tasks, especially I/O, are conducted in parallel at mas-

sive performance savings. When inserting a new key to L3, we enqueue the incoming keys and

batch insertions into the L3. L3 uses dedicated I/O threads to fetch all missing values in parallel.

Once all key mappings data are in memory, they are inserted to the L3 sequentially. To best pro-
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long hot items in the L3, we add a reference (R) bit to every cached item in L3 that is similar to

CLOCK policy’s implementation of the second-chance eviction mechanism (§2.4.3).

2.6.1 L3 Dataflow

Looking at Figure 2.3, suppose we perform lookup(A1,B4,Z9) and Z9 is the only key not being

cached in L1/L2. Before adding L3, we need to read Z9 and its value from the disk. Now we

consult L3, a key-to-key caching layer that will tell us whether there is another key (say A7) that

has a “similar” embedding value to Z9. The A7 is called a surrogate key to Z9, and may come from

different embedding table. Note that there can be many other keys whose values are similar to the

missing key Z9. In that case, L3 will pick the most popular key (as a surrogate) measured based on

its group score. In this example, L3 keeps a mapping between C6–A7 because of A7’s high group

score, hence increasing the likelihood that A7 will be found in L1/L2.

Remark that L3 is a special key-to-key caching layer that does not cache any value (it only

caches the keys). Thus, if a lookup of Z9 is a hit in the L3 layer, we can retrieve the surrogate key

(in this case, A7). If A7 is found in L1/L2, an alternative value is found and no disk access is needed.

However, if Z9 lookup is a miss in L3 or A7 is also missing from L1/L2, then we will fetch Z9 and

its value from the backend storage and store it in either L1 or L2 as explained in subsection 2.5.2

about multi-tier and mixed-precision design.

2.6.2 Preprocessing Surrogate Keys

In designing EVCache, we encountered the following challenges: For every key, how do we de-

termine what other keys are “similar” within the embedding space? Further, among the multiple

potentially similar keys, how do we decide which one is most likely to exist in L1 and L2 cache?

Finally, how and when should we populate the L3 cache? To answer these questions, we build the

key-to-key mapping in an offline preprocessing manner in the following way. Note that we assume

throughout that the embedding table remains static during the inference phase.
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To perform similarity analysis, we adopt the statistical measures of Euclidean and cosine dis-

tances [96, 221, 273] that define similarity in terms of vector-distances [250]. This similarity

analysis can be done once and the result can be reused. At the end of this stage, every key in

the embedding table has a list of N most-similar neighboring keys (in our setup, the N=10). To

produce the L3 key-to-key mapping, we simply pick the most popular key among the top-10 keys.

To measure the popularity, we consider the historical accesses and record the access frequency of

every key. By the end, supposing there are 1 million keys in the embedding table, then there is

a mapping of 1 million keys to another key that is most similar and frequently accessed. Next,

those mapping will be stored as a file which will make it easy to perform an online update without

any shutdown. The workload type and the size of L1/L2/L3 will greatly affect the remapping fre-

quency. If the popularity ranking is quite stable/static throughout the workload, the remapping can

be avoided. In general, the remapping should be done when L3 hit rate drops significantly. The

analysis of optimum remapping decisions is out of our scope. It can be studied further in future

works. Finally, given that all of these tasks are done in the background, they will not introduce any

bottleneck and latency overhead.

2.7 Implementation

EVSTORE is built within the popular Facebook PyTorch-based DLRM framework [254] that sup-

ports both recommendation model training and inference. The EVSTORE implementation is

≈9k LOC (≈4k LOC in C++, ≈4k LOC in Python/Bash scripts, ≈1k LOC in Java). The source

code of EVSTORE, including various experiment and deployment setups, is publicly available on

our GitHub repository [11]. We believe EVSTORE is the first system to support substantial caching

capabilities for the EV Table lookups in this DRS framework. The details of each implementation

component are explained below.

Storage backend: We extend the DLRM code to include a custom EV lookup from various

key-value storage systems (RocksDB, SQLite, CORTX) and Unix files. This extension is written
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in Python and is approximately 2KLOC, with the majority of the code being part of the embedding-

storage library. The data are stored as a stream of binary values which consists of floating point

arrays. To read a specific EV value from a file, we compute the offset of the data using its key, then

use seek() to directly jump to the beginning of the bytestream. The data can then be fetched from

the file using either a memory map (mmap) or direct IO. Additionally, the data is sent to PyTorch

as a bytestream, which eliminates the need for serialization and reduces overhead. We added a

module in PyTorch to convert the bytestream into a Tensor format.

Caching layer (Python code in DLRM): The next question is where to implement L1. We

first built it inside the storage backends mentioned above, but later realized that the performance

could be further improved if it was embedded inside the DRS platform. To find the best place to

integrate our caching layer, we must first understand how DRS systems, such as Facebook DLRM,

handle the sparse-to-dense conversion. In Facebook DLRM, before the pass forward phase in the

inference pipeline, by default the sparse-to-dense feature transformation reads embedding data via

the tensor library. Thus, we implement L1’s data structure, which mainly utilizes set and hashmap

data structures, to replace the default tensor lookup. Turns out, our own choice of data structures

is much faster as it is a “thinner” layer compared to the complex tensor library.

Optimized layer (in C++) for EVMix: As we support mixed precisions in L1+L2, we learned

that a C++ implementation is easier to manage and optimize, especially for bitwise operations.

Furthermore, most of the arrays in the implementation are stored in a plain pointer-to-pointer

structure, which has better CPU efficiency than built-in vector data structures.

In the mixed-precision experiment, it is necessary to encode and decode an unusual size of

floating-point data, such as 4, 8, and 16 bit values. By default, C++ aligns floating-point data at

32-bit boundaries, so we used ushort and uchar to store 16 and 8-bit precision data, respectively.

When it comes to storing 4-bit data, it is not possible to use the ushort or uchar data types, as

these can only store values up to 16 and 8 bits, respectively. In order to store 4-bit data, we take

advantage of the fact that two 4-bit values can be packed into a single byte of uchar data. This
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allows us to store and manipulate 4-bit data efficiently, without wasting any bit spaces.

Managing concurrent accesses to L1/L2 required the use of multithreading to minimize the

overhead of context-switching and locking. To do this, we stored the results in thread-specific

memory regions, which allowed us to avoid interference between threads. Additionally, we ex-

plored several interfaces to facilitate the data transfer between DRS and the C++ caching layer,

including socket [346] and ctypes [184], which we will evaluate later.

Offline tools: Besides changes to the DLRM platform, we also implemented two offline tools,

for cache algorithm benchmarking and approximate embedding (EVProx) preparation. The former

is written in Java and built on top of the Cache2K simulator [41]. In this platform, we prototyped

EVCache algorithms and all our baseline algorithms including LRU, LFU, LIRS, ARC, CAR, and

ClockPro. For EVProx preprocessing, we developed an embedding-similarity analysis framework,

chiefly written in Python.

2.8 Evaluation

To evaluate EVSTORE performance, we subjected it to numerous experiments to determine the

end-to-end performance while conducting microbenchmarks over multiple dimensions, such as

varying the cache algorithms, cache sizes, number of EV tables, workloads, and the use of EVMix

+ EVProx. We structure our evaluation as a sequence of experimental questions.

2.8.1 Experimental Environment and Setup

The DRS inference pipeline: (1) A user visits a webpage that has an advertisement managed by

Criteo. (2) When the user interacts with the ads, it will trigger a request sent to the Criteo’s server

that contains all info about the user, the ads, and the webpage that is currently visited. (3) Once the

inference request arrives, the server will take the sparse features, look up the EV tables, convert

them to dense features and feed them to the DNN model. (4) By default, each lookup is for 26 keys

to 26 tables. (5) With EVSTORE, if a key-value is not in the cache, the DRS pipeline will fetch the
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data from the raw files in the backend storage. (6) Finally, the inference result will influence the

personalized advertisement of the user when they open another webpage managed by Criteo.

Datasets/workloads: We primarily use the Criteo CTR (Click-Through Rate) datasets, the

largest open-sourced CTR dataset (up to 1 TiB in size) that could simulate EV lookups at scale.

There are two CTR datasets released by Criteo, the 1TB data (Criteo-Terabyte) [26] and the Kag-

gle version (Criteo-Kaggle) [28]. It contains feature values and clicks feedback for millions of

display ads. There are 13 dense integer features and 26 sparse categorical features (hence 26 EV

tables). All EV tables have the same embedding dimensions of 36. There are a total of 156 billion

total (dense) feature values and over 800 million unique attribute values. In addition, we also use

Avazu’s CTR dataset [27].

Default values: We omit redundant lines and numbers on some of the graphs for improved

readability. These are our default values (unless otherwise noted): cache size of 5% of the total

working set (the total size of all tables), the Criteo-Kaggle dataset [28] as the workload, and fp32

as the precision of the embedding values. Latency is measured in average latency in milliseconds.

Machine specification: We use Chameleon cloud’s gpu rtx6000 and gpu v100 nodes [9,

171] which have Intel Xeon Gold CPU @2.60 GHz and 240 GiB Samsung SSD SM863a Series.

We limit the DRAM using Linux cgroup tools to be small enough such that the DRS essential

functions could run, but not big enough to store all the EV tables. When evaluating cache size

smaller than the available DRAM, we flush the Operating System (OS) page cache every 0.25 ms

to avoid any EV tables being cached by the OS. The method has been thoroughly tested to ensure

there is no OS cache leak.

2.8.2 EVCache

We begin with experiments on the first layer of the cache.

Experiment #1: How much does the EVCache algorithm affect perfect hit rates? Figure 2.5

shows that EVCache (EV-∗) algorithm extensions improve upon state-of-the-art algorithms such
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Figure 2.5: Exp. #1 (§2.8.2): Perfect hit rates across caching algorithms. EVCache algo-

rithms (EV-CAR, EV-ARC, EV-LFU) have the highest perfect hit rate compared to others.
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Figure 2.6: Exp. #1 (§2.8.2): Individual and perfect hit rates across algorithms. EV-LFU

achieves higher perfect hit rate by sacrificing on individual hits.

as LRU [95], CLOCK [257], LeCar [315], LIRS [158], ARC [240], LFU [199], CAR [61], Clock-

LIRS [158], Cacheus [281], and ClockPro [157]. The perfect hit rates are increased by up to 18%,

lending support to the need for groupability for EV-based caches. Figure 2.6 breaks the result

down further to compare the perfect and individual hit rates (as defined in Section 2.4.1). Here,

EV-CAR and EV-ARC both improve the perfect hit rates without compromising on individual hit

rates, suggesting that they can be used as a general caching algorithm too. In contrast, EV-LFU

increases the perfect hit rate while sacrificing the individual hit rate for each of the tables (which

is acceptable since the perfect hit rate is more significant for DRS).
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Experiment #2: How does EVCache perform across various cache sizes? In Figure 2.7, we

vary the cache size from 0.05% to 90% of the total working set (horizontal axis). To reduce clut-

ter, we show four representative algorithms (LRU as a basic algorithm, ClockPro as an adaptive

one, Cacheus as an ML-based algorithm, and EV-LFU as EV-Cache variant). Here, the EVCache

(specifically EV-LFU) outperforms others across all cache sizes. Compared to LRU, EV-LFU sig-

nificantly increases the perfect hit rate by up to 35% while surpassing both Cacheus and ClockPro

by up to 10%.
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Figure 2.10: Exp. #5 (§2.8.2: The most efficient place to implement the caching layer. An

optimum place to deploy EVCache is inside the DLRM framework (e.g., PyTorch) using our own

data structures as opposed to using PyTorch tensor library or inside the OS or an external key-

value (KV) store database.

Experiment #3: How does the number of EV tables affect performance? Figure 2.8 shows

that the perfect hit rate improves with more EV tables (horizontal axis) when using EV-LFU. As

expected, traditional algorithms, being agnostic to relationships between EV tables, struggle to

achieve a high perfect hit rate when the number of EV tables grows.

Experiment #4: How does EVCache perform across various datasets? Figure 2.9 compares

the four representative algorithms across three different datasets. We find that our algorithm exten-

sions improve upon other algorithms across all the datasets: Avazu (AV) [27], Criteo-Kaggle (CK)

[28], and Criteo-Terabyte (CT) [26].

Experiment #5: Which layer is the best to implement EVCache? When implementing EV-

Cache on Facebook DLRM (in this case inside PyTorch), we tried various storage backends, in-

cluding key-value (KV) stores (such as SQLite, CORTX-Motr, and RocksDB) and UNIX files

via mmap and read/write APIs. By default, the EV tables in DLRM are stored as “tensor” data

structure. However, we implement our own data structure of choice (set and hashmap), as part

of EVCache package, to be compared against the default DLRM’s tensor. In this experiment, we

put all EV tables in the memory, simply to measure the pure cache lookup latency as if we have

enough memory to cache all of the EV tables. For key-value stores, we cache the tables in their

own caching layers. For UNIX files, we depend on the OS cache. Figure 2.10 shows that rely-

ing on external caching layers in KV stores or OS cache do not give the best latency compared
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Each bar uses the 1st , 25th, 50th, 75th, and 99th percentiles. Our EV-LFU delivers lower latency

compared to the LRU implementation.

to adding our own caching layer inside the DLRM pipeline (PyTorch in this case). Furthermore,

by implementing our own thin caching layer, we get better performance than using the default

PyTorch tensor.

Experiment #6: What EVCache algorithm should be implemented? After deciding the best

place for the caching layer, we need to decide which algorithm to implement (EV-CAR, EV-ARC,

or EV-LFU). For this, we need to port our implementation from the cache simulator to the Facebook

DLRM framework. Among them, EV-CAR gives the smallest perfect hit rate, and between EV-

ARC and EV-LFU, they provide comparable performance in small cache sizes but EV-LFU is

slightly better at higher (≥ 50%) cache sizes. In our cache simulator, Cacheus, ClockPro, EV-

ARC, and EV-LFU are written in 800, 430, 270, and 130 LOC respectively. Thus, EV-LFU is

more straightforward to implement by having simpler/less code compared to other algorithms. For

this reason, we decided to port EV-LFU to the DLRM.

Experiment #7: How much does EVCache affect the end-to-end inference latency? At this

point, in Facebook DLRM, we implemented LRU (as a baseline) and EV-LFU (as a representative

of EVCache algorithms). We choose LRU as our baseline because it has the fastest lookup and

the most implemented policy in the production systems. While there are more complex policies

such as CAR, LIRS, CLOCKPro, etc., but they are up to 2x slower than LRU and have higher
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metadata space overhead. Here is the end-to-end inference latency break down: initialization

(20%), EV lookup (40%), and the DNN forward propagation (40%). Figure 2.11 shows a whisker

plot comparing the baseline LRU vs. EV-LFU. The Python-based EV-LFU implementation delivers

lower latency.

2.8.3 EVMix and EVProx

Next, we evaluate EVMix and EVProx layers of EVSTORE.

Experiment #8: What implementation architecture best supports EVMix? Figure 2.12 shows

various implementation efforts we performed in re-architecting our caching layer in PyTorch and

the resulting end-to-end latency. Originally, we implemented our caching data structure in Python.

However, Python only supports fp32 precision, thus we adopted a C implementation to enable

storing data in lower resolution (e.g., 16, 8, and 4 bits). “C-socket” refers to the C implementation

that uses sockets for DLRM data transfer, “C-Ctypes” as the C implementation that uses Ctypes

binding to connect our C caching to DLRM, and “*-N-thd” implies the number of threads being

implemented to reduce cache contention §2.5.2. Based on our experiment, the “C-Ctypes-6-thd”

delivers the best performance compared to other implementation choices.

Experiment #9: What are the latency-accuracy tradeoffs in floating point resolution (32 to

4 bits)? After we finalized our C-Ctypes-6-thd implementation, we can now evaluate the accu-

racy/latency tradeoffs when using lower precisions. Figure 2.13 shows that reducing the precision

from 32 bit to 4 bit speeds up the end-to-end latency (vertical axis) by 15% and only decreases the

“PR-AUC” (horizontal axis) only by 2%. We use “PR-AUC” (Area Under the Precision-Recall

Curve) to evaluate the performance of our classifier to counteract label imbalance such as in our

Criteo dataset, as is standard practice [99, 156]. Intuitively, PR-AUC measures the extent to which

a classifier correctly identifies all positive labels without mistaking too many others as positive.

Experiment #10: How does latency trade off against accuracy in mixed-precision L1+L2

caches? In this experiment, we divide the total cache size to L1 and L2 equally (i.e., 50-50).
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L1/L2 mixed-precision caches. We vary the L1 precision (horizontal axis) and L2 precision

(vertical axis) and report the resulting accuracy (left) and end-to-end latency (right).

Figure 2.14 shows the accuracy (the cell content of Figure 2.14a) and average end-to-end latency

(in Figure 2.14b) of EVMix as we change the embedding precision in the L1 tier (horizontal axis)

and the L2 tier (vertical axis). For example, if we move from 32-bit L1 and 16-bit L2 to a 32-bit L1

and 4-bit L2 (the top-right and bottom-right corners), we improve the average latency from 2 ms

to 1.89 ms and reduce the accuracy slightly from 0.582 (best case) to 0.576. Combining 8-bit L1

and 4-bit L2 gives us the best EVMix result as marked by the dotted rectangles where we reduced

the latency by 10% with only 0.2% loss of accuracy.

Experiment #11: How much is the tail latency improvement with L3 (EVProx)? In Fig-
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EVSTORE’s scale-out deployment quadrupled the throughput while keeping the latency low.

ure 2.15, we show the latency CDF of EVProx variants compared to EVMix. The “EVMix +

EVProx4%” gives the best latency CDF in which we dedicate 4% of the cache size for L3 (EV-

Prox) key-to-key mapping and split the rest for L1 and L2. Compared to the pure EVMix, adding

the “EVProx4%” successfully reduces the 95th and 99th tail latency by 27% and 22% respectively.

This experiment is conducted on 20% cache size.

2.8.4 Putting It All Together

Experiment #12: Does packing multiple DRSs on a machine improve throughput? As EV-

STORE removes the memory requirement, in Figure 2.16, we show that we can concurrently run

4 DRSs on one machine (limited by the number of 4 GPUs in Chameleon’s gpu v100 node) by
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giving 25% of the memory space to each DRS. As a result, we quadrupled the throughput (infer-

ences/second) of the DRS. The figure also shows our final EVSTORE implementation improves

the latency compared to Facebook’s vanilla DLRM.

Experiment #13: Can we reduce the memory footprint of the DRS service while meeting

typical SLAs? Figure 2.17 shows that to meet an SLA of 2 ms average inference latency, the

vanilla DLRM will require 100% of the data to be present in memory. In contrast, EVSTORE’s

most optimum implementation with all features enabled (rightmost bar) needs only 6% of data to be

in memory, which is a 94% reduction of memory requirement in trade for the 0.2% accuracy drop.

Finally, the middle bars show how the range of EVSTORE optimizations and features demand 30%

to 80% of the data to be in memory. These results demonstrate the effectiveness of EVSTORE in

reducing the memory footprint of the DRS service, while still meeting typical SLAs.

2.9 Related Work

In addition to the studies surveyed throughout the paper, there are some recent publications on

optimizing DRAM cache and GPU-resident cache utilization during DRS training [242, 261, 340,

350, 372, 373]. The focus, however, is on training rather than inference, and ignores systems-level

nuances of cache policy and optimizations.

Another nascent body of work has extensively studied improving key-value store performance

by exploiting the GPU [148, 366], NMP [56, 170, 191], SSD characteristics [53, 222], and lookup

query properties [201]. They are orthogonal to EVSTORE in that could help increase the through-

put of key-value store operations, which can be beneficial for DRS that rely on these stores. For

instance, NMP can help convert the raw EV data into a Tensor format which will reduce the CPU

load. However, these techniques do not address the specific challenges associated with the growth

of EV table sizes, which is the focus of EVSTORE. Additionally, many papers require either be-

spoke hardware modifications or emerging memory technologies, which make them elusive for

commodity hardware deployments. EVSTORE, on the other hand, is designed to be compatible
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the minimum memory footprint to satisfy SLA target of 2 ms average end-to-end inference latency.

Fully optimized EVSTORE implementation reduces 94% of the memory footprint compared to

Facebook’s vanilla DLRM.

with commodity hardware, making it a more practical and accessible solution for improving the

performance of DRS.

2.10 Conclusion

We have introduced EVSTORE: a novel 3-tier EV caching layer to address the continuous growth

of EV tables in deep recommendation systems. EVSTORE is a practical system that brings several

advantages. DRS designers no longer need to worry about the memory size limitation of their

EV tables since users with low-memory servers can still run DRSs with large EV tables. Rec-

ommendation services can also run concurrent DRSs to increase throughput and thus potentially

bolster revenue. By dislodging the monolithic DRAM-hungry DRS architectures of today with

a scalable systems-oriented approach, carrying relatively modest downsides, EVSTORE has the

potential to curb the enormous and ballooning operational costs and expensive resources needed

to run a competitive DRS across the industry.

Scientifically, we believe EVSTORE opens several doors for future work, including in the realm

of EV caching (are there better policies?) and cache management (what is the best L1-L2-L3 size

arrangement?). In addition, there are many components inside EVSTORE that can be further im-
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proved, such as the bit-encoding method, the L3 remapping strategies, and the popularity ranking

update mechanism. It also spurs questions around the role of emerging memory technologies and

GPU-accelerated caching on future recommendation systems.
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CHAPTER 3

HEIMDALL: ROBUST I/O ADMISSION AND REDIRECTION

DEVELOPED WITH EXTENSIVE MACHINE LEARNING

EXPLORATION

3.1 Overview

With the growing success of machine learning (ML) in the last decade, we have seen an increase in

research that leverages ML in the storage field, addressing many challenges of complex decision-

making in various contexts such as I/O admission [116, 142, 332], caching [172, 187, 281, 324,

351], configuration tuning [78], deduplication [267], failure detection [51, 97, 230], indexing [94,

215, 305], prefetching [49, 293], scheduling [229], and many others. In many cases, ML algorithms

prove to work better than design decisions based on human-driven heuristics.

Despite the surge in ML applications for storage domains, we believe that its full potential

has yet to be unlocked. The ML literature, including the new discipline of data science, points to

the advancement of a more extensive pipeline of advanced ML methods [10, 18, 70, 106, 127].

Figure 3.1, which by no means is complete, attempts to summarize the major stages of a long

ML pipeline, including data preparation and labeling, feature engineering, model engineering,

training engineering, deployment optimization, and the deployment platform itself. Within each

major stage lie more detailed methods, e.g., data labeling can incorporate basic labeling, accurate

labeling, noise filtering, and potentially many others.

To evaluate to what extent this longer ML pipeline is applied to ML-for-storage research, we

summarized recent research papers in Table 3.1 (on page 2). The five-row groups in the table

represent papers in popular storage domains, such as admission [116, 142, 332], caching [281,

324, 351], indexing [94, 215, 305], prefetching [49, 293], and miscellaneous categories [69, 229,

232, 267]. We can conclude that the ML-for-storage literature has gaps in exploring various stages

of this pipeline.
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Data collection (DC), 
data reconstruction (DR), 

data selection (DS), 
data augmentation (DA)

Basic automated 
labeling (LB), 

accurate labeling (LA), 
noise filtering (LN)

Feature selection (FS), 
feature extraction (FE), 

feature scaling (FC), 
dimensionality reduction (FR)

Multiple learning tasks exploration (ML), 
multiple model exploration (ME), 

model tuning (MT), cross validation (MV), 
heuristics comparison (MH)

Data sampling (TS), 
distribution balancing (TB), 

loss function customization (TC)

Joint inference (OJ), relearning/
retraining (OT), quantization (OQ), 

language conversion (OL), 
inaccuracy masking (OM)

Real-system deployment (PR), multiple 
deployment targets (PM), emulated 

environment (PE), accelerator usage (PA), 
distributed ML (PD)

Data 

Labeling

Feature 

Engineering

Model Engineering Training Engineering

Platforms 

(Deployment/Testbed)

Deployment 

Optimization

Data 

Preparation

Figure 3.1: Long machine learning pipeline.

For example, in the data preparation stage, “data augmentation (DA)” is rarely used; hence,

the model is likely not trained with pattern variations outside the available workload [324]. In the

data labeling stage, prior works only employ one (most likely simple) labeling method, but did not

explore more “accurate labeling (LA)” methods that also include “noise filtering (LN)” to antic-

ipate unclean traces and reduce “garbage in, garbage out” [81]. In the feature engineering stage,

“feature scaling (FC)” is not fully studied, potentially causing the model to assign disproportionate

importance to certain features over others [260]. Finally, in the deployment and platform stages,

most papers do not provide various models that balance overhead/accuracy via “joint/group infer-

ences (OJ).” Many also did not consider the need for “retraining/relearning (OT)” for long-term

deployment, potentially in “multiple layers/targets (PM).”

In this paper, we explore opportunities to fill in the gaps mentioned above and evaluate whether

filling the gaps will improve decision-making in storage systems. In the last 2+ years, we have

built HEIMDALL, an extensive machine learning pipeline designed for an important storage sub-

domain: the I/O admission policy for flash storage. Here, the storage system needs to decide for

every I/O whether to admit it to the underlying storage device or reroute it to other devices (§3.2).

As highlighted in the last row of Table 3.1, HEIMDALL’s pipeline covers more machine learning
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ML Methods → DDDD LLL FFFF MMMMM TTT OOOOO PPPPP

CRSA BAN SECR LETVH SBC JTQLM RMEAD

LinnOS [142] xxxx x.. xx.. ..x.x ..x ..xxx x....

LAKE [116] xxxx x.. xx.. ..x.x ..x ..xxx x..x.

Baleen [332] xx.. x.. xx.. xxx.x xx. ..... x.xx.

Cacheus [281] xxx. x.. .x.. ..x.x ... ..... ..x..

GLCache [351] xx.. x.. xx.. ..x.x x.. xx.x. x....

XStore [324] xx.x x.. .x.. .x..x x.. .x.xx x...x

Bourbon [94] xxx. x.. .xx. xx..x x.. ...xx x....

LeaFTL [305] xx.. x.. .x.. ..x.x ... ...xx x.x..

Rolex [215] xxx. x.. .x.. ....x ... .x.x. x...x

KML [49] xxx. x.. xxx. .xxxx x.. ..xx. x....

Voyager [293] xx.. xx. xx.. ..x.x ... ..xxx ..x..

DeepSketch [267] xx.. x.. .x.x xxxx. .x. ...x. ..xx.

OSML [229] xx.. x.. .xx. xxxxx ..x ...x. xx.x.

Llama [232] xx.. x.. xx.. x.x.x x.. ...xx x....

TraceRNN [69] xx.. x.. xx.. x.x.. x.x ..... x....

HEIMDALL xxxx xxx xxx. xxxxx .x. xxxx. xxx..

Table 3.1: Usage of ML methods in ML-for-storage literature (§3.1). The table shows

the usage of ML methods in ML-for-storage papers. Each column has a two-letter acronym that

represents an ML method shown earlier in Figure 3.1. For example, “D
C ” in the first column denotes

“Data Collection.” The major stages are separated with empty columns. “X” implies use of the

method and “.” implies absence/no-use.

approaches compared to the state of the art. For each method, we must apply it in a careful, metic-

ulous, and domain-specific way that improves the accuracy and performance of the I/O admission

policy. Every decision must be justifiable and understandable, in terms of how they improve the

model’s accuracy and deployment performance.

On accuracy (§3.3), we make domain-specific innovations related to I/O admission policy in

various ML stages. We justify how supervised learning, such as a neural network, suits well for fast

admission decisions. To help our supervised learning, we show the limitation of simple labeling

methods that are based on latency cutoffs and introduce a more accurate period-based labeling

method. Further, we introduce a 3-stage noise filtering using a domain-specific understanding

of how device-specific features and characteristics, such as device-level caches, retries, and error

check-and-correction (ECC), can lead to noisy data. With cleaner data, we perform in-depth feature
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engineering where we show that even in its sub-steps like feature scaling, there are many scaling

options, such as normalization and standardization, that need to be evaluated. Finally, we perform

fine-grained tuning of our neural network parameters to determine the optimal number of layers

and neurons, as well as the appropriate activation and output functions to choose among various

options to balance between accuracy and inference overhead.

On deployment performance (§3.4), we perform various levels of optimization, from Python-

to-C++ conversion, gcc-flag usage, to quantization, in order to reduce inference time from a naive

45,000µs to sub-µs latency. This is very important as we target real-world storage systems such as

the Linux block layer and Ceph [326]. We also provide joint/group inference with various efficient

models capable of making a single inference for multiple I/Os. This lean design leads to negligible

memory and CPU overhead.

We built HEIMDALL in ≈21 KLOC (§3.5), providing three levels of integration: user-level

storage (for fast and large-scale evaluation), Linux kernel (for mimicking real deployments), and

Ceph-Rados (for distributed storage settings). Our comprehensive evaluation (§3.6) uses 2 TB of

real-world I/O traces and generates 11 TB of intermediate data for all the experiments. We eval-

uate our model unbiasedly with 500 random experiments, demonstrating that HEIMDALL delivers

15-35% lower average latency compared to popular algorithms, such as hedging and advanced

admission heuristic and ML models [142, 307], and up to 2× faster to a baseline.

Behind this optimal performance is HEIMDALL’s impressive accuracy improvement, from a

raw average accuracy of 67% up to 93%. We also compare HEIMDALL with AutoML and show

that the 16 models generated by AutoML have 22% lower accuracy than HEIMDALL, showing that

meticulous design and fine-tuning still win for our problem domain. We also show that AutoML

models are too heavyweight and impractical for our deployment scenarios.

Finally, we close by discussing our retraining policy for long-term deployment (§3.7), which

further highlights more topics to explore in this long ML pipeline for storage, including efficient

retraining, continual learning models, and model zoo/management. We conclude (§3.8) by demon-
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4) reroute

a

if “fast”

  admit

b
if “slow”

  reroute

I/O features: queue len., lat. and 
queue len. of last few I/Os, etc.  

Figure 3.2: I/O admission (§3.2). (a) I/O admission decision and (b) neural-network-based

decision in every backend node.

strating how our extensive HEIMDALL pipeline can foster “design competitions” where students

and researchers can make new innovations within the pipeline or extend it.

3.2 Background and Motivation

Admission problem: The admission problem is fundamental for operations such as job submis-

sion [52, 87, 164], VM placement [284], cached data [332], RPCs [368], and I/O requests [135,

142, 178]. The admission policy needs to decide whether to admit the operation to an underlying

resource (e.g., machine, memory, storage device), delay, or reroute it to another resource. Such a

policy is useful for resources that exhibit tail-latency behavior where most of the time the opera-

tions are fast but sometimes (e.g., 1-10% of the time) are slow because of resource contention.

I/O admission: This paper focuses on I/O admission at the block level for flash storage arrays

with data replication. As illustrated in Figure 3.2a: (1) The front-end layer sends an I/O request to

a backend SSD node that has the data. Each backend node makes admission decision to (2) admit

every request to the underlying SSD or to (3) decline the request and ask the front-end layer to (4)

reroute it to another node that has the replica.

Flash storage: Admission decision is useful to reroute I/Os from flash devices that are expe-

riencing heavy resource contention from garbage collection (GC), internal buffer flush, wear lev-

eling, and not to mention, bursty workloads. Without proper admission/rerouting, all of these can

induce read tail latencies and increase the average latency. We focus on optimizing read latencies

as many prior works already showed that write tail latencies are very rare due to device-internal
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write buffers [141, 214].

ML-based policies: I/O admission can be based on ML models such as LinnOS [116, 142],

which uses a light neural network to predict contention inside black-box SSDs. As shown in

Figure 3.2b, it makes per-page (4KB I/O) admission decision and uses historical features (e.g.,

the latencies of the last few I/Os and the I/O queue lengths when those I/Os arrived) to predict

if the incoming I/O will be “fast” (hence, admit the I/O) or “slow” (hence, reroute the I/O). The

model is deployed at the kernel block layer on top of every flash device.

Training: To make accurate binary “fast/slow” predictions, an ML model like LinnOS must

be trained first. For instance, before enabling admission decision, a storage operator can log the

characteristics of the last 15 minutes I/Os, recording their static/runtime features and the I/O laten-

cies. The operator then labels every logged I/O as “fast” or “slow” based on some latency cutoff

algorithm (more in Section 3.3.1). During training, the model learns which I/O patterns result in

slow I/Os for the workload-device pair. The neuron weights from training are then applied to the

in-kernel model. The admission decision is now running, potentially for hours before requiring

retraining due to workload drifts.

Accuracy: The ML model can make two inaccurate decisions: false admits, when the I/O

is predicted to be “fast,” but apparently experiences slowness, or false reroutes, when it predicts

“slow,” but there is no busyness. Our recent evaluation found the accuracy of LinnOS’ 4-year-old

model degraded to 67% as it failed to keep up with modern workloads and faster SSDs. The work

also did not explore other important ML stages (Table 3.1). Next, we present HEIMDALL. For

space, unfortunately, HEIMDALL’s data preparation stages are not described but will be publicly

available with the artifact release which includes the entire pipeline.
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Figure 3.3: Accurate labeling (§3.3.1). In all figures, a dot represent an I/O. (a) Fast / slow

cutoff, latency based. (b) Inaccurate labeling, latency CDF with annotated big I/Os. (c) Timeline

figure, period-based labeling. (d) Gradient descent.

3.3 HEIMDALL’s Pipeline

We begin by showing how leveraging various stages in the ML pipeline in a disciplined manner can

significantly improve the model’s accuracy.1 In particular, we make domain-specific innovations

in the data analysis stage with accurate labeling (§3.3.1) and noise filtering (§3.3.2); the modeling

stage with thorough feature engineering (§3.3.3), model exploration (§3.3.4), and hyperparameter

tuning (§3.3.5); and the training stage with data distribution balancing (§3.3.6).

3.3.1 Accurate Labeling

In the labeling step, automated labeling is necessary for labeling a large dataset. However, we

found that prior works did not delve deeper into the complexities of the labeling process. In

reality, “inaccurate labeling can lead to unreliable results” [300]. In this context, we look into the

1. Throughout this section, we use ROC-AUC [98] for accuracy, but later in Section 3.6.4, we report various

accuracy metrics.
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concept of accurate labeling, which is “the cornerstone of effective machine learning.” Without it,

machine learning models “cannot perform optimally” [381].

We first evaluated the automated labeling that prior works performed [82, 122, 123, 142, 271]

in the context of latency-based modeling. We found that several methods use latency-based algo-

rithms to decide the latency cutoff, as illustrated in Figure 3.3a, where the algorithm labels the I/Os

in the training data set with “fast” or “slow” based on the inflection point (the cutoff) generated by

the algorithm.

While latency-cutoff algorithms work well in certain domains—for example, in networking

[271] where per-packet/per-request size remains stable, or in storage domain where the per-page

latency model can only make inferences on per-4KB I/O [142]—this method does not work for

ML models that make decision at the whole I/O level. This is because an I/O can range from a

one-page (4KB) to a big request (2MB), and hence the latency-cutoff methods can lead to incorrect

labeling. For example, in Figure 3.3b, a large I/O (the red dot) is labeled as “slow” here because

its measured latency in the dataset is larger than the cutoff. However, this is inaccurate because

even if the I/O is rerouted to another device, the I/O will still be “slow” due to its large size.

To rectify the problem, we devised several other algorithms and found that period-based al-

gorithms give the best result for our problem domain. That is, instead of deciding which specific

I/Os should be marked slow or fast, we label based on periods (in the window of time) where our

algorithm guesses whether the device is in fast period (e.g., no internal contention) or slow period

(e.g., experience GC contention, etc.). Although we cannot exactly predict when those events are

going to happen, we can still discover some patterns in the data to narrow down the plausible tail

latency segments in the dataset. For example, in Figure 3.3c, all the I/Os in the slow period (e.g.,

where latency spikes and throughput drops happen) will be labeled as “slow.”

Our algorithm is composed of 3 stages, as summarized in Figure 3.4. (a) First, in line 9,

we categorize the relationship between latency and throughput. We should only be suspicious of

device busyness when latency is high and throughput is low at the same time. We observed that
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1. Function AccurateLabeling ()

2. Input : Data D {size, throughput, latency}
3. Output: Data D {size, throughput, latency, label}
4. high_lat, low_thpt = CalcThreshold(D)

5. MAX_DROP = CalcThptDropThreshold(D)

6. thpt_median = CalcMedian(throughputs)

7. for io in D do: // Initialization

8. io.label = 0; io.mark_start = 0

9. if IsBusy(io, high_lat, low_thpt, MAX_DROP) do:

10. io.label = 1 // Start of the TailZone

11. for io in D do:

12. if io.label == 1 do: // Label the TailZone

13. while io.next.throughput < thpt_median do:

14. io.label = 1 // 1 = decline; 0 = admit

15. io = io.next

Figure 3.4: Accurate labeling algorithm (§3.3.1).

internal contention causes throughput drops and latency spikes. Throughput is more sensitive for

detecting the start and the end of such events since throughput also takes I/O size into account. (b)

Thus, we use latency and throughput thresholds (declared in line 4) to decide when latency looks

high or throughput looks low.

Setting up the threshold values is not trivial. These variables are data/workload-dependent and

we need to balance sensitivity and accuracy. We use a gradient descent-based method to pick the

proper thresholds. For example, for the throughput threshold, as shown in Figure 3.3d, there is a

maximum point (in blue line) for accuracy and a minimum point (in red line) for sensitivity. The

gradient descent attempts to find a threshold value (in the x-axis) that balances these two. Finally,

(c) based on these values, we decide when the busy period starts and ends (lines 12 to 15). In

the evaluation (§3.6.4), we demonstrate that accurate labeling improves HEIMDALL’s accuracy by

5.5%, resulting in accuracy as high as 93%.

3.3.2 3-Stage Noise Filtering

Still in the context of accurate labeling, there is the possibility that the training data is noisy and

can mislead the model during training, leading it to recognize insignificant features (“garbage in,

garbage out” [81]). Hence, we need to perform domain-specific noise filtering [81]. After several
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Figure 3.5: Noise filtering (§3.3.2). (a) Outliers within slow period and (b) short noises

tries, we introduce a robust 3-stage noise filtering.

In the first stage, we remove outliers within the slow period, as illustrated in Figure 3.5a. Here,

long sequences of slow I/Os may indicate the device’s internal busyness. However, sometimes a

few I/Os can be “lucky” and hit the internal device cache even though the device is busy with

other activities that only affect NAND-level reads and writes. Thus, as shown in the figure, we

remove these “fast” outliers, specifically I/Os that have lower latency and higher throughput than

the respective median values within the period.

In the second stage, we remove outliers within the fast period, the opposite of the first case

above. These slow I/Os could happen due to some other rare device idiosyncrasies such as read

retries due to voltage mismatch [76, 243, 383], error check and correction (ECC) [243], and many

others. Since these rare cases are transient errors in nature, removing them from the dataset will

increase the model’s accuracy.

The data now becomes “cleaner,” but we still find a slight irregularity as a result of our labeling

process. We observed a short burst of a slow period (e.g., only 3 consecutive I/Os), which is

unlikely caused by internal device contention, as illustrated in Figure 3.5b. Because supplying

such short bursts could confuse the model, in the third stage of the filtering, we employ the same

gradient-descent method as in Figure 3.3d in Section 3.3.1 to find a reasonable threshold that

will provide high accuracy but low sensitivity. In most datasets, we find a quick burst of 3 (or less)

consecutive “slow” I/Os should be removed. Overall, our 3-stage noise filtering improves accuracy

further by 16% on average (§3.6.4).
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Figure 3.6: Feature engineering (§3.3.3). (a) Correlation values of each feature, (b) accuracy

improvements attributed to each feature, (c) model accuracy on various historical depths, and (d)

model accuracy on different normalization methods.

3.3.3 In-Depth Feature Engineering

The quality and relevance of features can significantly impact the model performance [106]. Typ-

ically, request-based traces already contain basic features such as request arrival time, size, and

I/O type (read/write). On top of this, prior works have already performed basic feature extraction

to extract additional features such as runtime information which includes latency (on the target

device) and the I/O queue length observed when every I/O is submitted. Beyond basic feature

extraction, in HEIMDALL, we show the importance of other feature engineering steps to increase

accuracy.

First, feature selection can reduce the feature space and increase the efficiency of the model’s

training. There are many metrics to measure feature importance such as mutual information, chi-

square, and correlation coefficient scores. Figure 3.6a sorts the features by their correlation scores

with respect to the decision. For example, we can confidently remove features such as I/O arrival

time (timestamp) due to its low correlation score.

Next, we conducted feature EDA (exploratory data analysis) on the important features to un-

derstand their impacts on the model’s accuracy. We modify the input layer and add one or more

features at a time. Figure 3.6b shows how the features affect the overall model accuracy. This

result confirms the earlier finding that the five main features (the queue length, latency, historical

queue length, throughput, and I/O size) all matter in improving the accuracy.
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Third, we also varied the historical depth (N) of certain input features to determine the amount

of past information needed by the model to obtain reasonable accuracy. By historical depth, we

meant that the model should not only see information about the current I/O being submitted but

should also be provided with historical information about the last N I/Os (such as the most recent

queue lengths and I/O latencies). For example, if most recently, we observe an I/O with high la-

tency but a short queue length, this could imply that internally the device is busy. Figure 3.6c

shows that N==3 is sufficient to improve accuracy across various datasets. This choice is impor-

tant for striking a balance between inference performance and accuracy since an excessive number

of features will increase the training and inference overhead.

Finally, we also explored feature scaling, a technique to reduce model bias to a specific range

of values on data features. There are two general scaling techniques, normalization and stan-

dardization, each has various algorithms [375]. With normalization, we tried various methods, as

summarized in the first three bars of Figure 3.6d, such as batch-norm, max-abs, and min-max

normalizations [45, 375], and found that min-max gives the best accuracy on average. For stan-

dardization, we found that robust and standard scalers methods (the last two bars in the figure)

deliver higher accuracy but are not feasible for our domain because of their high memory over-

head for keeping all the historical latency values for standard deviation and quantile calculations.

In summary, min-max normalization is the most suitable, not only for its high accuracy but also

because it fits the non-Gaussian nature of our dataset’s distribution. This is a major departure from

prior works, such as LinnOS [142], which uses digitization for scaling the input features.

3.3.4 Model Exploration

With the chosen feature set, we perform multiple model explorations to find the most suitable

model for our problem domain. Figure 3.7 summarizes our findings, where the x-axis is the

accuracy variation and the y-axis is the normalized accuracy; the upper left of the figure is a more

suitable model. Overall, we found that the neural network (“NN”) achieves good accuracy with
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Figure 3.7: Model exploration. NN model achieves high and stable accuracy.

the highest stability compared to other models. We provide two conjectures.

First, NN learns smooth decision boundaries, especially in higher dimensions, which can gen-

eralize well to unseen data. In contrast, tree-based ensemble, support vector classifier (SVC), and

k-nearest neighbors (KNN) have discrete decision boundaries, leading to higher accuracy variation.

Second, in tree-based ensemble algorithms, the tree depths restrict the models from learning

the full intricate relationships in complex datasets. Although heavier and more complex than NN,

recurrent neural network (RNN) also faces limitation due to their limited memory capacity which

causes vanishing gradients issue. In contrast, the NN does not suffer from these limitations and

can learn hierarchical features at different levels of abstraction across all layers [279].

In addition, we also consider reinforcement learning (RL), but implementing RL in our prob-

lem domain presents several challenges. RL relies on knowing the consequences of decisions

for updating the punishment/reward scores in the RL’s Q-table [59]. In our case, this means the

model must know the consequences of declined/admitted I/Os, which are essentially the resulting

latencies. However, such information is only available when we deploy the model in the target

systems, which are not written in the same language as the model engineering platform (more in

Section 3.4.1). For example, the Linux Kernel is in C, while the PyTorch model simulation is in

Python. For this reason, RL is not a practical solution in our domain. Furthermore, RL is known

for its slowness in convergence time (due to many trials and errors) [59] and its non-scalability in

observing all combinations of the input state (which, in our context, denotes the latency of previous

I/Os, which could vary widely).
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Figure 3.8: Hyperparameter tuning (§3.3.5). (a) Per-page vs. per-I/O, (b) hidden layers, (c)

number of layers, (d) activation functions, (e) output layer, and (f) final NN design.

3.3.5 Neural Network Hyperparameter Tuning

After selecting the neural network (NN), we conduct hyperparameter tuning to determine the

optimal number of layers and neurons, as well as the appropriate activation functions to achieve a

balance between training and inference. As a result of disciplined feature and model engineering,

our new NN significantly departs from LinnOS’ NN model.

(a) First, as depicted in Figure 3.8a, LinnOS’ model can only make inferences on every 4KB

request, thus a big I/O must be split into small uniform-sized block I/Os, increasing the infer-

ence computation overhead. Again, this is because of LinnOS’ simple per-page labeling approach

(§3.3.1). However, as we fixed the issue earlier in the pipeline, our new model can make inferences

for I/Os of any size.

(b) Second, we use 2 hidden layers, while LinnOS only uses one because Figure 3.8b shows

that the most impactful accuracy growth comes from adding the 2nd hidden layer. Adding more

layers can increase accuracy, but the inference time (overhead) will also increase.

(c) Third, we use 128 and 16 neurons for the first and second hidden layers, respectively (while

LinnOS uses 256 neurons in just one layer). We design the model to use fewer neurons than
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LinnOS to minimize its computation overhead during training and inference. This decision is

backed up by our accuracy heatmap in Figure 3.8c. The x- and y-axis represent the number of

layers in the 1st and 2nd hidden layers, respectively, and the cell color represents the accuracy

achieved. We select the lightest model design which gives relatively high accuracy (darker cell

color).

(d) Fourth, we kept ReLU for the activation function of the hidden layers. As a confirmation,

we permuted various activation functions such as ReLU, PReLU, LeakyReLU, Sigmoid, and Tanh

[289, 375]. The x- and y-axis in Figure 3.8d represent the permutation of the 1st and 2nd layers,

respectively. We kept ReLU due to its high accuracy (darker cell color) and light overhead, unlike

LeakyReLU and PReLU’s higher overhead and more complicated computation.

(e) Finally, for the output layer (which makes the fast/slow prediction), we experimented with

softmax, linear, and sigmoid [289, 375]. Based on the results shown in Figure 3.8e, we opted

for a single-neuron sigmoid. This differs from LinnOS’ 2-neuron output layer which bears the

consequence of doubling the computation when propagating the gradient from its neighboring

hidden layer.

Our model’s final design is depicted in Figure 3.8f. While the final design appears simple, it is

the outcome of a lengthy and disciplined exercise in hyperparameter tuning.

3.3.6 Training

To improve accuracy, various training methods are available. Briefly, we use data distribution

balancing to remove prediction bias over one or more classes [81, 358]. This is important to

our domain because of the heavy population imbalance between slow and fast I/Os, which often

reaches a ratio of 5%:95%. However, instead of oversampling/undersampling, which might expose

some risk [313], we make sure our data selection process (§3.3.3) includes some periods with heavy

write I/Os (to trigger device background activities).

We also tried biased training by customizing the weighted loss function [314] to penalize the
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model when admitting the slow I/Os. However, we see insignificant improvement or even worse

result, highlighting that not all methods bring benefits as we already tuned the models with various

other methods. Customizing the loss function also involves extensive tuning to determine the loss

value of each class. Different datasets examined might result in different optimum loss values

which require more complicated tuning.

3.4 Deployment Optimizations

From modeling and training, we now move to deployment matters such as inference latency opti-

mizations (via joint inference and Python-to-C conversion and optimization) and retraining opti-

mizations.

3.4.1 Negligible Inference Latency

Many storage systems, such as Linux block layer and Ceph [326], are written in C, not Python.

This means that we must perform Python-to-C model conversion to significantly improve the

real-deployment inference latency. To do so, we perform three steps (Python-to-C++ conversion,

gcc optimization, and quantization) to reduce inference time from the naive 45,000µs to highly

optimized sub-µs latency.

First, with a careful and manual Python-to-C++ conversion, we reduce the inference time from

45,000µs to 20µs. Inference in Python is longer than C/C++ for many reasons: being an inter-

preted language, Python executes code line by line at runtime; Python’s dynamic typing, memory

management, and garbage collection introduce runtime overhead; and Python’s Global Interpreter

Lock (GIL) can limit the parallel execution of threads in multi-core systems.

Second, we use additional gcc optimization to reduce the execution time, since without using

them, the gcc compiler will prioritize compiling quickly which sacrifices the performance of the

code itself. For this, we tested different optimization flags -O, -O2, -O3, -Os, and -Ofast. From

here, we discovered that -Ofast enables the most aggressive optimizations that may disregard
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precision, which can lead to unexpected behavior. Therefore, we use -O3 since it gives the highest

optimizations while still obeying the strict compliance to language standards and retaining the

computation precision, which speeds up the inference to 0.08µs.

Finally, we perform quantization to reduce the computational complexity of our model and

minimize the memory footprint. We multiply the weights by 1,024 for all layers and quantize the

bias of each layer correspondingly to match the scale. We use 1,024 because we can capture the

non-zero digits from most of the weights within 4 decimal points. The final latency drops to 0.05µs

per inference.

We also ran tests on various CPUs and found that interestingly the inference latency can vary

by an order of magnitude. For example, we get 0.12µs latency on AMD Ryzen 9 5900HS 3.30GHz

and 0.08µs latency on AMD EPYC 7352 2.30GHz. On Apple M1 Pro 3.20GHz, it is even faster,

at 0.05µs. We leave further investigation for future work.

3.4.2 Joint/Group Inference

In some deployments, making admission decision on every I/O might be too fine-grained and lead

to high CPU overhead under intensive I/O workload and limited resources. Some recent works

like LAKE [116] propose batching which only works well if the inference runs in a large batch

on the GPU to exploit the parallelism (e.g., sending dozens of inference jobs to the GPU at a time

and returning all the results to the host). While this improves throughput, the host-to-GPU latency

overhead incurs additional delays.

In contrast, we are inspired by joint/group inference [75, 132, 239], where we modify the

model to be able to take features of up to P parallel I/Os and make one inference on behalf of all

of them. Joint inference is more efficient than batching. Joint inference makes one inference on

behalf of all of the P I/Os (imagine a green traffic light for P cars to pass through), while batching

still requires the model to be run P times and make P decisions.

We have prepared a set of models that can take between 1 to P I/Os at a time. Storage operators
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Components Integration + Eval

Dataset preparation 2.5 K In User level 3.7 K

Design pipeline 3.6 K In Linux kernel 2.1 K

Optimizations 1.2 K In Ceph-Rados 2.3 K

Retraining 0.2 K Evaluation module 5.3 K

Total: 20.9 K

Table 3.2: Implementation scale (§3.5). HEIMDALL is written in 20.9K lines of code (LOC)

mainly in Python and C/C++.

can decide which model they want to deploy. The challenge of developing joint inference models

lies in the feature selection phase since we do not want to increase the model complexity by ag-

gregating all input features from the P I/Os. Instead, we believe that the most up-to-date device

behavior is reflected in the most recent I/Os. Thus, we need to prioritize the features from the most

recent I/Os and ignore most of the features from the rest of the I/Os. For instance, for P==5,

we still only supply the historical information of the last three I/Os before this group of 5 I/Os

(§3.3.3), hence keeping the model light from the reduced redundancy. Later in Section 3.6.5, we

will evaluate the tradeoffs, e.g., higher P leads to higher throughput/performance but only reduces

accuracy slightly.

3.5 Implementation Scale

Table 3.2 breaks down our 20.9 KLOC implementation of HEIMDALL pipeline. The left col-

umn shows the main components, which includes dataset preparation scripts, all the design stages

(§3.3), deployment optimizations (§3.4), and retraining (later in §3.7), and the right column shows

our three levels of integration in user-level storage (§3.6.1), Linux kernel (§3.6.2), and Ceph-Rados

(§3.6.3), including our evaluation module that contains re-implementation of other policies.

3.6 Evaluation

Our comprehensive evaluation is set up as follows: • Data size: We use 2 TB of raw I/O block

traces from Alibaba, Microsoft, and Tencent [2, 253, 370] and generate 11 TB of intermediate
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data for all the experiments. • Target deployments: We integrate HEIMDALL into user-level

storage (for fast, large-scale evaluation), Linux kernel (to mimic real deployments), and Ceph

(for distributed evaluation). • Machine and SSDs: By default, we use Chameleon’s Storage-

NVMe node which has AMD EPYC 7352 2.30GHz 24-Core CPU with 256 GB DRAM. We use

10 different SSD models from various manufacturers2 • Train/test: All the experiments use 50:50

train-test methodology which provides a more balanced representation compared to the 80:20 split.

3.6.1 Large-Scale Evaluation

To evaluate HEIMDALL comprehensively and unbiasedly, we conducted a large-scale evaluation

with hundreds of random time windows (“traces”) from various real-world traces from Al-

ibaba, Microsoft, and Tencent [2, 253, 370]. To ensure that these hundreds of traces represent

various workload characteristics, we picked the traces based on five criteria which are read/write

ratio, size, IOPS, randomness, and overall ranking. For each criterion, we picked time windows

with p10, p25, p50, p75, p90, and p100 values, with respect to all the time windows in the long,

multi-day traces. To further increase the variability of our datasets, we also apply 5 different data

augmentation functions (0.1× rerate, 0.5× rerate, 2× rerate, 2× resize, and 4× resize). From this

large dataset pool, we randomly picked 500 traces. Each trace is then capped at 3 minutes long,

which contains between 100k to 10 millions of I/Os. Based on our experience, a 3-minute trace

is long enough for the underlying devices to exhibit some tail latencies due to GC, write ampli-

fication, and other contentions, but at the same time, it is short enough to allow us to perform a

large-scale experiment.

For faster experiment setups (just for this subsection), we deploy HEIMDALL in a user-level

I/O replayer to simply mimic application-level storage with direct I/Os. For each experiment, we

simulate a 2-way replicated storage environment using a machine equipped with 2 Samsung SSD

2. Intel (DC-S3610 and DC-P4600), Samsung (850-PRO, 970-PRO, PM961, PM1733, PM1725a, MZV-

PV128HDGM, and MZH-PV128HDGM), and Hitachi SN260.
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Figure 3.9: Large-scale evaluation (§3.6.1). Subfigures (a) and (b) depict the read latency

at percentiles ranging from p50 to p99.99 and the average latency measured under light-heavy

workload combinations, while subfigures (c) and (d) present same measurements taken under light-

light workload conditions.

970 PRO 1TB SSDs. During each experiment, we run a random trace where the I/Os will pass

through a HEIMDALL model specific for the device, which determines the I/O admission decision.

If an I/O is declined, it is redirected to the other device, which will be admitted by default.

In our first set of experiments, we focus on “heavy-vs-light” traces, where one device sees a

heavier workload than the other one. We categorize a trace as light if the I/O count is less than

300k. In this combination, it’s essential to avoid blindly rerouting I/Os from the heavy trace to

the light one. Doing so could inadvertently overload the other device, resulting in reduced overall

performance. An efficient model should only decline and reroute I/Os necessarily.

We compared HEIMDALL performance against baseline (i.e., always admit, no rerouting), ran-

dom (i.e., an I/O sent to a random target out of the two devices), C3 [307], LinnOS [142], and
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hedging [100], which are state-of-the-art admission/rerouting algorithms. Figure 3.9a shows the

tail latencies (in the y-axis) at various percentiles (x-axis), concluding that HEIMDALL outperforms

state-of-the-art algorithms. These latencies are the average percentile latencies from the 500 ex-

periments, hence showing HEIMDALL wins in large-scale, unbiased experiments. Furthermore,

Figure 3.9b shows another impressive outcome of HEIMDALL in terms of delivering the lowest

average latency.

We can also see that while hedging delivers shorter tail latencies above p99, its average latency

is far worse than HEIMDALL. For instance, hedging at p98 (between 0.75ms–1.5ms), after a 2ms

timeout, a backup I/O is sent, causing too much overload (instability) which leads to higher average

latency than the baseline. Therefore, hedging appears ineffective for low-latency requests.

Finally, to show a fairer experiment, we must show the performance of all these algorithms

under “light-light” workload combinations where perhaps not much rerouting is needed (i.e., more

sensitive to over-rejection). Figure 3.9c shows that, even in light-light scenarios, HEIMDALL out-

performs other methods slightly. Figure 3.9d presents a significant finding: HEIMDALL maintains

a slightly faster average latency than baseline, but heavier models like LinnOS add more overhead

to the baseline latency (more in Section 3.6.6).

3.6.2 Kernel-Level Evaluation

While the previous section shows a user-level deployment, this section briefly shows HEIMDALL

results when deployed inside the Linux kernel block layer. As we already did a large-set experi-

ment previously with homogenous datacenter Samsung SSD 970 PRO 1TB SSDs, here we provide

a different setup by running a portion of Microsoft trace on a machine with two consumer-grade

SSDs, Intel DC-S3610 and Samsung PM961. As demonstrated in Figure 3.10a, HEIMDALL also

works effectively for in-kernel deployment and on heterogenous SSDs, outperforming other meth-

ods by delivering faster latencies (in the y-axis) at various percentiles (in the x-axis). Figure 3.10b

further shows a successful in-kernel deployment of HEIMDALL, delivering the lowest average la-
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Figure 3.10: Kernel-level evaluation (§3.6.2). HEIMDALL achieves (a) most stable latencies at

p50 to p99.99 percentiles and (b) lowest average latency.

tency, 38-48% faster compared to the non-baseline methods.

3.6.3 Wide-Scale Evaluation

So far, we have analyzed HEIMDALL on a single machine with multiple drives. This section shows

HEIMDALL’s performance with a “wide-scale” setup by deploying HEIMDALL in Ceph distributed

storage system [326]. For this, we use 10 Chameleon Ice Lake machines, each with two 2.30 GHz

40-core Intel(R) Xeon(R) Platinum 8380 with 256 GB DRAM. On each machine, we deploy two

Ceph Object Storage Daemons (OSDs) to set up a replicated storage with primary and secondary

OSDs. Due to limited availability of dual SSD machines in the Chameleon cluster, we set up the

OSDs on top of FEMU-emulated SSDs (100 GB each) [210]. To send requests to these 20 OSDs,

we create 20 client nodes. Based on the results from the prior section, we now only compare three

methods: baseline, random, and HEIMDALL. In the baseline Ceph setup, each request is initially

directed to the primary OSD, whereas in the random setup, requests are randomly load-balanced.

We also run noise injectors to see how these policies react to noisy neighbors. The latency CDF in

Figure 3.11a shows that in a wide-scale evaluation, HEIMDALL also delivers the best result.

On top of this evaluation, we now change the “scaling factor” (SF). According to Google’s

seminal “Tail at Scale” paper [100], an end-user request can consist of multiple parallel “sub-

requests” to different destination servers, but the end-user request is only considered complete
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Figure 3.11: Wide-scale evaluation (§3.6.3). CDF latency on Ceph cluster for (a) SF = 1, (b)

SF = 10; (c) latency reduction at percentiles ranging from p50 to p95 across various SFs.

when all the sub-requests are complete. To show HEIMDALL’s benefits when the tail is amplified

by scale, we vary the SF factor (e.g., SF = 10 means an end-user request has 10 parallel sub-

requests. Figure 3.11b shows the latency CDF when SF = 10, showing that tail behavior starts

appearing in baseline at p75 and HEIMDALL can efficiently cut the large portion of the tail area.

Furthermore, Figure 3.11c shows the tail latency reduction of HEIMDALL vs. random (in the y-

axis) at various percentiles (x-axis) across a variety of scaling factors (as shown in the legend).

HEIMDALL wins in all the scenarios (positive percentage of latency reduction).

3.6.4 Accuracy

Behind HEIMDALL’s strong performance lies the high accuracy it achieves. This section dissects

how every design decision contributes to increasing HEIMDALL’s overall accuracy. There are five

main metrics of accuracy that we use: ROC-AUC, PR-AUC, F1-Score, FNR, and FPR, based on

the number of true/false positives and negatives (TP, FP, TN, and FN, respectively). Their equations

can be found here [98]. In our case, true positive (TP) implies that the model correctly identifies

the I/O as “slow” and false positive (FP) implies the opposite (marked as “slow” but the I/O will

actually be fast if submitted to the device).

In our domain, ROC-AUC is the preferred metric for imbalanced datasets as it balances sen-

sitivity and specificity [72]. More specifically, the tail latencies are the minority compared to the
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Figure 3.12: Accuracy evaluation (§3.6.4). Contribution of each step; comparing (a) ROC-AUC

only and (b) all metrics of LinnOS towards Heimdall design steps: Basic Labeling (LB), Feature

Scaling (FC), Accurate Labeling (LA), Feature Extraction (FE), Feature Selection (FS), Model

Engineering (M), and Noise Filtering (LN).

fast latencies. Unlike accuracy or precision, ROC-AUC provides a comprehensive evaluation

that considers the trade-off between true positive and false positive rates at various classification

thresholds.

As shown in Figure 3.12a, we measure the resulting ROC-AUC score (x-axis) of every step-

by-step optimization (y-axis). These optimizations contribute to enhancing both the dataset and the

model which increases HEIMDALL’s overall accuracy at every step of the way. The numbering,

(n), below corresponds to the y-axis values in Figure 3.12a.

0. We first measured LinnOS’ accuracy as a baseline, which stands around 67% on average,

across over 100 random datasets. LinnOS’ accuracy dropped significantly compared to what

the authors reported in the paper four years ago. The model is outdated given the differ-

ent behavior of modern SSDs (faster latencies) and more recent workloads released by the

community, which highlights the necessity to re-design the model with a more extensive ML

pipeline.

1. Here, we started HEIMDALL with LinnOS’ original feature set, model, and, basic cutoff-

based labeling (LB) without implementing the digitization because we wanted to establish a

baseline performance, resulting in a drop of accuracy by 16.8%, to 50.2%.

2. We then applied min-max scaling (FC) (§3.3.3) to normalize the input features instead of
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using digitization (as in LinnOS), resulting in a slightly better accuracy (67.5%) compared

to LinnOS.

3. Afterward, we crafted our more accurate period-based labeling (LA) method (§3.3.1) and

used it to replace LinnOS’ cutoff-based labeling. As a result, we increase the accuracy by

5.5%, bringing it to 73%.

4. Then, with additional feature extraction (FE) (§3.3.3), including I/O size and historical

throughput, the accuracy gains another 4% improvement (now reaching 77%) as HEIMDALL

now can discern patterns related to the volume of data being transferred and the transfer rates.

5. To reduce the model’s inference overhead, we applied a feature selection (FS) method (§3.3.3)

that maintains accuracy without inducing degradation.

6. Likewise, we employed model engineering (M) (§3.3.4 and §3.3.5) steps consisting of learn-

ing task exploration (ML), model exploration (ME), hyperparameter tuning (MT), and val-

idation (MV), to find a balance between the model’s complexity and accuracy. As a result,

we obtained a minimalist model capable of maintaining the same level of accuracy achieved

so far.

7. Finally, our noise filtering (LN) (§3.3.2) proves to be one of the most important contributions,

which increases the accuracy by 16%, leading to 93% model accuracy.

Later in Section 3.6.7, we demonstrate how AutoML models can also benefit from these opti-

mizations. Furthermore, to show that we are not biased over one accuracy metric, Figure 3.12b

shows the resulting accuracy (in the y-axis) across the five accuracy metrics (the five lines) as

we add the step-by-step contributions (in the x-axis). Overall, as more optimizations are intro-

duced, ROC-AUC, PR-AUC, and F1-Score continue to increase. Furthermore, the false-negative

and false-positive rates (FNR and FPR) also continue to decrease as desired.
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Figure 3.13: Joint inference (§3.6.5). (a) Throughput stability on various joint sizes and (b)

model’s accuracy.

3.6.5 Joint/Group Inference

We now discuss HEIMDALL’s joint inference performance (§3.4.2). As shown in Figure 3.13a,

with the default setting of HEIMDALL (without joint inference, shown by joint size = 1), it can

only receive 0.5 mIOPS workload before its latency spikes to 2µs. However, with a joint size

= 9, HEIMDALL maintains latency under 2µs even with a 4 mIOPS workload on 1 CPU core, an

8× heavier workload than the default HEIMDALL. Note that this latency includes queueing delay,

rendering it slower than our fastest inference latency recorded at §3.4.1.

Joint inference reduces accuracy, as quantified in Figure 3.13b. For example, transitioning

from the default HEIMDALL to 9 I/O joint inference, the accuracy drops from 88% to 81% in the

median value. The figure shows the resulting accuracy distribution across 50 random datasets.

Given the results above, we believe that joint size = 3 is appropriate for balancing out the through-

put/accuracy tradeoff. When deploying HEIMDALL, storage administrators can also adjust the joint

size dynamically.

3.6.6 CPU and Memory Overhead

We now assess HEIMDALL memory and CPU overhead. Figure 3.14 shows that, compared to

LinnOS, our model achieves (a) 2.4× less memory overhead, 68KB vs. 28KB, and (b) 2.5×
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Figure 3.14: Overhead. (a) Memory overhead and(b) CPU overhead.

less CPU overhead. HEIMDALL has a total of 3472 weights and biases, which is smaller than

LinnOS’ total of 8706 weights and biases. Furthermore, our model has 2.4× fewer multiplication

operations compared to LinnOS, with 3472 vs. 8448 multiplications. Moreover, HEIMDALL makes

significantly fewer inference decisions since it operates on a per-I/O basis instead of per-page

decisions like in LinnOS. To further reduce the overhead, HEIMDALL can be deployed with joint

size = 3 (represented by HEIMDALL-J3, light-blue bar), resulting in 85% less CPU overhead

compared to LinnOS.

3.6.7 HEIMDALL vs. AutoML

HEIMDALL is the result of applying various machine learning methods in a disciplined, care-

ful, and meticulous way with deep domain knowledge. However, one might wonder if Auto-

mated Machine Learning (“AutoML” for short) can outperform our manual approach. We use

auto-Sklearn [115], a state-of-the-art framework that automates ML algorithm selection and its

hyperparameter tuning.

In the first experiment, we randomly picked 50 datasets and supplied the raw dataset to the

AutoML framework without the manual feature engineering steps that we did (§3.3.3). We use 16

AutoML classifiers which consist of various algorithms (as detailed in the figure caption above)

such as generalized-linear, support vector machine, neighbors-based, Naive-Bayes, tree-based,

discriminant-based, tree-based ensemble, and layer-based algorithms. This is deliberate to see

how much AutoML methods can help with the user exerting the least possible action.
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Figure 3.15: HEIMDALL vs AutoML (§3.6.7). Generalized-linear algorithms such as Linear

Discriminant Analysis (LDA) and Passive Aggressive Classifier (PAC); support vector machine

algorithms such as LibSVM Support Vector Machine (SVM) and Linear Support Vector Classifier

(SVC); neighbors-based algorithms such as K-Nearest Neighbors (KNN); Naive-Bayes algorithms

such as Bernoulli Naive-Bayes (BNB), Gaussian Naive-Bayes (GNB), and Multinomial Naive-

Bayes (MNB); tree-based algorithms such as Decision Tree (DTR); discriminant-based algorithms

such as Quadratic Discriminant Analysis (QDA) and Linear Discriminant Analysis (LDA); tree-

based ensemble algorithms such as Adaboost (ADB), Gradient Boosting (GBS), Random For-

est (RDF), and Extra Trees (XTR); and layer-based algorithms such as Multi-Layer Perceptron

(MLP).

Using auto-Sklearn, AutoML autonomously conduct hyperparameter tuning to craft the best

model configuration. Figure 3.15a compares the ROC-AUC accuracy (x-axis) of AutoML models

(top rows) and HEIMDALL (last row). AutoML models exhibit suboptimal performance, with an

average accuracy 22% lower than HEIMDALL. This outcome aligns with our expectation: given

that AutoML exclusively utilizes the raw feature set (size, offset, type, etc.) and does not leverage

domain-specific derived features (e.g., queue length), AutoML models are suboptimum in identi-

fying meaningful correlations between the feature sets and the resulting label. Although one could

argue that we can configure the AutoML framework to explore derived features, the process will

blow up the execution time (e.g., to determine the number of historical I/O features as discussed in

§3.3.3).
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In the second experiment, we obtained 24% accuracy improvement on AutoML models by sup-

plying HEIMDALL’s fully engineered dataset from our accurate labeling and feature engineering

steps (§3.3.1 and §3.3.3). The improved AutoML results shown in Figure 3.15b solidify the goals

of our work, showing the importance of exploring other stages of a long machine learning pipeline

in a disciplined way. Here, the AutoML models exhibit a slightly higher accuracy (2% on average)

than HEIMDALL, which is expected because the size of the AutoML models is not bounded, while

in our case, we need to balance the complexity of the model (e.g., #layers, #neurons) to maintain

low inference overhead.

In Figure 3.15c, we also demonstrate that AutoML models are impractical for our problem do-

main. Specifically, the training time (in the x-axis) for AutoML models is on average 15× longer

than HEIMDALL, ranging from 1.8 to 4.8 hours compared to just 0.2 hours. This is due to the

explorative nature and unbounded complexity of the AutoML models, resulting in significantly

longer training time compared to HEIMDALL. Note that this experiment is conducted on CPU in-

stead of GPU because auto-Sklearn does not support GPU acceleration by default. Furthermore,

HEIMDALL’s training time on the CPU can be further improved (out of the scope of this paper) by

porting the training code into C/C++ and using CPU-optimized training libraries. AutoML mod-

els, on the other hand, are hard to optimize due to their complex exploration strategies and heavy

reliance on various Python-based ML plugins and dependencies.

Additionally, the models generated from AutoML have widely different architectures (e.g., #lay-

ers, #neurons) across the datasets, while HEIMDALL, on the other hand, is agnostic to the dataset

and doesn’t need to perform hyperparameter tuning when being trained on a new dataset. Fig-

ure 3.15d quantifies this problem. Here, for each approach (in the y-axis), we compute the cosine

similarity (x-axis, in log-scale) between each approach’s configurations across the datasets. While

HEIMDALL’s similarity stays at 1, AutoML models exhibit poor generalization as many of them

have cosine similarity of lower than 0.01, which makes them unsuitable for production systems.

Specifically, they pose a major challenge when deployed in a continuous training setup as their
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specificity to particular workloads requires them to re-explore and re-discover the best hyperpa-

rameter tuning with substantial retraining costs (more in Section 3.7).

3.6.8 Training Time

Finally, we report the average training time of HEIMDALL, which depends on the number of I/Os.

For every 1 million I/Os we use for training, it takes us 16.8 seconds of preprocessing time on CPU

and 3.7 seconds of training time on GPU. Preprocessing includes labeling, extracting features, nor-

malizing, and shuffling the data. The next question to answer is how much data to train on and

how should we retrain the model in a long deployment scenario. To us, this represents another sig-

nificant research question that falls outside the scope of the paper. Answering it would necessitate

further extensive exploration of the ML pipeline, as we will delve into in the next section.

3.7 Retraining for Longer Deployment

In reality, ML models are deployed for the long term. In this context, we conduct a preliminary

long-term evaluation of HEIMDALL by testing it on an 8-hour real-world trace with one of the most

“challenging” traces where accuracy fluctuates in the long run. Here, we used a Tencent trace

where the write IOPS is 2× more than the read IOPS, triggering more GC activities. Furthermore,

this trace exhibits an almost constant I/O interarrival time, causing all devices to experience similar

workloads and heavy utilization simultaneously.

Figure 3.16a shows HEIMDALL’s accuracy after a single training session using the initial 1,

5, and 15 minutes of the trace. We measure the accuracy within a 10-minute window (a dot is the

model’s average accuracy in the last 10 minutes). We can reach two simple conclusions. First,

a longer training trace (e.g., a 15-minute trace) results in better long-term overall accuracy, but

requires longer training time (§3.6.8). Second, accuracy fluctuates over time, with a min-max

accuracy of 63%–82%. This is also known as model’s performance drift, which could stem from

factors like shifts in workload behavior (input drift), device/environment changes (concept drift),

84



60
70
80
90

Ac
cu

ra
cy

 (%
) (a)First 1 min First 5 min First 15 min Retrain

0 1 2 3 4 5 6 7 8
Timestamp (hour)

60
70
80
90

Ac
cu

ra
cy

 (%
) (b)

Figure 3.16: Long-term evaluation (§3.7). HEIMDALL performance with different training

methods: “First N min” trains the model once using only the first N minutes of the workload, while

“Retrain” uses a simple retraining strategy described in §3.7. Vertical blue lines mark the time

when retraining was triggered.

and others [329].

To address this, we built a preliminary retraining policy that monitors the model’s accuracy

every minute and triggers retraining when the accuracy drops below 80%. To keep retraining

light, we only retrain using the last 1 minute before the trigger. Figure 3.16b shows the result

where the vertical blue lines represent the times when retraining is triggered. More specifically,

within this 8-hour window, retraining occurs 37×, each utilizing an average of 816k I/Os which

can be completed in a couple of seconds (§3.6.8). This initial result also points to more research

questions. For example, the presence of consecutive retraining instances (vertical blue lines that

are close to each other) suggests that some retraining decisions may not be useful. Second, we

cannot expect the last 1-minute trace before the retraining session is available because per-request

logging is turned off by default due to the significant overhead [79].

Overall, these findings suggest that there are more topics to explore in this long machine learn-

ing pipeline for storage such as efficient retraining, continual learning models [196, 206, 234], and

model zoo/management [160, 173, 280, 290]. There are many research questions to ask. How

often do we need to retrain the model? When retraining, how much recent data should be used?

How to avoid catastrophic forgetting during retraining? To speed up retraining, will data sampling
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work? Which sampling methods can generate highly representative data? After retraining, can the

current model adapt to the new workload behaviors while still remembering past behaviors? How

do we detect performance drifts? What are the I/O characteristics that can provide hints of work-

load drifts? How to know what type of drift (input/environment/etc.) is happening? How often and

how much data to use to check for such drifts? Will continual learning model require heavy com-

putational resources to continuously fine-tune its knowledge? If so, are model zoo/management

methods more efficient and what sets of parameters can be used to activate different models?

3.8 Conclusion and Competitions

This paper shows that extensively exploring various stages of ML pipeline brings many accuracy

and performance benefits. HEIMDALL can also serve as a platform to train future “data scientists

for storage systems.” We have used it as a testbed for “mini competitions,” motivated by popular

competitions such as ImageNet and Kaggle [15, 22]. We had 15 students participate, with each

focusing on different challenges (e.g., “find/create new datasets where the current ML models

perform poorly”, “build a better model or a labeling method”, etc.). They explored 20 forms of

data augmentation, built 35 classification- and 20 regression-based models, and tried other training

strategies (sampling, quantization, etc.). We will release HEIMDALL publicly and hope it can also

serve the community and be extended to cover other important storage policies.
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CHAPTER 4

TINFETCH: A TINY NEURAL NETWORK FOR BLOCK

PREFETCHING VIA PRECISE ADDRESS SEPARATION AND SUFFIX

PREDICTION

4.1 Overview

In the contemporary landscape of high-performance servers tailored for data centers and the de-

manding field of AI/ML training, the dependence on solid-state drives (SSDs) and spinning disks

(HDDs) as secondary storage devices take center stage. The integral role played by these storage

devices in dictating the overall system performance accentuates the need to address and minimize

their I/O latency, especially in a hybrid storage system [176]. Caching and prefetching emerge

as prevalent strategies to mitigate the high access latency of storage devices. Caching involves

using faster but less dense memory to store frequently accessed data [189, 298]. Prefetching [77],

whether implemented in software within the operating system [213, 249, 378] or directly within

the SSD/HDD firmware [343], is introduced as a crucial technique for reducing latency by fetching

data from their original storage in slower memory to cache before they are needed.

Typical block-level cache prefetchers operate by receiving input in the form of logical block

address (LBA) sequences, represented as integer numbers. These prefetchers predict the LBA of

the data that is likely to be accessed shortly and decide on whether to prefetch it or not. Efficient

prefetcher design encounters two primary challenges. First, real-world applications demonstrate

complex LBA access sequences due to random accesses from diverse users or applications, which

are common in modern large-scale storage systems [63, 217]. Second, the precision of prefetchers

is vital for their effectiveness. Inaccurate prefetchers result in inefficient use of I/O bandwidth

and cache space [144]. Consequently, the development of effective prefetchers holds significant

importance for storage systems.

Prefetchers are mostly heuristics going back 1-2 decades ago [91, 104, 152, 167, 197, 223,
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258, 259, 266, 282, 299, 338, 382] where they heavily rely on predefined rules to prefetch data

based on Logical Block Address (LBA) access sequences. However, they struggle with adapting

to complex real-world scenarios due to their rigid pattern detection technique. For example, the

read-ahead prefetcher [114, 193] is restricted to prefetch the next data item within a file for faster

sequential accesses. To address this limitation, various learning-based methods are developed [83,

325, 335], including recent Long Short-Term Memory (LSTM) techniques like DeepPrefetcher

[124] and Delta LSTM [80], which model the LBA delta (difference between successive access

requests) and cover a broader range of LBAs. However, these methods ignore internal temporal

correlation during concurrent accesses, leading to limited performance. More advanced prefetchers

[140, 357] capable of learning complex I/O access patterns are often hard to deploy due to their

computational cost. Accurately predicting future I/O accesses remains challenging, especially in

real-world applications where sequential I/Os are mixed with random requests from multiple users

performing independent tasks simultaneously. The transformation of straightforward accesses on

the application side into seemingly random accesses on the SSD/HDD level adds complexity to

the prediction challenge [71].

In this paper, we take the following position: an ideal solution should be the combination of an

efficient heuristic approach and an accurate learning-based method that can dynamically adjust

its aggressiveness to minimize cache pollution. Moreover, an efficient prefetcher can be deployed

into the production system with negligible computation and space overhead. Unfortunately, ex-

isting prefetching algorithms fall short for several reasons. First, they are designed to only utilize

either the heuristic (pattern-based) approach or the complex learning-based method. Second, the

deployment of the learning-based methods is complicated due to their intricate environment set

up for enabling the continuous training pipeline. Finally, they cannot quickly adapt to temporal

changes in page access patterns which results in over-polluting the cache when being optimistic

and under-utilizing the cache as a result of being pessimistic.

In this work, we propose TINFETCH, a Tiny Neural Network for block prefetching via pre-
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cise address separation and suffix prediction. Unlike existing prefetching algorithms that rely on

detecting and learning specific LBA delta patterns, TINFETCH works by employing an adaptive

heuristic method to disentangle complex interleaved I/O streams and using a pretrained Neural

Network model to predict future LBA access based on the suffixes. Specifically, TINFETCH di-

vides the prefetching algorithm into two modules to form a cohesive hybrid solution, the adaptive

(heuristic) module and the predictive (learning-based) module. First, the adaptive module focuses

on disentangling the random accesses and tuning the prefetching aggressiveness. While the dis-

entanglement makes TINFETCH resilient to short-term irregularities in access patterns (e.g., due

to multi-threading), the aggressiveness tuning helps it to minimize cache pollution. Second, the

predictive module focuses on predicting the future LBA access with the assistance of a small pre-

trained model. This design enables TINFETCH to be deployed in any storage system without the

necessity of a pre-installed ML/AI pipeline, often requiring GPU or TPU (Tensor Processing Unit).

We evaluate TINFETCH against practical real-time prefetching algorithms (Stride, Read-ahead,

Markov Chain) and various state-of-the-art algorithms (SGDP [357], Leap [235], Pythia [67], Delta

LSTM [80]) on real production traces from three major companies (Alibaba [40], Microsoft [25],

and Tencent [33]) and FIO-generated [12] traces. Evaluated on various production and synthetic

traces, TINFETCH achieves a 3% to 27% improvement in hit rate compared to state-of-the-art

heuristics and ML-based prefetchers. Additionally, it has the highest hit rate per storage bandwidth

load of 0.2, surpassing the best state-of-the-art learning-based and heuristic-based prefetchers by

2.4×and 1.6×respectively. Furthermore, our multi-dimensional evaluation shows that TINFETCH

strikes a remarkable balance between a high hit rate and minimal storage bandwidth load, outper-

forming the second-best by 10% in hit rate. We provide a low-overhead, practical implementation

of TINFETCH on a C/C++ language that is optimized for production deployment which achieves

inference latency in sub-µs, tested on 2.6 GHz Intel Core i9.

We make the following contributions in this paper:

• We observe three key shortcomings in prior prefetchers that significantly limit their perfor-
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mance benefits: (1) the use of only LBA delta for pattern detection without a dedicated

disentanglement method, (2) lack of integration between the heuristic and learning-based

method, and (3) lack of generalization capability on the existing learning-based methods

since they always require retraining to adapt to the ever-changing workloads.

• We present TINFETCH, a hybrid prefetcher that combines the effectiveness of heuristic meth-

ods and the learning capability of a Neural Network model. To the best of our knowledge,

TINFETCH is the first prefetching solution that pioneers the use of a pretrained model and a

precise address separation method for disentangling interleaved I/O streams.

• We introduce storage bandwidth load as an important metric for effectively evaluating prefetch-

ing algorithms, given its agnostic nature towards cache size and caching algorithms. This

metric, when combined with the hit rate, provides a comprehensive assessment of both cache

pollution and storage bandwidth utilization.

• By extensive evaluation, we show that TINFETCH outperforms prior state-of-the-art prefetch-

ers over a wide variety of workloads in a wide range of metrics analysis.

4.2 Background

We first briefly review the basics of prefetching and its metrics. We then describe various prefetch-

ing approach, from the traditional to the learning based prefetching. Finally, we explain why

Neural Network is a good framework for designing a prefetcher that fits our goals.

4.2.1 Prefetching

In storage systems, prefetching plays a crucial role in enhancing performance by proactively fetch-

ing data anticipated to be accessed in the near future. These data will be preloaded from a slow

storage device (SSD/HDD) into faster memory, generally DRAM, to decrease the overall read la-

tency. An accurate and efficient prefetcher is important in reducing the performance gap between

different tiers of storage systems [224]. There are three common metrics to evaluate the perfor-
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mance of prefetching algorithms which are hit rate, accuracy, and timeliness. While hit rate

evaluates the success of prefetching by assessing how much of the prefetched data is found in the

cache upon subsequent access, accuracy measures the ratio of the number of prefetched data items

that were subsequently accessed (correct predictions) to the total number of data items that were

prefetched. A high hit rate suggests that the prefetched data is effectively utilized, reducing the

need to fetch the same data from slower storage locations and improving overall system efficiency.

A high accuracy emphasizes the precision of predictions made by the prefetching algorithm. Fur-

thermore, the measurement of these two metrics must obey the timeliness meaning that the hit

rate and the accuracy must be calculated based on the data blocks that were prefetched sufficiently

ahead of time so that the data is present in DRAM in advance of the actual demand.

Traditionally, the prefetching performance is always tied to the cache size and caching algo-

rithm that is being used during the evaluation. A prefetcher can get a very low hit rate when the

cache size is under a certain threshold depending on the traces, and vice versa. The common so-

lution is to provide the same cache size and same cache eviction policy when evaluating them,

but it means that all algorithms must be implemented and integrated into the same systems for

fairness which increases the complexity dimension of the evaluation. To answer this challenge, we

introduce a storage bandwidth load (or bandwidth-load for short) as another important metric for

measuring the performance of a prefetcher. This metric can effectively evaluate the prefetching

algorithms by isolating their performance measurement from the cache size and the caching algo-

rithms. Specifically, storage bandwidth load measures the bandwidth load on the secondary storage

(SSD/HDD) during the prefetching simulation with unlimited cache. The load is affected by the

I/O workload and the prefetched I/Os. For example, when we don’t utilize the cache/memory,

the bandwidth-load will be 100% because all of the requested I/Os will go directly to the storage

(SSD/HDD). When prefetching is enabled, the prefetched I/O will also be counted towards the to-

tal storage bandwidth load. This prefetched I/O could end up reducing the storage bandwidth load

if it is frequently requested. However, it can also significantly increase the storage bandwidth load
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if the prefetching prediction is not accurate causing the storage (SSD/HDD) to be busy fetching

the data instead of serving the actual I/O from the user workload.

In general, the higher the storage bandwidth load, the more likely that the prefetcher is over-

polluting the cache. While a low storage bandwidth load signifies that the load to the secondary

storage device is reduced because most of the requested data blocks can be found in the memory.

Hence, the ideal prefetcher has high hit-rate, high accuracy, and low storage bandwidth load. These

metrics collectively provide insights into the effectiveness, efficiency, and impact of prefetching on

the overall system performance, enabling a comprehensive assessment of prefetching algorithms

in diverse computer system environments.

4.2.2 Basic Heuristic Prefetcher

This class of prefetching algorithms relies on straightforward rules or heuristics to anticipate and

fetch data in advance of explicit requests. These heuristics are designed to recognize predictable

patterns within data block access sequences, and two common variants of this approach are the

Stride Prefetcher [120] and the Read-Ahead Prefetcher [114]. The Stride Prefetcher operates on the

concept of “stride”, which denotes the fixed interval between consecutive accesses. When a regular

pattern is discerned, the Stride Prefetcher predicts the next access by adding a constant stride value

to the current address. It issues prefetch requests for future addresses based on this observed stride,

anticipating sequential access. The Read-Ahead Prefetcher adopts a different strategy by focusing

on fetching contiguous blocks of data beyond the currently requested block. It operates on the

assumption that if one block is accessed, subsequent blocks are likely to be accessed soon. The

Read-Ahead Prefetcher, therefore, issues prefetch requests for these subsequent blocks, aiming

to bring them into the cache before they are explicitly requested. Despite their simplicity and

low computational overhead, these prefetchers are designed based on specific assumptions and

may underperform when these assumptions are violated. One significant limitation is their lack of

adaptability to dynamic changes in access patterns.
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Another line of work utilized Markov chains [89] for prefetching data from SSDs [193, 343].

We compare our approach with these prior works in Section 4.6, confirming prior observations that

Markov chain-based prefetchers have poor accuracy resulting in a high storage bandwidth load

on real-world traces where the I/O streams are more complex [285]. In addition, some variants

of heuristic prefetchers learn irregular access patterns by memorizing pairs of correlated LBAs

[218, 328, 333, 334]. However, that method won’t be effective in dynamic access pattern scenarios

with diverse and inconsistent correlation address pairs. As a result, these traditional methods

cannot achieve good performance in practice which fueled the need to develop more advanced

prefetching techniques, including learning-based approaches.

4.2.3 Learning-based Prefetcher

A Learning-Based Prefetcher represents an advanced class of prefetching algorithms that lever-

ages machine learning techniques to dynamically adapt to and learn from the complex and evolv-

ing access patterns. Unlike Basic Heuristic Prefetchers, which rely on predefined rules or simple

heuristics, Learning-Based Prefetchers can analyze historical access patterns, identify correlations,

and make predictions based on learned models. One of the primary benefits of Learning-Based

Prefetchers is their adaptability. These prefetchers can dynamically adjust their prefetching strate-

gies based on changing access patterns, making them more resilient in scenarios where the assump-

tions of heuristic-based approaches may fall short. By utilizing advanced machine learning models,

such as neural networks or reinforcement learning, these prefetchers can capture dependencies and

correlations that may be challenging for rule-based prefetchers to discern.

In general, the prefetching algorithm can be treated as a prediction problem which can be done

using regression-based or classification-based models. Of those two approaches, classification-

based methods are more popular than regression because they can cover specific/targeted LBA

accesses, but not practical as it is hard to cover all possible LBAs. To reduce the prediction com-

plexity, many learning-based methods are using the LBA delta as the input feature [144], instead of
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the raw LBA. DeepPrefetcher [124] transforms the LBA sequence into LBA deltas, then employs

the word2vec model and LSTM architecture to capture the hidden feature in the input sequence.

Hashemi [144] used neural network based sequence models for prefetching DRAM accesses. To

improve the adaptability where the I/O sizes are fluctuating, Delta LSTM is proposed [80] and

includes I/O size as part of the prediction target. However, relying on the LBA delta makes them

vulnerable to interleaved I/O access pattern because the delta calculation will take the randomly

accessed I/O sequence as it is without applying any disentanglement method which will result in a

hard-to-predict delta pattern. Moreover, due to the vast amount of computation they require for in-

ference, these models’ inference latency is much higher than the acceptable latency of a prefetcher

at any cache level making them impractical and hard to deploy.

Another advanced method is by utilizing graph. Complex patterns in LBA access streams can

be represented as graphs [107, 220]. Nexus uses metadata relationship graphs to assist prefetching

decision-making [133]. Ainsworth et al. design a prefetcher for breadth-first searches on graphs

[47]. SGDP models the LBA delta streams using a weighted directed graph structure to repre-

sent interactive relations among LBA deltas [357]. Unfortunately, the inherent sparsity of LBA

accesses leads to the generation of expansive graphs in sequence-based approaches, rendering

these prefetchers less effective in practical applications. The challenge lies in the limited den-

sity of LBAs, hindering the ability of these methods to generate compact and actionable graphs

that truly capture the intricacies of block access patterns in real-world scenarios. To overcome

the model complexity and the overhead of Neural-Network or Graph-based models, Pythia imple-

ments a Reinforcement Learning (RL) model that can predict the top-N delta efficiently since it

can continuously learn online by iteratively optimizing its policy using the rewards received from

the environment [67]. However, this model tends to cause excessive storage bandwidth load as we

evaluated in Section 4.6.

Overall, while Learning-Based Prefetchers offer significant advantages in adaptability and ac-

curacy, they also face specific challenges that warrant consideration. One of the primary challenges
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lies in the deployment complexity associated with these advanced models and the continuous train-

ing pipeline (CT) to update their models based on real-time (online) observations. This CT pipeline

is complicated to deploy due to its intricate setup of the re-training framework, drift detection, and

data collection methods. These shortcomings are not apparent in small-scale testing, but they result

in limited performance when deployed in a wide-scale production setup. Therefore, the develop-

ment of a tiny pretrained model offers a promising avenue to address the challenges associated

with Learning-Based Prefetchers.

4.3 TINFETCH: Tiny NN Prefetcher

In this section, we first highlight the key idea of our hybrid prefetcher along with its different com-

ponents and the design principles behind them. Finally, we discuss how we develop TINFETCH’

pretrained model. The overall design of the TINFETCH systems is illustrated by Figure 4.1.

4.3.1 Key Idea

We believe that an ideal solution to prefetching challenges lies in a synergistic combination of an

efficient heuristic approach and an accurate learning-based method. Such a hybrid model, charac-

terized by its dynamic adjustability, ensures optimal aggressiveness to minimize cache pollution

effectively. Moreover, the success of an efficient prefetcher is contingent upon its seamless in-

tegration into production systems. Achieving this integration necessitates minimal computation

and space overhead, emphasizing the importance of a solution that not only enhances prefetching

efficacy but also aligns with the practical constraints and efficiency requirements of real-world

computing environments.
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Figure 4.1: TINFETCH System Design. TINFETCH is design as a hybrid-prefetcher which

combines the efficiency of a heuristic method and the accuracy of a learning-based method. As part

of the heuristic method, TINFETCH utilizes a precise address-separation method to disentangle

the past LBAs. TINFETCH then utilizes its hybrid approach to directly prefetch upon a clear

continuous pattern; otherwise, it uses a pre-trained neural network model to predict the suffix of

the memory address to be prefetched.

4.3.2 Main Components

To bring that idea into realization, we developed a modular prefetching solution that consists of

two main components:

1. Adaptive Module

This component refers to a specialized heuristic technique employed within TINFETCH to

disentangle or separate complex interleaved Input/Output (I/O) streams. Its primary ob-

jective is to unravel intricate patterns within concurrent and random accesses. TINFETCH

disentanglement process shares similarities with the stride prefetcher’s stream detection, yet

it boasts superior accuracy owing to its narrower range of LBA suffix. Furthermore, this

module is also responsible for the adaptive aggressiveness behavior of TINFETCH. The ag-

gressiveness is tuned based on the effectiveness of the prefetcher. For example, if there are

very few hits in the last-N accesses, TINFETCH will pause the prefetching action for a while.

When the current hit rate is high, TINFETCH will increase the prefetch size which makes
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Figure 4.2: Predicting the next suffix. TINFETCH uses LBA suffixes to predict the future

LBA. The suffixes are provided by our effective heuristic method that disentangles interleaved I/Os

into sets of streams based on their LBA prefixes. By having a modular design that separates the

disentanglement process from the predictive module, we can optimize the accuracy of each module

and reduce the overall complexity of our prefetching systems.

it more aggressive. These adaptive behaviors are managed efficiently by a smart heuristic

method, without the need for complex learning techniques.

2. Predictive Module

Unlike the previous module that relies on heuristic methods, this module is designed to be

a hybrid that combines the best of both heuristic and learning-based approaches. It’s all

about predicting the next number in a sequence of LBA suffixes as depicted at Figure 4.2.

The heuristic prediction is made by an efficient read-ahead prefetcher that will prefetch the

next LBA if it detects a consecutive pattern. To handle complex sequence where there is

no obvious consecutive pattern within the sequence of suffixes, we use a learning-based

prefetcher that utilizes a pretrained Neural-Network model.

4.3.3 Disentangled Streams

We disentangle the addresses by using modulo operation which can be done efficiently with a bit-

wise operation. The granularity of the prefix is 8MB. In other words, a single prefix will represents

any accesses within 8MB of contiguous data block. TINFETCH maintains 32 last LBA sequences

organized in the form of disentangled streams. Each of the streams stores the list of LBA suffixes

in the same order as it arrives. To achieve an O(1) lookup speed, we use a dictionary data structure

where the prefix is the key and the array of suffixes is the value. Given this prefix-suffix dictionary,
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the predictive module will check how many suffixes are recorded under the current address prefix.

If there are more than three suffixes, the inference process will be triggered utilizing the given

suffixes as the input feature. Otherwise, the model will not prefetch. The details of our ML model

will be explained in the next section.

4.3.4 Pretrained Neural Network

The decision to use a pretrained model is due to the deployment consideration. Without the need to

re-train, we can easily deploy TINFETCH in any storage system, including in the storage devices’

firmware. Using a Neural Network to predict the next suffix in the sequence of LBA suffixes is

effective due to its ability to handle non-rigid patterns. Unlike static heuristic-based prefetchers,

Neural Networks adapt and learn from data, making them well-suited for sequences with varying

complexities. However, efficiently training the Neural Network for sequence prediction is chal-

lenging because it requires striking a balance between model complexity and avoiding overfitting.

Overfitting occurs when the model memorizes the training data instead of learning general patterns,

leading to poor performance on new, unseen data. Therefore, optimizing the network architecture,

selecting appropriate hyperparameters, and employing regularization techniques are crucial tasks

in overcoming this challenge. Additionally, obtaining diverse and representative training data is

essential to ensure the model can effectively generalize to different patterns and variations within

sequences.

To overcome those challenges, we design TINFETCH’s Neural Network model as compact as

possible while still maintaining the accuracy. This model does a regression to predict the future

LBA suffix that ranges between 0 to 8192 (213). We strategically limit this range so that the pre-

dicted block remains within 8MB of the HDD’s head-seek from its current position. This approach

enables TINFETCH to be deployed in HDD firmware without introducing seek overhead when

fulfilling prefetch requests. In SSD deployment, TINFETCH can be seamlessly integrated with-

out any design consequences, as SSDs can efficiently fetch any random data without head-seek
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overhead. In terms of the model, this limited range of suffixes not only enhances precision but

also contributes to a decrease in the overall complexity of TINFETCH’s predictive module. Once

trained, the weights can be used to perform inference in any platform and language with a forward-

propagation formula. This pretrained Neural Network brings significant advantages to TINFETCH

for improving adaptability and reducing the complexity burden during deployment. As depicted in

Figure 4.1, the model architecture comprises ten input features, followed by two fully connected

hidden layers consisting of 128 and 16 neurons respectively. A single output neuron, activated by

a linear activation function, generates the predicted suffix. Both hidden layers utilize the rectified

linear unit (ReLU) activation function and are initialized using a normal distribution. Additionally,

the model is compiled using the mean absolute error as the loss function and the Adam optimizer.

To train the model effectively, we combine real-world traces with synthetic datasets. These syn-

thetic datasets are engineered to mimic various sequencing patterns and incorporate random noises,

simulating challenging access patterns.

4.3.5 Hybrid Prefetching Decision

TINFETCH employs a read-ahead prefetcher in tandem with an ML-based approach, synergistically

enhancing prefetching accuracy. The read-ahead prefetcher operates by proactively fetching the

next block when the last access is contiguous to the currently accessed block. Conversely, the ML-

based prefetcher addresses scenarios lacking an apparent sequential pattern. This combination

ensures effective prefetching, catering to both sequential and non-sequential access patterns. By

leveraging the historical accesses, the ML-based model prefixes and suffixes, it predicts future

blocks likely to be accessed.

4.4 Implementation

We efficiently implement TINFETCH main modules within 200 LOC (Line of Code) in Python

for simulation and C/C++ for low-level system integration. The model is trained on PyTorch
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and the weights are quantized into integers for faster computation during inference. A dedicated

prefetching simulator, comprising 500 LOC in Python, was developed to evaluate performance.

Furthermore, our simulator incorporates four state-of-the-art prefetching solutions (Pythia, Leap,

Delta LSTM, and SGDP) and three fundamental prefetching methods (Stride, Read-ahead, and

Markov Chain), totaling 5000 LOC. This integration allows for a comprehensive analysis of diverse

prefetching strategies within our simulation environment.

4.5 Experiment Setup

This section details how we setup the experiments to evaluate TINFETCH against the other prefetch-

ing solutions.

Workloads: We use FIO-generated traces and production traces from Microsoft, Tencent, and

Alibaba as the workload. In total, billions of I/Os can be simulated from these traces. However,

given our limited computing power, we only pick 50 random samples from these traces. Each

sample trace contains 10k to 100k I/Os which is enough to help the model learn about the work-

load patterns within those time window. Furthermore, since the workload is always evolving and

changing given different user and data usage scenarios, we believe that an ML-based prefetcher

should focus on learning specific/short workload patterns. When the workload changes, we can

update the model accordingly and enable model management to maximize the model reusability

which is out of the scope of our current work. That being said, these randomly selected collec-

tions of traces represent different workload patterns that could happen at any given time. Testing

various prefetching solutions on this workloads will ensure its capability to deal with different

patterns similar to the situation in the real deployment scenario. We will make the FIO-generated

traces publicly available in the future, while the Microsoft, Tencent, and Alibaba traces can be

downloaded at the SNIA website.[25, 33, 40].

Machine Specification: The machine that we use has 125GB RAM and Intel i9-7980XE CPU

@2.60GHz. It supports 2 threads per core and 18 cores per socket. The machine has 4 SSDs from
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various manufacturers: Samsung SM951, WD Ultrastar SN200, Samsung PM1725A, and Intel DC

P4600. For implementation, we use Python 3.8.15 with Keras v2.7.0 and Scikit-Learn v0.24.1.

Code Integration: We implement the basic prefetching algorithms (Stride, Read Ahead and

Markov Chain) based on the description that we can find in a textbook and other papers [89,

120, 235]. Additionally, we acquire the source code of the state-of-the-art prefetchers (SGDP,

Pythia, Leap, and Delta LSTM) from their GitHub repositories [34, 36, 39, 44]. We integrate these

algorithms into our simulator and apply the same default setup for fairness.

Default values: We apply 50:50 for splitting the dataset into training and testing sets. The

prefetchers that require this setup are SGDP, Pythia, and Delta LSTM. As a result, the metrics

measurement for those algorithms will only be done on the 50% of the dataset. Furthermore,

since TINFETCH’s prefetch size is 128KB, we apply the same prefetch size to other prefetching

methods unless it comes with a default mechanism to predict or adjust the prefetch size. The

timeliness is implemented by simulating the fetching/seeking time delay from the HDD which is

about 20 ms. When the prefetcher decides to fetch a data block, we will put that data block into

a pending queue and apply a 20 ms delay before making it available in the cache. We believe

that this delay is sufficient for storing the prefetched data in memory, especially considering that

TINFETCH piggybacks the prefetch target onto the current I/O. This approach ensures that the

HDD head only needs to move within 8MB of its current position to fulfill the prefetching request

( as explained in §4.3.4) which can be done easily within 20 ms.

Unlimited memory: In real-world production environments, prefetching algorithms are typi-

cally combined with caching algorithms to manage the heap efficiently. However, for the purpose

of evaluating the true performance of the prefetcher algorithm, all experiments are conducted with

an unlimited cache size. This approach allows us to assess the prefetcher’s ability to accurately pre-

dict future data without being influenced by the performance of different cache eviction policies.

With this unlimited memory setup, the storage bandwidth load (§4.2.1) measurement is critical to

evaluate the aggressiveness and the accuracy of different algorithms.
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Figure 4.3: Hit Rate across

various traces. TINFETCH

achieves average hit rate at

around 30% with Microsoft

and Tencent being the most

challenging traces.
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Figure 4.4: Accuracy

across various traces. TIN-

FETCH gets 4.5x higher accu-

racy on FIO-generated traces

compared to the Microsoft,

Tencent, and Alibaba traces.
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Figure 4.5: Storage Band-

width load. The

FIO-generated traces being

the most predictable workload

compared to Microsoft, Ten-
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4.6 Evaluation

We start our TINFETCH evaluation by detailing its performance on various trace sources. Then, we

compare its performance against the other prefetching techniques based on the hit rate, accuracy,

and storage bandwidth load (or bandwidth-load for short). Finally, we analyze the performance

and calculate the overall score.

4.6.1 TINFETCH on Various Workloads

Illustrated in Figure 4.3, Figure 4.4, and Figure 4.5, we want to evaluate TINFETCH’s perfor-

mance on each workload. In Figure 4.3, TINFETCH maintains a stable average hit rate of approx-

imately 30%, with FIO-generated traces emerging as the most unpredictable workload which re-

sults in hit rate ranging from 1% to 80%. Moving to Figure 4.4, the accuracy across various traces

is quite stable, especially at Microsoft, Tencent, and Alibaba averaging around 15%. Addition-

ally, TINFETCH’s exceptional performance can be seen from the accuracy on FIO-generated traces

which is 4.5x higher than the other traces. Finally, Figure 4.5 reveals that while TINFETCH intro-

duces a high bandwidth-load on most traces, it exhibits a very low bandwidth-load on the majority
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Figure 4.6: Hit Rate vs Storage Bandwidth Load. TINFETCH performed best, having the

highest high hit-rate with considerably low storage bandwidth load (bottom right))

of FIO-generated traces. The bandwidth-load means that adding a prefetching system can alleviate

significant load from the underlying storage devices which usually happens when the workload

pattern is easily predictable which can be observed from the accuracy score that reach 80% as

shown in the previous figure. Overall, this set of experiments shows that TINFETCH performs rea-

sonably well across these diverse collections of workloads. Going forward, the experiments will

be run on all of these workloads without showing detailed performance numbers on each trace.

This will simplify our evaluation metrics when comparing TINFETCH vs other solutions.

4.6.2 Hit Rate vs Storage Bandwidth Load

In this experiment, we want to compare TINFETCH against other prefetching techniques by show-

ing how each algorithm handle the tradeoff between performance gain and the bandwidth-load.

As shown by Figure 4.6, the optimal performance of TINFETCH is evident as it is the closest

one to the bottom-right quadrant marked by the blue area in the graph. In this region, TINFETCH

demonstrates its superiority by achieving the highest hit rate while maintaining significantly low

storage bandwidth-load. This outcome underscores TINFETCH’s efficiency in prefetching, strik-
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Figure 4.7: Prefetching Accuracy. TINFETCH achieves high accuracy at around 33%, followed

closely by Delta LSTM and Read Ahead prefetcher. A high accuracy emphasizes the precision of

predictions made by the prefetching algorithm.

ing a balance between a remarkable hit rate and minimal storage bandwidth-load. The second

best algorithm is Markov Chain as it stays within the border between blue and red zones. Pythia

and SGDP perform well on the hit rate metric, but they fail badly in the storage bandwidth-load

category. Conversely, Leap and Stride exhibit simultaneous low bandwidth-load and minimal hit

rates. This aligns with expectations for prefetchers struggling to discern any distinct LBA pattern

within the trace. Consequently, this difficulty leads to a lower prefetch frequency and an overall

diminished hit rate. In the next experiment, we will compare TINFETCH to other prefetchers based

on different evaluation metrics.

4.6.3 Prefetching Accuracy Analysis

Accuracy is one of the most important metrics in the case of prefetching. It measures how precise

the prediction made by the prefetching algorithm is. Based on Figure 4.7, TINFETCH achieves the

highest accuracy rate followed by Read Ahead and Leap prefetcher as the second and third-best

with all of them having nearly the same accuracy scores at around 33%. Next, there is Pythia

Markov Chain, and SGDP which get around 25% accuracy. Finally, Delta LSTM and Stride sit

in the last two positions where Stride gets the lowest score at 10% which is also reflected in the

previous figure. Nevertheless, a closer examination of Read Ahead and Leap reveals that rely-
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Figure 4.8: Hit rate distribution. TINFETCH achieves highest hit rate value and performs

consistently around the median result.

ing solely on the accuracy data might not convey the complete narrative. As depicted in Figure

4.6 these two prefetchers find themselves in the red zones, indicating a challenge in achieving an

optimal balance between maximizing performance gain and minimizing storage bandwidth load.

Intriguingly, Markov Chain presents a positive outcome in Figure 4.6, despite having a moderate

accuracy score. This observation implies that a lower accuracy score does not always correlate

with a reduced hit rate. Such instances occur when a prefetcher, despite its lower accuracy, suc-

cessfully retrieves popular data blocks in a timely manner, consequently boosting its hit rate. This

underscores the nuanced nature of prefetching dynamics. Lastly, since TINFETCH consistently

dominates the metrics in accuracy, hit rate, and bandwidth-load as shown in the last two figures,

it reinforces TINFETCH’s prowess and reliability in achieving superior performance in diverse

aspects of prefetching.

4.6.4 TINFETCH’s Performance Score

Examining Figure 4.8 reveals that TINFETCH boasts the highest average hit rate, closely trailed

by Pythia and Markov Chain. relying solely on this data doesn’t provide a comprehensive under-
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Algorithm Hit (%) BW-load (%) Perf. Score

TINFETCH 34.3 167.2 0.205

Markov Chain 24.7 197.0 0.125

Pythia 31.3 372.7 0.084

Read Ahead 11.6 145.2 0.080

SGDP 29.2 371.1 0.078

Stride 10.1 129.6 0.077

Leap 9.1 123.5 0.074

Delta LSTM 14.4 244.4 0.058

Table 4.1: Performance Score. TINFETCH acquires the best performance score.

standing of algorithm performance. A closer look at Table 4.1 unveils the storage bandwidth load

(SBL) for each algorithm. Notably, despite Pythia securing the second-highest hit rate, its storage

bandwidth load score is the worst among all algorithms. This discrepancy suggests that a high hit

rate can lead to excessive storage bandwidth load, particularly when the prefetcher aggressively

fetches the data blocks which causes cache pollution.

Performance Score =
Hit Rate

Storage BW Load
(4.1)

To fully evaluate these multi-dimensional metrics, we formulated a scoring method named

Performance Score, outlined in Equation (4.1). As detailed in Table 4.1, TINFETCH attains the

highest performance score of 0.2, surpassing the best state-of-the-art learning-based and heuristic-

based prefetchers by 2.4x and 1.6x respectively. This comprehensive evaluation underscores TIN-

FETCH’s outstanding performance across various dimensions.
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4.7 Conclusion

We have introduced TINFETCH, a novel data prefetching method that combines heuristic and

learning-based approaches. It not only achieves a high hit rate but also maintains low storage

bandwidth load, enabling its practical use in high-performance data centers. TINFETCH also opens

doors for future work, such as exploring combinations of traditional algorithms with various ma-

chine learning models. In addition, there are many components inside TINFETCH that can be

further enhanced, such as improving the stream-disentanglement algorithm and compressing the

neural network model.
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CHAPTER 5

OTHER WORKS

Here we briefly describe some of our other storage-related works, including PBSE (Section 5.1),

FlyMC (Section 5.2), E2E (Section 5.3), and LibrOS (Section 5.4).

5.1 PBSE: A Robust Path-Based Speculative Execution for

Degraded-Network Tail Tolerance in Data-Parallel

Data-parallel frameworks have become a necessity good in large-scale computing. To finish jobs

on time, such parallel frameworks must address the “tail latency” problem. One popular solution

is speculative execution (SE); with SE, if a task runs slower than other tasks in the same job (a

“straggler”), the straggling task will be speculated (via a “backup task”). With a rich literature

of SE algorithms, existing SE implementations such as in Hadoop and Spark are considered quite

robust. Hadoop’s SE for example has architecturally remained the same for the last six years, based

on the LATE algorithm [361]; it can effectively handle stragglers caused by common sources of

tail latencies such as resource contentions and heterogeneous resources.

However, we found an important source of tail latencies that current SE implementations can-

not handle graciously: node-level network throughput degradation (e.g., a 1Gbps NIC bandwidth

drops to tens of Mbps or even below 1 Mbps). Such a fault model can be caused by a severe net-

work contention (e.g., from VM over-packing) or due to degraded network devices (e.g., NICs and

network switches whose bandwidth drops by orders of magnitude to Mbps or Kbps level in produc-

tion systems. The uniqueness of this fault model is that only the network device performs poorly,

but other hardware components such as CPU and storage are working normally; it is significantly

different than typical fault models for heterogeneous resources or CPU/storage contentions.

To understand the impact of this fault model, we tested Hadoop [4] as well as other systems
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including Spark [360], and Flume [3], and Apache S4 [5], on a cluster of machines with one

slow-NIC node. We discovered that many tasks transfer data through the slow-NIC node but

cannot escape from it, resulting in long tail latencies. Our analysis then uncovered many surprising

loopholes in existing SE implementations, which we bucket into two categories: the “no” straggler

problem, where all tasks of a job involve the slow-NIC node (since all tasks are slow, there is “no”

straggler detected) and the straggling backup problem, where the backup task involves the slow-

NIC node again (hence, both the original and backup tasks are straggling). Overall, we found that

a network-degraded node is worse than a dead node; it leads to a worse performance degradation.

Given the maturity of SE implementations (e.g., Hadoop is 10 years old), we investigate further

the underlying design issues that lead to the loopholes. We believe there are two root causes. First,

node-level network degradation (without CPU/storage contentions) is not considered a fault-model.

Yet, this real fault model affects data-transfer paths, not just tasks per se. This leads us to the second

root cause: existing SE approaches only report task progress but do not expose path progress. Sub-

task progresses such as data transfer rates are simply lumped into one progress score, hiding slow

paths from being detected by the SE algorithm.

In PBSE [304], we present a robust solution to the problem, path-based speculative execu-

tion, which contains three important ingredients: path progress, path diversity, and path-straggler

detection and speculation.

First, in PBSE, path progresses are exposed by tasks to their job/application manager (AM).

More specifically, tasks report the data transfer progresses of their Input→Map, Map→Reduce

(shuffling), and Reduce→Output paths, allowing the AM to detect straggling paths. Unlike the

simplified task progress score, our approach does not hide the complex dataflows and their pro-

gresses, which are needed for a more accurate SE. Paths were not typically exposed due to limited

transparency between the computing (e.g., Hadoop) and storage (e.g., HDFS) layers; previously,

only data locality is exposed. PBSE advocates the need for a more cross-layer collaboration, in a

non-intrusive way.
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Second, before straggling paths can be observed, PBSE must enforce path diversity. Let’s

consider an initial job (data-transfer) topology X→B and X→C, where node X can potentially

experiences a degraded NIC. In such a topology, X is a single point of tail-latency failure (“tail-

SPOF” for short). Path diversity ensures no potential tail-SPOF will happen in the initial job

topology. Each MapReduce stage will now involve multiple distinct paths, enough for revealing

straggling paths.

Finally, we develop path-straggler detection and speculation, which can accurately pinpoint

slow-NIC nodes and create speculative backup tasks that avoid the problematic nodes. When a

path A→B is straggling, the culprit can be A or B. For a more effective speculation, our techniques

employ the concept of failure groups and a combination of heuristics such as greedy, deduction,

and dynamic-retry approaches, which we uniquely personalize for MapReduce stages.

We have implemented PBSE in the Hadoop/HDFS stack in 6003 LOC (which we will release

publicly). PBSE runs side by side with the base SE; it does not replace but rather enhances the

current SE algorithm. Beyond Hadoop/HDFS, we also show that other data-parallel frameworks

suffer from the same problem. To show PBSE generality, we also have successfully performed

initial integrations to Hadoop/QFS stack [265], Spark [360], and Flume [3].

We performed an extensive evaluation of PBSE with a variety of NIC bandwidth degradations

(60 to 0.1 Mbps), real-world production traces (Facebook and Cloudera), cluster sizes (15 to 60

nodes), scheduling policies (Capacity, FIFO, and Fair), and other tail-tolerance strategies (aggres-

sive SE, cloning, and hedge read). Overall, we show that under our fault model, PBSE is superior

to other strategies (between 2–70×speed-ups above the 90th-percentile under various severities of

NIC degradation), which is possible because PBSE is able to escape from the network-degraded

nodes (as it fixes the limitation of existing SE strategies).

PBSE is a major continuation of our prior work in the “limplock” paper [105]. In this PBSE

paper, we deliver many new contributions. First and most significantly, we introduce PBSE as

a robust solution to the aforementioned problem, while the limplock paper only highlights the
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problem. Second, in terms of Hadoop, our prior work only used four simple microbenchmarks,

while for PBSE, we ran over 850 of hours of real production workloads. As a result, we uncovered

more loopholes than the three limplock topologies we reported before [105]). The more uncovered

loopholes allowed us to dissect the root causes such as the hidden path progresses. Finally, we

have collected more stories of degraded NIC from datacenter engineers and operators, who also

highlight that monitoring tools are not a sufficient solution to address the problem.

5.2 FlyMC: Highly Scalable Testing of Complex Interleavings in

Distributed Systems

Datacenter systems such as distributed key-value stores, scalable file systems, data-parallel com-

puting frameworks, and distributed synchronization services, are the backbone engines of modern

clouds, but their complexities and intricacies make them hard to get right. Among all types of is-

sues in such systems, complex interleavings of messages, crashes, and reboots are among the most

troublesome [119, 145, 226, 227, 330]. Such a non-deterministic order of events across multiple

nodes cause “distributed concurrency” bugs to surface (or “DC bugs” for short). Developers deal

with DC issues on a monthly basis [130, 136], or worse on a weekly basis for newly developed

protocols [7]. They are hard to reproduce and diagnose (take weeks to months to fix the majority)

and lead to harmful consequences such as whole-cluster unavailability, data loss/inconsistency, and

failed operations [203].

Ideally, bugs should be unearthed in testing, not in deployment [101]. One systematic testing

technique that fits the bill is stateless/software model checking that runs directly on implementation-

level distributed systems [134, 137, 174, 202, 296, 347, 353]. These software model checkers1

attempt to exercise many possible interleavings of non-deterministic events such as messages and

fault timings, hereby pushing the target system into unexplored states and potentially revealing

1. In this paper, “checkers” specifically represent the distributed system software model checkers, as cited above,

not including “local” thread-scheduling checkers [14, 251] or the classical model checkers [113, 129].

111



1e0

1e2

1e4

1e6

Raft-1 Raft-2 Raft-3 Paxos-1 Paxos-2 Paxos-3
P

a
th

s

DFS  mDPOR SAMC FlyMC

Figure 5.1: Checkers1 scalability. The x-axis represents the tested protocol (Raft or Paxos) with

1 to 3 concurrent updates. The log-scaled y-axis represents the number of paths to exhaust the

search space (i.e., the path explosion). Compared to our checker, FLYMC, current checkers do not

scale well under more complex workloads. “↑” indicates incomplete path exploration.
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Figure 5.2: A complex DC bug in Cassandra Paxos (CASS-1). This bug which we label

as “CASS-1” [6] requires three Paxos updates and only surfaces with the two flips (the prepare

message with ballot 2 must be enabled before the commit with ballot 1 and the prepare with ballot

3 before the propose with ballot 2) happening within all the possible flips of the 54 events, resulting

in data inconsistency.

hard-to-find bugs.

One nemesis of checkers is the path explosion problem. As an illustration, suppose there are

10 concurrent messages (events) {a,b, .., j}, a naive checker such as depth-first search (DFS) has

to exercise 10! (factorial) unique execution paths (ab..i j, ab.. ji, and so on). Figure 5.1 illustrates

further this explosion problem. The gray “DFS” bar shows almost 100 paths to explore (in y-axis)

under a simple workload such as an instantiation of a Raft update protocol (“Raft-1”) [263].

To tame this problem, checkers employ path reduction algorithms. For example, MODIST

[353] and some others [296, 347] adapted the popular concept of Dynamic Partial Order Reduction

(DPOR) [117, 128], for example “a message to be processed by a given node is independent of

other concurrent messages destined to other nodes [hence, need not to be interleaved].” SAMC

[202] also extended DPOR further. As a result, reductions significantly improve upon a naive DFS

method, as shown by the “mDPOR” and “SAMC” bars on Raft-1 in Figure 5.1.

Despite these early successes, we found that the path explosion problem remains untamed
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under more complex workloads. For example, under two or three concurrent Raft updates (Raft-2

and -3 workloads in Figure 5.1), the number of paths to explore still increases significantly in

MODIST and SAMC. Not to mention a much more complex workload such as Paxos [195] where

the path explosion is larger (e.g., Paxos-1 to -3 workloads in Figure 5.1).

To sum up, existing checkers fail to scale under more complex distributed workloads. Yet in

reality, some real-world bugs are still hidden behind complex interleavings. For example, the Paxos

bug in Cassandra in Figure 5.2 can only surface under a workload with three concurrent updates

with 54 events in total. These kinds of bugs will take weeks to surface with existing checkers,

wasting testing compute resources and delaying bug finding and fixes. For all the reasons above, to

find DC bugs, some checkers mix their algorithms with random walks [353] or manual checkpoints

[137], hoping to faster reach “interesting” interleavings that would lead to DC bugs. However, this

approach becomes unsystematic – the random and manual approaches lead to poorer coverage than

a systematic coverage of all states relevant to observable events.

We present FLYMC, a fast, scalable, and systematic software/stateless model checker that

covers all states relevant to observable events for testing distributed systems implementations.

FLYMC achieves scalability by leveraging the internal properties of distributed systems as we

illustrate below with three FLYMC’s algorithms.

(1) Communication and state symmetry: Common in cloud systems, many nodes have the

same role (e.g., follower nodes, data nodes). The state transitions of such symmetrical nodes

usually depend solely on the order and content of messages, irrespective of the node IDs/addresses.

Thus, FLYMC reduces different paths that represent the same symmetrical communication or state

transition into a single path.

(2) Event independence: While state symmetry significantly omits symmetrical paths, many

events must still be permuted within the non-symmetrical paths. FLYMC is able to identify a

large number of event independencies that can be leveraged to alleviate a wasteful reordering. For

example, FLYMC automatically marks concurrent messages that update disjoint sets of variables
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as independent. FLYMC can also find independence among crash-related events.

(3) Parallel flips: While the prior methods reduce message interleavings to every node, in

aggregate many flips (reordering of events) must still be done across all the nodes. The problem

is that in existing checkers, only one pair of events is flipped (reordered) at a time. To speed this

up, parallel flips perform simultaneous reorderings of concurrent messages across different nodes

to quickly reach hard-to-reach corner cases.

Finally, not only path reduction but wall-clock speed also matters. Existing checkers must wait

a non-negligible amount of time in between every pair of enabled events for some correctness and

functionality purposes. The wait time is reasonable under simple workloads, but it significantly

hurts the aggregate testing time of complex workloads. FLYMC optimizes this design with local

ordering enforcement and state transition caching.

Collectively, the algorithms make FLYMC on average 16× (up to 78×) faster than other state-

of-the-art systematic and random-based approaches, and the design optimizations improve it to

28× (up to 158×). FLYMC is integrated with 8 widely-used systems, the largest number of inte-

gration that we are aware of. We model checked 10 protocol implementations (Paxos, Raft, etc.),

successfully reproduced 12 old bugs, and found 10 new DC bugs, all confirmed by the developers

and all were done in a systematic way without random walks or manual checkpoints. Some of

these bugs cannot be reached by prior checkers within a reasonable time. We have released our

FLYMC publicly [13].

5.3 E2E: Embracing User Heterogeneity to Improve Quality of Experience

on the Web

Improving end-to-end performance is critical for web service providers such as Microsoft, Ama-

zon, and Facebook, whose revenues depend crucially on high quality of experience (QoE). More

than ten years have passed since Amazon famously reported every 100ms of latency cost them

1% in sales, and Google found 0.5s additional load time for search results led to 20% drop in
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traffic [24]. Today, latency remains critical but the consequences have gotten steeper: an Akamai

study in 2017 showed every 100ms delay in website load time hurt conversion rates by 7% [29],

and Google reported higher mobile webpage load times more than doubling the probability of

a bounce [31]. Naturally, web service providers strive to cut server-side delays—the only de-

lays they can control—to improve the end-to-end performance of each web request. Following

this conventional wisdom, a rich literature has developed around reducing web service delays

(e.g. [86, 141, 154, 188, 307, 312, 339]).

Our work is driven by a simple observation: although reducing server-side delay generally

improves QoE, the exact amount of QoE improvement varies greatly depending on the external

delay of each web request, i.e.the total delay caused by ISP routing, last-mile connectivity, and

so forth. In other words, if we define QoE sensitivity as the amount QoE would improve if the

server-side delay were reduced to zero, there is substantial heterogeneity in QoE sensitivity across

users. This heterogeneity results from two empirical findings. First, as illustrated in Figure 5.3(a),

QoE typically decreases along a sigmoid-like curve as delay increases. When the external delay is

very short or very long (e.g.A or C on the curve), QoE tends to be less sensitive to the server-side

delay than when the external delay is in the middle (e.g.B on the curve). We verified this trend

using traces from Microsoft, a cloud-scale production web framework, as well as a user study we

ran on Amazon MTurk to derive QoE curves for several popular websites.

Second, external delays are inherently diverse across user requests due to factors that are be-

yond the control of web service providers: e.g.ISP routing, last-mile connectivity, DNS lookups,

and client-side (browser) rendering and processing. Our analysis of Microsoft traces reveals sub-

stantial variability in external delays even among requests received by the same frontend web

server, for the same web content.

The heterogeneity in QoE sensitivity implies that following the conventional wisdom of mini-

mizing server-side delays uniformly across all requests can be inefficient, because resources may

be used to optimize requests that are not sensitive to this delay. Instead, we should devote these
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Figure 5.3: (a) An illustrative example of three requests with different QoE sensitivities to server-

side delays, and (b) the potential QoE/throughput improvement if we leverage user heterogeneity.

resources to requests whose QoE is sensitive to server-side delay.

At a high level, user heterogeneity is inherent to the Internet’s loosely federated architecture,

where different systems are connected together functionally (client devices, ISPs, cloud providers,

etc.), but delay optimization is handled separately by each system. Our work does not advocate

against this federated architecture; on the contrary, we argue that web service providers should

embrace the heterogeneity of QoE sensitivity across users to better allocate server-side resources

to optimize user QoE. Using traces from Microsoft, we show that by reshuffling server-side delays

among concurrent requests so that requests with more sensitive QoE get lower server-side delays,

we could increase average duration of user engagement (a measure of QoE) by 28% .

To fully explore the opportunities of leveraging user heterogeneity, we present E2E [367], a

resource allocation system for web services that optimizes user QoE by allocating resources based

on each user’s sensitivity to server-side delay. E2E can be used by any shared-resource service; for

example it can be used for replica selection in a distributed database such that sensitive requests

are routed to more lightly-loaded replicas.

The key conceptual challenge behind E2E is that, unlike static properties of a request (e.g.basic

vs. premium subscription, or wireless vs. wired connectivity), one cannot determine the QoE sen-

sitivity of a request upon arrival based solely on its external delay. Instead, QoE sensitivity depends

on the server-side delay as well. The same server-side delay might cause more QoE degradation

to a seemingly less sensitive request (A) than to a seemingly more sensitive request (B), depending

on the magnitude of the delay. Thus, one cannot prioritize the allocation of resources without tak-
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ing into account the external delay distribution as well as the server-side delay distribution, which

in turn is affected by the by the resource allocation itself. This makes the problem circular and

computationally expensive to solve at the timescale of a web serving system.

E2E addresses this challenge from both the algorithmic perspective and the systems perspec-

tive. From the algorithmic perspective, E2E decouples the resource allocation problem into two

subproblems, each of which can be solved efficiently: (1) a workload allocation process, which

determines the server-side delay distribution without considering QoE sensitivity; and (2) a delay

assignment process, which uses graph matching to “assign” the server-side delays to individual

requests in proportion to their QoE sensitivity. E2E solves the two subproblems iteratively until it

finds the best workload allocation and delay assignment.

From the systems perspective, E2E further reduces the decision-making cost of each request

by coarsening the timescale and the granularity of resource allocation decisions. Observing that

the optimal allocations are insensitive to small perturbations in the distributions of external delays

and server-side delays, we allow the system to cache the allocation decisions in a lookup table that

can be disseminated as needed, and only update it when a significant change is detected in either

of the delay distributions.

We demonstrate the practical benefit of E2E by integrating it into two open-source systems

to make them QoE-aware: replica selection in a distributed database (Cassandra) and message

scheduling in a message broker (RabbitMQ). We use a trace-driven evaluation based on Microsoft

traces and our testbed deployments to show that (1) E2E can improve QoE (duration of user en-

gagement) by 28% or serve 40% more concurrent requests without any drop in QoE; and (2) E2E

incurs negligible (4.2%) system overhead and less than 100µs delay.

5.4 Layered Contention Mitigation for Cloud Storage

In the storage world, many varieties of products including hyperconverged storage, key-value

stores and databases, are advertised not only with traditional metrics such as throughput and av-
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erage latency, but tail latency as well (e.g.Xms latency guaranteed at the Y th percentile) [1, 16,

17, 30]. For many storage deployments, especially in the cloud, resource sharing is a de-facto

configuration; many different users share the same storage, different applications run on the same

machine, and foreground and background tasks can run at the same time. While reports say un-

predictable latency can be caused by many factors [212], in this context of sharing, the dominant

factor of unpredictable latency is resource contention.

The major challenge is that contention appears in many different resource layers, all directly

impacting software systems that use multiple resources, including storage systems. Let’s take

distributed cloud storage such as key-value stores as an example. They require CPUs to process

user requests, memory to cache the data, lock resources to implement concurrent data sharing

correctly, and storage devices to fairly and promptly serve their I/Os. However, CPUs might not be

instantly available due to process/VM contention, load imbalance or task rebalancing across cores

[102, 143, 165, 207, 264, 270, 345]; memory access can be halted by the language runtime for

heap reorganization [73, 125, 126, 233, 256, 306]; foreground locks might be used by background

management operations such as compaction, flushing and migration [60, 186, 204, 274]; and I/Os

can be delayed under bursty workloads [68, 169, 216, 245, 275]. Another challenge on top of all

of these is that unlike compute jobs that run for seconds, the small latency tail that storage users

expect is at the millisecond granularity (e.g.5ms at the 99th-percentile latency).

Guaranteeing highly stable latencies in multi-resource systems including distributed storage is

still an open-ended challenge. In this context, we studied and reviewed popular contention miti-

gation scenarios, from application modification, speculation, replica selection and resource-level

optimization, and evaluate them on multiple dimensions such as simplicity, efficiency, reactivity

and coverage. We found that while each of these methods has advantages in multiple dimensions,

they have inherent limitations that cannot be fixed within its own category.

Our finding poses the following question: Is there a strategy that can combine the best of all

the worlds, e.g.a strategy that can keep the simplicity of speculation, the efficiency of application
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modification, the reactivity of resource optimization, and the coverage of replica selection? We

found that this question is fundamentally hard to answer when existing methods attempt to solve

the problem either entirely in the applications or in the individual resource managers (e.g.in OS,

runtime or library).

We introduce LIBROS [319], an ecosystem for contention mitigation with supports from li-

brary, runtime, and operating system layers. The principle behind our ecosystem is that while

distributed applications are responsible for the retry mechanisms (as they know where data repli-

cas are), resource managers should help notify applications when resources are highly contended.

In this “app-OS” co-design, neither the application nor the resource managers attempt to solve the

problem entirely by itself.

The key ingredient in LIBROS is enabling a uniform type of support that can be adopted across

multiple resource layers. For this, LIBROS first introduces an end-to-end “request” abstraction

that flows through multiple resource layers. The concept of request, including its corresponding

deadline and cancellability, becomes a first-class citizen. In mitigating tail latency, resource man-

agers now operate on request level as opposed to opaque stream of bytes. Around this abstraction,

resource managers can build a stackable support, namely request cancellation and delay prediction,

for the individual resources that they manage.

To adhere on simplicity, our approach does not modify resource-level policies such as schedul-

ing and allocation decisions. Instead, given a particular QoS policy that a resource manager em-

ploys, we build a delay predictor that estimates how long an incoming request will be delayed in

that layer. Hence, all the resource layers in the LIBROS ecosystem can provide a new, uniform

capability: when a request arrives at a resource layer, the resource manager predicts the delay in

that layer, and if the delay violates the request deadline, the layer will cancel this (cancellable)

request, knowing that the application has another replica to go to.

To achieve fast reactivity, resource managers send cancellation notifications that inform the

application to quickly react to the delay by sending speculative retries to other replicas. At the same
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time, efficiency (no extra load) is achieved because the original request has been automatically

cancelled by the contended resource layer. Finally, for coverage, we build the capability above for

three major often-contended resources. Specifically, we present ETOS, an operating system with

CPU contention prediction, ETR, a Java runtime that notifies when requests will be stalled due

to heap garbage collection, and ETLIB, a library that throws an exception when a lock cannot be

required within the deadline. (“ET” implies end-to-end tail mitigation support.)

In building LIBROS, the main challenge is creating two new capabilities in resource layers:

prompt cancellation notification and accurate delay prediction. In our implementation, these ca-

pabilities are written in 2300, 1000 and 250 LOC in ETOS, ETR and ETLIB, respectively (will

be open sourced). To make applications benefit from these capabilities, LIBROS exposes simple

APIs, e.g., we modified Cassandra and MongoDB only in 120 and 50 lines, respectively. Our

evaluation shows that LIBROS is faster by 5-70% starting at 90P (the 90thpercentile) than popular

practices such as speculative execution and is only 3% slower on average compared to the “best”

(no contention) scenario.
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CHAPTER 6

FUTURE WORKS

In this section, we outline several promising avenues for future research and development in the

field of storage systems. These areas represent diverse yet interconnected aspects of leveraging

machine learning (ML) techniques to enhance the efficiency, scalability, and adaptability of storage

infrastructure. As storage systems continue to evolve in complexity and diversity, the need for more

adaptable systems becomes increasingly imperative. Utilizing machine learning enables systems

to learn abstract patterns that may elude traditional heuristic-based algorithms, thereby unlocking

new levels of optimization and performance enhancement.

6.1 Groupability-aware Computing

Groupability-aware computing introduces a novel paradigm in data processing by leveraging the

inherent grouping structures present in data access to enhance computational efficiency for an

all-or-nothing scenario. In EVSTORE, we have shown that groupability pattern can be mined ef-

ficiently with negligible overhead while being integrated into various caching algorithms. This

fundamental principle of groupability can be generally applied to develop a groupability-aware

computing, emphasizing its ability to exploit group-based patterns [84], correlations, and depen-

dencies to optimize algorithmic performance across diverse domains such as machine learning,

data mining, and data access optimization in various topics such as graph analytics [354], graph

learning [131], protein discovery [354], big data framework [185], memory offloading system

[327], ML/AI serving systems [359], microservices [231], large language model serving [190],

serverless computing [108], semi-microkernel file system [228], and disagregated memory system

[200].
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6.2 Hybrid Caching Algorithm

Heuristic-based caching systems often rely on predefined rules or policies, which may not adapt

well to dynamic and evolving workloads. On the other hand, ML-based approaches have shown

promise in learning complex patterns and making predictions based on historical data. By combin-

ing the strengths of both approaches, hybrid caching systems aim to achieve improved adaptability,

efficiency, and performance optimization. ML algorithms can leverage large datasets to identify

patterns and trends in workload behavior, while heuristic algorithms can provide stability and relia-

bility in decision-making processes. This integration allows caching systems to dynamically adjust

their caching policies based on real-time workload characteristics, leading to enhanced cache hit

rates, reduced latency, and improved overall system performance. For example, our EVSTORE

can be improved to continuously learn about the workload and fine tune the caching configura-

tion dynamically based on the workload pattern. Moreover, we can also build a general ML agent

that can learn the behaviour of any given heuristic based caching algorithm such as FIFO [352].

Then, the agent will dynamically fine-tune any algorithm independently by relying on feedback

mechanism from the environment similar to the Q-learning strategy in Reinforcement Learning.

Given the popularity and the scale of in-memory database to store ML-related data structure, we

can combine the hybrid caching algorithm with efficient concurrency protocol [241] and novel

indexing method [362] to improve the asynchronous update performance and its consistency.

6.3 Machine Learning Framework for ML-for-Storage

The ML Framework for ML-for-Storage represents a structured approach to implementing machine

learning techniques in storage systems to enhance their efficiency, reliability, and performance. By

extensively exploring various stages in ML pipeline, such as data preprocessing, feature engi-

neering, model training, and evaluation, this framework enables the development of intelligent

storage solutions tailored to specific use cases and workloads. Through the integration of ma-
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chine learning algorithms, such as classification, regression, clustering, and anomaly detection,

into storage management tasks, the framework aims to optimize resource allocation, improve data

access patterns, and mitigate performance bottlenecks. The DS framework in our HEIMDALL can

be extended to explore various ML-for-Storage topics such as scheduling [155, 292, 323], data

placement [244, 287, 301], automatic hardware optimization [363], model management [295], and

autonomous database [322].

6.4 ML-based I/O admission/placement for Zoned Namespace SSD

Traditional admission control mechanisms often struggle to adapt to the unique characteristics of

Zoned Namespace SSDs, which organize storage into zones with different performance charac-

teristics. ML techniques offer a promising solution by leveraging historical data and workload

patterns to make intelligent decisions about which I/O requests to admit to the SSD. By analyzing

various factors such as access patterns, data locality, and resource availability, ML models can

dynamically adjust admission policies to optimize performance and resource utilization. This ap-

proach enables Zoned Namespace SSDs to better handle diverse and dynamic workloads, leading

to improved throughput, reduced latency, and enhanced overall system efficiency [244]. For ex-

ample, ML-based I/O admission similar to our HEIMDALL can learn about the workload behavior

and adjust the admission strategy dynamically to minimize the tail latency [103, 153, 211, 303].

6.5 Data-stall aware DNN Training/Scheduling

Incorporating machine learning to develop a data-stall aware DNN scheduler is motivated by

the growing complexity and scale of DNN training workloads [155, 355], particularly in multi-

tenant cluster environments [246]. Traditional heuristic-based methods often struggle to effec-

tively schedule tasks in such environments due to the intricate and interleaved data access patterns

inherent in DNN training. We can extend TINFETCH to learn the pattern of the data usage and
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memory access [292] during the DNN training and perform prefetching to mitigate the data stall

during DNN training. Since the scale of distributed DNN training keeps growing (e.g., involv-

ing tens of thousands of GPUs) and the length of training time (in months), the solution to tackle

this challenge must also consider the data-stall induced by node failure [323], the data placement

within the disaggregated storage [46], and the gradient synchronization bottleneck that accounts

for more than 60% of the total training time [58].

6.6 ML-powered Tiered Memory/Storage Systems

Tiered storage and memory systems play a crucial role in modern computing environments by op-

timizing data access and storage efficiency. These systems leverage a hierarchy of storage tiers,

ranging from high-speed [180, 236], expensive memory to slower, more cost-effective storage

options [54], to accommodate varying performance and capacity requirements. By dynamically

migrating data between tiers locally or through network [74] based on access patterns and us-

age frequency, tiered storage systems aim to minimize latency and maximize throughput while

minimizing costs. For example, in EVSTORE, we exploited groupability pattern and embedding

compression methods to optimize our three layers caching system. In this case, similar caching

methods can be implemented on multiple memory tiers instead of relying on the main memory

(DRAM) [109, 276]. Moreover, instead of prefetching the data to a the main memory, we can

build similar systems like TINFETCH to prefetch data into multiple tiers based on their degree of

importance [208]. Furthermore, our HEIMDALL and EVSTORE can further be tuned to predict the

access latency on multi-tiers storage systems to better handle the I/O rerouting [147, 294], load bal-

ancing [307, 309], data placement [236], and memory management [48, 118, 162, 185, 292, 355].
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6.7 ML-based Memory Harvesting VMs

By employing predictive models and adaptive algorithms, we can identify underutilized memory

resources, predict future memory demands, and efficiently reallocate memory to VMs with higher

priority or increased workload demands. This approach is very effective in lowering the data center

operation cost considering that the price of AWS, Azure, and GCP’s Spots instances are cheaper

than the regular server node. This will also over a better resource utilization and an enhanced

memory performance to meet the evolving needs of modern cloud workloads, especially during

the peak loads. Our caching algorithm in EVSTORE and prefetching algorithm in TINFETCH can

be extended to better learn about the VMs’ behavior to continuously analyze VM memory usage

patterns, application behavior, and workload dynamics to intelligently reclaim and redistribute

memory resources [121]. Furthermore, this solution can also be applied to RDMA-supported VMs

[248] by dynamically allocating/polling from the available RDMA to increase its utilization. This

remote memory [291] can be utilized to help serve giant ML models (e.g., GPT-3 requires 325 GB)

during peak loads [219].

6.8 Continuously Learning Storage Systems

Continuously learning (CL) storage systems represent a novel approach in the field of storage

management, characterized by their remarkable ability to adapt and optimize storage resources

dynamically in response to evolving workload patterns and user demands. Our ML-based solution

for I/O admission (HEIMDALL) and prefetching (TINFETCH) can further be improved to con-

tinuously learn new workload pattern using Dynamic Neural Network [93] or Mixture-of-Expert

(MoE) which needs an efficient model management strategy for large-scale deployment. The con-

tinuously learning pardigm can applied to dynamically adjust storage configurations such as data

placement strategies [118, 236, 322] and scheduling [155, 355]. With the growing demand of

adaptive deep learning parallelism, this CL solution can be integrated into the training framework
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[194, 377], model serving systems [255, 356], embedding vector DB [344], etc., to ensure that the

system remains responsive and efficient, even in the face of fluctuating workloads, diverse storage

backends, and various software level objective.

6.9 ML-based Software-Defined Storage

Software-Defined Storage (SDS) represents a transformative paradigm in storage infrastructure,

where storage management and provisioning are decoupled from physical hardware and abstracted

into software layers. This abstract outlines the core principles, architecture, and benefits of SDS,

emphasizing its flexibility, scalability, and cost-effectiveness. By virtualizing storage resources and

automating data management tasks, SDS enables dynamic allocation of storage resources based on

application demands, simplifies storage administration, and facilitates integration with cloud and

hybrid environments. The abstract explores various SDS features, including policy-driven automa-

tion, centralized management interfaces, and support for diverse storage technologies, highlight-

ing its role in modernizing storage infrastructure and enabling agile, software-defined data centers

[322]. With this explosion of tunable and learnable features, ML can be utilized to better exploit

the pattern that is invisible to normal heuristic-based methods. Our HEIMDALL and TINFETCH

can be improved and integrated into a higher-level ML-based agent that controls the storage system

stack [111, 147, 272, 277, 278].
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CHAPTER 7

CONCLUSION

This dissertation addresses the pressing need to enhance storage supports for deep recommen-

dation systems in the face of escalating demands for low-latency, scalability, and cost-efficient

deployment. The exponential growth of deep recommendation system usage underscores the im-

portance of optimizing storage solutions to ensure seamless user experiences. We embarked on a

comprehensive exploration, developing solutions at various layers of the storage stack to tackle the

challenges posed by large embedding vector tables (EV tables) and unpredictable SSD latency.

The first contribution, EVSTORE, offers a caching system designed to exploit groupability

patterns, enabling scalable and cost-efficient deployment of deep recommendation systems. By

integrating EVSTORE into existing infrastructure, we achieved significant reductions in latency

and memory footprint, translating into substantial cost savings for cloud providers.

However, reliance on SSDs as backend storage introduced performance instability due to inter-

nal activities like garbage collection and wear leveling, leading to tail latencies. To address this, we

introduced HEIMDALL, an efficient ML-based I/O admission method. HEIMDALL demonstrated

remarkable improvements in tail latency reduction and inference throughput, ensuring stable per-

formance even in the face of unpredictable SSD activities.

Furthermore, our solution, TINFETCH, focuses on optimizing the performance of secondary

storage (SSD/HDD) read latency through advanced block prefetching techniques. By leveraging

both heuristic and machine learning methods, TINFETCH outperformed existing prefetching solu-

tions, achieving higher hit rates and reducing inference latency to sub-µs levels.

In summary, this dissertation highlights the critical role of storage supports in meeting the

evolving demands of deep recommendation systems. Our solutions provide practical and efficient

approaches to enhance performance predictability and cost-effectiveness, paving the way for future

advancements in storage systems tailored for AI/ML workloads.
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